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HNEPEJIIK CKOPOUYEHDb
b/ — baza ganux
BIIP — BimokpemieHuit myHKT peecTpartii
ELIT —  EnextponHMii UQpoBHii ianMC
30/] — Iudopmariis 3 0OMeKEHUM TOCTYIIOM
ITC — IndopmarniitHo-TenexkoMyHikaiifHa cucrema
K33 —  Kommieke 3aco0iB 3aXucTy
KC3I — KowmmnekcHa cuctema 3axucty iHpopmarii
KT3 — Kowmreke TexHiyHuX 3ac00iB
JIOM — JlokasnpHa 00UMCIIIOBaJIbHA MEPEXkKA
ME —  MixMepeKHUH eKpaH
HKI — Hociit ximrouoBoi iHpopmaii
HCJI — HecankuionoBanwii foctyn
oC — Omepariiina cucrema
I1/1 — IlepconanbHi naHi
IIK — IIporpamumuii KOMIUIEKC
PC — Po0Ooua cranmis
CKb/[ — CucremMa kepyBaHHsI 0a3aMu JaHUX
C3I — Cayxo0a 3axucty iHpopmaii
T3 — TexniuHe 3aBIaHHS
T3I1 — Texuiunuit 3axuct indopmarii
[ICK — HenTp ceptudikarii kitouiB

TEPMIHU TA BUBHAYEHHS

VY npomy T3 BUKOPUCTOBYIOTHCSI TEPMIHU Ta BU3HAUEHHS 3T1IHO 3:

— JCTY 3396.2-97 "3axucrt indopmanii. TexHiyauii 3axuct iHpopmarii. Tepminu Ta
BU3HAUYCHHA'";

— HJ T3I 1.1-003-99 "Tepwminomoris B raiys3i 3axucty iHdopmauii B KOMIT'IOTEPHHUX
CHCTEMax BiJl HECAaHKI[IOHOBAHOTO JIOCTYITy".
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1 3AT'AJIBHI BIJOMOCTI

1.1 IloBue HaiimenyBanHst KC3I Ta i1 yMoBHE NIO3Ha4Y€HHs

Kommiekcna cucrema 3axucty iHdopmanii (mami — KC3I) B iHdopmaiiiHo-
TesnekoMyHikaniiHiil cucremi (nami — ITC) mentpy ceprudikailii KIOYIB PUHKY €JIEKTPUYHOI
eneprii (mani — LICK).

1.2 ludp temun
HIugp KC3I: "KC3LLCK.EHEPTOPMHOK".
1.3 BigoMoCTi mpo miAprHeEMCTBO-3aMOBHHKA Ta ITiITPHEMCTBO-BUKOHABIIS

3amoBHuk: JII "Enepropunok". FOpuaumuna agpeca: 01032, m. Kwuis, Byn. Cumona
[TeTmopu, 27. Kox €/IPITIOY: 21515381.

BukoHnaBels: BU3HAYa€THCS 3a pe3yibTaTaMu TCH,Z[epHO.l. npoueaypu.

1.4 Tlepenik TOKyMEHTIB, Ha MiACTaBi skuX cTBOproeThess KC3I, kum 1 Kom 3aTBepKeH] 111
JOKYMECHTHU

Po3pobOka TeXHIYHOTO 3aBJaHHS BHUKOHYETHCS Y BiAMOBiAHOCTI g0 noroBopy Ne 2407 Bifg
24.07.2014 p.

1.5 BimomocTi mpo kepena it mopsaok gpinancyBanHs poOiT

dinaHcyBaHHS pOOIT 3A1MCHIOETHCA 3a

1.6 Topsinok oopmIIeHHS Ta MOJAaHHS PE3YJIbTATIB

ITopsimox odopmieHHss Ta mojgaHHs pe3yibTariB poOiT 31 ctBopenHs KC3I B ITC LCK
noBuHeH BigmoBimatu BuMoram: JICTY 3396.0-96, ACTY 3396.1-96, P 50-34.698-90,
HJI T31 2.5-004-99, HJ{ T3I 3.7-003-05.
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2 META 1 IPU3HAYEHHSA KOMILJIEKCHOI CACTEMHU 3AXHCTY IH®OPMAIIIL

2.1 Mera ctBopenHs KC3I

Mertoto ctBopennst KC3I € 3ab6e3neuenns 3axucty iHpopMmaiii, sika nupkyiaoe y ITC LCK,
BiJl HECaHKIIOHOBaHOTO noctymy (nani — HCJI) nuisxom 3aificHeHHs: MPOTUAIT 3arpo3am, siki MOXKHa
OYIKYyBaTH BHACIIJIOK Iii TMOPYIIHUKA. 3axuCT iH(opmallii MOBUHEH 3a0e3leuyBaTUCS Ha BCiX
TEXHOJIOTIYHUX eTanax ii 00poOku i B ycix pexxumax (ynkmionysanns [TC LICK.

IIpu po3pobmi ta BrnpoamkernHi KC3I B ITC L[CK moBuHHI OyTH BpaxoBaHi iCHYrOYI
TEHJEHII] PO3BUTKY 3aXMIICHUX 1H(OPMAIIMHUX TEXHOJOTiH, PO3pOOKH BIAMOBIIHUX 3acO0iB
3axycTy iHQopMallii, BUMOTH JIepKaBHOI HOPMATHBHOI 0a3W 3 TEXHIYHOTO 3axHCTy iHdopmariii
(maumi — T3I).

Jnisa 3nificnenHs 3axucty iH@opmarii Ha Beix crafgisx xkutteBoro mukiny ITC HCK y KC3I
Mae OyTH rependavYeHo 3aCTOCYBaHHS HACTYITHHUX 3aX0JIiB Ta 3ac00iB 3axXuCTy iH(OpMaIIii:

— OprasizaliifHO-IpaBOBI 3aXOH, SKI Peani3yloThCsA M03a OOYUCIIOBAIBHOIO CHUCTEMOIO
ITC IICK;
— IHXKEHEePHO-TEeXHIUHI 3aXO0/1, [0 Peai3yloThes Mmo3a oduncmoBaibHo0 cuctemoro [TC
LCK;
— amaparTHi, IporpaMHO-arapaTHi Ta IporpamMHi 3aco0u:
— 3axucry Big HCJ;
— kpunrorpadiyroro 3axucty indopmartii (zami — K31);
— 3abe3mnedeHHs JOCTYIMHOCTI iHpopMarlii, mo oopodnserses B [TC LICK.

2.2 ®ynkuioHansHe npusHaueHHs KC3I
KC3I B ITC LCK npusnauena ass:

— peamizauii nonituku Oe3neku iHpopmauii 3aganoi y ITC LICK;

— 3abes3rneueHHss KOH(IAEHIINWHOCTI, IUTICHOCTI, OCTYMHOCTI iH(opMamii mijg dvac ii
00po6ku 3acobamu ITC LICK;

— 3a0e3neuyeHHs KOH(DIIEHIINHOCTI Ta IUIICHOCTI 1H(opMamii mijg yac ii mepepayl
KaHaJlaMH 3B’sI3KY;

— HEIONYIIEeHHs] BUTOKY iH(opMalii 3 oomexxeHuM goctynom (mam - [30]]) Ta BTpaTH ii
MaTepiajlbHUX HOCIiB;

— CTBOpPEHHS MEXaHI3MY Ta yMOB OIEpaTHMBHOI'O pearyBaHHs Ha 30BHIIIHI Ta BHYTPILIHI
3arpo3u 3 MeToro 3abe3nedeHHs Oe3neku iHpopmarii;

— KepyBaHHs 3aco0aMu 3axucTy iH(popMallli, po3MEXyBaHHS TOCTYIy KOPHUCTYBadiB 0
pecypciB ITC ILICK, koHTposb 32 IXHBOIO poO0OTOI 3 OOKY 0Ci0O, SIKi BIAIOBIIAIOTH 32
3abe3neuenns Oesneku iHpopmauii B ITC LICK;

— CTBOpPEHHS YMOB Il 3a0€3MeyYeHHs] MaKCUMaJbHO MOXJIMBOTO PIBHS JIOKai3amii
HEraTUBHMX HACIIJIKIB, 110 3aB/JaIOTHCS HEMPABOMIPHUMH Ta HECAHKIIIOHOBAaHUMH JIISIMU
MOPYIIHUKIB, 3MEHIIEHHS HEraTMBHOIO BIUIMBY HACIHIAKIB MOPYUIEHHS Oe3MeKu Ha
¢ynkuionyBanus [TC LICK;

— peectpariii, 300py, 30epiranns, 06podku manux npo Bci moxii B ITC LICK, sxi maroTh
BIJTHOIIECHHS /10 Oe3neKku iHpopmalii;

— 3abe3neuenHs poctynHocti pecypeiB ITC LCK ans ioro kopucryBauis;

— 3axucTy iH(opMalii BiJl 30BHILIHIX BIUIMBIB BiANOBiIHO 10 BuMor IIpaBui mocuieHoi
ceprudikanii (Hakaz ICTC3I CBY Bix 10.05.06 Ne50).
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2.3 HopmaTuBHO-TIPaBOB1 aKTHU Ta HOPMATHBHI JOKYMEHTH, 110 € OCHOBOIO cTBOpeHHsT KC3I

3axucrt indopmarii ta crBoperns KC3I B ITC [ICK noBuHHI 31iliCHIOBATUCH 3T1THO BUMOT
HACTYITHUX KEPIBHUX 1 HOPMAaTUBHO-METOAMYHHX JIOKYMEHTIB:

3akoH Ykpainu "lIpo indopmariiro";

3akon VYkpaiaum "IIpo 3axuct iHpopmarii B iH(GOpMAIIHHO-TEIEKOMYHIKAIIIHHIX
cucreMax';

3akoH Ykpainu "[Ipo 3axucT nepcoHanbHUX JaHUX";

3akoH Ykpainu "lIpo enexrponnuii undpouit mianuc";

KoHnmemnmiss TexHiuHoro 3axucty iHpopmariii B Ykpaini, 3atBepmkeHa I[locraHoBoro
Kab6inery MinictpiB Ykpainu Big 08.10.97 Ne 1126;

[TonoxxeHHs mpo TexHIYHUM 3axucT iHGopmamii B YkpaiHi, 3aTBep/kKeHe YKa3oM
[Ipesunenta Ykpainu Bix 27.09.99 Ne 1229/99;

JACTY 3396.0-96. 3axuct indopmanii. Texniuynuii 3axuct iHdopmarii. OcCHOBHI
MIOJIOXKECHHS,

JACTY 3396.1-96. 3axuct indopmanii. Texuiunmii 3axuct iHbopmarnii. I[lopsmok
poBeIeHHS poOiT;

HJI T3I 1.1-002-99. 3aranbHi mOI0KEHHS MO0 3aXHUCTy iHGOpMallii B KOMI'TOTEPHUX
cHCcTeMax BiJl HECAHKI[IOHOBAHOTO JIOCTYILY;

HJ[ T3I 3.7-001-99. Meroau4Hi BKa3iBKH IHIOJ0 PO3POOKHM TEXHIYHOI'O 3aBJaHHS Ha
CTBOPEHHSI KOMILUIEKCHOI CHCTEMH 3aXUCTY iH(OpMaIlii B aBTOMAaTU30BaHiil cucTeMmi,

HJI T3I 1.4-001-2000. TunoBe mojioKeHHs Mpo CiIyx0y 3axucry iH(popmamii B
aBTOMATH30BaHIM CUCTEMI;

HJI T3I 2.5-004-99. Kputepii OWIHKM 3aXMIIEHOCTI iHQOpMaLii B KOMIT'IOTEPHHUX
CUCTEMaXx B1J] HECAHKI[IOHOBAHOTO JJOCTYILY;

HJI T3I 2.5-010-03. Bumoru n1o 3axucty indopmarnii WEB-cTopinku;

HIA T3I 2.7-009-09. Meronn4ni BKa3iBKM 3 OIIHIOBaHHA (YHKIIOHAIBHHUX ITOCIYT
6e3neku B 3aco0ax 3axucTy iH(opMaIlii Bil HECAHKIIIOHOBAHOTO JOCTYIY;

HJ T3I 2.7-010-09. MetoanyHi BKa3iBKM 3 OIIHIOBAaHHS PIiBHS TapaHTid KOPEKTHOCTI
peamizaiii (QYHKLUIOHAJBHUX TMOCIyr Oe3neku B 3acobax 3axucTy iHGopmaiii Bif
HECaHKI[I0HOBAHOT'O JIOCTYIY;

HJI T3I 2.6-001-11. Ilopsimox mpoBeaeHHs poOIT 3 JAepiKaBHOI €KCHEepTH3U 3aco0iB
TEXHIYHOTO 3axXHCTy i1H(pOopMaIlii BiJi HECAHKIIOHOBAHOTO JOCTYIy Ta KOMIUIEKCHUX
CHCTEM 3aXUCTy iHpopMarii B iHpopMaliifHO-TeIeKOMYHIKallIHHUX CHCTEMaXx.

HJI T3I 3.6-001-2000. Texniunuii 3axuct iHpopmarii. Komn'torepni cucremu. ITopsaox
CTBOPEHHS, BIPOBAHKEHHS, CYMPOBOUKEHHS Ta MOJEpHI3alii 3aco0iB TEXHIYHOTO
3axHUCTy iH(opMarlii BiJi HECAHKIIIOHOBAHOTO JIOCTYIY;

[TonoskeHHs PO Jep’KaBHY €KCHepTu3y B cepl TEXHIUHOTo 3axucry iHdopMarlii.
3arBep/ukeHO HakazoM Anminictpamii lepkcnemss'sizky Big 16.05.2007 Ne 93.
3apeectpoBano B MinHicTepcTBi toctuiii Yikpainu 16.07.2007 3a Ne 820/14087;

[TpaBuna nocunenoi ceprudikanii, 3arsepmxkeni Hakazom [CTC3I Cb VYkpainu Big
13.01.2005 Ne 3, 3apeectpoBani B MiHicTepcTBi toctumiii Ykpaiau Big 27.01.2005 3a Ne
104/10384 (i3 3miHam#).
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3 3ATAJIBHA XAPAKTEPUCTHUKA ITC TA YMOB i ®YHKIIIOHYBAHHSI

3.1 3aranpHa XapakTepucTUKa

ITC LCK € posnomiieHuM OaraTOMalIMHHAM 0araTOKOPUCTYBa4€BUM KOMILICKCOM, JI0
CKJIaJy SIKOTO BXOJSATh OOUMCIIIOBAJIbHA CUCTEMA, (PI3UUHE CEPEIOBHILE, B SIKOMY BOHA 3HAXOAUTHCS
1 QyHKITIOHYE, CepeIOBHUIIE KOPUCTYBaUiB, 00po0IFOBaHa iHGOpMaIllisi Ta TEXHOJIOT1s 11 00poOKH.

3rigno HJI T3I 3.7-003-2005 ITC LCK e inTerpoBanoto, a 3rimno HJ T3I 2.5-005-99
knacudikyerncs sk [TC kmacy "3".

3.2 OcHOBHI (hYHKITIOHATIbHI 3aBJIaHHS

ITC IICK mnpusnaueHa i 3a0e3leUeHHs] peaizaiii perjaMeHTHUX IMpolenyp Ta
MeXaHi3MiB, TIOB’SI3aHUX 3 OOCITyTOBYBAaHHIM IOCHJICHUX CEPTU(IKATIB BIAKPUTUX KIIOUIB (i —
cepTu(dikaTiB) KOPUCTYBAUiB, 10 BKIIOYAE:

peecTpalito KOpUCTYBaviB;

cepTudikaIlio BiIKpUTHX KIIOYiB KOPUCTYBAUiB;

PO3MOBCIOKEHHS cepTU(iKaTiB;

VIOpaBIiHHSA CTaTycoM cepTU(diKaTiB Ta PO3MOBCIOKEHHS 1HQOpMAIl MNpo CTaTyc
cepTudikaris;

HAJaHHS MOCHYT (DIKCYBaHHSA 4acy.

3.3 Cxman ITC LICK
3.3.1 Jo cknany ITC LHCK BxoasTh:

nentpanbHuil cerment [TC LICK, y cknani:
— JoKajJbHa oOuMctoBanbHa Mepeka (nani —JIOM) cepsepis LICK;
— pobouux wMicip 00CIyroByrouoro mnepconany (mam — PM obGcmyroByrodoro
IIEPCOHAILY);
— PC renepariii Kitouis;

3.3.2 Jlo cknagy KoMIuiekcy TexHiuHuX 3aco0iB (mani — KT3) uentpansnoro cermenty [TC
LCK Bx0asTh:

KT3 JIOM cepgepis LICK, y cknani:
— 1uentpanbHi cepBepu (cepepu LICK) (kmacrep);
— cepBepH B3aeMoJIii (Ki1acTep);
— JHCKOBI MacHBH;
— CcepBep MOHITOPUHTY Ta CHHXPOHIi3allii 4acy;
— obnagHaHHs cuHxpoHizauii yacy (GPS-npuiimay);
— MbkMepexxHuil ekpat (gani — ME);
— MEpexHi KpUOTOMOIYyJ i (KJactep);
— KpUIITOMOJYJI1;
— komytaropu JIOM;

— KT3 pobounx miciis 00CIyroByrOYOT0 MEPCOHATY:

— PC agminictparopa Ge3mnexu;

— PC aaminicTpaTopa peectpariii;

— PC agminictparopa ceptudikariii Ta CHCTEMHOTO aJIMiHiCTpaTopa;
— amaparHo-tiporpamui 3aco6u K31 (mani — AII3 K31);

— PC renepariii Ki1rouiB.

Crpykrypna cxema KT3 ITC LICK HaBenena Ha pucyHky 3.1.
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MporpamHo-TexHiuHum komnnekc LICK

LleHTpankHi cepBepu Ta cepeepu B3acMogil
Knactep Byson1 o Byson 1 Knactep :
LSHTPanbHMX N .wj cepeepie
c i & i ¥ P
PBep g | i 6 B3aemoaii |
mnn ,/" . P - “ |
A Byson 2
% Byaon 2 =
= i N
nckosum r" N I S
Kpunro- . g ‘F_/' TN
moayns @ 4]
_ Komyratopu A
Knacrep MepexHux ] BON3
Kpunromonyma p
(ocHOBHMI Ta pezepBHUN) \

BON3
Cepeep
MOHITOPUHIY

BOJI3

IsonboBaHe poboue
Mmicue

PC o6cnyroBytouoro nepcoHany (po6oui migus)

Ny 'y

PC aaululcrpa'ropa

ceprudikauii Ta
Gl

CUCTEMHOrO
PC aamulnparopa
peccTpauii

Komyrarop
PC

.. PC renepauii
PR xniouis
' xopuctysauis

PC aa;niulmpafopa
Beanexun

GPS-npuimay

<

GSM-moayn

TenekomyHikayinHi
Mepexi

CepBepu Ta
KOpPUCTYBa4i cUCTem

Pucynok 3.1 — CtpykrypHa cxema KT3 ITC [ICK

3.3.4 IIporpamue 3a0e3MeYeHHS
3.3.3.1 Ho ckiaay nporpaMHOro 3ade3nedeHHs (Jaami

— omepariiiHi cuctemu (gani
— OC cepgepiB B3aeMO/Ii;
— OC cepBepy MOHITOPUHTY Ta CHHXPOHI3allil 4acy;
— cucTeMa KepyBaHHS 06a3zaMu JaHuX (1ail —
— CKB/] cepBepiB B3aeMoii;
— TI3 HTTP-cepsepy;
— II3 LDAP-cepgepy;
— TMpOrpaMHUN KOMIUIEKC (Aani
— TIK cepBepiB B3aeMo1ii;
— II3 moniTOpUHTY;

3acobu aHTHBlpyCHoro 3axuCTy (Han —

— OC) 1eHTpaJbHHUX CEPBEPIB;

— I1K) ueHTpanbHUX cepBepiB;

— OC PM 006c1yroBytouoro nepcoHaity;
— II3 RDP xmienra.
3.3.3.3 Jlo cknany I13 PC renepariii ki1to4iB BXOAATS:

— OC PC renepauii Kitouis;
— 3A3 qna PC renepanii Kiodis;

1

OynkmionansHe (cnemiamizoBane) II3  aamimicTpaTopiB  (cHcTeMHOTO,

—I13) JIOM cepgepiB LICK BxoasTh:

CKB/l) ueHTpanbHUX CEpBEPIB;

3A3) i HEeHTpaIbHUX CEpBEPIB.
3.3.3.2 Jlo ckiamy 13' PM 00CITyTOBYIOUOTO TIEPCOHATTY BXOJISTh:

Oesmnekn, peecTpariii)

BcTaHOBIIeHO Ha cepBepax JIOM ceprepiB LICK i 3amyckaeThcs/BUKOHYEThCSA O€3MOCEpEAHBO HA HUX 13 BUKOPHCTAaHHIM

3ac00iB BiIIaJICHOTO JOCTYITYy 200 JIOKATFHOTO MiIKIIOYEHHS 10 BiANOBITHUX CEpPBEPiB
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— TIK PC renepartii KJro4iB.
3.4 Xapakrepuctika oopo0roBaHoi iHpopmarii

34.1 3a 3microm BuMOr 1moj0 3axucty, obpobmoBana B ITC LCK indopmaris
HiAPO3ALISETHCS HA TaKi KaTeropii:

— 3araJibHOJIOCTYITHA iH(OopMaIlis;

— TepCOHANbHI JIaHi;

— ocob6ucrti kmoui LICK, ceppepiB LICK, nepconany LICK, 3asBHUKIB;
— TEXHOJOrI4Ha iH()OopMAIIis.

3.4.2 3aranpHonocTynHa iHMOpMartis, mo oopodnseTses y LICK BiqHOCUTBCS 10 BIIKPUTOT
iHpopmanii, goctyn Ha ii uyuTaHHA MaiOTh yci KopuctyBaui BeO-pecypcy LICK, moctynm Ha
moaudikarito — Titbku mepconan ITC LICK B mexax mocamgoBux 060B’s3kiB. J[o iHpopMmalii miel
KaTeropii BUCYBAIOTHCS IMiIBUIIICHI BUMOTH 13 3a0€3Me4eHHs IUJIICHOCTI Ta JOCTYITHOCTI.

3.4.3 Ilepconanbni mani (mami — IIJ[) ocib, ski € 3apeecTpoBaHHUMH KOpPUCTyBauaMu
(abonentamn) 1ICK, € 30/ Ta BimHOCUTBCS M0 KoH(ineHiHHOT iHdopmaii. Joctym no T/ mae
timeku nepconan ITC LICK B mexax mocamoBux o06oB’s3kiB. I1/] € iHdopmaliiero BUMOra mioJio
3axXHUCTy sKOi BcTaHoBieHa 3akoHOM "IIpo 3axmcr mepconampHHX nanHux". Jlo iHdopmarii miel
KaTeropii BHUCYBAIOTHCS IMIJBUIICHI BUMOTH 13 3a0e3medeHHs KOH(]iIeHIIHHOCTI, LITICHOCTI Ta
JOCTYITHOCTI.

3.4.4 Oco6ucrti xiroui LICK, ceprepiB LICK, nepconany LICK, 3asBHukiB € [30/] Ta moBuHH1
OyTH JOCTYNHI JIMIIE BJIACHUKAM Yy BiamoBimHocTi 10 3akoHy "lIpo enextpoHHMI nu(ppOBUit
mignuc". Jlo iHdopmarii i€l KaTeropii BHCYBaIOThCS MiJBHILIEHI BUMOTH 13 3a0e3meueHHs
KOH(1EHIIITHOCTI, LUJIICHOCTI Ta AOCTYIHOCTI.

3.4.5 TexHonoriuHa iH(pOpMaLis CKIAJA€TbCS 3 TEXHOJOTIYHOI iH(OpMAaLlis KOMIUIEKCY
3aco0iB 3axucrty (nam — K33) ITC LHCK Ta TexHonoriuHoi iHdpopMarllii moa0 aAMIHICTpyBaHHS Ta
ynpasiiHHsa oOuncmoBanbHO0 cuctemoro ITC LCK. [lo indopmartii miei kaTeropii BUCyBarOTbCs
T1IBUILIEH] BUMOTH 13 3a0€3MeueHHsT KOH(1ACHIIIHHOCTI Ta JIICHOCTI.

3.5 CepenoBuilie KOpUCTyBauiB
3.5.1 I'pynu kopuctyBauiB
Kopuctysaui ITC LICK noainstoTecs Ha AB1 TPYNHU:

— BHYTpILIHI KOPUCTYBaul;
— 30BHILIHI KOpI/ICTyBaHiz.
3.5.2 I'pymna BHYTpILIHIX KOPUCTYBaviB

Jlns HagaHHS BHYTPIIIHIM KOPUCTyBauyaM MOBHOBAaXXEHb 3 JOCTYIYy 10 iH(popMarii, 110
o0pobnsierbes y ITC LICK, Ta 103BOJIB HA BUKOHAHHS MEBHUX poOIT y mporeci GyHKI1OHYBaHHS
ITC LICK iMm MOxyTh OyTH HaJlaH1 TaKl KOMIIO3UTHI poni3:

— aaMmiHicTpaTopu 6e3HeKI/I4;

— CHCTEMHI aJIMIHICTpaTOpH Ta cepTudikarii;
— aJMIHICTpaTOPH peecTparlil;

— aJIMIHICTPATOPH peecTparlii (deprona 3MiHa).

2 Kpurepiem BinHeceHHs kopucTyBada 1o rpynu "3oBHimHI" un "BHyTpimHI" € HOro HaleXHICTh 10

nepconaxy ITC LICK (ITC BIIP)

3 Komrio3utHa posb - XapakTepUCTHKA KOPHCTYBauya, sIKa € JIOTIYHAM TOEIHAHHIM [EsIKOi He
MOPO’KHBOT MHOXHMHH JIOKabHUX poseid. [lo Tekcry mporo T3 y SKOCTI CHHOHIMY TEpMiHY '"KOMIIO3UTHA POJB"
BHKOPHUCTOBYETHCSI TepMiH "poiib". ¥V pasi, Ko Tpeda HaroJOCHTH Ha TOMY, IO POJIb MATPUMYEThCS (peai3yeThbes)
KOHKpeTHUM KoMrioHeHToM K33 y mbomy T3 BUKOPHUCTOBYETHLCS TEPMiH "JTOKaJIbHA POIIH"

3a00poHEHO CyMIaTH pOJIb aaMiHiCTpaTopa Oe3leKW 3 POJSIMU CHUCTEMHOTO aaMiHICTpaTopa,
anMiHicTpaTopa ceprudikaiii, agmMiHicTpaTopa peecTparii
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3.5.3 I'pymna 30BHIIIHIX KOPUCTYBaYiB

30BHIIIHI KOPUCTYBavi MOIUISIOTHCA Ha:

MiMCyBayi;
aHoHimMHI kopucrtyBaui LICK;
3asIBHUKHU.

3.5.4 OyHKuii BHYTPIMIHIX KOPUCTYBaYiB

3.5.4.1 OcHoBHUMH (PYHKITISIMH KOpHCTYBava 3 poJutio "AnMiHicTpaTopu 6e3neku” €:

HanmamryBanas K33 mporpamuoro 3abesnedenss nenrpansaoro cermenty ITC HCK;
HanamryBaHHs K33 kommiekcy TexHigyHuX 3aco0iB nieHTpanbHoro cermenty [TC LCK;
KOHTpOJTb 32 PpyHkuionyBarnHsaM K33 nenrpansaoro cermenty [TC LICK;

yhnpaBiiHHS (TeHepallis, 3HUIIEHHA) ocoOucTUMHU 1 Biakputumu kirodamu EIIT Ta
MIPOTOKOITY PO3MOILTY KITIOUiB;

reHeparlisi, pe3epBHE KOIMiIOBAaHHS, 3HUIIICHHS, BIIHOBJICHHS 3 PE3epBHOT KOIii, KOHTPOIIb
3a BUKopuctanusaM ocobuctoro xiroda LICK ta ocobuctux kmouis cepsepiB LICK;
KOHTPOJIb 32 ToTpuMaHHAM BuUMor nojituku 6e3nexu y ITC LICK.

3.5.4.2 OcHoBHMMH (YHKIISIMA KOpUCTYBayda 3 posutio "CuctemMHi aaMiHicTpaTopu" €:

HanamryBanHa 113 nenrpansHoro cermenty ITC LICK (y uyacTuHi, 110 HE CTOCY€ETHCS
napameTpiB Oe3neKn);

HanamryBanHd KT3 nentpansHoro cermenty ITC LICK (y yacTuHi, 110 HE CTOCYEThCS
napameTpiB Oe3neKn);

KoHTpoutb npane3faatnocti [13 ta KT3 uentpansaoro cermenty [TC LICK;

texHiyae oociyrosyBanus KT3 nenrpansaoro cermenty ITC LICK.

3.5.4.3 OcHoBHMMH (YHKIIISIMH KOPUCTYBaya 3 posuio "AMiHIcTpaTopu cepTudikarii” €:

reHeparlisi, pe3epBHE KOIMIIOBaHHS, 3HUIICHHSI, BIIHOBJICHHS 3 PE3€PBHOI KOIii, KOHTPOJIb
3a BUKopucTtaHHaM ocobuctoro kimoya LICK Ta ocobuctux kirouis cepsepi LICK;
dbopmysBanns ceprudikara [{ICK ta ceptudikaris cepsepis LICK;

dopmyBanHs ceptudikartiB ang nepconany LICK (agminictparopa cepTudikaii,
aJIMIHICTpaTOpPIB peecTpallii, BIAJAIEHUX aIMIHICTPATOPIB peecTpartii);

MOTO/DKEHHS 3alMTIB Ha GOpMyBaHH Ta 3MiHY cTaTycy cepTu(ikaTiB JUis MiANNUCYBaYiB;
(dbopMyBaHHS CITUCKIB BIIKJIMKAHUX CEPTU(DIKATIB;

HanoBHeHHs iHopmariiitHoro pecypey LICK.

3.5.4.4 OcHoBHUMH (PYHKITIIMH KOPUCTYBaya 3 poJutio "AaMiHicTpaTopu peectpartii” €:

BEJICHHS PEECTPY KOPUCTYBAUiB;

(dopmMyBaHHS 3anMTIB HA (POpMyBaHHS cepTU(IKATIB A7 3asIBHUKIB;
HiATBEPKEHHS 3aUTIB Ha (pOpMyBaHHS cepTU(]IKATIB AJIs 3aIBHUKIB;
(bopMyBaHHS 3alMTIB Ha 3MIHY CTAaTYyCy CepTU(IKATIB AJIs 3asBHUKIB.

3.5.4.5 OcHoBHUMH (YHKIISIMH KOpPUCTyBada 3 poOJUII0 "AJIMIHICTpaTOpu peecTparii
(ueproBa 3miHa)" €:

BEJICHHS PEECTPY KOPUCTYBAYIB;
(bopMyBaHHS 3alMTIB Ha 3MIHY CTAaTyCy cepTU(IKATIB AJIs 3aSBHUKIB.

3.5.5 ®yHKIIOHATBHI MOXKIIMBOCTI 30BHIIIHIX KOPUCTYBayiB

3.5.5.1 Anonimuuii kopuctyBau L{CK mae npaBo Ha mepernsan Ta ckauyBaHHs iH(opMarlii,
mo po3minieHa Ha iHpopmariiitnomy pecypci LICK (BeO-cTopiHIli), OTpUMaHHS MMO3HAYKH Yacy,
OTPUMAaHHS CTaTycy cepTudikara.

3.5.5.2 TligmucyBad Mae TpaBO Ha TIOJIaHHS 3alUTIB Ha 3MIHY CTaTyCy BJIACHOTO
ceptudikaTa i mpaBa aHOHIMHOT'O KOPHCTyBaua.

3.5.5.3 3asgBHUK Ma€ MpaBo Ha TeHepallio KitouoBoi napu Ha PC reHepairii KioviB.
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3.6 YMOBH po3TairyBaHHS 00'€KTa

3.6.1 Po3mimenns ob6uncmoBanbHoi cuctemu koMmnoHeHTiB ITC LICK mae BukoHyBaTucs,
BUXO/ISTYH 3

JOKai3amii TeXHIYHHX 3aco0iB y NPHUMILNICHHAX, GI3UYHMNA JOCTYN 10 SKHX €
0OMEKEHHM;

TEXHIYHUX XapPaKTEPUCTHK OOJAaTHAHHSA 1 BUMOI IIOJO0 HOrO BCTAHOBICHHS 1 YMOB
eKCIUTyaTalii BU3SHAYCHUX X BUPOOHHKOM.

3.6.2 Ilpumimenns ae po3minrytorsest komnoHeHTd [TC LICK, moBuHHI MaTH MPOITYCKHHA 1
BHYTPI0O €KTOBUM pEXHMMH, IO BH3HAUEHI [JIIOYMMU HOPMAaTHUBHUMHU Ta pO3NOPITYUMHU
JIOKyMEHTaMu 3aMOBHUKA.

3.7 MoxmuBi 3arpo3u 0e3neku iHdopmartii

[TopymenHs: KOH(IASHIIITHOCTI, MUTICHOCTI Ta JOCTYMHOCTI iH(popMalii, 1o 00poOIsIeThCs
y ITC LICK MOXyTh NPOSABIATHCS BHACIIJOK TAKUX 3arpo3:

NOPYIICHHST MpPaBHJ PO3MEXYBaHHS JIOCTyImy 10 iH(popMarlii, mo oOpoOnseTscs B
komnonentax ITC IICK Bnacmigok HempaBuibHOi KoH(irypamii Ta/abo o006xomy
MexanizmiB K33;

HECAHKIIIOHOBaHE TMEpPEeXOIUVIeHHs a00 BUKPUBIEHHS [JaHHUX, L0 IEepelaloThCs
HE3aXUIICHUMH KaHajaMH 3B 513Ky Mixk kommoHeHTamu [TC LICK;

BTparta arpuOyTiB Joctymy BHyTpimHiX kopuctyBauiB ITC LICK, mo npu3BoauTs a0
HemoxuBocTi Bukopuctanus ¢pynkuii [TC LCK;

HECAaHKIIIOHOBaHE OTpPUMaHHS (TEepexOIUieHHs) a00 BHUKPUBJICHHS JaHUX HOYaTKOBOT
ineHTudikanii Ta aprentudikanii kopuctysauis [TC LICK;

BiIMOBa B OOCIIyrOBYBaHHI aBTOPM30BaHMX KOPUCTYBAdiB BHACIIJOK HaJMIPHOTO
BukopuctanHa pecypciB ITC ILICK 3 0Ooky aBTOpHM30BaHOI0/HEABTOPHU30BAHOTO
KOPHUCTYBaya;

HECaHKI[1I0HOBaHE BUKOpucTaHHs obuucmoBanbHuX pecypeiB [TC LHCK mas nocaraeHHs
1inel, siki He BignosigaoTh npusHadenHto [TC LCK;

HernpaBuiabHe QyHkiionyBaHHs ckianoBux [TC [ICK y Hacnigok nmopymieHHs mMiliCHOCTI
IporpaMHUX a0 amapaTHO-NPOrPaMHUX 3aC001B UM 1HIIUX BiJIMOB;

BigmoBa kopuctyBauiB [TC LICK Bix dakTy cTBopeHHs iHpopMallii IEBHOTO BUY;

Mo udikaris a0o BUJANCHHS JaHUX ayIUTYy.

3.8 Texnonoris 00pobku iHpopmauii B [TC LICK

3.8.1 Hentpanbuuit cerment ITC LICK 3a0e3nedye BUKOHAHHS TaKuX (YHKIIIH:

KepyBaHHs (TeHepallis, BUKOPUCTAHHS, pe3epPBHE KOMIIOBAaHHS, 3HUIIEHHS) OCOOMCTUMHU
kmouamu [ICK, cepsepiB IICK ta nepconany IL{CK;

BEJICHHS PEECTPY KOPUCTYBAUiB;

KepyBaHHsa ((dopmyBaHHS, IyOmiKailisg, OJIOKYBaHHS Ta CKAacyBaHHs) cepTH(IKaTIB
Binkputux kimouiB L{CK, cepsepi LICK, nepconany LICK ta kopucryBauis;

pe3epBHe KomitoBaHHs ocobuctux kiouiB LICK Tta cepsepiB LICK, ceptudikaris,
CIHCKIB BIIKJIMKAHUX CEPTH(]IKATIB Ta peecTpy KOPUCTYBAUIB;

apxiByBaHHS cepTU(IKaTIB Ta peecTpy KOPUCTyBaUiB.
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4 BUMOI'M TA ®YHKIIII K33 ITC IICK

4.1 3araneni Bumoru 10 KC3I 8 ITC LICK

KC3I nmoBunHa 3abe3neuntn 3axuct iHGopmamiiHux pecypciB ITC ILICK Bix 30BHimHIX
3arpo3, araKk Ta HECAHKLIOHOBAHOTO BHUTOKY iH(OpMAIlil HUIAXOM CTBOPEHHS U MiATPUMKHU
Oe3reynux 1H(OpMAIIHHUX TEXHOJIOTIH, B paMKax SKHX JOCTYIN J0 iH(popMallii pi3HUX KaTeropii
OpraHi3yeThCsl TAKUM YMHOM, IO TiJIbKM YITOBHOBa)KEHUM KOPUCTYBauaM a0o MpoLecaM HaJaeThCs
MOJKJIUBICTh POOOTH 3 KOHKPETHOI 1H(OpPMAIlIEI0, TOCTYI 0 SKOI OOMEXYETHCS 1 TapaHTYEThCS
niicHicTh npH ii 00po6ui 3acobamu ITC LICK.

K33 ITC IICK noBuHeH 3a0e3nevyBaTu:

LUTICHICTh Ta AOCTYIHICTh 3aralIbHOAOCTYIHOT iHpOopMaIlii;

KOH(1AeHIIIHICTh, HUTICHICTD Ta JOCTYIHICTh MEPCOHATLHUX JAHUX, SKi 30epiraroTbes i
00pobstroTeest B komnoneHTax ITC LICK, a Takox nepenaeTbesi Mi>xk HUMU;
KOHQIIEHIIMHICTh,  HUTICHICTP Ta  JOCTYIHICTH  OCOOMCTHX  KIIOYiB,  IIIO
BUKOpHUCTOBYeThes koMmnoHeHTamu L{CK, okpemumu oro kopuctyBadamu;
KOHQIISHIIMHICTP Ta IUIICHICT, TEXHOJNOTiUHOI iH(popMamii, ska 3ade3nedye
¢ynkuionyBanss K33 ITC LICK;

noctyn no iHdopmamii ta pecypciB ITC ILICK kopucryBagam ITC LICK 3rimHo 3
NpaBUJIAMU BCTAHOBJICHUMH TOJIITUKOIO O€3MEKH (30KpeMa, IpaBaMH JOCTYITY);
CHIOCTEPEXKEHICTh 3a [iIMH KOPHCTYBAauiB IUISXOM BIPOBA/HKCHHS MEXaHI3MIB 1
IpOIIeTyp KOHTPOJIIO, PEECTpAIlii Ta TPOBEICHHS ayTUTY 3apPEECTPOBAHUX TMOTIH.

4.2 Bumoru o ckiany K33 ITC LICK

4.2.1 BpaxoByrouM pe3yJabTaTH aHaJli3y 3arpo3 Ta Ll O0e3NeKu, IPONOHYEThCsS TaKU CKIa]]
IPOrpaMHUX, allapaTHUX Ta anapaTtHo-nporpamMHux komnoHeHTiB K33 nenrpanbnoro cermenty [TC

HCK:

a) Komnonentn K33 nentpansnoro cermenty ITC LICK, mo po3ramoBsani y JIOM cepsepin

LCK:

K33 OC uentpanbHUX CEpBEpIB;
K33 OC cepBepiB B3aeMoii;

K33 OC cepBepa MOHITOPUHTY Ta CHHXpOHI3allii yacy;
K33 CKB/] nentpanbHuX cepBepis;
K33 CKB/] cepepiB B3aemoii;
K33 I13 HTTP-cepsepy;

K33 I13 LDAP-cepgepy;

K33 IIK uenrtpanbHux cepBepis;
K33 I1K cepBepiB B3aeMoyii;

3A3 ueHTpaibHUX CEpBEpIB;

ME;

komyTaTopu JIOM;

MepeXHI KpUITOMOYITI;
KpUIITOMO/YIII;

K33 I13 moHiTOpUHTY.

0) Kommonentn K33 mnentpambnoro cermenty ITC ILCK, mo posramosani Ha PM
00CIIyrOBYIOYOI0 IIEPCOHAIY:

K33 OC PM 06cayroByrouoro nepcoHaiy;
ATII3 K31

B) Komnonentu K33 nenrpansaoro cermenty ITC LICK, mio po3ramosani Ha PC reneparii

KJIFOYiB:

K33 OC PC renepariii k1ro4iB;
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3A3 ms PC renepartii KIro4iB;
K33 IIK PC renepariii ki1ouiB.

4.3 ®Oynkmii ckiaagoBux (kommoHeHTiB) K33 ITC LICK

3aznaueni y 1. 4.3.1 - 4.3.21 ocuoBHi ¢ynkuii komnonentis K33 ITC LICK cnin po3rasaatu
SIK BiI[l'IOBiI[HiS MIIMHOXHUHU (1)yHKuiI7I6 K33 nenrpansnoro cermenty ITC IICK.

4.3.1 OcnosHi pynxkuii K33 OC uenTpanbHUX cepBepiB

3a0e3medeHHs IITICHOCTI BiaacHUX MoaymiB K33 numsixoM po3MexyBaHHS JOCTYNy Ha
Mo (IKaIliIo 10 BIAMOBIIHUX CUCTEMHUX (ailliB;

3abe3neveHHs mimicHocTi K33 mporpamMHMX KOMIIOHEHTIB, 10 (YHKIIOHYIOTH M il
KEepPYBaHHIM LUIIXOM PO3MEKYBaHHS JOCTYIY J0 BIAMOBIAHUX BUKOHYBAaHUX (hailiiB;
PO3MEXKYBaHHSI JIOCTYIYy Ha YUTaHHs, MOAUQIKalil0 Ta 3amycK 10 00'ekTiB (haiimoBoi
CUCTEMH;

imeHTudikais Ta apreHTudikaiis kopuctyadiB OC Ha OCHOBI JIOTiHA Ta MAPOJIS;
HaJIaHHS TOCTOBIPHOTO KaHAITY [T BBEJCHHS aTpuOyTiB KopuctyBauiB OC;

peectparlis mofiH, mo BindyBaroThcs Ha piBHI OC;

HiATPUMKA MOKIUBOCTI 00’ eqHanHs Kitbkox OC y BiIMOBOCTIMKUI Ki1acTep;
npuiiMaHHs Ha ce0e KepyBaHHS OIEpallifHOK CHCTEMOIO PE3epBHOIO cepBepa y pasi
BiIMOBH  INPOTPAMHHX/allapaTHUX KOMIIOHEHTIB OCHOBHOro cepBepa (y T.4.
KPUITOMO/YIIB, L0 MiJKIIOYEH] 10 HHOTO0);

aproMmaTtuune BigHoBieHHs OC mics 300iB;

BigHOBIIeHHA cTaHy OC Ha IEBHUIT MOMEHT 4acy;

OUMINEHHS 3aJIMIIKOBOT iH(opMaIlii y onepaTHBHIH mam'sTi HEHTPAIBHOTO CEPBEPA;
KOHTPOJIb 3aITyCKY MPOIIECiB;

MiTPUMKAa MHOXXUHH JIOKAJTBHUX aJIMIHICTPATHBHHUX Ta KOPUCTYBAIBHHUIIBKUX POJICH Ha

piBHi OC.

4.3.2 OcnosHi ¢yHkuii K33 OC cepepiB B3aemMo/ii

3a0e3nedeHHs IUTICHOCTI BiacHUX MoayiiB K33 muisixom po3mexyBaHHS AOCTYIy Ha
MoM(DiKaIi0 A0 BIANOBIIHUX CUCTEMHUX (DaiiiiB;

3a0e3nedeHHs nuticHocTi K33 mporpaMHUX KOMIOHEHTIB, M0 (YHKLUIOHYIOTh MiJ il
KEpYBaHHSIM LIUISIXOM pPO3MEXKYBaHHS JOCTYMY J0 BIJMOBIAHUX BUKOHYBAaHMX (haiiiB;
PO3MEXYBaHHS JOCTYIy Ha YMTaHHsS, MOAM(IKALIIO Ta 3amycK 10 00'eKTiB (aiinoBoi
CHCTEMU;

ineHTudikais Ta aBTeHTUu(iKawis kopuctyBadiB OC Ha OCHOBI JIOT1HA Ta MApPOJIs;
HaJIaHHS JIOCTOBIPHOTO KaHAy [yl BBEJICHHS aTpuOyTiB KopuctyBauis OC;

peecTparlis nofiH, mo BindyBatoThcs Ha piBHI OC;

HiATPUMKa MOKJIMBOCTI 00’ e1HaHHs KUTbKoX OC y BIIMOBOCTIHKHIA KJacTep;
npuiiMaHHs Ha ce0e KepyBaHHS OINEpAIiifHOI0 CHCTEMOIO PE3EPBHOTO cepBepa y pasi
BIJIMOBHU MPOTPaMHUX/anapaTHUX KOMIIOHEHTIB OCHOBHOTO CEpBEpa;

aBTroMaTudHe BiHOBICHHS OC mmicis 300iB;

BiZiHOBJIeHHs cTany OC Ha MeBHUN MOMEHT Yacy,

OUMIIEHHS 3AJIMIIKOBOI 1H(OpMallii y orepaTUBHIH MaM'aTi cepBepa B3a€MOII;

KOHTPOJIb 3aITyCKY MPOIIECiB;

MiATPIMKA MHOKHHH JIOKQTBHHUX aJMiHICTPATUBHUX Ta KOPHCTYBAJIHHHUIIBKUX POJICH Ha

piBHi OC.

5
6

Tadopmaris mozao "micis 3actocyBanus" kommoneHTiB K33 ITC [ICK naBenena y 1. 4.2
Oyukmii K33 unentpampHoro cermenty ITC IICK po3rnsmaroThes sSIK CYNMEpHO3MIsS  (QYHKITIT

BianoBigaux kommnouneHntiB K33 ITC LICK
7

ITix "moxadbHOIO" POJLTIO TYT i JaTi PO3YMIE€THCA POJIb, IO HANAETHCS/Peai3yeTbcsi KOHKPETHUM

amapaTHAM, IPOTPaMHHUM 49U anapaTHo-nporpaManM kommnonenToMm K33 ITC IICK
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4.3.3 OcnorHi ¢ynkmii K33 OC cepBepa MOHITOPUHTY Ta CHHXPOHI3AIlT Yacy

3a0e3nedeHHs MUTICHOCTI BiacHUX MonyiiB K33 muisixom po3mekyBaHHS JAOCTYIy Ha
MoaudIKaIlio 10 BIANOBIAHMX CUCTEMHHX (DailIiB;

3abe3nedenHs miicHocTi K33 mporpaMHUX KOMIOHEHTIB, 1m0 (YHKIIOHYIOTH mija ii
KEePYBaHHIM IUIIXOM PO3MEKYBaHHS JOCTYITY J0 BIAMOBIIHUX BUKOHYBaHUX (DaiiiB,
PO3MEKYBaHHSI JOCTYIy Ha YUTaHHS, MOAUQIKAIII0 Ta 3amycK A0 00'eKTiB (haiioBoi
CHCTEMU;

inenTudikamis Ta aBTeHTU(iKais kopuctyBauiB OC Ha OCHOBI JIOTiHA Ta MapOJIS;
HaJaHHS JOCTOBIPHOTO KaHAITY JJIs BBEACHHS aTpuOyTiB KopuctyBadiB OC;

peectparlis mofii, mo BinOyBaroThcs Ha piBHI OC;

aBToMatuuHe BigHoBieHHS OC micias 3001B;

BigHOBJICHHS cTaHy OC Ha IEBHUI MOMEHT 4acy;,

OUMIICHHS 3aJUIIKOBOI 1H(OpMAIll y OmepaTUBHIA mam'saTi cepBepa MOHITOPUHTY Ta
CHHXpOHi3aIlii yacy;

KOHTPOJIb 3aITyCKY MPOIIECIB;

MiATPUMKAa MHOKHHU JIOKQJTbHUX aJMIHICTPATUBHUX Ta KOPHUCTYBATLHUIILKUX POJICH Ha
piBui OC.

4.3.4 Ocnosni ¢pynxkuii K33 CKB/] uentpansaux cepepiB

PO3MEXKYBaHHS IOCTYIy Ha YMTaHHS Ta Moaudikaiito 00'ekTiB (Tabiulb, BiTOOpaxKeHb,
npoueayp, mo 30epiratotbest) b/l eHTpaNbHEX cepBepiB;

Bigkat b/l nenTpanbHUX cepBepiB y BUIMAIKY TOMUIIOK;

inenTudikamis Ta aBreaTudikanis kopuctysauiB CKb/l Ha ocHOBI JoTiHA Ta Mapois;
peectparlis mofil, mo BinOyBaroThes Ha piBHI CKB/I;

KepyBaHHS MaKCUMAJIbHHM YacOM BUKOHAHHS 3aIlUTIB, IO HAIXOASITHh 3 BIITAICHOTO
BY3J1a;

KepyBaHHS MaKCUMaJIbHOT KUTbKICTIO KOHKYPEHTHHUX 3'€/THAHb;

KepyBaHHS MiHIMaJIbHAUM Ta MaKCUMAJIbHHM pPO3MIPOM OMEpaTHUBHOI Mam'sTi, IO
Bunusierbes nporecy CKB/;

3a0e3nedeHHs BiJHOBJICHHS Micis 3001B HUIsixoM noBepHeHHs b/l y Bimomuii Oe3zneunuit
CTaH 3 BUKOPUCTAHHSIM PE3epPBHUX KOITiiA;

MiATPUMKAa MHOKHHU JIOKaJTbHUX aJMIHICTPATUBHUX Ta KOPUCTYBAIBHUIIBKUX POJICH Ha
piBHi OC.

4.3.5 OcnosHi ¢pynxkuii K33 CKB/] cepsepiB B3aemoii

PO3MEXYBaHHS JIOCTYIly HA YUTAaHHA Ta MoAu(ikaiio 00'ekTiB (TabaMLb, BiIOOpaKEHb,
nporenyp, 1o 36epiratotrses) bl cepBepiB B3aeMoii;

BizkaT b/] cepBepiB B3aeMoiii y BUNIaIKy IOMHIIOK;

imeHTudikanis ta apreHTudikais kopuctyauiB CKbB/] Ha ocHOBI JloriHa Ta mapos;
peecTpartis nofii, mo Bindysatotecs Ha piBHI CKB/L;

KEepyBaHHS MaKCHMaJbHHM YacOM BUKOHAHHS 3allUTIB, IO HAIXOIATh 3 BiIaJICHOTO
BY3J1a;

KEepYBaHHS MaKCHUMAJIbHOI KUIbKICTIO KOHKYPEHTHUX 3'€THAaHb;

3a0e3nedeHHs BIJHOBJICHHS Micis 3001B nuisixoM nosepHeHHs b/l y Bimomuii Oesneunuit
CTaH 3 BUKOPUCTAHHSM PE3EPBHUX KOIIIl;

HiATPUMKAa MHOXKHHM JIOKAIbHUX aJMIHICTPAaTUBHUX Ta KOPUCTYBAIBbHUIBKUX POJEH Ha
piBui CKB/l;

perrikanis Bmicty b/l i3 ocHOBHOT0 Ha pe3epBHHIA cepBep B3a€MO/Ii.

4 3.6 OcnogHi pynkiii K33 I13 HTTP-cepsepy

PO3MEKYBaHHSI JOCTYIY 1O IiJIMHOXHH BEO-CTOPIHOK CaliTy Ha OCHOBI MEpEKHOTO
iHTEepdelcy 3 AKOTO HAAXOISITh 3aIUTH;
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0OMEXEHHSI TpaB MPOIECY Ha JOCTYI 10 00'eKTiB (haiIoBOi CHCTEMH, IO PO3MIIICHI
1032 JUPEKTOPII0 CAUTY;

BEJICHHS KypHAITy peecTparlii (akTiB qoctymy 1o GhaisiB canTy;

OOMEKEHHS MAaKCHMaJbHOI KIUJIBKOCTI KOPUCTYBadiB, IO MOXYTh OJHOYACHO
otpumyBartu noctyn o 113 HTTP-cepsepy;

KepyBaHH: KUIbKicTIO 00poOHUKiB 3anuTiB KopuctyBauis [13 HTTP-cepsepy;

nepeBipKa CUHTaKcUcy KoHpirypauiiHoro gaiiny.

4 3.7 OcuogHi ¢ynkuii K33 I[13 LDAP-cepsepy

PO3MEXYBaHHS JOCTYITYy Ha YMTAHHSA Ta Moaudikaiiio A0 JaHUX, IO 30epiraroThCs y
LDAP-nupekropii;

MiATpUMKA JIOKaabHO1 podii "Aaminictpatopu [13 LDAP-cepepy" Ta nokanbHOI poJi
"HeaBrentudikonani kopucrysadi [13 LDAP-cepsepy";

aBTeHTU(IKALIN aIMiHICTpaTOpa 3a JIOTIHOM Ta MapOJICM.

4 3.8 OcnogHi ¢ynkmii K33 [1K nenrpansnux cepsepis

dbopMyBaHHS 0OMEKEHOTr0 HAOOPY 3amUTIB HA YMTAaHHA Ta MOIU(IKAIIO JNaHUX, 110
30epiratotbcst y bBJ] meHTpanmbHUX cepBepiB 3riHO 3 JOKAIbHUMH POJISIMH, IO
niaTpumyroThes [IK nentpanbHuX cepBepiB;

ineHtudikanis Ta aBTeHTH(ikamis kopuctyBadiB [IK meHTpampHHX — cepBepiB
(amMmiHICTpaTOpiB peecTpallii) Ha OCHOBI cepTU(IKaTy Ta T0OKa3y BOJOMIHHS OCOOUCTHUM
KITIOYEM;

imeHtudikamis Ta aBTeHTH(diKamia KopuctyBauiB [IK 1meHTtpanbHuX cepBepiB
(amMmiHicTpaTopa Oe3meku, aaMiHicTparopa ceptudikailii) Ha OCHOBI JIOTiHA Ta IMAPOJIS
(BuxopuctoBytoun mexanizmu Oesneku CKB/] neHTpanbHuX cepBepiB);

OJTHOYACHUH eKCTIOPT AaHUX JI0 OCHOBHOT'O Ta PE3EPBHOTO CEPBEPIB B3AEMO/IIT;

BEJICHHS KypHaJiB moAiil y cremianbHiil Tabmumi B/l 31 ckmany CKBJl nentpanbHux
CepBepiB;

HiATPUMKA JIOKAJIbHOT aqMiHICTpaTUBHOI poiii "AMiHICTpaTopu Oe3neKu"” Ta JOKaIbHUX
KOPUCTYBJIBHULIBKUX pojed "Axaminictpatopu ceptudikamii’, "AgmiHicTpaTopu
peectparii”;

HaJICUJIaHHS 3anuTIB 10 anapaTHux 3aco6iB K31 Ha popmysanns ELII;

nepesipsaHas ELIL.

4 3.9 OcnogHi ¢yukmii K33 1K cepepis B3aemomii

TpaHcnAnia 1o cepsiciB I1K nenTpanbHUX cepBepiB 3amuUTIB (HAIAXOIATH 3@ MIPOTOKOIOM
http) Bix mianucysayiB Ta aHOHIMHUX KopucTyBauis L[CK;

aBTeHTHiKalig agmiHicTpaTopiB [1IK cepBepy B3aemoii Ha OCHOBI JIOTiHA Ta MAPOJIS;
HiATpUMKa JIOKaJIbHOI ajmiHicTpaTuBHOI poni "Anminictpatopu 1K cepsepy B3aemonii"
Ta JIOKaJbHUX KOPUCTYBAIbHUIIBKUX poJeil "HeaBTeHTH(iKOBaH1 KopucTyBaui'";
HaJlaHHA JocTyny Ao HajnamTyBaHb [IK cepBepy B3aemosii Tinbku aaminictparopy I[IK
CepBepy B3aEMO/III;

BEJICHHS JKypHAJIIB TMOMMWJIOK Ta pe3yibTaTiB Al 3 anminictpyBanHs IIK cepBepy
B33a€MO/III.

4.3.10 OcHoBHi ¢yHkuii 3A3 HEHTpaIbHUX CEpPBEPiB

KOHTPOJIb BJIACHOT IIJTICHOCTI,

3axuCT BiJ 3110BMHUCHOTO [13 Ta BipyCHUX 3apa)keHb;

1IeHTHdiKalisg Ta aBTeHTU(]IKaIs KOpUCTyBaya 3 JIOKAIbHOIO POJUTI0 "AJIMIHICTpaTOpH
3A3" 3a mapojeM Ta HaJIEKHICTIO 10 aAMiHicTpaTuBHOI rpynu Ha piBHI OC;

MIATPUMKA JIOKAIBHOI aaMiHicTpaTUBHOI pom "Anaminictpatopu 3A3" Ta JOKaiIbHOL
KOPUCTYBAIBHUIIBKOT poi "3Buyaiini kopuctyBadi 3A3";

TECTYBaHHs Ha IIpeIMET BIPYCHOIO 3apaXCHHS HpH CTapTi Ta 3a 3alUuTOM
YIIOBHOBAXEHOTO KOPUCTYBAUa;



€AAJ1.468244.185 T3
16

ayIUT BUABJICHHUX IIOPYUICHD.

4.3.11 OcnosHi ¢ynkuii ME

PO3MEXYBaHHS MEPEKHHX IOTOKIB 32 TpPAaBWIAMHU BCTAaHOBJICHUMH KOPUCTYBadeM 3
JOKaJIbHOIO pontio "Anminictpatopu ME";

PO3MEXYBaHHS JIOCTYIY HAa YUTaHHSA Ta MOAU(iKaIiio 10 00'€KTIB, 10 30epiraroThCs y
I13I1 Ta O3I1 ME;

imeHTrdikaIis Ta aBTeHTH(IKAIlS KOPUCTYBAYiB 3 JIOKAJIBHOI POJUTIO "AIMIHICTpAaTOpH
ME" 3a norinom Ta maposem;

MIATPUMKAa MOXKIJIMBOCTI 00’eqHaHHs Kitbkox ME y kimacrep (mapanenpHa oOpoOka
3aIUTIB, 1[0 HAJIXOJIATH);

3abe3nedeHHs Oe3nepepBHOCTI HamaHHs ¢yHKIiM ME 3a ymoBH mpane3gatHocTi Xo4a 0
oaHoro 3 ME, 1110 BXOOuTh 10 KJIacTepy;

BiJTHOBJICHHs HaylamTyBaHb ME Ha NeBHMII MOMEHT 4acy 3 BUKOPUCTAHHSIM PE3ECPBHHUX
KOIIiii;

MIATPUMKA JIOKaIbHOI aaMmiHicTpaTuBHOI poii "Amminictparopu ME" Ta nokanbHOT
KOPUCTYBaIBHULIEKOT poni "[Himi kopuctyBaui ME";

KOHTPOJIb LILTICHOCTI BOYTOBAaHOTO MTPOTPAMHOTO 3a0€3MEUECHHS;

HAJIaHHS IHTEPPEHCY I KOHCOJIBHOTO ITiIKITFOYCHHS;

BEJICHHS 3aITUCIB PO MEPEXKHI MiAKIIOUEHHS;

peecTpartist moIii MO0 Al KOPUCTyBaya 3 JIOKATbHOIO posutio "AnMminictparopu ME".

4 3.12 OcHoBHi pyHK1iT KomyTaTtopiB JIOM

PO3MEKYBaHHS MEPEXKHHX IIOTOKIB 32 TPaBWJIAMH BCTAaHOBJICHHMH KOPHUCTYBadeM 3
JIOKAJIbHOIO posuTio "AnMiHicTpatopu komyraropa JIOM";

PO3MEXYBaHHS JIOCTYITy Ha YATaHHS Ta MOAU(DiKaIio A0 00'€KTIB, 10 30epiraroThes y
IT3I1 ta O3II komyraropa JIOM;

1IeHTHdiKalis Ta aBTeHTU(]IKaLs KOpUCTyBaya 3 JIOKAIBHOIO POJUII0 "AJMIHICTpaTOpU
komytaropa JIOM" 3a noriHom Ta napoJem;

MIATPUMKA MOKIIMBOCTI 00’ €IHAHHS KUTBKOX KOMYTAaTOPiB y CTEK (MapasnenbHa 00podka
3aMHTIB, [0 HAJIXO/ISTH);

3abe3rneueHHs1 Oe3nepepBHOCTI HaaHHs (YHKIIA KOMYTaIllii 32 YMOBU Tpare3JaTHOCTI
xo4a 6 0ZIHOTO 3 KOMYTaTopa, 10 BXOAUTH J10 CTEKY;

BITHOBJICHHS HaJalmTyBaHb Komyraropa JIOM Ha mneBHMII MOMEHT dacy 3
BUKOPUCTAHHSAM PE3€PBHUX KOIIH;

HiATPUMKA JIOKAJIbHOI agMiHICTpaTUBHOI poui "AnMiHicTpaTtopu komyratopa JIOM" ta
JIOKaJIbHOT KOPUCTYBANBHUIIBKOI poui "[Hi kopucTyBadi komyraropa JIOM";

Ha/laHHA 1HTepdency 111 KOHCOIBHOTO MiIKITIOUEHHS;

KOHTPOJIb LILJTICHOCTI BOYTOBAHOTO MPOTPAMHOT0 3a0€3ME€YEeHHS;

peecTpariss MOAIM II0OA0 i KOpHUCTyBaya 3 JIOKaJIbHOIO pOJUIO "AnMmiHicTpaTopu
komyTaTopa JIOM".

4.3.13 OcHoBHI QyHKIIIT MEPEKHUX KPUIITOMOIYIIB

PO3MEXYBaHHSI JOCTYIy JO OCOOMCTUX KIIIOYIB, KpUOTOrpadiyHUX MapameTpiB,
KYpPHaJIB ayAuTy 3TIAHO 3 JIOKAIBHUMHM DPOJIIMH  KOPUCTYBadiB  MEpPEXKHOIO
KPHUIITOMOZYITIO;

pe3epBHE KOIIIOBAHHS 1 BIIHOBJIEHHS 3 pE3€PBHOI KOITii 0COOUCTHX KITIOUiB;
1IeHTHdiKalis Ta aBTeHTU(1KaLlis KOPUCTYBAYiB MEPEKHOTO KPUIITOMOYJIS 32 MapojieM
Ta MOPTOM MIJKITIOUEHHS;

MIATPUMKA JIOKAIBHUX aJMIHICTpaTHBHUX poJiel "Amnminictparopu Oesneku MKM",
"Anminictpatopu MKM" Ta nokaneHoi KopucTyBaJIbHHIIBKOI poiii "Onepatopu MKM";
3a0e3neYeHHsT KOH(IACHITIHHOCTI Ta KOHTPOJIIO IMUTICHOCTI JaHMX, SIKI TIEPEIatoThCs MiXK
MEpPeKHUM  KPUIITOMOAYJEM Ta AaBTCHTU(IKOBAaHMMH MPOTPAaMHUMH  3aco0aMu
kopuctyBaua (EOM);
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ayIdT TOMIA TOB'S3aHUX 13  (YHKIIOHYBAHHSAM  MEPEKHOTO  KPUIITOMOIYJISI
(BX0OI0M/BHX0JIOM, T€HEPAIlI€I0 KITFOUiB, TAPaMETPIB TOIIIO);

MIATPUMKA MOMJIMBOCTI 00’ €THAHHSI KIJTbKOX MEPEKHUX KPUIITOMOIYIIIB y KJIacTep;
dbopmyBanHs Ta mepemipka ELIl Big gaHwx, mo HamIWNUIM BiJ aBTEHTU(IKOBAHUX
nporpamMHux 3aco6iB kopuctyBada (EOM);

aBTeHTHU(IKaLlis IporpaMHuX 3aco0iB kopuctyBauis (EOM);

KOHTPOJIb IUTICHOCTI BOYIOBAHOTO ITPOTPaAMHOTO 3a0€3MCUCHHSI;

TECTYBaHHSI IPABHIILHOCTI KpUNTOrpadidHUX MEPETBOPEHbD.

4.3.14 OcHoBHI QyHKITIT KPHIITOMOYJIiB

PO3MEXYBaHHS JIOCTYIly IO OCOOMCTHX KIIIOYiB, KpuUNTOrpadidHUX IapaMeTpis,
JKYpPHAIIIB ayJAUTY 3T1IHO 3 JIOKAJTBHUMH POJIIMUA KOPUCTYBAUiB KPUIITOMOTYJIS;

pe3epBHE KOIIIOBAHHSA 1 BiIHOBJICHHS 3 PE3€PBHOI KOITii 0COOUCTHX KITFOUiB;
imeHTudikaiis Ta aBTeHTU(DIKAIlis KOPUCTYBauiB KPUIITOMOYJIS 32 MapoJieM;

HiATPUMKA JIOKAJBHOI aJMIHICTpAaTHBHOI poiii "AAMIHICTPaTOPH KPUNTOMOIYJs" Ta
JIOKAJIbHOT KOPUCTYBAIBHUIIBKOI poii "Oneparopu KpunToMoays';

3a0e3nedeHHs] KOH(IACHIIITHOCTI Ta KOHTPOJIIO IUTICHOCTI JaHUX, SIKi IEPEAatOThCs MiXK
KPUNITOMOAYJIEM Ta aBTEHTU(IKOBAHUMH MPOTrpaMHUMHU 3acobamu kopuctyBada (EOM);
¢dopmyBanns ELIl Bing maHux, mo HamidOUIM BiJg aBTEHTH(]IKOBAHUX MPOrPAMHHUX
3ac00iB kopuctyBaya (EOM);

aBTeHTHU(IKaLlis IporpaMHuX 3aco0iB kopuctyBauis (EOM);

KOHTPOJIb IIUTICHOCTI B6yz[0BaHoro MPOTrPaMHOTO 3a0€3MCUCHHS;

TECTYBaHHSI IPABHIBLHOCTI KpUNTOTpadiYHUX IEPETBOPEHb.

4.3.15 OcnosHi ¢ynkuii AIT3 K31

pPO3MeXyBaHHS JAOCTYIY 10 OCOOMCTUX KJIIOYiB, KpUNITOTpapidYHUX MapaMeTpiB 3T1THO 3
JOKaJbHUMU poiisiMu KopucTyBauiB AIT3 K3I;

ineHTudikanis Ta apreHTudikamis kopucrysauis All3 K31 3a maponewm;

HiATpUMKa JIOKaNIbHOI afaMiHicTpaTtuBHOI poii "Aaminictparopu AIT3 K3I" ta nokanbHOT
KOpHCTyBalbHUIIBKOT poii "Oneparopu AII3 K3I";

3a0e3nedeHHs] KOH(1AEHIIIHOCTI Ta KOHTPOJIO IUTICHOCTI JaHUX, SIKI MEPeAatoThCs MIXkK
AII3 K31 Ta aBTenTH(iKOBAaHUMHU MTPOTpaMHUMHU 3aco0aMu kopuctyBada (EOM);
dopmyBanns ELII Bix maHux, 1m0 HagiMunum BiA BiJ aBTEHTH(IKOBAHUX MPOrPaMHUX
3aco0iB kopuctyBaua (EOM);

aBTeHTHU(IKallis IporpaMHux 3aco0iB kopuctyBauis (EOM);

KOHTPOJIb LIIJIICHOCTI BOYJOBAHOT'O MPOrpaMHOI0 3a0€3MeYeHHS;

TECTYBaHHSI MPABHIBLHOCTI KpUNITOTpadiYHAX TePETBOPEHB.

4. 3 16 OcnogHi ¢pynxuii K33 OC PM o6ciyropyrouoro nepcoHaty

3abe3neyeHHs HinicHoCTi BracHoro K33 muisxoM po3mexyBaHHS AOCTYIY 10 CUCTEMHUX
daiinis;

3abe3neyeHHs 1uticHocTi K33 mporpaMHUX KOMIIOHEHTIB, 10 (YHKIIOHYIOTh MifJ il
KEPYBaHHIM LUIIXOM PO3MEKYBaHHS JJOCTYIY JI0 BIJIMOBITHUX BUKOHYBaHUX (paiiiiB;
PO3MEXYBaHHS JIOCTYIy HAa YHTAHHS, MOAMQIKAIIIO Ta 3amMycK 10 00'ekTiB ¢aiaoBoi
CHCTEMU;

imeHTudikanis Ta apreHTudikaiis kopuctysauiB OC Ha OCHOBI JIOTiHA Ta MAPOJI;
HaJIaHHS JIOCTOBIPHOTO KaHAIY [yl BBEJICHHs aTpuOyTiB KopuctyBauis OC;

peecTparlis nofiH, mo BindyBatoThcs Ha piBHI OC;

HiATPUMKAa MHOXKHHM JIOKAIbHUX aJMIHICTPAaTUBHUX Ta KOPUCTYBAIBHUIBKUX POJEH Ha
piBai OC;

aBToMaruyne BigHoBieHHsI OC micist 3001B;

BiHOBJNIeHHs cTany OC Ha NMeBHUI MOMEHT 4acy;

OUMINEHHS 3anuIKoBoi iH(opmamii y onepaTuBHiii mam'sti PM  o6cmyroByrodoro
HEepCOHAaIY;
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PO3MECIKYBAHHA MCPCIKHUX MOTOKIB 1 3aXHUCT BiI[ MCPCIKHUX aTak.

4.3.17 OcnosHi ¢ynkuii K33 I13 kopucrysaya L{CK y BapianTi Bukonanus Java Applet

HaJaHHS MeXaHI3MiB KOHTpoiro miticHocTi moaymiB K3I 31 ckmagy I3 kopucryBava
LICK y BapianTi BukoHanHs Java Applet;

nepesipka ELIT Ha BiamoBimsix, mo Hamaidnum Bif [1IK meHTpansHUX cepBepis;
3a0e3meueHHsT KOHQIACHIIMHOCTI 1 KOHTPOIb IUTICHOCTI MIAMHOXHHH JaHUX, IO
nepenarTbes 1o [IK neHTpanbHuUX cepBepiB;

3a0e3nedeHHs JOCTOBIPHOTO KaHAly JAJsl BBEACHHS aTpUOYTIB JOCTYIy 10 OCOOMCTOrO
KITI0Ya;

TECTYBaHHS MPaBUIIBHOCTI KpUMNTOTpadiuHUX MIEPETBOPEHbD.

4 3.18 OcnogHi ¢yHkii [13 MoHiITOpUHTY

niarHocTuka (YHKIIIOHYBaHHS MEpPEXKHUX BY3JB Ta TNepeBipka (YHKIIOHYBaHHS
CIIeliali30BaHUX MPOTPAMHUX CEPBICIB;

BEJICHHS )KYpHAIIIB 3 Pe3y/IbTaTaMH JIarHOCTUKU;

CIOBIIIIEHHS BIIOBHOBA)KEHUX KOPUCTYBAUiB 3ac00aMH €JIEKTPOHHOI MOIITH/MOOLIBHOTO
3B'SI3KY (SMS);

HiATpUMKA JIOKanbHOi poii "Axaminictpatopu I13 moniTOpuHTry" Ta JOKaJlbHOI POJIi
"KopucTyBadi, 110 OTpUMYIOTh JiarHOCTUYHY iH(opMariio";

imeHTHdiKkamis Ta aBTeHTU(IKAlisl aJAMIHICTpATOPiB Ta KOPHCTYBadiB 3a JIOTIHOM Ta
napoJiem;

PO3MEXKYBaHHS JOCTYIY KOPUCTYBadiB Ha YUTAHHS Ha PiBHI OKPEMHX 3aIlHCIB KypHAJIIB
3 pe3yJIbTaTaMH J1iarHOCTUKH.

4.3.19 OcunogHi ¢ynkuii K33 OC PC reneparii kirodiB

3a0e3neueHHs UTICHOCTI BiacHoro K33 nuigxom po3mexxyBaHHs JOCTYILY O CUCTEMHHUX
daiinis;

3a0e3neuenHs nuticHocTi K33 mporpaMHHMX KOMIIOHEHTIB, L0 (DYHKLIOHYIOTH Mmij ii
KEpPYBaHHM LIUIIXOM PO3MEKYBaHHS JOCTYIY A0 BIANOBIAHUX BUKOHYBAaHUX (hailniB;
PO3MEXYBaHHS JOCTYNy Ha YUTaHHS, MOAUQIKAIII0 Ta 3allycK J0 00'ekTiB (haiioBoi
CHCTEMU;

ineHTudikanis Ta aBTeHTudikais kopuctysauiB OC Ha OCHOBI JIOTiHA Ta MAPOJIS;
HaJIaHHS JIOCTOBIPHOTO KaHay JUIs BBEJIeHHs aTpuOyTiB kopHucTyBauiB OC;

peectparitis nojii, mo BiaOyBatoThcs Ha piBHI OC;

HiATPUMKAa MHOKHHHM JIOKAIbHUX aJMIHICTPATUBHUX Ta KOPUCTYBAIbHULBKUX POJEH Ha
piBHi OC;

aBTroMaTudHe BiHOBICHHS OC Mmics 300i1B;

BifiHOBJIeHHs cTany OC Ha MeBHUN MOMEHT Yacy,

0JI0KyBaHHS crpo0 KOpPHUCTyBaya 3allyCcKy BUKOHYBaHMX (hailiB 13 30BHIIIHHOIO HOCIS;
OYHILEHHS 3aIMIIKOBOI iH(opMmanii y onepaTusHiit nam'sti PC reneparii kioyis.

4.3.20 OcuoBHi ¢ynk1ii 3A3 mis PC reneparii kimodis

KOHTPOJIb BIIACHOT HUTICHOCTI;

PO3MEXKYBaHHS JOCTYIY Ha YUTaHHS Ta MoAu(DiKaIliio HanamTyBanb 3A3;

3axucT BiJ 310BMHCHOTO [13 Ta BipyCHUX 3apaeHb;

iIeHTHdiKalis Ta aBTeHTU(]IKaIis KOpUCTyBaya 3 JIOKAIBHOIO POJUTI0 "AJMIHICTpAaTOpU
3A3" 3a mapojeM Ta HaJEKHICTIO 10 aAMiHICTpaTuBHOI rpynu Ha piBHI OC;

HIATPUMKA JIOKAIbHOI aaMiHICTpaTUBHOI poii "Anminictpatopu 3A3" Ta JOKanbHOI
KOPUCTYBAJIBHULIBKOT poiii "3Buuaiini kopuctyBaui 3A3";

TECTYBaHHs Ha IpeIMEeT BIPYCHOIO 3apaXXeHHd INpU CTapTi Ta 3a 3alIUTOM
YIIOBHOBAXEHOTO KOPUCTYBAya;

ayJUT BUSBICHUX MOPYIICHb.
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4.3.21 Ocnoni ¢ynk1ii K33 I1IK PC renepartii kitouiB

— ¢opmysanns ELII Bix BMicTy 3anuTy Ha opMyBaHHS cepTH]ikaTa KOpUCTyBaya;

— nanamtyBaHHs napameTpiB K33 OC mist PC renepariii kimtodis;

— 3amo0iranHs cnpo0aM HECaHKIIOHOBAaHOTO 3amycky 113, mo He BXxoauTs 1o ckiany 1K
PC reneparii kirouis;

— wMmiHiMizanis Gysakuiii kopucrysaui I1IK PC renepariii kitouis;

— OUHMIICHHS 3alumKoBOi iH(popmamii 100 3reHepOBAHOTO OCOOMCTOrO  KJIKYa
KOpHUCTYBaya 3 JoKaiabHOI0 poiutio "Kopucrysaui [1K PC renepanii kirouis";

— MATpUMKa JIOKalnbHOI aamiHicTpaTtuBHOI pomi "Aaminictpatopu [IK PC reneparmii
KIoviB" Ta JoKanbHOI KopucTyBanbHMIBKOI poii "KopucryBaui IIK PC reneparii
KJIIO4iB";

— HaIaHHS JOCTOBIPHOTO KaHATy JUIS BBEACHHS IApONI0 10 OCOOMCTOTO KIIH04Ya, IO
reHepyeTbes KopucTyBadeMm 3 JokanbHO poiutto "KopucryBaui IIK PC reneparii
KIJIFOYiB";

— peectparlis mofi, 1o nos's3aui 13 BukopuctanusaM Gynkuii [TK PC reneparii kirouis.
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S BAMOTI'M /1O KOMILJIEKCHOI CUCTEMM 3AXUCTY IH®OPMAIIIT

5.1 Bumoru no KC3I B ITC LICK B yacTHHI 3aXUCTY BiJl HECAHKIIIOHOBAHOTO JOCTYITY

5.1.1 'Y mnponeci dynkuionyBanus ITC I[CK o0'ekramu 3axmcTy €: MpOTpaMHO-
iHpopMaLiliHi pecypcH, B SAKHX 3HAXOJUTHCSA, a00 MOXKE 3HAXOAMTUCH iHPOpMAIlis, SKa MiIJArae
3aXHCTy, a TaKOX IIporpamMHe 3a0e3leueHHs, [0 peali3ye TEeXHOoJorii 00poOJeHHs Takoi
iHpopmauii, 1 Bukonanus nepconangoM ITC LICK cBoix ¢pyHKIiH.

5.1.2 BiamoBimHO A0 (YHKIIIOHAJBHOTO MpPH3HAYEHHS Ta BHUAY IOJAHHS, ITOJITHKOIO
0e3MeKr BU3HAYAETHCS y3arallbHEHUH Tepeltik iHPOopMauiiHUX pecypciB, IO € 00’ €KTaMU 3aXUCTY
(Tabmurs 5.1).

5.1.3 Bumoru 10 KOpUCTyBadiB

3a piBHEM MOBHOB@XEHb WIOAO JAOCTYIYy MO MPOrpaMHUX 3aco0iB Ta iHdopmarii, 110
mupkymoe 'y ITC LICK, xapakrepom Ta 3MicToM poOiT, $Ki BHKOHYIOTBCS B IPOIECi
(byHKIIIOHYBaHHS, KOPUCTYBaul MOKYTh MaTH OJIHY a00 KiJIbKa poJieil HaBeAeHUX y 1. 3.5.

5.1.4 Bumoru 10 B3aemozii 06’ exTiB-kopuctyBauiB i 00'ekriB 3axucry [TC LICK

5.1.4.1 K33 ITC LICK mnoBHHEH peani30ByBaTH pO3MEXKYBaHHS JOCTYIy /0 OO0 €KTIB
3axucty (m. 5.1.2) 3 60Ky 00'ekTiB-KOpHcTyBadiB (1. 5.1.3) Ha OCHOBI aTpuOyTIB MTOCTYIy 00’ €KTIB
3aXMCTy Ta 00'eKTiB-KOpUCTYBaviB. OO’ €KT-KOPUCTYBAY € MOAAHHAM (Pi3udHOro kopucrysaya y ITC
LICK, mo CcTBOpIOEThCS B TPOIECI BXOKEHHS (3AIHCHEHHS Mpouenypu iaeHTudikamii Ta
aBreHTHdikanii) kopuctyBaua y ITC LICK i moBHICTIO XapaKTepU3yeTbCs YHIKaIbHUM HAOOpOM
aTpuOyTiB (HAIPUKIIAJl, BIACHUM 1IEHTU(PIKATOPOM Ta 1AeHTU(]PIKATOPOM JIOKATBHOI® podi).

5.1.4.2 Pomi, mo MOXyTh OyTH NpHU3HA4YEeHI SK aTpuOyTHU JOCTYyNy Uil KOPHUCTYBauiB
(00’ €KTIB-KOPUCTYBAYiB)

VY ITC HCK Bu3HauaroThCS Taki podii:

— poab "Anminictparopu 6e3neku” (P_Ab);

— poub "Cucremsi agminictparopu" (P_AC);

— porab "Anminictparopu ceptudikamii”’ (P_AILl);

— poub "Anmidictparopu peectpauii” (P_AP);

— poab " AamiHicTpaTopu peectpatli (ueprosa 3mina)" (P_APY3);
— pous "[lignucysaui" (P_3I1II);

— poxb "AnonimHi kopuctysaui LICK" (P_3AH);

— ponsb "3assauku" (P_3351).

5.1.4.3 Atpulytu nocryny

ATpuOyTH JOCTYNmy KOPUCTYBauiB BUKOPUCTOBYIOTbCA s iX iAeHTU¢ikamii Ta
aBTeHTH(iKamii. ATpuOyTM  JOCTylmy 00’ €KTIB-KOPUCTYBAauyiB  BUKOPHCTOBYIOTHCS — JJIs
po3MexyBaHHs foctyny 10 00’ekriB 3axucty ITC LICK. [leski atpuOyTu MOXYTh OJHOYACHO
BUKOPHCTOBYBATHCS 13 PI3HOIO METOIO SIK KOPUCTYBa4aMHM TaK 1 00’ €KTaMU-KOPUCTyBauaMHu.

st anHoHiMHUX KopucTyBadiB LICK BHKOPHCTOBYIOTBCS TUMYAcOBI 00 €KTH THUITy 00’ €KT-
KOPHCTYBaY, IO 1AEHTU(PIKYIOTHCS 32 MEPEKHOIO aIPECOIO.

[Tepernix mokanbHUX posieHd, 1mo miarpumytotbes kommoHentamu K33 ITC I[CK naBeneni y m. 4.3
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Ta6mmist 5.1 — Iepenik Ta mo3nadeHHs iHdopmariiinux pecypcis ITC [ICK
Cryminp
No | Tlo3HaueHHs Ha3ga OoOMeKeHH
s JOCTYIy
1 | {1 TIKc} Texnomnoriuna indopmariis K33 JIOM cepepis [ICK 130/]]
2 | {71 TIKo} Texnonoriuna indopmaris K33 PM obciyroByrouoro 10/
IEPCOHATY
3 | {4 TIKr} Texnonoriuna indopmaris K33 PC reneparii kiitouiB 1301
TexHonoriuna indopmaris ynpasiaiHas komnoneHTamMu JIOM
4TIV | s LICK Gop yip 30OJ1
5 | {11 TIVo) Texnonoriuna indopmaris ynpasiaiaas PM o6cmyroByrodoro O]
NIEPCOHATY
6 | {A TIVr} Texnonoriuna indopmaris ynpasninas PC renepanii kimoui | [30]]
7 | {A XYPc} | Kypnamu ayauty, mo Beaytbest K33 JIOM cepsepis LICK 301
8 | (Il KYPol Kypnamu aynuty, mo Bexytscsi K33 PM obcityroByrouoro 1O/
NIEPCOHATY
9 | {A XVYPr} | XKypnamu aymuty, mo Beayrhest K33 PC reneparii kitouiB 1301
10 | { OKII} Oco6ucti xiroui nepconany ITC LHHCK 130/]
11 | {A OKII} Oco6ucti xiroui [ICK Ta cepsepis LICK 130/]
OcobucTi K104l 3asBHUKIB, 1110 TeHEpYIOThCs Ha PC
12| {1 OKxk} reHeparii KIroviB BOA (ITA)
KiouoBa ¢paza aBTenTHdikarii, sika Moxxe OyTH
13 | {A_K®DA} BUKOPHUCTAHA MiJNICYBaYeM sl TOJaHH 3aIUTY Ha BOM (ITM)
0JIOKYyBaHHsI/CKacyBaHHsI cBOro ceptudikaty (mo tenedony)
14 | {1 PII} Peectp nmignucyBauiB B3O (I1)
15 | {7 CEP} CepTH@iKaT?I ICK, cepB§piB [CK, nepconaity L[CK Ta Bigxputa
KOPUCTYBaYiB~, CHMCKH BIIKJIMKAHUX CepTU(]IKaTIB
16 | {1 BEB} 3aranbHOOCTYNHA 1H(OpMallisi BeO-CTOPIHKU Binkpura
17 | {A 3MU} 3anuT Ha MITKY 4acy Binkpura
18 | {I MY} MiTka yacy Binkpura
19 | {1 3CC} 3anur craTycy cepTudikara Binkpura
20 | {1 CC} Cratyc ceprucikara Binkpura
21 | {1 3KCC} | 3anwut Ha KepyBaHHS CTaTycoM cepTudikara Binkpura
21 | {1 BK®C} | 3anut Ha popMyBaHHS cepTUPIKATY Binkpura

ATpubytu noctymy, sKi maroTh KopucTyBadi (00’€KTH-KOPUCTYBadi) 3 BiJNOBITHUMHU

pOJISIMH HaBesleH1 y Tadunuiti 5.2.

9

BJIACHHKAMHU, BiTHOCATHCS 110 130]]
ATpuOyTH JOCTYITy MOXKYTh YTOYHIOBATHCS 3a PE3yJIbTATAMH TEXHOPOOOUYOT0 MTPOCKTYBAHHS

CepTudikaTtu KOprCTyBadiB, MyOmiKaIlis skux Ha BeO-cTopinmi adbo aupekropii [ICK 3aboponeHwmit ix
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Tabmmis 5.2 — Onuc arpuOyTiB 1ocTymy, mo MarTh kKopructyBadi ITC IICK 3rigHo HagaHux posiei
Pounb kopuctyBaua Slelo

Rl &EI< S
< < | < | < | <|»| D] ™

Hassa atpubyry I P P P P P

InenTudikaTopu JOKaAIBHUX POJICH Ta MapoJIi 10 N N I I

o0mikoBux 3anuciB OC eHTpabHUX CepBEPIB

InenTHdikaTopy JOKAIBHUX POJIEH Ta MapoIi 10 + 1+ |+

o6sikoBux 3anuciB OC cepBepiB B3a€MO/IIi

InenTudikaTopu JOKAIBHUX POJIEH Ta MapoIi 10

o6mikoBux 3anuciB OC cepBepa MOHITOPUHTY Ta + | +

CHHXpOHi3aIlii yacy

InenTudikaTopu JOKaIBHUX POJICH Ta mapoJIi 10

o6mikoBux 3amucie OC PM 00ciyroByr040ro + |+ |+ |+ |+

MepPCOHATY

InenTHdiKaTOPH JTOKATBHUX aAMIHICTPATUBHUX POJICH

Ta napoJi 10 oomkoux 3anucie OC PC reneparii + | +

KJTIIOYiB

InenTudikatopu 10KaNbHOI KOPUCTYBAIBHULIBKOI POJIL +

OC PC renepariii Kro4iB

InenTudikaTopu JOKAIBHUX POJICH Ta mapoJIi 10 1y

o6mikoBux 3amuciB CKBJ] nieHTpanbHuX cepBepiB

InenTudikaTopu JOKaIBHUX POJIeH Ta mapoJi 10 1y

o0nikoBux 3anuciB CKBJ] cepBepiB B3aemoii

InenTudikaropu J10KaIbHUX poOJIEH Ta MapoJi 10 + |+

KEpPOBAaHOI'0 KOMYTalliHOro 00J1a/IHaHHS

InenTudikaropu J10KaIbHUX poOJIEH Ta MapoJi 10 + |+

obmikoBux 3anucis [13 LDAP-cepsepy

IJ:[eHTpriKaTopI/I nokanbHuX posert [1K nenrpansHux + + 1+ |+

cepBepiB

[Tapomni 1o o6nikoBux 3anuciB [1K nenTpansuux + +

cepBepiB

InenTudikaropu JT0KaNbHUX poOJIEH Ta MapoJi 10 + +

o0nikoBux 3anuciB I1K cepBepiB B3aemoii

InenTudikaropu J10KaIbHUX poOJIEH Ta MapoJIi 10 + 14

o0ikoBuX 3anuciB [13 MoHITOpUHTY

Inentudikaropu nokanbHUX posiel Ta mapodi A0 3A3

JUTst IeHTpanbHuX cepBepiB Ta 3A3 mis PC reneparii +

KITFOYiB

MepexkHa anpeca ul B e +

Ocoouctuit kmou ELIT + |+ |+ |+ +

ITaposb 10 ocobuctoro ximrova EITT + 0+ |+ |+ +

Ceptudikat BIIKPUTOr0 K04 + |+ |+ |+ +

InenTudikaropu JT0KaNbHUX poOJIEH Ta MapoJi 10 +

o0mikoBux 3anucie ME

I}IeHTI/I(i)iKaTOPI/I JIOKaJIBHUX POJIEH Ta MapoJii 10 + 1+ |+

KPUTITOMO/IYIIIB

Inentudikaropu TOKATBHHX poJieli Ta mapoJi 10 P

MEPEeXHUX KPUIITOMOTYJIIB

1 ITapons 1o obmikoBoro 3amucy OC PC renepamii kmrodiB Bij iMeHi sikoro 3amyckaethesi [IK PC

reHepariii kito4iB BBOAUThCs criBpodiTHrKOM ITC IICK
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VY3araJbHEeHUMH TEPENiKOM aTpUOYTIB JOCTYIy 00’ €KTiB 3aXHCTY, II0 BUKOPUCTOBYETHCS
K33 ITC LCK a5 po3MexxyBaHHS IOCTYIY J0 HUX €:

— imenTtudikatop (HaiiMeHyBaHHs) 00’ €KTY 3aXHCTY;
— acoliMOBaHMH CIHCOK JIOCTYITY;

— BHUKOPHUCTOBYBAaHMII IOPT;

— IP-ampeca;

— TI03HAYKa PO MOKJIMBICTh MyOJTiKalii cepTudikara.
5.1.5 IlpaBuiia po3mMexyBaHHS JOCTYITY

K33 ITC LICK noBuHEH MiATPUMYyBAaTH BUAH JIOCTYIY 00’ €KTiB-KOPUCTYBadiB 10 00’ €KTIB
3aXHUCTY, 110 € MPOTPAMHUMH pecypcamMu (HaIaITyBaHHS, 1HCTAISAIISA/ISIHCTANISAIIS, 3aCTOCYBAaHHS )
Ta BUJU JOCTYIy 1O 00 €KTIB 3aXHCTY, IO € iH(popMaitHuMu pecypcamu (YMTaHHs, MOAnDiKaIis,
cTBOpeHHs1, Bunanenns). [IpaBa moctyny, mo ix mae koHTpomoBatu K33 ITC LCK, 06’exTiB-
KOPHCTYBAYiB JI0 iHPOpMAIIHHUX pecypciB BU3HAYCHI y Tabmuii 5.3,

[IpaBo Ha HamamTyBaHHS Ta IHCTANSALIIO/ACIHCTANALII0 KOMIOHEHTIB [I3 meHTpampHOro
cermenty ITC LICK namano Tinbku kopuctyBauam 3 poiisimu P Ab a6o P AC. IIpu usomy P AC
Mae 03B Ha Moz[I/I(biKauiIol2 HaJallTyBaHb, 10 HE CTOCYIOTHCS O€3MEKH.

[IpaBa xopuctyBauiB Ha Bukopuctants [13 ITC LICK (uenrpansnoro cermenty ITC LICK)
BH3HAUYAIOTHCA HASBHICTIO aTpUOYTIB IOCTYIY, IO 3Be/IeH1 A0 Tabmuii 5.2.

5.1.6 IlpuHUIMIIN PO3MEKYBaAHHS TOCTYIY

VYci 3anuTH KOpUCTYBadiB Ha JOCTYI 10 00’€KTIB 3axucTy MaroTh oopobmstucs K33 ITC
[ICK. Hdoctyn 10 MacWMBHOTO O0'€KTy 3aXHCTy Ma€ TO3BOJISTHUCS/3a00POHSITUCS 3TITHO TPaBUII
PO3MEXYBaHHS JIOCTYILY 3a pe3yJibTaTaMU MOPIBHSAHHS aTpuOyTiB AOCTYIy 00’ €KTa-KOpHCTyBaya Ta
MPU3HAYEHUX HOMY MPaB.

K33 ITC ILCK Hagmae pnoctyn 00’€KTy-KOpHUCTyBady JO O0’€KTa 3axXHUCTy, SIKIIO
BUKOHYIOTHCS yC1 YMOBH:

— Yy acoliffoBaHOMY CHHCKY 00’€KTa 3aXUCTy i 00’ €KTa-KopucTyBaya (abo poii 10 sSKOi
BIH BXOJIUTh) Y SIBHOMY BUIJISAI1 HA/IaHO HEOOX1THUI BUJ TOCTYILY;

— Yy acoliiffoBaHOMY CHHCKY 00’€KTa 3aXUCTy 1Jis 00’ €KTa-KopucTyBaya (abo poii 10 SKOi
BIH BXOJIUTh) BIICYTHI 3a00pOHU Ha HEOOX1HUI BU AOCTYITY.

5.1.7 3aGe3neuenns Ge3nexu 06’ekTiB 3axucty y ITC LCK mae 3xificHIOBaTHCS ILISXOM
KOMIUIEKCHOTO ~BUKOPHUCTaHHS OpraHizaliiHuX (aJAMIHICTpATUBHUX) 3aXO/iB, IPaBOBUX 1
3aKOHOJIAaBYMX HOPM, (I3UYHUX 1 TEXHIYHHUX (IIPOTPAMHHUX, amapaTHO-IPOTPaMHUX 1 amapaTHHX)
3ac00iB 3axuCTy iH(opMaIlii.

12 3a HEOOXIAHOCTI 1€ Mae KOHTPOJIOBATHUCS 13 3aJIy4eHHSM OpraHi3alliiHUX 3axXoJiB Ta 3aco0iB

MOHITOPHUHTY JIili KOPUCTYBAYiB aIMiHICTPATUBHUX TPYII
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Tabmumst 5.3 — MakcumalibHI MpaBa JOCTYIy 10 1H(OPMAIiHHUX pecypciB, sIKI MOXYTb MaTH
kopuctyBaui ITC IICK 3rinHo Haganux iMm poseit

IIpaBo noct

Ne | Hosnasenns Yurauasa CTBOII))GHHH ynyMonH(biKaui;{ Bunanenus—
1 | {1 TIKc} P Ab P Ab P Ab P Ab
2 | {1 TIKo} P Ab P AB P AB P Ab
4 | {1 TIKr} P Ab P Ab P Ab P Ab
5 | {A TIYc} P AB,P AC P ABb,P AC P AB,P AC P AB,P AC
6 | {{{ TIVo} P AB,P AC P Ab,P AC P AB,P AC P AB,P AC
8 | {4 TIVr} P AB,P AC P ABb,P AC P AB,P AC P AB,P AC
9 | {I KVYPc} P AB,P AC - - P AB,P AC
10 | {A XKVYPo} P Ab,P AC - - P AB,P AC
12 | {1 XKVYPr} P Ab,P AC - - P AB,P AC

14 P_AIL, P _AP, P _AIl, P_AP, - P _AIl, P_AP,
13 | {/1LOKIT P APY3 P APY3 P APY3
14 | {1 OKII} P AI” P AB,P AIl® — P Ab
15 | {1 OKk} P 3341 P 334 - -
16 | {1 KDA} P AP, P APU3 P AP P AP P AP

P AIl, P_AP, P AP P_AP P_AP
17 {LPIL P APY3
18 | { CEP} VCI P AIl - P AP, P AIl
19 | {A BEB} P 3AH, P AIl P AIl P AIl P Al
20 | {1 _3MUY} - P 3AH - -
21 | {1 MY} P ABb,P AC - - -
22 | {1 3CC} - P 3AH - -
23 | {1 CC} P 3AH - - -
P AP,P APY3,

24 | {1_3KCC} P AB,P AC P 3351 - -
25 | {1 3KDC} P Ab,P AC P AP, P 334 - -

OcHoBHI opraHi3ailiifHi 3aX0/11 TOBUHHI epeadavyaTu:

CTBOPEHHS BIJMOBIJAJIBHOTO MIAPO3JUTY, SKOMY HAJalOThCid IOBHOBA)XXEHHS I10/10
oprauizauii # BIPOBa/PKEHHS TEXHOJIOTIi 3aXUCTy iHQOpMAaLi, KOHTPOJIIO CTaHy
3axuIIeHocTi iHpopmariii — ciyx0u 3axucty iHpopmauii y ITC LICK (gami — C3I);
oprasizaiiro npoBeaeHHs oocTexenHs cepenoulll ¢pynkuionysanus ITC LICK;

o0mik pecypciB ITC LICK, mo 3axumarorscs (iHdopmalii, mporpam TOIO), HA OCHOBI
BUKOPUCTAHHS BIAMOBIIHUX (POPMYIIspIB;

BU3HaueHHs noiituku 6e3neku iHpopmarii y ITC LCK;

pO3poOKy i BIpoBaKeHH Iu1any 3axucty indopmaii y ITC LCK;

nopsimok peectpamii y ITC IICK Bcix xopucTyBauiB 1 iX 1iifi 3 00’€KTaMHU 3axXHUCTY,
3a0e3MeueHHs] KOHTPOJIIO 3a 11 KOMNIIOBaHHSAM, pPO3MHOXKEHHSIM, TOIIMPEHHSIM B
€JIEKTPOHHOMY BH/I1;

13

[Tix npaBom "Bupanenns" mis {1 XKVYPc}, {1 )KVYPo}, {A XKVYPs}, { XKVYPr} maerscs Ha yBasi

1X TIOBHE OYHILIECHHS

14
15

KosxeH koprcTyBad Mae 1pasa J0CTYIy TUIbKH 70 BIACHOTO OCOOHMCTOTO KIIo4Ya
ITin mpaBoMm "umraHHA" MaEeThCsi HA yBas3i NPaBO HaA IHIIIIOBAaHHS MPOIECY 3 BUKOPHUCTAHHS

ocobucToro Kiroua Bigmosigaum 3acooom K31

IIponenypa renepamii {/{ OKIl} 3miiicHIOETBCS CHUTBHUMH 3yCHJUIIMH KOPHCTYBadiB 3 POJISIMH

P ABTtaP_AIl
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— perJIaMeHTAIlil0 JIOCTYIy KOPUCTYBadiB pI3HUX Kareropi mo 00’ektiB 3axucty [TC
ICK;
— TOPSIOK BIIHOBIIOBAIBHUX POOIT 1 3a0e3meueHHs Oe3nepepBHOro GpyHkiionyBanus [TC
ICK;
— mnopsaok nposenenns moaepHizamii KC3I B ITC L[CK Ta ii okpeMux CKIagoBHX.
®i3uyHa IUTICHICT anapaTHUX KOMIIOHEHTIB MOBHHHA 3a0€3MeUyBaTUCs OpraHi3aliiHUMU
3ax07aMu ¥ 3aCTOCYBaHHSM IUIOMO (HAKJICHOK, IMeYaToK Ta iH.) Ha OJIOKaxX 1 MPHUCTPOsSX 3aco0iB
o0uncIroBaIbHOT TeXHIKU. [TOBCSIKAEHHUI KOHTPOIb IUTICHOCTI M BIAMOBIAHOCTI NeyaTku (T1omo,
HakJIeloK) Ha cucteMHoMy OJtori [TIEOM moBuHEH 31iicHIOBaTHCS KOopucTyBayamu. [lepioananmii
KOHTPOJIb — criBpoOiTHHKamu C3L.

Ha npaBoBomy piBHI s 3a0e3neueHHs Oesneku iH(opmarlii moBuHHI OyTH po3poOiieHi
pilIeHHSs, BiTHOCHO:

— CHCTEeMH HOpPMAaTHMBHO-TIPaBOBOro 3abe3meueHHs pobiT 13 3axucty iHpopmanii y ITC
LCK;

— mpouenyp noeaenusa Ao nepconany ITC [CK ocHOBHUX IMOJIOKEHb MOMITUKH O€3MeKH
iHpopmarii, iXHbOrO HaBYaHHA U MmiIBUIICHHS KBamiikamii 3 mnUTaHb Oe3nmeKu
iH}opmarrii;

— CHCTEMH KOHTPOIIIO CBOEYACHOCTI, epekTHBHOCTI i moBHOTH peanizanii y ITC LICK
pillieHsb 13 3aXUCTy iH(popMallii, TOTpUMaHHS EPCOHATIOM IOJIOKEHb IMOMITUKHI O€3MEKH.

Ha rexniunomy piBHi aiis 61nokyBanns 3arpo3 HCJI no indopmamiitaux pecypeis ITC IICK

HeoOximHe 3acrocyBanHs K33 (Bumoru, mo BucyBatoTbes Ta (yHkmii ckiagosux K33 LCK
HaBeneHi y 1. 4) y ckiaai oduncimoBansHoi cucremu [TC LICK.

5.1.8 ¥ ITC LICK anminictpatop Oe3NeKd € cIelialbHO aBTOPHU30BAaHUM KOPHCTyBaueM
(ponb "posmopsimHuKa (BIacHUKA)"), SIKOMY HaJlaHi MOBHOBa)KEHHS IIOJI0 KEPYBaHHS MOTOKaMU
iH(popMarii BiJl 3aXUIIEHUX 00’ €KTIB 10 KOPUCTYBAYiB.

5.1.9 AaMiHICTpaTUBHUN NPUHLMUI PO3MEXKYBAHHS JOCTYMy A0 OO’€KTIB 3aXHUCTy, IO
30epiratoThCsl Ha MalIMHHUX HOCISIX BEJIMKOI €EMHOCTI, TIOBUHEH 3a0e3revyBaTHCs BIPOBAKEHHIM
TaKUX OpraHi3allifHUX 3aX0JlIB:

— GI3UYHUH JOCTYN y TPHUMIIIEHHS J€ PO3MILIYIOThCS KOMIIOHEHTH LEHTPAIbHOTO
cermenTy [TC LICK 3aiiicHIOETbCS 3T1THO CIUCKY Ta KOHTPOJIIOETHCS CHIBPOOITHUKAMU
C3I (turatHOT OXOPOHMU);

— cKkJaa KoMnoHeHTiB HeHTpaibHoro cerMeHTy ITC LICK Bu3zHaueHo gpopmymnspoM 1 Horo
HE3MIHHICTh KOHTPOJIOETHCS aJIMIHICTPATOPOM Oe3IeKu;

— 'y cxiazi nporpamuoro 3abesneuenns [TC IICK BincyTHi nporpamu, siki He MpU3HAYEHI
JUTSL BUPILICHHS 103BOJICHUX (PYHKIIIOHAJTBHUX 3aB/IaHb.

5.1.10 Ha agminicTpaTropa 0e3neku MOKJIaAa€ThCsl BUKOHAHHS TaKUX (YHKIIIN:

— TpU3HAYCHHS, BBEICHHS B 110, Moaudikaiis Ta CKacyBaHHS 1MeHTH(]IKAIIHHUX 1IMEH
KOPHUCTYBayiB 3TiJJHO 3aTBepkeHUX KepiBHUKOM C3I 3a5BOK;

— aAMIHICTpYBaHHS OOJIIKOBHUX 3aMHCIB KOPUCTYBAYIB 1 TPYTI;

— aJMIHICTPYBaHHS 3aXHCTY (CIHUCKIB KOHTPOIIIO AOCTYIY);

— aAMIHICTpYBaHHS MOHITOPUHTY noJiH 1 pecypciB OC;

— aJMIHICTpYBaHHS 3aC001B aHTUBIPYCHOI'O 3aXHCTY;

— anMiHicTpyBaHHs 3ac00iB K3I;

— aAMIHICTpYBaHHS KOMIIOBAaHHS i BiAHOBIEHHS J1aHUX.

5.1.11 AnminicTparop Oe3neKku MOBUHEH MAaTH MOXKJIMBICTh KOHTPOJIFOBATH BCi MOB'SI3aHi 3
0e3meKoro Mmo/Iii, ONepaTHBHO KOPEryBaTH CIMCOK KOHTPOJIHOBAHUX MOJIii Oe3IeKku, meperisaaT ix
Ta 3aHOCUTHU B apXiB. JlOCTyN 10 ITUX TaHUX TOBUHEH OyTH OOMEKECHHIA.
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5.1.12 [o3Boau kopucTyBadyamM Ha BukoHaHHs 1iidi 3 pecypcamu ITC IICK mnoBunHI
peryioBaTHCs TpaBamMu JgocTymy. [IpaBa moCTynmy BHW3HAYarOTh TMPABOMIPHICTh BHUKOHAHHS
KOPHCTYBaueM KOHKPETHHX il 3 pecypcamu.

VYrpaBiaiHHA TpaBaMu JOCTYNy KOPUCTYBadiB 10 O0O0'€KTiB 1 mapaMeTpamMu 3aco0iB
nentpaibHoro cermeHTy ITC I[CK moBuHHE 3MIMCHIOBATHCS TiIBKHA aJIMIHICTPATOPOM O€3MEKH.
AIMIHICTpaTUBHUI TPUHIMII PO3MEXKYBAHHS JOCTYIY pPEAli3yeThCs BIAMOBIAHO A0 MPUHIUILY
MIiHIMYMYy TOBHOBQ)XX€Hb, 3TiTHO 3 SIKUM IPAaBO JOCTYIy 10 3aXHINEHOTO PECypCcy MOXKe OyTH
Ha/JlaHe KOPHUCTYBaveBi Jiniie 3a GakToM CIIy>KOOBOi HEOOX1THOCTI.

[Tepenik ¢iznunux ocid, mo marTh goctyn g0 komnoHeHTiB [TC LICK, ix moBHOBaxkeHHS 1
CIIy’k00B1 000B'SI3KM TOBUHHI BU3HAYATHCS BiIOBITHIMHU PO3MOPSIKEHHSIMU KEPIBHHUIITBA.

5.1.13 ¥V ITC LCK BHyTpilIHIi KOPUCTYBay, SIKHH HaMara€TbCsl OJEp:KaTh AOCTYI IO
pecypciB, TOBUHEH BUKOHATH B 00OB'SI3KOBOMY MOPSIKY IPOLEAYPY BXOAY (peecTpallii) y cucremy.
[Tpu BXoAl B cucTeMy MOBHUHHA 3[IHCHIOBaTUCA 1eHTH(IKallig (po3Mi3HaBaHHs) 1 aBTeHTU(IKAIIiSA
(miaTBepIKEHHST ABTEHTUYHOCTI) KOpUCTyBadya (Cy0'ekTa) 3 BUKOPHUCTaHHAM aTpHUOYTIB, IO
BU3HaueHi y . 5.1.4.3.

5.1.14 Heswminnicte cucteMHOro i ¢ykmionansHoro I[13 moBHHHA TeEpeBIpATUCS TIPH
3aBaHTAXXEHHI cUCTeMH U 3abe3neuyBaTucs BIACYTHICTIO 3ac00iB Moaudikaiii 00'€KTHOTO KOay
nporpam y mporeci 00poOKu, a TakoK (YHKIIOHYBAaHHIM 3aC00iB aHTHBIPYCHOTO 3aXHCTY.

5.1.15 Texuiynuit nepconan ITC LCK, mocrauanpHuku ycTaTKyBaHHS W (axiBii, IO
3MIHCHIOIOTh MOHTaX 1 oOcimyroByBaHHs TexHiuHUX 3aco0iB ITC LICK i He maroTh 103BONY Ha
JOCTYI 10 JIaHUX, MOKYTh MaTH JOCTYH 10 nporpaMHux i anapatHux 3aco0iB ITC LICK nume nia
yac poOIT 3 TeCTyBaHHS M IHCTaJSLII MPOTrPaMHOroO 3a0€3NEeUYEHHs, YCTAaHOBKU i PErJaMeHTHOIo
00CIIyroByBaHHS yCTaTKyBaHHS Ta iH. 3a3HaueHi Kareropii oci® MOBUHHI MaTH J03BUI Ha JOCTYII
TIJIBKU JIO0 B1JIOMOCTEH, SIKI yTPUMYIOThCSI B MpOrpaMHiil 1 TexHiuHiil nokymenrauii Ha OC abo Ha
OKpeMi 11 KOMITIOHEHTH, 1 HEOOX1/1H1 iM /1151 BUKOHAHHS (DYHKIIIOHAIBHUX 00OB'SI3KIB.

5.1.16 Excrutyarartist K33 nentpansaoro cermenty [TC LICK nmoBunna 3aiiicHioBatucs C31.
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5.2 BusHaueHHs (yHKIIOHATBHUX NPOUIIB 3aXHUIICHOCTI 1 piBHA rapanTid qist K33
ckianoBux yactun [TC CK

5.2.1 CemanTuka npodiniB npuiiasTa BignosigHo qo HJ{ T3I 2.5-004-99.

5.2.2 Tlocnyru 6e3neku, mo peanizyrothes y K33 cximanoux wactun ITC IICK, moBuHHI
OyTtu peanizoBaHi 3 piBHeM TrapanTid [-2. Cnemmdikarlii BCiX KpUTEpiiB TapaHTId TOBUHHI B
noBHoMmy o6Ocs3i Biamosimatu HJI T3I 2.5-004-99 "Kpurepii ouinku 3axumieHocti iHpopmamii B
KOMIT FOTEPHUX CUCTEMaXx BiJl HECAHKI[IOHOBAHOTO JIOCTYITY'".

5.2.3 K33 unenrpansHoro cermenty ITC ILICK wmae peanizoByBaTd Takuii mpogiib
3aXUIIEHOCTI:

{KA-2, KO-1, KB-1, [IA-1, IIB-1, IC-1, A3-1, A3-2, AB-2, JIP-1,
HP-3, HU-2, HU-3, HK-1, HO-3, HII-1, HI[-2, HT-3, HB-1, HA-2}.

5.2.4 Bumor 5o K33 pobounx cranmiii mianucyBadiB Ta aHoHIMHEX KopucTyBadiB LICK He
BUCYBA€ETHCSL.

5.2.5 Crnemmdixkamii Bumor (1. 5.3 — 5.4), siKi BU3HAYAIOTh MPaBHJIa B3a€MOJIi1 KOPUCTYBAUiB
Ta 00'€KTIB 3aXUCTY ISl KOXKHOI MOCIYTH, TIOBUHHI MOBHICTIO BIJIMOBiAAaTH OMKHCAaM, HaBEJCHUM Y
HJI T3I 2.5-004-99 3 ypaxyBaHHSM TOTO, IO B3a€MO/Iisi KOPUCTYBaUiB (00'€KTIB-KOPUCTYBAUiB ) Ta
o0'extiB 3axucty ITC IICK 3mificHIO€TBCS BIAMOBIIHO [0 3arajlbHUX MPaBUI PO3MEXKYBaHHS
JOCTYIY, aTpUOYTIB JOCTYIy BU3HaUeHUMH y 1. 5.1.4.3 Ta Tabmumsax 5.1 — 5.3 mporo T3.

5.3 Cnemudikauii Bumor s K33 uenrpansnoro cermenty ITC LHCK
5.3.1 ba3oBa anminicTparuBHa KoHOiAeHiHICTD (KA-2)

K33 uenrpanshnoro cermenta ITC LICK mae HamaBaTu ajaMiHICTpaTOpaM MOXJIMBICTh
KepyBaTH MOTOKaMu 1HGOpMaIlii BiJi MAaCUBHUX 00’ €KTIB 3aXHCTy 10 00’ €KTIB-KOPHUCTYBadiB 3
METOI0 3aXMCTy MAaCUBHMX 00’ €KTIB 3aXMCTY BiJl HECAHKLIOHOBAHOI'O O3HAWOMIIEHHS 3 iX BMICTOM
(xommpomeratiii).

[ToniTuka MOCIYrd Ma€ BIAHOCUTHCS [0 HACTYMHUX MiJIMHOXXHH TAacHUBHUX 00 €KTIB
3aXUCTY:

— {J TIKc}, {A_TIVce}, {O_XKVYPc}, {{ K®A}, {I PII}, {A CEP} (mix wac ix
00po6ku 3acobamu JIOM cepsepis LICK);
— {A_TIKo}, {1 TIVo}, {A XKVYPo}, {A OKII}, {I OKIL}, {{I OKIlic};
— {A_TIKr}, {A_TIVr}, {1 XKVYPr}.
K33 nenrpansaoro cermenty ITC LICK noBuHeH 371iiCHIOBaTH PO3MEXYBaHHS JOCTYIy Ha
MiJCTaBl aTpUOYTIB AOCTYIY 00’ €KTIB-KOPUCTYBAUiB 1 MTACHBHUX 00’ €KTIB 3aXHCTY.

K33 uentpansnoro cermenty ITC LICK mae ananmizyBaTH yci 3alMTH Ha JOCTYI BiJl iMEHI
00’€KTIB-KOPHUCTYBaYiB, IO HAJAIOTbCd 3 METOI0 OJepKaHHS iH(popMalii, sKka MICTUTbCS B
nacuBHUX 00’ekTax 3axucty. K33 nentpanpHoro cermenty ITC IICK mae 3a60poHsiTH/HamaBaTH
BIJIMOBITHUM JOCTYN 3TiJHO 3arajbHUX MpaBWJI PO3MEXYBaHHA A0CTymy (Tabmuui 5.3), a Takox
3HAYEHb, 1[0 MICTATHCS Yy CUCKAX KEPYBAHHS JJOCTYIIOM.

3anuTH Ha 3MIHY IpaB JIOCTYILY JIO MACUBHUX 00’ €KTIB 3aXUCTy MOBUHHI 00pobsTucs K33
nentpaigbHoro cermeHty ITC LCK Tinbku y TOMy BHUNAAKY, SKIIO BOHHM HAJIXOISATh BiJ
KopucTyBaua 3 pojuto P Ab.

K33 nentpansuoro cermenty ITC IICK moBuHeH HamaBaTH MOXKIJIHMBICTH KOPHUCTYBady 3
pomtio P Ab Bu3HauaTH KOHKPETHUX KOPUCTYBadiB Ta/abo poii (rpynu KOPUCTYBAiB) sIKi MAlOTh
MpaBo Ha OJiep>KaHHs 1HGOpMAIIii, IO MICTUTHCS B ITACUBHUX 00’ €KTaX 3aXHCTY.

IIpaBa kopuctyBauiB ITC LICK, Ha BukopucTanHs 00’€KTIB-IIPOLIECIB, [0 MOXYTb OYyTH
BUKOPUCTAHI JIJIS JOCTYNY JO MAaCUBHUX OO0’ €KTIB 3aXHCTY, BU3HAYAIOTHCS HASBHICTIO aTpUOYTIB
JOCTYIY, 1110 3BeJIeH] 10 Tadmmii 5.2.
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IIpu excropti (pe3epBHoMy KomitoBanHi) 00’ektiB  {/[ OKIl} mnoBuHeH 30epiratucs
aTpuOyT A0CTynmy — mapoiib. Bumor mono 30epexenHs arpuOyTiB AOCTYNY A0 IHIIMX ITaCHBHHUX
00'€KTIB 3aXHCTY i Yac iX EKCIOPTy Ta IMIIOPTY HE BUCYBAETHCA.

5.3.2 TloBTOpHE BukopuctanHus 06’ ektiB (KO-1)

K33 nenrtpanproro cermenra ITC IICK noBuHeH 3a0e3nedyBaT KOPEKTHICTH TOBTOPHOTO
BUKOPUCTAHHS MOJAUTIOBAHUX PECYPCiB, TAPAHTYIOUH, IO y BHUIAJKY, SKIIO MOIUIIOBAHUN pecypc
BUJIUIAETECS HOBOMY 00’ €KTY-KOPUCTyBady abo Tpoliecy, BiH He MICTUTh iHdopmarii, o
3QITMIIAIIACS BiJ] TIONIEPETHHOTO 00’ €KTa-KOPUCTYyBava ado Mporiecy.

VY SKOCT1 MOAUIIOBAHOTO PeCypCy MOBUHHI PO3TIISAATHCS:

— omepaTtuBHa Nam'sTb KOMIOHEHTIB neHtpanbHoro cermentry ITC LICK (uenTpampHHX
cepBepiB, cepBepiB B3aeMOJii, cepBepy MOHITOPMHTY Ta CHUHXpOHi3auii vacy, PM
00CITyTOBYIOUOTO TIEPCOHAITY);

— tumyacoBi 3MmiHHI [IK PM renepartii kimtouiB B skux MicTsaThes 3HaueHHs {J| OKk}.

[lepmn HiX mpoIec, M0 MPALIoE 3 MpaBaMu 00’ €KTa-KOPUCTYBada, 3MOXKE OJIEP’KATH B CBOE

PO3MOPSIKEHHS 3BUIBHEHUN 1HIINM MPOIIECOM MacHBHHUI 00'€KT, BCTAHOBJIECHI AJISl MOMEPEAHBOTO
00’exTa-KOpUCTyBada abo IMpolecy IpaBa JOCTYIY JI0 JAHOTO MACHUBHOTO 00'€KTa TOBWHHI OyTH
CKacoBaHi.

[Tepm HiX Tpoliec, MO MPAIIOE 3 MPaBaMU 00’ €KTa-KOPUCTYBa4a, 3MOXKE OICPKATH B CBOE
PO3IOPSKCHHS 3BUIBHEHUH 1HIIMM TIPOIIECOM MacCUBHUIN 00'€KT, Bes iH(OpMAILis, 110 MICTUTHCS B
JTAHOMY TTACUBHOMY 00'€KTi, TOBHHHA CTATH HEJAOCSHKHOIO.

5.3.3 MinimansHa KoH(igeHIidHIcTh mpu 00MmiHi (KB-1)

[Tonituka koH(igeHIIHOCTI TpU 00MiHI, 10 peanizyeTbesi K33 1meHTpalbHOrO CEerMeHTy
ITC LICK, nmoBHHHA BiIHOCUTHUCH 10 (peayi3oByBaTHUCS JUI) HACTYMHHUX MiJIMHOXHH MaCHBHUX
00’€KTIB 3aXUCTY:

— {d TIKc}, {dA TIVe}, {A XKVYPc}, {I PII}, {I K®A}, {I CEP} (mig wac ix
nepenaui MKk komrnoHeHtamu JIOM cepepiB LICK T1a PM o06cnyroByrouoro
HepcoHaity);
— {d TIKc}, {A TIVc}, {A KVYPc} 3acobiB K3I (MepexxHux KpUOTOMOAYIIIB,
kpuntomoxaynis, AIl3 K3I) (mig yac ix mepenaui mix BignoBigaumu 3acobamu K3I Ta
POTPaMHUAMH 3aco0aMH, IO BCTAHOBJICHI Ha KOMITOHEHTAaX IEHTPAIBHOTO CETMEHTY
ITC ILCK (ueHTpanbHHUX cepBepax, cepBepax B3aemonii, PM o6cayroByrodoro
MepCoHAIy);
— {A_PIT}, {1 KDA} (mix gac ix nepenaui Mk komrnonentamu JIOM cepsepiB LICK Ta
PM BignaneHux ajMiHICTpaTOPiB peecTpalii).
IIpn peamizauii nomituku mnociayrn K33 wnentpansHoro cermenty ITC LCK mae
BUKOPUCTOBYBATH:

~ {JIOKII}, {_OKII}, {/_CEP}.

[TonmiTuka KoHOIASHUIHHOCTI MpH 00MiHI, 10 peanizyeTbcs K33 HeHTpaabHOro CerMeHTy
ITC HCK, moBuHHa peasi30ByBaTHUCh 3a PaxyHOK BHKOPHUCTaHHS (YHKIIH mmQpyBaHHS 3a
anroput™oM JICTY I'OCT 28147:2009 (pexum npocToi 3aMiHM, peUM ramysanHs). Kopucrysaui
HE MIOBUHHI MaTH MOYKJIMBOCT] BIUITMBATH Ha PIBEHb 3aXUCTY.

K33 nuenrpamsHoro cermenty ITC ILICK mnoBuHeH 3a0e3medyBaTH 3axHUCT  Bif
0e3rmocepeTHHLOT0 O3HAMOMIICHHS 3 1H(OPMAITIE€I0, IO MICTUTHCS B 00'€KTI, SIKUW TTEPEAAETHCS.

5.3.4 MinimasibHa agmiHicTpaTuBHa 1iTicHICTD (I1A-1)

K33 uenrpanpHoro cermenra ITC I[CK mae nHamaBatu aamiHiCTpaTOpaM MOMIIMBICTH
KepyBaTH MOTOKaMHu iHGopmalii Bix 00’€KTIB-KOPHCTYBauiB 10 MAaCHBHHX OO’€KTIB 3aXUCTY 3



€AAJ1.468244.185 T3
29

METOIO 3aXHCTYy IMACUBHUX 00 €KTIB 3aXUCTY BiJ HECAHKIIIOHOBAHOTO CTBOPEHHsI, Moau(iKallii abo
BUJTQJICHHS.

[ToniTuka mOCIYrM Ma€ BITHOCHUTHCS JO HACTYIMHHX ITIJIMHOXXWH TACHBHHX 00’ €KTIB
3aXUCTY:

— {A_TIKc}, {A_TIVcj, {A_KVYPcj, {I KDA}, {JI PII}, {I_CEP}, {JI M4j,
{1 3KCC} ta {JI 3KCC} (mig gac ix 06poOku 3acobamu JIOM ceprepis [{CK);

— {A_TIKo}, {I_TIYo}, {I_XKYPo}, {/I_OKII}, {/I_ OKLI};

— {J_TIKr}, {JI_TIVr}, {JI XXYPr}.

K33 nenrpansroro cermenty ITC LICK noBuHeH 31iiiCHIOBaTH PO3MEXYBaHHS JOCTYITY Ha
mijcTaBi aTpuOyTIB JOCTYIY 00’ €KTIB-KOPUCTYBAUiB 1 HACUBHUX 00’ €KTIB 3aXHUCTY.

K33 uentpansnoro cermenty ITC LICK mae ananizyBaTH yci 3alMTH Ha JOCTYI BiJl IMEHI
00’€KTIB-KOPHCTYBaYiB, IO HAMAIOTHCA 3 METO Monudikamii iHpopmamii, ska MICTHTBCS B
nacuBHUX 00’ekTax 3axucty. K33 nentpansnoro cermenty ITC LICK mae 3aboponsiti/HamaBatu
BIJIMOBITHUIA JTOCTYIT 3TiJHO 3arajbHUX MPAaBHJI PO3MEKYBaHHs MocTyny (Tabmumi 5.3), a Takox
3HAYEHb, 1[0 MICTATHCA Y CIIUCKAX KEPYBaHHS JOCTYIIOM.

3anuTH Ha 3MiHY TpaB JIOCTYILY JI0 MTACHBHUX 00’ €KTIB 3aXUCTY MOBUHHI 00pobisTucs K33
nerrpanpHoro cermenty ITC LICK Tuteku y TOMy BHUIAJKY, SKIIO BOHM HaIXOASTh BiJ
KopucTyBaua 3 pouito P Ab.

K33 uentpansHoro cermenty ITC L[CK noBuHeH HajgaBaTH MOKJIMBICTH KOPHUCTYBady 3
pomutto P AB Bu3HaYaT KOHKPETHUX KOPUCTYBadiB Ta/abo0 poui (Tpynu KOPHCTYBadiB) sIKi MArOTh
mpaBo Ha MoaudiKalio iHpOopMaIlii, 110 MICTUTHCS B TACUBHUX 00’ €KTaX 3aXHUCTY.

IIpu excnopti (pezepBHoMy komitoBaHH1) oO0’exktiB  {I OKI}, {JI OKk} mnoBuHeH
30epiratucs aTpuOyT AOCTYMy — Mapoib. Bumor mono 30epekeHHst aTpuOyTiB TOCTYIy JO0 1HIIUX
MAaCMBHUX 00'€KTIB 3aXMCTY i 4ac iX €KCIOPTY Ta IMIIOPTY HE BUCYBAETHCS.

5.3.5 MinimanpHa nigicHicTh pu oomini (L[B-1)

[Tonitrka niicHOCTI pu 00MiHI, 1m0 peanizyeTbest K33 nentpansnoro cermenty ITC LICK,
MOBMHHA BIIHOCUTHUCH A0 (peaii3oBYBaTHCs Jis) HACTYIMHUX HiJMHOXXHH IAacCUBHHX 00’ €KTIB
3aXHCTY:

— {A_TIKc}, {I TIVc}, {A XKVYPc}, {J PI}, {I KOA}, {I CEP}, {JI 3KCC} ta
{A_3K®C} (mig gac ix mepemaudi mix komrnoHneHtamu JIOM cepsepiB LICK ta PM

00CIIyrOBYIOUYOI'0 IEPCOHANTY);

— {d TIKc}, {A TIVc}, {A KVYPc} 3acobiB K3l (MepexxHux KpUOTOMOAYIIIB,
kpuntomonyni, AIl3 K3I) (mig yac ix mepenaui mix BignmoBigaumu 3acobamu K3I Ta
OpOrpaMHUMH 3ac00aMH, 110 BCTAHOBJIEHI Ha KOMITOHEHTaX LIEHTPAIbHOTO CETMEHTY
ITC LCK (ueHTpambHHX cepBepax, cepBepax B3aemonii, PM o06cimyroByrodoro
HepcoHaty);

IIpu peamizauii nomituku mnocayrn K33 wnentpansHoro cermenty ITC LCK mae

BUKOPUCTOBYBATH:

- {A_OKII}, {I_OKI}, {_CEP}.

[MoniTuka wismicHOCTI Mpu 00MiHi, 1m0 peanizyerbest K33 nentpansaoro cermenty ITC LCK,
MOBMHHA PEaTi30BYBAaTUCh 32 PAaxXyHOK BUKOPUCTAaHHSA (YHKIIN OOYMCIIEHHS IMITOBCTaBKH 3a
anroput™MoM JICTY T'OCT 28147:2009. KopuctyBaui He MOBUHHI MaTH MO>KJIMBOCTI BIUIMBATH HA
pIBEHb 3aXUCTY.

K33 uentpansroro cermenty ITC LICK moBuHeH 3a0e3rnedyBaTé MOMKJIHBICTh BHSIBICHHS
MOPYIIEHHS IITICHOCTI 1H(GOpMAaIlii, III0 MICTUTBCS B 00'€KTI, SKUH TIEPETAETHCS.
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5.3.6 CriiikicTh mpu oOMexenux Biamonax (JIC-1)

K33 nenrpansroro cermenty ITC IICK noBuneH 3abe3neuyBar, 10 BiIMOBA IMiIMHOKUHU
KoMItoHeHTiB nieHTpainbHoro cermenta ITC LICK He nmpu3Bene 10 HEMOKIUBOCTI (QYHKITIOHYBAaHHS
nenTpansHoro cermenta ITC LICK y minomy.

BiamoBa ogHOTO 13 321y01h0BaHUX KOMIOHEHTIB IleHTpasibHOro cermenTy ITC IICK:

— OC neHTpaIbHHUX CEPBEPIB;

— OC cepgepiB B3aeMoIii;

— OC PM 06ci1yroBy104oro rnepcoHainy;

— CKB/J] cepBepiB B3aeMOIii;

— TIK neHTpanbHHUX CEepBeEpiB;

— TIK cepBepiB B3aemoii;

- ME;

— xomytaropiB JIOM;

— MEpEeXHUX KPUITOMOTYJIiB

— KpunrtorpadiuHUX MOIYIiB;
HE MMOBMHHA MPU3BOJIUTH JI0 HEIOCTYITHOCTI MOCIYT, 110 HAJAIOTHCS MiAMUCYBayaM, 3asBHUKAM Ta
aHoniMmauM kopuctyBadam [ICK. VY ripmioMy BuUManky AomycKaeTbes 30UIBLICHHS Yacy ix
00CIyroByBaHHS.

BiamoBa PC renepariii ka104iB MOBHHHA TMPHU3BOAUTH JIMIIE JI0 HEMOXKJIMBOCTI reHepartii
kmouiB kopuctyBauiB y LICK, ame He 10 NOTIpIIEHHS XapaKTEPUCTHK OOCITYrOBYBaHHS IHIIMX
KOPHCTYBayiB.

BinMoBa cepBepa MOHITOPMHTY Ta CHUHXpOHI3allli 4acy MOBHHHA MPU3BOAUTH JIUIIE IO
HEMOXJIUBOCTI MOHITOpUHTY LeHTpaibHOoro cermenty ITC LICK Ta HeMOXIMBOCTI CHHXPOHI3alil
yacy 3 cepBiCaMU TOYHOTI'O 4acy.

Texniuni 3acobu K33 nenrpansnoro cermenty ITC IICK moBuHHI MaTH 3aco0M iHAMKAIIT
Ta/a00 OMOBIIIEHHS aIMIHICTPATOPIB PO BIJIMOBY OY/Ib-IKOTO 3aXHUIIIEHOTO KOMIIOHEHTA.

[lepenik mpunycTUMHUX BiIMOB KOMIOHEHTIB eHTpaibHoro cermenty ITC LICK mae Oytu
YTOYHEHHH Ha eTari TEXHIYHOIO IPOEKTyBaHHS.

5.3.7 Monuepni3artis (/13-1)

K33 wnenrpanbHoro cermenty ITC LCK noBuHEH HajgaBaTH MOXJIMBICTH IPOBEIEHHS
MojepHizanii koMmnoHeHTiB ueHTpanbHoro cermenty ITC LICK, nmpu mpomy MmojaepHizaiis He
IIOBUHHA TPU3BOAWTH 10 mnepepuBaHHs BHUKOHAaHHSA K33 wnenrpansHoro cermentry ITC LCK
GyHKLIN 3aXUCTy Ta HEOOX1IHOCTI IPOBEIEHHS J10JaTKOBOI iepkaBHOI exkcnieptusn KC3L

K33 unenrpamsHoro cermenty ITC ILICK mnoBuHeH  HajxaBaTM  MOXJIMBICTh
3aMIiHU/MOJIEpHI3allii:

a) 3aco0iB K3I Ha Taki cami abo aHanoriyHi 3acobu, 3a YMOBHM HasiBHOCTI Y OCTaHHIX
eKCIIepTHOro BHCHOBKY AnMiHicTpanii [epxcnens3s'ssky y cdepi K31 ta morpumanHs Bumor
Bu3HaueHuXx y T3 Ta TexHiuHux ymoBax Ha 3aci0 K3I, mo nmpoxomutuMe BUnpoOyBaHHS B XOji
nep>kaBHoi excieptusu KC3I B nentpansHomy cermenTi ITC LCK.

6) 3aco6iB T3I (ME, komyratopu JIOM, 3A3 nenrpanbHux cepBepiB, 3A3 i1 PM
reHeparii KJro4iB) Ha Taki cami abo aHaJOri4Hi 3aco0M, 32 YMOBH peaii3alii OCTaHHIMHU (DYHKIIIN
3axHCTy (110 BUMararThes y ubomy 13). BianoBiaHicTs GyHKIINA 3aXUCTy Mae OyTH MiATBEpKEHA
eKCTIepTHUM BUCHOBKOM AmiHicTparii Jepxkcnen3s'szky y chepi T31.

3aMiHa KOMIIOHEHTIB Ma€ OyTH JOCTyITHA KoprcTyBauaM 3 poiutio P Ab ta/a6o P AC.

[Topsimok monepHizamii Ta 3IIHCHEHHS BUINPOOYBaHb IMICHsST MOJIEpHI3aIii  CKIamgy
KoMIoHeHTiB 1eHTpasibHoro cermeHTy ITC LICK mae Oyt BU3HaUSHHI y METOAMIII MOJIEpHI3aLlii.
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Ha erani TexHOp0oOOYOro mMpoeKTyBaHHS Ma€ OyTH YTOYHEHO CKJIaJ KOMIIOHEHTIB J0 SKHX
BiJTHOCHTBCS TOJIITUKA MTOCTYTH.

5.3.8 O6Mmeskena rapsiya 3amina (J13-2)

K33 nenrpansaoro cermenty ITC LICK moBuneH 3a0e3nedyBaTd OCTYMHICTh MOCTYT i
pecypciB neHTtpansHoro cermenta ITC I[CK mim yac 3aMiHM HOro OKpEeMHUX KOMIIOHEHTIB (3a
paxyHOK yOIIOBaHHS KOMIIOHEHTIB, OpraHizallii Ki1acTepis).

[TomiTHKa MOCIYrM Ma€ MOMIUPIOBATHCS HA TaKi KOMIOHEHTH IEHTpaibHOro cermenty ITC
LCK:

— ULEHTpaJbHI CepBEpH;

— CcepBepH B3aEMOJI,

— PM o0cayroByrouoro nepcoHanys;

— CKBb/] nenrpanbHUX CepBeEpiB;

— CKB/] cepBepiB B3aeMoii;

- ME;

— komyraropu JIOM;

—  MEepEeXHI KPUIITOMOMIYIII;

—  KPHUIITOMOMYI.

3amiHa KOMIIOHEHTIB Ma€ OyTH JOCTYyITHA KOprcTyBadam 3 poiutio P Ab ta/abo P AC.

MopaepHizallis HE TOBHMHHA TMPU3BOJMTH J0 HEOOXITHOCTI TPOBEICHHS J0JaTKOBOL
nepkaBHoi excrieptuszu KC3I B nentpansnomy cermenti [TC LICK.

Ha erani TexHopo604oro mpoekTyBaHHS Mae OyTH YTOYHEHO CKJIaJ KOMIIOHEHTIB /10 SIKUX
BIJIHOCUTBCS MOJTITHKA MTOCTYTH.

5.3.9 ABromatu3oBaHe BigHOBICHHS (/IB-2)

K33 nentpansHoro cermenty ITC ILICK moBuHeH 3a0e3meyuTH MOCTYMHICTH TMOCTYT 1
pecypciB nentpanbHoro cermenta ITC ICK mmsxoM aBTOMAaTH30BaHOTO BiTHOBIEHHS TIiCIHA
BiTMOB OKpEMHUX KOMITOHEHTIB, a caMe:

— OC neHTpaIbHHUX CEPBEPIB;

— OC cepsepiB B3aeMO/Ii;

— OC cepBepa MOHITOPHHTY Ta CHHXPOHI3alLlii 4yacy;

— OC PM 006ci1yroBy1040ro rnepcoHay;

— OC PM reHnepauii KI1to4is;

— CKBb/] nentpanbHHUX CepBepiB;

— CKB/] cepBepiB B3aeMoIii.

Y pa3i HEMOXIUBOCTI BIJHOBHTH Mpale3JaTHICTh KOMIIOHEHTa, 1o BiaMoBHUB, K33
nenTpanbHOro cermeHTy ITC [ICK moBuHEH mepeBecTy BIAMOBIAHI KOMIIOHEHTH JI0 CTaHY 13 SIKOTO
MOBEPHYTH J0 HOPMAJIBHOTO ()YHKIIIOHYBaHHS MOKE TIJIBKM KopucTyBadi 3 poutto P_Ab ta/abo
P _AC.

K33 nenrpansroro cermenty ITC LICK nmoBuHEH HaJaBaTH MOXIIMBICTH KOPUCTYBauyaM 3
pomumio P_AB Ta/abo P_AC BigHOBUTH Npane3JaTHICTb KOMIIOHEHTIB, 1110 BIMOBHIIH, Y PYYHOMY
PEXuMI 13 3aCTOCYBAaHHIM PEe3EPBHUX/ETATOHHUX Komii. [IOBUHHI iCHYBaTH py4yHi MpOLEIYpH JJIS:

a) B1IHOBJICHHSI O0€3MeYHNX MapaMeTpiB:

— OC neHTpaIbHHUX CEpPBEPIB;

— OC cepgepiB B3aeMoIii,

— OC cepBepa MOHITOPHHTY Ta CHHXPOHI3aLlii yacy;
— OC PM 006ci1yroBy1040ro rnepcoHay;

— OC PM renepauii KITto4iB;

— CKB/l ueHTpaapHUX CEPBEPIB;
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— CKB/] cepBepiB B3aeMOIii;

— ME;

— komytaropiB JIOM.

0) BiTHOBJICHHS OCOOMCTHX KJTIOYiB:

— MEpEeXHUX KPUIITOMOTYJIIB;

— KPHUIITOMOYIIIB.

PiBHI BiIMOB Ta CKJ1aJi KOMITIOHEHTIB Ha SIK1 IMOIIMPIOETHCS IMOJITHKA TOCIYTH MOXE OyTH
YTOYHEHHH Ha eTarli TEXHIYHOTO MPOCKTYBAaHHS.

5.3.10 Ksotu (JIP-1)

K33 nenrpansaoro cermenty ITC LICK moBuHeH 3a0e3nedyBaTd JOCTYMHICTh MOCHYT i
pecypciB nentpaigbHoro cermenta ITC ILCK nuisixoM kepyBaHHA 00CSroM pecypciB, IO
BUJIUISIFOTHCS. KOPUCTYBadaM.

Oo6wmexenns Ha pecypcu CKBJI nentpansuux cepsepis Ta CKB/] cepBepiB B3aeMonii:

— MaKCHMaJbHHH Yac BUKOHAHHSI 3aHI/ITiB, 10 HaaAXoaiaTh 3 BiIIIIaJICHOFO BYy3J1a;
— MakKCUMaJbHa KUIbKICTh KOHKYPEHTHHUX 3'€/THAHb.
Oo6wmexenHs Ha pecypeu 113 HTTP-cepsepy:

— MakcHUMaJbHa KiJIbKICTh KOPHUCTYBaUiB, [0 MOXKYTh OJIHOYACHO OTPUMYBATH JOCTYI IO
I13 HTTP-cepsepy;
— KUIbKICTh 00poOHUKiB 3anuTiB KopuctyBauiB [13 HTTP-cepsepy.
3anmuTH Ha 3MiHY BCTAHOBJICHHX OOMEXKEHb MOBHHHI 00poOmsatucs K33 meHtpanpbHOTrO
cermenty [TC LICK TinibkH B TOMY BUIIAJIKY, SKIIO BOHU HaaxoAsTh Bin P Ab abo P AC.

Ha erami TexHOpoOOUYOT0 NMPOEKTYBaHHS OOMEKEHHS Ha PECYpPCH MOXKYTh OYTH YTOUHEHI.
5.3.11 Curnanizanist npo He6e3neky (HP-2)

K33 uentpanbaoro cermentry ITC IICK moBuHEH 3ificHIOBAaTH pEECTpallito MOJINA, IO
MaroTh Oe3MocepeIHe BiTHOLIEHHS 10 Oe3MeKu, a came:

— OTpUMaHHS 4M crnpo0a OTpUMaAHHS KOpUCTyBaueM JocTyny (OyAb-SKOro BHUIY) IO
00’€KTIB 3aXUCTY;
— pesynbTaTH iAeHTUdIKaIT Ta aBTeHTUdiKalii kopuctyBauiB ITC LICK;
— BUKPUTTS TOPYIIEHHS LITICHOCTI ab0 BiJIMOBa KOMIIOHEHTIB, IO BXOMSTH JO CKJIaay
nentpaibHoro cermenty ITC LICK;
— BIJHOBJIGHHS Mpale3/1aTHOCTI KOMIIOHEHTIB, L0 BXOJAATh /O CKJIaay LEHTPAIbHOTO
cermenty [TC LICK.
XKypnan peectpariiii HoBUHEH MICTUTH iH(}OpMAIIiIO PO AaTy, Yyac, Miclie, THII 1 YCHIIIHICTh
YM HEYCHIIIHICTh KOXXHOI 3apeecTpoBaHoi monii. JKypHam peectpaiii MOBMHEH MICTUTH
iH(opMaIliro, TOCTaTHIO JUIsl BCTAHOBJICHHS KOpPHCTyBada (00’ €KTa-KOpHCTyBaua), MPOTPaMHOTO
3aco0y 31 ckimany uentpansHoro cermenty I[TC ILCK, mo wMamud BiIHOIIEHHS 1O KOXKHOL
3apeecTpPOBAHOT MOJIi.

K33 wuenrpansnoro cermenty ITC IICK mnoBHHEH KOHTpOJIOBATH OJMHHUYHI abo
MOBTOPIOBAH1 peecTpaliiiHi moii, skl MOXKYTb CBIIYUTH IPO NpsiMi (ICTOTHI) MOPYIICHHS MOTITHKI
6esnexu ITC LICK, a came BigMOBa KOMIOHEHTIB, 1110 BXOJATH JI0 CKJIa1y LIEHTPAJIHHOIO CETMEHTY
ITC LICK.

K33 nenrpansHoro cermenty ITC LICK noBuHeH HerailHO iH(pOpMyBaTH KOPUCTYBadiB 3
porsimu P AB, P AC nipo moii 3aco6aMu €J1eKTPOHHOT MOIMITH/MOOUTBHOTO 3B'S3KY (SMS).

KopuctyBaui 3 ponsimu P_AB, P AC moBuHHI MaTH B CBOEMY PO3HOPSIKEHHI 3acO0M
MIEePETIISATY 1 aHAJI3Y KypHAITy peecTpartii.
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K33 mnentpanbnoro cermenty ITC ICK mnoBuHen 3abe3nedyBaTH 3axXHCT JKypHAITy
peecTparllii BiJi HECAHKI[IOHOBAHOTO JIOCTYILY, MoAu]ikaiii abo pyiiHyBaHHs. Mae OyTu 3a00pOHEHO
pelaryBaHHs BMICTY JKypHaJliB peecTpalii. €AMHOIO ollepalLi€ro, 110 BU3HAYeHA Hajl 00’ €KTaM TUITY
KYpHaJ peecTpallii, 10 MPU3BOIUTH IO 3MiHU 11 BMICTYy Ma€ OyTH MOBHE OYMIICHHS.

5.3.12 Onunouna igeHtudikaris i aprentudikaris (HU-2)

K33 nenrpansHoro cermenty ITC LICK moBuHeH BU3HAUaTH 1 MEPEBIPATH OCOOMCTICTH
KOpHCTYBa4a, IO HAMaraeTrbcs OAEp)KaTH JOCTYNl JO amapaTHO-NPOTPaMHHUX Ta arapaTHUX
komroHeHTiB [TC LCK nuisixom 0e3mocepeaHboro MiAKIIOYEeHHS abo MiAKIIOYEeHHS dYepe3
KOHTPOJILOBAHE CEPEIOBHIIIE.

ATpuOyTH, 10 BUKOPUCTOBYETHCS M ineHTH]IKaIil Ta aBTeHTU(IKAIlI KOPUCTYBaYiB y
komrnoHeHnTtax nenrpansbHoro cermenta [TC LICK naBeneni y tabnuii 5.2.

[Tocmyra moBuuHa peamizoByBatucss K33 mentpamsHoro ITC IICK i3 3acrocyBaHHSM
3aXHIIEHOTO MEXaHi3My OJTHOTO 3 THITIB:

— "3HaHHS YOTOCH'", @ caMme: JIOTiH Ta/abo mapok;

— "pomoxinasa ynmock", a came: AII3 K31

KoxHuil KOpHCTyBad, JO SKOTO BIIHOCHTHCS TOJITHKA TOCITYTH, TOBUHEH OJHO3HAYHO
inentudikysatucs K33 nenrpansuoro cermenta [TC LICK.

K33 wuentrpansnoro cermenty ITC IICK mnoBuHeH 3abe3nedyBaTv 3aXHUCT JIAHHUX
aBTeHTH(]IKaIII] BiJ HECAHKIIIOHOBAHOT'O YUTAHHS Ta MOAMQIKaIlii.

5.3.13 MuoxwuHa inentudikais i aprenrudikamis (HU-3)

K33 nenrpansHoro cermenty ITC ILICK moBuHeH BU3HAuaTH 1 MEPEBIPATH OCOOMCTICTH
KOpHCTYyBaya, LI0 HaMaraerbCs OJAEpKaTH JOCTyH /0 anapaTHO-NPOTrpaMHUX Ta amapaTHUX
komnoHeHTiB ITC LICK nuigxom miK/ItoueHHs 4epe3 HEKOHTPOJIbOBAHE CEPEeIOBHILIE.

ATpuOyTH, 110 BUKOPUCTOBYETHCS JUIS 1A€HTU(]IKAIIT Ta aBTEHTU(]IKAIli KOPUCTYBaydiB Y
komnoHeHTax HeHTpanbHoro cermenta ITC LICK naBeneni y Tabmumi 5.2.

[Tocnyra moBunna peanizoByBarucs K33 nenrpansroro cermenta ITC I[CK i3 ogHOUacHUM
3aCTOCYBAHHSIM 3aXHUIIEHUX MEXaHI13My TaKUX THITIB:

— "3HaHHS YOTOCh", a came: JIOT1H Ta/abo MmapoJib;

— "BomoxinHsa ynMock", a came: AII3 K3I.

KoxHuil KopuCTyBad, JO SKOTO BIJIHOCHUTHCS TOJITHKA TOCITYTH, TOBUHEH OJHO3HAYHO
inentudikyBarucsa K33 nenrpansnoro cermenra ITC LICK.

K33 munentrpansnoro cermenty ITC IICK mnoBuHeH 3abe3nmedyBaTv 3aXWUCT JIaHHUX
aBTeHTHU}IKaIlii Bil HECAaHKI[IOHOBAHOTO YATAaHHS Ta MOAU]IKAaILii.

5.3.14 Ognonanpasienuii focroBipHuii kanan (HK-1)

K33 uentpansnoro cermenty ITC LICK mae rapantyBaTH KOpHCTyBayaM MOXJIMBICTb
Oe3nocepeHbO1 B3a€MOJIIT 3 HUM.

[ToniTrka Mociyru Mae MOMIMPIOBATHUCS Ha:

— BHYTPILIHIX KOPUCTYBAYiB yCiX KaTeropii;

— 3asBHHKIB.

BcraHoBI€HHS TOCTOBIPHOTO 3B'I3KY MK KOPUCTYBA4eM JI0 SIKOTO TMOIIMPIOETHCS MOJITHKA
nociyrd, 1 K33 nentpanbaoro cermenty ITC IICK, moBuHHO 3ai1iiCHIOBATHCS 3 BUKOPHUCTAaHHSIM
3aXHILEHOrOo (BiJ NepeXOIUIeHHs UM MiIMIH1) MEXaHi3My BBEJICHHS KOPUCTYBAa4€M CBOT'O HApOJIIO.

JlocToBipHMIA KaHajd TIOBMHEH BHUKOPHUCTOBYBATHCS [JIsi TIOYATKOBOI iAeHTHdIKAIil 1
aBTeHTHU(IKaLlli KOPUCTYBAUiB, JI0 SIKUX BIIHOCUTBHCS IMOJIITHKA MOCTYTH. 3B'I30K 3 BUKOPUCTAHHSAM
JTAHOTO KaHAJTy MIOBUHEH 1HIIIFOBATUCS BUKIIOYHO KOPHUCTYBAYEM.
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5.3.15 Po3nozin 060B's3kiB Ha mifcrasi npusiieis (HO-3)
K33 nenrpansnoro cermenty ITC LICK noBuHeH miaTpuMyBaTu:

— anMinictparuBHi poiai (P ABb, P AC);

— xopuctyBanbHuipki pori (P AP, P APY3, P_AIl, P 3IIIL, P 3AH, P_334).

Kopucrysau ITC [ICK noBuHeH MaTH MOKJIMBICTh BUCTYIATH B MEBHINA POJI TIABKU IMICIsS
TOTO, SIK BiH BUKOHAE TEBHI Jii, 10 MiATBEPKYIOTh MPUUHATTS iM ITi€l podi.

5.3.16 K33 3 xourposnem iimicuocti (HII-1)

K33 nenrpansnoro cermenry ITC IICK moBuHEeH peanizoByBaTH MEXaHI3MH KOHTPOJIIIO
IIJTICHOCTI TiAMHOKMHHM CBOiX KOMIIOHEHTIB 3 METOI0 BHSBJICHHS (aKTiB iX HECAHKI[IOHOBaHOI
Mo audikarii.

ITomiTuka MOCIYTH Ma€ MOUIUPIOBATHUCA HaA:

— 3A3 ueHTpanabHUX CEpBEPIB;

— ME;

— komytaropu JIOM;

— MEepekHI KpUINTOMO/YIII;

— KPHUIITOMOMYIIi;

— AII3 K3[;

— II3 xopuctysaua LICK;

— 3A3 g PM renepariii Ki1ro4iB.

VY pasi BUSBJICHHS MOPYIIEHHS IIICHOCTI ¢BOr0 KOMIOHeHTy K33 1eHTpaibHOro CerMeHTy
ITC LCK noBuHeH NOBIJOMUTH KopucTyBaua 3 poiito P Ab a6o P AC i nepeBectu 00’€KT,
LUTICHICTh SIKOTO OyJO MOpPYIIEHO, /0 CTaHy 3 $SKOrO MOBEPHYTH MHOro 10 HOPMAaJIbHOTO
(GYHKLIOHYBaHHS MO>Ke TUIbKH KopucTyBay 3 posutto P Ab a6o P AC.

3a IOMIOMOTOI0  OpraHi3alliiHUX 3axoJiB  Mae OyTu 3a0e3Me4YeH0 HEMOXIIHMBICTh
3aBaHTA)XEHHS CEpBEPIB Ta pOOOUYMX MICIb 31 CKJIaJy KOMILJIEKCY TEXHIYHHUX 3aC001B EHTPAILHOTO
cermenTy ITC LICK 13 30BHIIIHIX HOCIIB 200 uepe3 MepexeBuil iHTepdeiic.

Ha etani TexHIYHOTO MPOEKTYBaHHS OOMEKEHHS, JOTPUMAHHS SIKUX JI03BOJISIE TapaHTyBaTH,
10 MocIyru 0e3neku MocTymHI TimbkH uepe3 inTepdeiic K33 nentpansnoro cermenta ITC IICK 1
BCI 3alUTH Ha JIOCTYI JI0 3aXHILEHUX 00'€KTIB KOHTPOIIOIOTHCS HUM, MOXKYTh OyTH YTOYHEHI.

5.3.17 K33 3 rapanToBanoto niiicuictio (HII-2)

K33 nentpansHoro cermentry ITC LICK noBuHEH MiATPpUMYBATH JOMEH JUIsl BUKOHAHHS
MIIMHOXHHU CBOIX KOMITOHEHTIB 3 METOIO 3aXHCTy BiJl 30BHIIIHIX BIUTMBIB 1 HECAHKI[IOHOBaHOI
Mo udikalii Ta/abo BTpaTH KepyBaHHS.

[Tonituka MOCIYTH Ma€ NOMIUPIOBATHUCSA HA:

— K33 OC nenrpanbHuX cepBepiB;

— K33 OC cepsepiB B3aeMoii;

— K33 OC cepBepa MOHITOPUHTY Ta CHHXPOHI3allii Yacy;

— K33 OC PM 006cinyroByrouoro nepcoHaiy;

— K33 OC PM renepaii kiitouiB
Ta yci mporpamHi 3aco0u, mo BxoJaTh a0 ckiany K33 nenrpansnoro cermenty ITC LICK Ta
(GYHKIIOHYIOTh TiJ X KEpYBaHHSM.

3a J0mOMOrol0 OpraHizalifHUX 3axoAiB Mae OyTh 3a0e3Ne4eHO0 HEMOXIIUBICTh
3aBaHTAXCHHS CEPBEPIB Ta pOOOUMX MICIb 31 CKJIaJy KOMIUIEKCY TEXHIYHUX 3aC001B IIEHTPATBHOTO
cermenTy ITC L[CK i3 30BHIIIHIX HOCIIB 200 Uepe3 MepexeBuil iHTepdeiic.
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Ha erarmi TeXHIYHOTO MPOCKTYBaHHS OOMEXKCHHS, JOTPUMAHHS SKHX JI03BOJISIE TAPAHTYBATH,
10 TIOCTYTH Oe3neku MocTymHi Tiutbku yepe3 intepdeiic K33 nentpansuoro cermenrta ITC IICK i
BC1 3aIIUTH HA JIOCTYII JIO 3aXHUIIEHUX 00'EKTIB KOHTPOIIOIOTHCS HUM, MOXKYTh OYTH YTOYHEHI.

5.3.18 CamorectyBaHHs B peaabHomy daci (HT-3)

K33 muentpanmproro cermentry ITC IICK mnoBuHEH mnepeBipsATH 1 Ha MiACTaBi I[bOTO
rapaHTyBaTH TPABWIBHICTh (YHKIIOHYBaHHS 1 LUTICHICT, meBHOI MHOXMHU (yHkmiin K33
uentpanbHoro cermenty ITC LICK.

[Iponierypamu, 110 MarOTh BUKOPHCTOBYBATHCS JUIsl OLIHKU MPABHIBHOCTI (yHKIIIOHYBAaHHS
K33 uentpanbaoro cermenty ITC LICK €:

— TECTyBaHHS Ha MPEIMET BIpyCHOTO 3apaKeHHS,
— TmepeBipka KOPEKTHOCTI KoH(Dirypaniinux (aiiniB oKpeMHX IporpaMHUX 3ac00iB;
— TECTyBaHHS NMPaBHWIBHOCTI KpUOTOrpadiuHUX MEPETBOPEHB, L0 peali3oBaHi y 3acobax
K3I 31 cknany K33 nenrpansuoro cermenty [TC LICK;
— JiarHOCTHKa (YHKIIOHYBaHHS MEPEKHUX BY3JIIB Ta TNepeBipka (QYyHKIIOHYBaHHS
Creliajgi3oBaHUX MPOTPaMHUX CEPBICIB.
K33 nentpansaoro cermenty ITC LICK mae Oytu 3maTHMM BHKOHYBAaTH Halip TECTiB 3
METOI0 OLIHKU HPaBUIIbHOCTI ()yHKIIOHYBaHHS. TecTH MOBHHHI BUKOHYBATUCS IPH 3aIlyCKy Ta 3a
3anuToM KopuctyBada 3 posutio P AB, P AC a0o iHIIOro yrmoBHOBa)KEHOTO KOPUCTYBaUa.

[lepenik mpouenyp Ta TeCTiB, IO NpPU3HAYEHI IJIs peamizalii MOCIyrH Moxe OyTu
YTOYHEHHH Ha eTarli TEXHIYHOTO MPOSKTYBaHHS.

5.3.19 Astentudikanis By3ia (HB-1)
K33 nentpansnoro cermenta ITC LICK nepen mouatkoM 0OMiHYy MMOBHHEH 3a0€3MeUyBaTH:

— B3aEMHY 1AeHTH(diKalilo Ta aBTeHTHU(IKalil0 amapaTHO-porpaMHux 3acobiB K31
(MepexHi kpunTomonymi, kpunrtomonymi, AII3 K3I) Ta mporpamHux 3aco0iB, 10
BCTaHOBJIEHI Ha KoMMOHeHTax MeHTpaigbHoro cermenty ITC ICK (ueHTpambHHX
cepBepax, cepBepax B3aeMoii, PM o0ciayroByro4oro nepcoHanty).

ATpubyramMu OCTyIy, IO MAalOTh BUKOPUCTOBYBATHCS MPHU peaii3allii MOCIyrd MOBHUHHI

Oytu ocoOucTtuil 1 BIAKpUTHH (y ckilafi cepTHdikaTa) KItoul eJIeKTPOHHOTO LHU(POBOro MiAMHUCY
komrioHeHTiB K33 ITC IICK, 1o B3aeMOAi0Th.

[linTBepKEHHST 1IEHTUYHOCTI Ma€ 31MCHIOBATHCS Ha OCHOBI 3aTBEPHKEHOTO MPOTOKOITY
aBTeHTHU(iKaLii, 110 BUKopucToBye MexaHizm ELII.

5.3.20 AtenTudikaris BinnpaBHuKa 3 miareepmkeHHsM (HA-2)

K33 uentpansHoro cermenrta ITC LICK nmoBuHeH 3a0e3neuyBaTu 3aXHCT BiJl BiIMOBHU BiJ
aBTOPCTBA 1 OJHO3HAYHO BCTAHOBHUTU HAJICXKHICTh IEBHOTO 00'€KTa MEBHOMY KOPUCTYBady
(mpotiecy), ToOTO TOH PaxT, 1110 00'eKT OyB CTBOPEHMI IEBHUM KOpPHUCTYyBaueM (TIPOIIECOM).

[ToniTHKa MOCTYTH MA€ BiIHOCUTHUCS JI0:

— kopucryBauiB 3 possimu: P_ AL, P AP, P_ APY3, P _3IIII, P_334;
— mnpouecis: I1IK neHaTpansHux cepepis;
o0'extiB 3axucty: {I_CEP}, {I MU}, {{I 3KCC}, {A_3K®DC}.
ATpuOyToM, IO JO3BOJSE OJHO3HAYHO BCTAHOBUTH, IIO OO0’€KTH 3aXUCTY IO SKHX
BITHOCUTbCS TMOJIITUKA TOCIYrd, Oyau CTBOPEHI OJHHM 3 KOPHCTYBadyiB (IMPOLECIB) A0 SKHUX
BiTHOCHUTBHCS MOJiTHKA rocyry Mae Oytu ELIT.

ATpuOyTramMu KOpUCTyBadiB (IIPOIIECIB) HA AKUX MOIIMPIOETHCS MOJITHKA MTOCITYTH Ma€e OyTH
ocobuctuii kimou ELIIT Ta cepTudikaT BiIKpUTOTO KIltoya.

[Tponiemyporo, MO T03BOJISIE OJHO3HAYHO BCTAHOBUTH, IO 00’ €KT 3aXHCTy OyB CTBOpPEHUH
NEBHUM KopHcTyBayeM (mporiecom), € mnepeBipka EIIl Big maHux, IO NepeBipAOTbCA 3a
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kpunrorpadiuanm anroputmMom ELII, mo Busnauenun JICTY 4145-2002. Jlns 3a0Ge3nedeHHs
MO>KJIMBOCTI OJTHO3HAYHOTO MiATBEP/HKCHHS HAJICKHOCTI 00'€KTa HE3AJICKHOIO TPETHOK CTOPOHOIO,
y ckimani K33 mentpansrnoro cermenra ITC LICK npu dopmysanni ta nepeBipsuni ELIT maroTh
BUKOpHUCTOBYBatucs HaaiiHi 3acoou ELII Ta mocuneni ceptudikati BiAKPUTHX KITIOUiB.

VY SKOCTI He3aJIeXKHOI TPEThOI CTOPOHU Ma€ BHCTYIATH aKPEIUTOBAHUH IICHTP cepTHdikartii
KJIFOYiB.

5.4 Bumoru 10 KOMIUIEKCHOI CHCTEMHU 3aXHCTy iH(opMallii B YaCTHHI 3aXUCTY BiJ BUTOKY
iHpopMaIlii TeXHIYHUMH KaHAJIAMU Ta 3aXUCTY BiJl CHICI[IaJIbHUX BIUIUBIB

5.4.1 llenTpanpHi cepBepr Ta KPUIITOMOAYJIl TOBUHHI PO3MIIIYBAaTHUCh Y €KpaHOBaHii 1madi,
sika Biamosigae umoram Jlonatky 1 go [IpaBwi mocunenoi ceprudikarii.

5.4.2 EnexTpOXHBICHHS IEHTPAIBHHX CEPBEPIB Ta KPUITOMOIYJTIB ITOBHHHO
3MIHCHIOBAaTHCh 4epe3 (iIbTpU ENEeKTPOKHMBICHHS, AKi BiAmoBimaioTe BuMmoram Jlomatky 1 mo
[TpaBun mocuiieHoi cepTUdiKaIiii.

5.4.3 Jlns 3’ennanHs oONMajHaHs, SIKE 3HAXOAMUTHCS y eKpaHOBaHIN madi, 3 o0iagHaHHSM,
sSIKe 3HAXOIUTHCS 33 MEKaMU €KPaHOBaHOI Iadu, MOBHHHI BUKOPHCTOBYBATHCH OINTOBOJIOKOHHI
JiHIT 3B A3KYy.



€AAJ1.468244.185 T3
37

6 BAMOTH JIO CKJIAJTY TPOEKTHOI TA EKCILTYATAIIIHOI JOKYMEHTAI{

6.1 IIpoexkTHa JOKyMEHTAIlisi Ha KOMIUIEKCHY CHUCTeMY 3axHcTy iH(opmanii MoBHHHA
BKJIFOYATH:

HOSCHIOBAIBHY 3aIUCKY TexXHOpoOovoro npoekty KC3I;
miaH 3axucty iHpopmarii y ITC LICK (cykynHiCTh TOKYMEHTIB), Y SKOMY ITOBHHHI OyTH
BU3HAYCHI:
— mepenik iHdopMartii, mo mianarae aBromatuzoBanoMmy oopoodisennio y ITC LICK
Ta MOTpeOye 3aXUCTY;
— omwmc Mojeni 3arpo3 s indopmartii, oopodmroBanoi y ITC LICK;
— onuc nonituku 6e3neku iHpopmarii y ITC LICK.

6.2 Jlo ckiagy TOKyMeHTallii TeXHOpPOOOYOro MpOeKTy MOBUHHI BXOJAUTH: OCHOBHI TEXHIYH1
pimenns moxao nodyxosu KC3I B ITC LICK; onuc cknaxy K33; onuc ¢pyHKIIIOHyBaHHS MEXaHi3MiB
3axMCTy; crocoOu peanizauii mocayr 6e3neKu; OCHOBHI IpaBuiIa excrutyaranii K33.

6.3 Cxuag excruryaraninoi qokymenranii ITC LICK:

MOJIO’KEHHS PO CIIYXKO0y 3aXUcTy iHPOpMaIlii;

IHCTPYKIis 3 Oe3rmeyHol iHCcTasIi1, reHepaitii i 3amycky K33;
nopsinok mojaepHizamii ITC LCK;

IHCTpYKIIis 3 3a0e3medeHHs Oe3nepepBHOro (GyHKIIOHYBAHHS,
IHCTPYKIiS 3 KOHTPOJIO 32 QYHKI[IOHYBaHHSIM;

THCTPYKIIiS TPO TOPSIIOK peecTpaltii KOPUCTYBayiB;

IHCTPYKIiS PO MOPSAIOK 3a0€3MeUEeHHS aHTUBIPYCHOTO 3aXUCTY;
HACTaHOBH OTIEPATOpaM;

HACTaHOBHM aIMiHICTpaTOpam;

HAcCTaHOBA aJIMIHICTpaTOpy Oe3IekH (BiANOBIAATLHOMY 3@ 3aXHCT).

6.4 Ilix gac po3poOiieHHS IUX TOKYMEHTIB JO3BOJIETHCS TOEIHYBATH KiIbKa 3 HUX Y
BUIJISAJII OKPEMUX PO3JUTIB B OJJHOMY JIOKYMEHTI.

6.5 OcraTouHui CKiIaj 1 3MICT TOKyMEeHTallii Mae OyTH YTOUHEHUH Ha eTari TeEXHOPoOo4yoro

IIPOEKTY.
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7 ETAIIM BUKOHAHHA POBIT

7.1 Bignosinuo no Bumor HJI T3I 3.7-003-2005 ctBopenns KC3I B ITC LICK 3aiiicHioeTsCst
nmoeTanHo. Y3arajnbHeHi eranu BuKOHaHHs poOiT 31 ctBopeHHs KC3I B ITC ILICK HaBeneni y
tabmumi 7.1.

Ta6muist 7.1 — ETanu BUKOHaHHS poOIT

Cranis Etanu po0it PesynbTar poboTH

1 TexuiuHe 3aBIaHHA 1.1 O6cTexxeHHS CepeIOBHIIL 1. AKT 0OCTeX)EHHS CepPeIOBHIII

¢ynkuionyBanus [TC LICK. ¢ynkuionyBanus [TC LICK.
1.2 Po3poOka Ta moroKeHHs 2. 3arBepmxene T3 Ha CTBOPEHHS
TexHigHOro 3aBaanHs Ha ctBopeHHs | KC3I B ITC LICK

KC3IB ITC [ICK

1. ITosicHIOBAJIbHA 3aIIMCKa 10
TEXHOPOOOUOTO MPOEKTY.

2. PoGoua Ta excruryarariiina
nokymenTanii Ha KC3I B ITC
LCK

2.1 Po3po0Oka mpono3uiiii 10
TexHopobouoro npoekty KC3I B
ITC LICK.

2.2 Po3pobxka pobouoi Ta
eKCIUTyaTalliifHO1 TOKyMEeHTalii Ha
KC3IB ITC IICK

2 TexHopoObounii
MPOCKT

1. K33, peanizoBaHi i
incranboBani y LICK.

2. Ilporpama i MmeTomka
nonepeanix Bunpodysanbp KC3I B
ITC LICK.

3. AKT Ta IpOTOKOJI ONEePEeIHIX

3.1 Peauizarist (BIpoBaIyKEHHS)
3axoxiB moao KC3I B ITC LICK.
3.2 Po3pobxka i 3aTBepKEHHS
"[IporpamMu 1 METOAMKHU MONIEPEIHIX
sunpodysanp KC3I B ITC LICK".
3.3 IlpoBeaeHHs monepeHix

3 BBeneHHs B fito Ta
nepeBipka
npane3aaraocti KC31I

BuripoOyBanb KC3I B ITC LICK.

3.4 Jocnigna excrutyaranist KC3I B
ITC LICK.

3.5 KoperyBaHHs ekcrityaTamiiHoi i
cynpoinHoi qokymenTanii KC3I B
ITC ICK

BurnpoOysanb KC3I B ITC LICK.
4. lopobneHa excrulyaraliifHa Ta
CYMPOBIiJIHA TOKYMEHTAITIS.

5. JIoKyMeHTalIlis 10 MPOBEACHHS
Jep:kaBHOI eKCIIEpTU3H

4 Jlep>xaBHa
eKcIepTu3a

4.1 CynpoBij ekcepTHUX poOiT

ArtecTar BiAMOBIAHOCTI (32
pe3ynbTaTaMu JIep>KaBHOT
excrieptusn) KC3I B ITC LICK

8 ITIOPAAOK BHECEHHSA 3MIH I JOITIOBHEHD 10 T3

3MiHM 1 gomoBHeHHS 10 T3 micnga #Horo 3aTBep/PKEHHS O(OPMIISIIOTBCS OKPEMHUM
JOTIOBHEHHSIM, 1110 3aTBEPKYETHCS B TAKOMY K MOPAIKY, K 1 11e T3.
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9 NIOPAAOK ITPOBEJAEHHS BUITPOBYBAHD KC3I

9.1 O6'extom BunpoOyBans € KC31 B ITC LICK.

9.2 Meroro BunpoOyBaHb € BHU3HA4YCHHS BianmoBigHOCTI gocsarHyroro B KC3I piBHs
3axXUMIeHOCTI iHpopMarltii BuMoram T3 1 BU3HAUEHHS TOTOBHOCTI 10 €KCILTyaTallii.

9.3 Bunpo6OyBanns KC3I B ITC IICK 3mificHIO€ThCS 3 BpaxyBaHHSM 3MICTy €TaIiB Ta
4eproBocTi BUKOHaHHs poOit 3 modynosu KC3I (11 . 7).

9.4 TlpoBonsarbcs HacTynHi Buau BunpoOyBanb KC3I: momepenni, mociigHa eKCITyartaris,
JiepKaBHA eKCIepTH3a. 3a pe3ysbTaTaMu IONEpPeAHIX BHIPOOYBaHb CKIAJAETHCS aAKT, y SKOMY
3a3HAYalOThCS PE3y/IbTaTH BUMPOOYBAHb 1 JA€ThCSI BUCHOBOK IOJO MOJIJIMBOCTI BIIPOBAKCHHS
KC3I 8 ITC LICK y mocnigHy eKCInTyaTartiro.

9.5 KC3I B ITC LCK BBomuThCsA y AOCHIAHY €KCIUTyaTallilo 3rifHO 3 HakazoM. [licns
3aBEpIICHHS JOCTIIHOT eKCIUTyaTallii CKIAaEThCsl aKT, y IKOMY HaBOJSATHCS PE3yJIbTaTH JTOCIITHOL
eKCIUTyaTallii i JaeTbcsi BUCHOBOK mpo MoxuBicTh npezctasients KC3I B ITC LICK na nepxaBHy
EKCIIepTHU3Yy.

9.6 JlepxaBna ekcrneptu3a KC3I B ITC LICK 3niiicHioeThes BianosigHo a0 "llomoxeHHs
PO JIep’KaBHY EKCIEPTU3Y B cepi TEXHIYHOTO 3aXUCTy iHpopMarllii", sike 3aTBEPHKEHO HAaKa30M
Anminictpanii Jepxkcnen3s’s3ky Big 16.05.2007 p. Ne93 (i3 3MiHaMu 3aTBEpIKEHUMHU HaKa30M
Anminictpamii Jepxkcenen3s’sizky Bix 10.10.2012 p. Ne567).



