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MNEPENIK CKOPOYEHb

OCTY - [OepxaBHuin cTaHAapT YKpaiHn

EOT - EnektpoHHO-064YMcnoBanbHa TEXHiKa

K33 - Komnnekc 3acobie 3axucty

KC - Komm’'iotepHa cuctema

KC3I - KomnnekcHa cuctema 3axucTy iHdopmau,i
HO - HopmaTtuBHWii AOKYMEHT

HCL - HecaHkuioHoBaHuMM goctyn

oC - OnepauinHa cucrema

n3 - [MporpamHe 3abeaneyeHHs

MEOM - [MepcoHanbHa enekTpoHHO-064KCAOBarIbHa cucTeMa
MEMBH - T[lob6iyHi enekTpomarHiTHi BUNPOMIiHIOBaHHS Ta HaBifg,
MnTK - [lporpamMHO-TEXHIYHNIA KOMMEKC

T3 - TexHiyHe 3aBAaHHA

T3l - TexHiyHmmM 3axucT iHhopMmauii

TY - TexHiyHi ymoBu
LICK LleHTp cepTudikauii kntovis

TEPMIHU TA BUSHAYEHHA

Y UubOMYy AOKYMEHTi BUKOPUCTOBYHOTLCA TEPMIHU Ta BU3HAUYEHHS 3riJHO 3:

— LOCTY 3396.2-97 "3axuct iHdopmalii. TexHiuHun 3axucT iHdopmalii. TepmiHu Ta BU3Ha4YeHHA";

— HO T3l 1.1-003-99 "TepmiHonoria B ranysi 3axucTy iHdopmauii B KOMM'IOTEPHUX cucTemax Bif
HecaHKL,ioOHOBaHOro goctyny";

MpaBuna nocuneHoi cepTtudikadii. 3atBepaxeHi Hakazom OCTC3Il Cb Ykpainn Ne3 Big 13.01.2005 p.
3apeecTtpoBaHi B MiHicTepcTBi tocTuuii YkpaiHu 3a N2104/10384 Big 27.01.2005 p.
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1 3ArAJ1bHI BIOOMOCTI

1.1 lNporpama nonepegHix BunpobyBaHb KC3| Bu3Hauyae 06'ekTn, yMOBM, NOpPAOAOK Ta 06'em
NnpoBeAeHHs pobiT (BUNpo6yBaHb) 3 OLiIHKK 3axuueHocTi iHdopmauii B LICK puHKY enekTpuyHoi eHeprii (Hapani
- BUKOPUCTOBYOTbCSl BUHAYEHHS “KOMM’loTepHa cuctema” abo “06'ekt EOT” 3riiHO 3 KOHTEKCTOM BUKIaOeHHS
NOfIoXeHb OKpeMUX po3AiniB i NyHKTIB [Mporpamu i MeTooukm).

1.2 MNporpama po3pob6rieHa BianoBiaHO [0 3aKOHIB YKpaiHu “INpo 3axucT iHcopmauii B iHpopmauiiHo-
TENeKOMYHiKauiiHMX cuctemax”, HOpMaTMBHUX OOKYMEHTIB, “IONOXeHHS NPo TEXHIYHUIN 3axXUCT iHopmaLii B
Ykpaini’, “KoHuenuii TexHi4yHoro 3axucty iHdopMauii B YKpaiHi”’, iHWWUX HOpPMaTMBHO-MPaBOBUX akTiB Ta
HOPMaTUBHMNX LOKYMEHTIB CUCTEMM TEXHIYHOIO 3axXUCTY iHopMaLil B YKpaiHi.
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2 OB'EKT MNOINEPEAHIX BUNMPOBYBAHb

2.1 MNonepeHim BunpobyBaHHAM nignarae iHdopmaujiiHo-TeNeKoMyHikauinHa cuctema LICK puHky
eneKkTpuyHoi eHeprii. TexHiYHi 3acobu cepBepHOro cerMeHTy nporpamHo-TexHiyHoro komnnekcy (MTK) LICK a
Takox poboui ctaHuii (aani - PC) nepcoHany LICK o6’eaHaHi y nokanbHy obuucnioBanbHy mepexy (JTIOM).

2.2 O6'ekToM nonepepHix BuNpobyBaHb 3rigHO AaHoi lMporpamn € KOMMSEKCHa CUCTEMA 3axUCTy
iHdopmaLii (gani - KC3I) LLCK pyHKy enekTpu4yHoi eHeprii.

2.3 MonepepHiMm BUNpobyeaHHAM Ta nepesipkam B cknagi KC3I LICK nignsirae cykynHicTb nporpamHo-
anapaTHux 3acobis, fki yteoptotoTb NTK LICK Ta npuaHayeHi gns:

3.1

BMKOHaHHA dyHKuin LICK (cTpykTypa Ta cknag MNTK Ta nporpamHoro 3abesneyeHHs HaBeAeHo Y

PKO ta EL);

peanizauii nonitukm 6e3nekun iHdopmadii B LLCK (3rigHo 3.1.2 T3 Ha KC3I, 3axuct iHdopmauii, sika

0bpobnsaeTbes 1 36epiraetbea B LICK, Big HC[, 3aiicHioeTbca Komnnekcom 3acobie 3axucty MTK

LICK);

i3nyHe cepenoBuLLE Y CKNagi:

—  npumiweHb 6yaieni LJCK;

—  iHXEeHepHUX KOMYHiKauin i obnagHaHHA LMX CUCTEM, CUCTEMU EHEpProxXmBneHHs o06'ekTa,
cucTeMu 3aseMrieHHs1 00'ekTa, AOMOMIXHUX TEeXHIYHUX 3acobiB Ta cucTteM 06'ekTa, cucTtemmu
XutTe3zabesnedeHHs 06'ekTa (BogonocTavyaHHsi, TEMMONOCTayaHHA Ta iH.);

—  OpraHi3auinHo-NpaBOBMX Ta iHXEHEepHO-TEXHIYHNX 3axOA4iB 3axWUCTY, BKIOYa4M 3axXUCT Bi4
disnyHoro HCLO po komnoHeHTiB MTK LUCK i 3axucT Big BUTOKY iHdOpMaLii TEXHIYHUMM
KaHanamu.

3 META | 3AAMI MNOMEPEQHIX BUNMPOBYBAHbB KC3I LICK

MonepeaHi BunNpobyBaHHA MNPOBOAATLCS 3 METOK OLUHKM 3axuuieHocTi iHdopmauii, ska

06pobnseTbea abo unpkyntoe B LLICK puHKy enekTpuyHoi eHepril.

3.2 OuiHka 3axuweHocTi iHopmauii LLICK nonarae y Bu3HayeHHi BignosigHocTti KC3I LICK Bumoram T3
Ta HOPMaTUBHUX JOKYMEHTIB y ranysi TeXHIYHOro 3axucty iHpopmauii (gani - HO T3I).

3.3 3aBpaHHAMM nonepeHix BunpobysaHb KC3I LUCK € nepesipka:

BiANOBIOHOCTI icHytounx ymoB ekcnnyaTtauii KC Ta KOpeKTHOCTi dyHKLUiOHanbHOro npodinto
3axuuieHocTi Big 3arpo3 HCL Bumoram, wo BcTaHoBneHi T3 Ha ctBopeHHa KC3l LICK Ta
Mpasunamu nocuneHoi cepTudikaui;

BignosigHOCTI 3axopiB 3abesneueHHsA 6e3neku i 3acobiB 3axucty KC (KOpeKTHICTb pe3ynbTaTis
NpoeKTyBaHHSA i peanizauii K33);

peanbHOro iCHyBaHHs 3axofiB 3abeanevyeHHss 6e3neku i 3acobiB 3axucty KC, wo peanisylotb
dbyHKLUiOHanbHi nocnyrn 6e3neku, Ta TEXHIYHNX 3acobiB 3axMCTy iHPopMaLLii Bi BUTOKY TEXHIUHUMM
KaHanamu;

BWKOHaHHSA piBHSA rapaHTin, akui Bu3HavyeHnn T3 Ha KC31 LCK;

NMOBHOTU Ta AOCTATHOCTI TEXHIYHOI OKYMEHTaLLi;

HeOobXiHOCTi BHECEHHSA 3MiH | JOMOBHEHb 0 OpraHi3auinHO-po3nopaaYMX OKYMEHTIB, BU3HAUYEHHS
BMMOT IO OpraHi3auinHux, isanyHux Ta iHWNX 3axofiB 3aXMCTY, LLO peani3yloTbCa Y AONOBHEHHS A0
KOMIMEeKCY NpPorpaMHO-TEXHIYHMX 3ac0biB 3aXUCTy, TOLLO.
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4 3ArAJTbHI NMOJIOXEHHA

4.1 PoboTu wopao nonepepgHix sunpobyesaHb KC31 LICK noBuHHI 34ilicHIoBaTUCA Ha NiACTaBi HACTYyNMHNUX
HOPMaTMBHO - MPABOBMX aKTiB Ta HOPMATUBHUX AOKYMEHTIB:

3akoH YkpaiHu "lMpo 3axucT iHpopmalii B iHopMaLinHO-TENEKOMYHIKaLiNHUX cuctemax”;

3akoH YKpaiHu ,[1po enekTpoHHMi undposui nignmc’;

[MonoxeHHs Npo TexHiYHuM 3axucT iHdopmauii B YKpaiHi. 3aTBepaxeHe Ykaszom [lpe3ngeHTta
Ykpainu Big 27 BepecHa 1999 p. N 1229 (3i 3miHamu, BHeceHuMn Ykazom lpe3ngeHTa YkpaiHu Big
6 xoBTHA 2000 poky N 1120);

MpaBuna nocuneHoi ceptudikadii (Hakaz CTC3I Cb Ykpainu Big 13 ciuyHa 2005 p Ne 3);

OCTY 3396.0-96 3axuct iHdopmauii. TexHiuHnn 3axuct iHpopmadii. OCHOBHI NONOXEHHS;

OCTY 3396.1-96 3axucT iHcpopmauii. TexHiuHMi 3axucT iHdopmaLii. Mopsifok npoBeaeHHs poobiT;
LOCTY 3396.2-97 3axucT iHdopMmalii. TexHi4HUN 3axucT iHbopMmalii. TepmiHu Ta BU3HaYEHHS;
TumyacoBe MONOXeEHHA Npo KaTteropitoBaHHA o6’ektiB (HO T3l 1.6-005-2013). 3atBepaxeHe
Haka3oM [lepxaBHoi cryx6u YKpaiHu 3 nnTtaHb TeXHIYHOro 3axucty iHdopmadii Big, 10 nunHa 1995
p. Ne35;

HO T3l 1.1-003-99 TepmiHonoris B ranysi 3axucTy iHdopmaLii B KOMM'IOTEPHUX cCUCTEMaX Big,
HEeCaHKLLiOHOBAHOMo AOCTYNy;

HO T3l 2.5-004-99 Kputepii ouiHKM 3axuweHoCTi iHdopMaLii B KOMMIOTEPHUX CUCTEMaX Bifg,
HECaHKLLiOHOBAHOIo AOCTYNy;

HO T3l 2.5-005-99 Knacudikauisa aBToMaTM30BaHNX CUCTEM i CTaHOAPTHI (pyHKUioHanbHi npodini
3axuLeHocTi 06pobntoBaHoi iHpopMmalii Big HeECaHKLiOHOBAHOrO AOCTYNY;

HO T3l 3.7-001-99. MeToanmyHi BKasiBKM LLOAO PO3POOKM TEXHIYHOrO 3aBOAHHSA Ha CTBOPEHHS
KOMMMEKCHOi cucTeMy 3axucTy iHdopmauii B aBTOMatu3oBaHii cuctemi  (3i 3miHamu
3aTtBepoxeHumun Hakazom OCTC3| CBY Ne37 Big 18.06.2002 p.);

HLO T3l 2.5-008-2002. Bumoru i3 3axucty KoHdigeHUinHoi iHopmauii Bifg HecaHKUiOHOBaHOro
OocTyny nig yac o6pobreHHa B aBTOMaATU30BaHUX CUCTEMAXx Knacy 2;

OBH A.2.2-2-96 lNpoekTyBaHHA. TexHiYHUA 3axucT iHopmauii. 3aranbHi BUMOrKM A0 opraHisauii
NMpOeKTyBaHHA Ta MNPOEKTHOI AoKymeHTauii pans OyaiBHMuTBa. 3aTBepAXeHi Haka3oMm
OepxkommictobyayBaHHA Ykpainu Big 02.09.96 p. Ne 156;

HO T3l 1.4-001-2000 TunoBe nonoxeHHs Npo cnyxby 3axucTy iHdopmalii B aBToMaTU30BaHin
cucTeMmi;

HO T3l 2.1-001-2001 CTtBOpeHHA KOMMMEKCIB TEXHIYHOro 3axucTy iHdopmauii. ATtecTauis
komnnekciB. OCHOBHI NonoxeHHs. 3ateepaxeHuit Hakaszom JCT3I Big 09.02.2001 p. Ne 2;

HO T3I 3.6-001-2000. TexHi4yHui 3axmcT iHdopmauii. Komn'toTepHi cuctemun. MNMopagok CTBOPEHHS,
BMNPOBAaZXEHHs, CYMPOBOAXEHHS Ta MOAEpHi3aLii 3acobiB TEXHIYHOro 3axucTy iHdopmalii Big
HecaHKLioHoBaHoro goctyny. 3atBepaxeHun Hakazom OCTC3I CBY sig 20 rpygHa 2000 poky
Ne60;

HO T3l 1.6-005-2013 3axucT iHdopmalii Ha 06’ekTax iHdopMaLinHOI AisnbHOCTI. [onoXeHHs npo
KaTeropitoBaHHA 06’eKTiB, Ae UMpPKYnoe iHhopMauis 3 obMexXeHUM AOCTYMnoM, WO He CTaHOBUTb
OepXaBHOI TaEMHULL;

TumyacoBi pekoMeHAauji 3 TEeXHIYHOro 3axucTy iHcopMauii Bif BMTOKY KaHanamu nobivHuX
€NeKTPOMarHiTHMX BUNpomiHioBaHb i HaBopgok (TP NEMBH-95).

4.2 Pobotn wopo nonepepHix BunpobyBaHb KC3l LICK 3pjiicHioloTbCA B pob0ounx NpUMILLIEHHAX
06'exTy iHbopmauinHoi gisnbHocTi LLICK puHKY enekTpuyHoi eHepril.

4.3 BunpobyBaHHA npoBoaATbCcA KoMicieto y cknagi npepcrtaBHukie O "EHEPITOPUHOK", ska
npusHa4vaeTbca Hakasom aupektopa AN "EHEPITOPUHOK".
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5 OBCAI' EKCMNEPTU3U KC3I LICK

5.1 O6'em nonepeaHix BunpobyeaHb KC3| LUJCK BM3HA4YaeTbCA MOCTAB/IEHOK METOK BUMNPOOGYBaHb i

BKJ1lO4a€ nposeaeHHA HACTYMNMHNX I'IepeBiDOK .

HI T3I wopao 3axucty iHdopmalii Big, HeCaHKLiOHOBAHOro AOCTyny;

iHdbopMaLii Big BUTOKY no kaHanax NEMBH,;

BMKOHaHHA Bumor T3 Ha KC3I wopo nigcmctemu aHTuBipycHoro 3axucTy LICK.

BMKOHaHHA BumMor T3 1a HL T3l woao opraHizauii pobiT i3 3axucTy iHdopMalii Ha 06'ekTi;
BUKOHaHHA Bumor T3 Ha KC3I, MNpasun nocuneHoi ceptudikadii (Hakas Big 13.01.2005 p. Ne 3) Tta

BUKOHaHHA Bumor T3 Ha KC3I, lNpaBun nocuneHoi ceptudikayii Ta HO T3l wopo 3axucty

5.2 BunpobysaHHa KC3I| LICK Bknioyae nepenik eTaniB nepesipok i BunpobyBaHb, HaBeAeHWUN Yy

Tabn. 1.

Tabnuua 1 - ETanv BunpobyBaHb i BUAiB NepeBipoK.

HalimeHyBaHHA nepeBipku (NepeBipok) [loKyMeHT, Wo BM3Ha4vae sumorn |Po3ain O6csr
3a [aHUM NYHKTOM BMNpoOyBaHb |MeToAMKKU | Bunpob.
1 MNepeBipka BukoHaHHA BuMor HJ T3l ta MpaBun nocuneHoi ceptudikadii
1.1 MNepeBipka Ha BiAMNOBIAHICTb OpraHi3auiiHO-TEXHIYHUM BUMOram Mno 3axucty iHdopmauii
1.1.1 lMepeBipka opraHi3auiiHO-TEXHIYHNX n.5.1.7, po3ain 6 T3 Ha KC3lI n.A.4.1
DOKYMeHTIB 3aMoBHMKaA i3 nuTaHb BnpoBagxeHHa |LICK, HI T3l 2.5-008-2002, HL,
3axopaiB 3axucTy Big HC[, Ta 3ab6e3neyeHHs T3l 1.4-001-2000, pozgin 5 LICK
pexumy 6e3neku. MpaBun nocuneHoi cepTudikauii, 3rigHo n. 5.3.
MeToanka KOHTpOnto
3axuweHocTi 06’ekty EOT
HalimeHyBaHHA nepeBipku (NepeBipok) LloKyMeHT, Wo BM3Ha4vae sumorn |Po3ain O6csr
3a [aHUM NYHKTOM BuNpobyBaHb |MeToaAMKKU | Bunpob.
1.2 NepeBipka Ha BiANOBIAHICTb BUMOram no 3axmcTy iHdopmadii Big 3arpo3 HC
1.2.1 MNepesipka ymoB ekcnnyaTauii LICK , po3gin 3,n.5.2,6.3 T3 Ha KC3l |n.A4.2.1
dYHKLioHanbLHOro Npoginto 3axuLweHocCTi Bif, LICK, HO T3l 2.5-008-2002, HA, LICK
3arpo3 HC/J], BnpoBagXeHuX opraHisauinHnx T31 1.4-001-2000, NpaBuna 3rigHo n. 5.3.
3axoniB nocuneHoi ceptTudikau,i
1.2.2 |geHTudikauii cuctemHoro Ta cnediansHoro |n. 3.3.4 T3 Ha KC3I LCK, nA422 |UCK
M3 MNTK, wo BcTtaHoBneHi y KC PKO i EO Ha LICK 3rigHo n. 5.3.
1.2.3 MNepeBipka KOPEKTHOCTI iHCTanAuii Ta n.3.3.4 T3 na KC3I UCK, HO T3l |n.A.4.2.3
koHoirypysaHHa OC Ta cneujansHoro M3 NTK 2.5-004-99, HO, T3l 2.5-008-2002, LCK
LCK PKLO i EL Ha LICK , NpaBuna 3rigHo n. 5.3.
nocuneHoi cepTudikau,ji
1.2.4. MNepeBipka peanizauii 3axogie 3abe3neyeHHs [nigpo3ain 5.3 T3 Ha KC3I LICK, nA.4.24.
6e3nekun i K33 MNTK LCK, mexaHi3amu sknx HAO T3l 2.5-004-99, LICK
peani3yloTb BUMOru go dyHkuUin (nocnyr) HO T31 2.5-008-2002, 3rigHO N. 5.3
3abe3neyeHHs KOHIAEeHUINHOCTI, uinicHocTi, PKLO i EL Ha LICK I
[JOCTYIMHOCTIi, CNOCTEPEXHOCTIi | KEPOBaHOCTI.
1.2.5. lNepeBipKa BigNOBIAHOCTI 3aX0AiB nigpo3ainu 5.3 T3 Ha KC3I LCK, |n.A.4.2.5.
3abe3neyeHHs 6eanekun i K33 MTK LLICK HO T3l 2.5-004-99, LICK
(nepeBipka BUKOHaHHsSI BUMOr o dyHkuin (nocnyr) |HO T31 2.5-008-2002, 3rigHo n. 5.3.
3abe3neyeHHs 6ea3nekn). PKLO i EQ Ha LICK
1.2.6 MNepeBipka peanizauji 3axoaiB 3abe3neyeHHsa |nigpo3ainn 5.3-5.5 T3 Ha KC3I nA.4.2.5.
6e3nekn i K33 poboyoi cTaHLuii reHepalii kntouiB. UCK, HO, T3l 2.5-004-99, LCK
HAO T31 2.5-008-2002, 3rigHo n. 5.3.
PKL i EO Ha LUICK
1.2.7 MNepeBipka BiANOBIAHOCTI 3axofiB nigpo3ginu 5.3-5.5 T3 Ha KC3l nA.4.2.7.
3abe3neyeHHs 6e3nekun i K33 pobouoi ctaHuil LUCK, HO, T3l 2.5-004-99,
reHepadii Kno4yis HAO T3l 2.5-008-2002,
PKO i EQ Ha LICK
1.2.8 lMNepeBipka BiANOBIAHOCTI 3axoiB n4.3.1173 na KC3I LUCK n.A.4.2.8

3abesnedeHHs 6eaneku i K33 mMixmepexesoro
ekpaHy NTK L|CK (nepeBipka BUKOHaHHSA BUMOT [0
dyHKUin (mocnyr) 3abe3neyeHHs 6e3nekn)

1.3 lNepeBipKa Ha BiANOBIAHICTb BUMOram no 3axucTy iHdbopmalii Bif, BATOKY N0 TEXHIYHMX KaHanax
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1.3.1 lNepeBipka Ha BiAMNOBIAHICTbL BUMOram no 3axucty iHgopmalii Big BUTOKy no kaHanax NEMBH B 1.4.:

1.3.1.1 lNepeBipka BiagNOBIAHOCTI PaKTUYHUX MnaH o6’ekTy, MNMnaH po3miweHHa |N.A.4.3.1 |LCK
po3mipiB K3 HagaHuM JOKYMEHTaM. EOT, 3rigHo n. 5.3.
1.3.1.2. lNepeBipka BUMOr 00 cneuianbHuX MnaH o6’exTy, MnaH po3miweHHa |M.A.4.3.1 LICK
npumiweHsb LICK. EOT, ponatok 4 po MNpasun :
. 2 3rigHo . 5.3.
NocuneHoi ceptTudikalii
1.3.1.3. lNepeBipka NpaBUIbHOCTiI PO3MILLLEHHS nopaTtok 4 po MNpaeun nocuneHoi |n.A.4.3.1 LICK
TexXHiyHux 3acobis MNTK LICK. ceptudikauii, HO T3l 1.6-005- )
2013, 3rigHo . 5.3.
1.3.1.4. MNepeBipka eheKTUBHOCTi eKpaHyBaHHs nopatok 4 po MNpasun nocuneHoi |n.A.4.3.1
cneuianbHux npumiweHs LICK. cepTudikau,ii, npoTokonu LICK
cneusunpobysaHb, Mpunuc Ha 1iaHO 1. 5.3
ekcnnyaTauito, HO, T31 1.6-005- A B
2013, TP T31 MEMBH-95,
1.3.1.5. lNepeBipka cxemu eHepronocTavyaHHs,
PO3MILLEHHS | MOHTaXy obnagHaHHs i CUNoBUX TP T3I MEMBH-95, HO T3l 1.6- LUCK
) . i . n.A.4.3.1 )
kabeniB, MOHTaxy i napamMeTpiB 3a3emnieHHs i kin |005-2013, 3rigHo n. 5.3.
3a3eMJIEHHS.
1.3.1.6. lNepeBipka 3acobiB 3axMCTy, iIXHIX MpaBuna nocuneHoi cepTudikaldii, LICK
cepTudikaTiB, BAKOHaAHHA NpaBui iXHbOI ceptudikatu, TY i UO Ha 3acobn |n.A.4.3.1 arigHo N. 5.3
eKkcnnyaTauil. 3axucry T
1.3.1.7. lNepeBipka AOKYMEHTIB (aKTiB, r_lpOTOKomB) MeToaMKa KOHTPOMIO LICK
anapaTypHOro KOHTPOJIo e(eKTMBHOCTi 3aXnNCTy 3axuLLeHOCT] 06'ekTy EOT n.A.4.3.1 arigHo 1. 5.3
iHdbopmalii Ha 06’ekTi LICK. y e
1.3.1.8. IHCTpymeHTanbHa nepesipka edekTUBHOCTI |foaaTok 4 oo MNpasun nocuneHoi |n.A.4.3.1 |okpema
3axucTy iHopmauii Big Butoky no NEMB (npu cepTudikauii, Metoguka MEOM (OT3)
HeobXxigHoCTi). KOHTPOJI0 3aXMLLEHOCTi 06’eKTy LICK
EOT iii popaTtku.
1.4 MNepeBipka nigcucremun anTneipycHoro 3axmucty KC3I1 LUICK
1.4.1 MNepeBipka BUKOHAHHA BUMOT [0 nigpo3ain. 6.3 T3 Ha KC3I LUCK
opraHi3auinHnx 3axogiB Npu BNPOBaaXeEHHI [HCTpyKLiA Npo NOpsAoK n.A4.3.2. |UCK
niAcUCTEMU aHTUBIPYCHOrO 3axXUCTy 3abe3neyvyeHHs1 aHTKBIpYCHOrO 3rigHo n. 5.3.
3axucTy
1.4.2 lNepeBipka BUKOHaHHA BMMOT [0 n.5.1.14, 6.3 T3 Ha KC3I L|CK n. A.4.3.2.

byHKLiOHaNbHOro 3abe3neyeHHsl, CTPYKTypu Ta
dYHKLiOHYBaHHS CUCTEMM aHTUBIPYCHOrO 3aXUCTy

2 OujHka piBHA AoBipu oo KopekTHocTi peani3oaHoi KC3I LICK (nepeBipka BUKOHaHHSA

KC)

BMMOTr [10 PiBHA rapaHTin

2.1 lNepeBipka BUKOHaHHA BUMOT KpUTEpIiB
rapaHTin

n.5.2.2 73 na KC3I LICK, HO, T3l
2.5-004-99, HA, T3I 2.5-008-
2002,

PKL i EO, Ha KC

p.5

LICK
3rigHo n. 5.3

3 OhbopmneHHs 3BiTHMX MaTepianis

5.3 MepeBipku no nigposginam 1.1, 1.3 Ta po3giny 2 tabnuui 1 3gincHioTeca ana LCK B uinomy.
Bunpob6yBaHHsi no nigpo3ainam 1.2 Ta 1.4 Tabnuui 1 3pjiicHioloTbeA Ha koxHin MEOM LICK.

5.4 TlocnipOBHICTb MPOBEAEHHST MEPEBIPOK i KINbKICHI Ta SAKICHI XapaKTepuUCTUKM, WO NiansararTb

OLjiHIOBaHHI0, BU3HavaTbes “MeToankoto nonepeaHix sunpobysaHb KC3I LICK” (amB. Joaatok A).
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6 YMOBMU | NOPAOOK NPOBEAEHHA NMOMEPEOHIX BUNPOBYBAHb KC3I LICK

6.1 MonepepaHi BunpobysBaHHa KC3I| LICK 3giiicHioloTbCA B pobounx ekcnnyaTauilHUX pexumax 3a
YMOBM HasIBHOCTi BCi€i CYKyMNHOCTi anapaTHMX Ta NporpamMmHux 3acobis 3axucTy iHhopmallii, a TaKoX TEXHIYHOI i
nporpamMHoi JOKyMeHTalii Ha KOMMMEKCHY cucTeMy 3axucTy iHdopmalii, o po3pobnsaeTbea 3rigHo 3
BMMOramu TexHivyHoro 3aBgaHHA Ha KC3I LICK.

7 BUMOI'U WOA0 3ABEINEYEHHA KOH®IOAEHUIMHOCTI MPU BUKOHAHHI POBIT

7.1 Mepenik oci6, Aki MoxyTb O6yTW O3HaWoOMmeHi 3 MaTepianamu MPOeKTHOI Ta eKcnsiyaTauifHoi
OOKYMeHTaLUii, Lo nignsaraiTb 3aXMcTy, BU3Ha4YaeTbc 3aMoBHUKOM. Mopaaok gocTtyny uux ocié oo matepianie
BCTAHOBIIOETLCA 3riAHO 3 AilDYNMU HOPMATUBHUMU JOKYMEHTaMu YKpaiHu.

8 MATEPIAINbHO-TEXHIYHE 3ABE3MNEYEHHA EKCMEPTHUX POBIT

8.1 Po60oTu 3 nepeBipkn npaue3naTHOCTI 3acobiB Ta MexaHi3MiB 3axucTy iHdbopmalLii 3aiicHIoTbCA 3
BMKOpPUCTaHHAM LTaTHMX 3acobiB OC i K33 Ta popaTkoBux nporpamMmHmnx 3acobis.

9 3BITHICTb

9.1 PeaynbTaTtn nonepepgHix BunpobyBaHb KC31 LICK B LiNoMy OLiHIOIOTECS 3@ pe3ynbTaTaMun OKpeEMUX
BMAIB NepeBipoK, BUKOHAHMX BiAMOBIiAHO 00 po3ainy 5 aaHoi MNMporpamn. Pe3ynbtatu BUNpobyBaHb HE MOXYTb
BBaXaTuCsl NO3UTUBHUMM, AKLLO HE BUKOHYIOTbLCA BUMorn T3.

9.2 Pesynbtaty nonepefHix BuNpobyBaHb OQOPMIIOITECA MNPOTOKONaMW, WO CKafalTbcs 3a
pe3ynbTatamMmy OKpeMux BWAIB NEpEeBIipoK, fAKi MigNMCYIOTbCA | MNpuknagalTeca A0 AKTYy nonepegHix
BMNpPOOYyBaHb.
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OOOATOK A

METOOMKA NOMNEPEHIX BUMPOBYBAHb KOMMINEKCHOI CUCTEMWU 3AXUCTY IHOOPMALLIT LIEHTPY
CEPTU®IKALII KITKOYIB PUHKY ENNEKTPUYHOI EHEPTI

A.1 OB'EKT MOMNEPEOHIX BUNTPOBYBAHb
A.1.1 O6'ekT nonepeaHix BUNpobyBaHb BM3HAYEHUI Yy PO3Aini 2 nporpamu nonepegHix BunpobysaHb
KOMMMEKCHOI CUCTEMM 3axXUCTY iHopMaLLii BIZOMYOro LLeHTpY cepTudikallii Kno4iB pyHKY enekTpu4Hoi eHeprii.
A.2 META | SAOAMI MOMEPEOHIX BUNMPOBYBAHbL KC3I LICK
A.2.1 MeTa i 3agauyi nonepeaHix sunpobysaHb KC3I| LICK Bu3HaueHi y po3aini 3 nporpamu nonepepgHix

BMUNpobyBaHb KOMMMEKCHOI cCucTeMu 3axuUcTy iHdopmaLlii BiAOMYOro UEHTpY cepTudikauii Kno4viB puHKY
€NeKTPUYHOI eHepril.

A.3 METOOU BUMNMPOBYBAHb

A.3.1 3acTocoByloTbCsl HACTYMNHI METOAM NEPEBIPOK i BUNpobyBaHb:

€eKCMepTHO-A0KYMEHTarnbHUA MEeTOS;

— MeTop, (PYHKUIOHaNbHOI NepeBipKy;

— cnpobu “3nomy” cuctem 3axucty iHdopmaldii Big HCL, (TecTyBaHHsi Ha NPOHUKHEHHS);

— BMMIpK 1 oUiHKa 3axueHocTi iHdopmauii B LUCK 3a npunHaTumMn Kputepiammu ons okpeMux KaHarnis
BMTOKY (Mpu Heo6XiaHOCTI).

A.3.2 EKcnepTHO-LOKYMEHTanbHMin MeTog nepepbadvae ouiHky BignosigHocTi LICK (o6'ekta EOT)
BMMoram no 6esneui iHdopmauji Ha nigcTasi npeacTaBneHnx pobo4oi KOHCTPYKTOPCHKOI M eKcrnyaTauiiHol
DOKYMeHTaUji, MaTtepianis, LOKYMEHTIB, akTiB, cepTudikariB, niLeH3ii, po3nopsaXxeHb Ha eKcnnyaTauiio Ta
iHLIMX NiATBEPAXEHb MPO BUKOHAHHA HEOOXiAHMX 3aXO0AiB i3 3axucTy iHdopmaLiii.

A.3.3 MeTton dyHKUiOHaNbHOI Nepesipkn nonsrae y BM3HaYeHHi BignoBigHOCTI BMMoram T3 cknagy
dyHkuioHansHux nocnyr K33 MNTK LICK i nepeniky, Wo 3apaloTbCA NapaMmeTpamm iXHbOro BUKOHAHHS, LUMIAXOM
AeMoHcTpauii poboTn okpemmx WTaTHUX cnyx6, 3acobiB i mexaHiamiB 3axucty KC. Mepesipka 1 BUNpobyBaHHs
okpeMux (yHKUin 3axucTy iHdopmalii abo Komnnekcy uux (YHKLi MpOBOOMTBCA 3a AOMOMOMOK PY4YHOroO
TECTyBaHHA LUNSXOM MPOOHOro 3anycKy LWTaTHUX ciyx6, 3acobiB i MexaHi3miB 3axMUCTy i CNOCTEPEXEHHs 3a
TXHIM BUKOHaHHAM.

A.4 METOZVKA OLIIHK/ KOPEKTHOCTI CTBOPEHOI KC3I LICK (MEPEBIPKA BUKOHAHHSA BUMOT HJ,
T3I)

A.4.1 Metogmnka BunpobyBaHb Ha BiAMOBIAHICTbL OpraHi3auilHO-TEXHIYHMM BMMOram Mo 3axuUcTy
iHdbopmaLii

Bugn n obcar BunpobyBaHb Ha BiLNOBIAHICTb OpraHi3aLiiHO-TEXHIYHUM BMMOramMm Mo 3axucTy
iHpopmaLii npoBoasaTbCA B 06¢A3i, 3a3HadYeHomy B Tabnuui 1 Mporpamu.

A.4.1.1 MNepeBipka opraHi3auiiHO-TEXHIYHNX OOKYMEHTIB 3aMOBHMKa i3 MUTaHb BMPOBAaAXEHHS 3aX0AiB
3axucTy Big HC[, Ta 3abe3neveHHs pexumy 6e3neku

A.4.1.1.1 MeTol0 NepeBipkKM € BCTAHOBIEHHA (paKTy, 4M AINCHO CKNag, i 3MICT LMX AOKYMEHTIB
Bignosigae sumoram po3giny 6 T3 Ha KC3I LICK, po3ainy 5 MNpasun nocuneHoi ceptudpikadii, HO, T31 2.5-008-
2002, HO T31 1.4-001-2000.

A.4.1.1.2 TlepeBipka opraHi3auUiNHO-TEXHIYHUX [OOKYMEHTIB 3aMOBHUKA 3MINCHIOETLCA €KCNepTHO-
OOKYMEHTanbHUM MEeTOA0M.

A.4.1.1.3 Pe3ynbTat nepesipkn BBaXaloTbCA MO3UTUBHUMM, AKLLO OPraHi3auinHO-TEXHIUYHI JOKYMEHTM
Bignosigatote Bumoram n. 6 T3 Ha KC3I LUCK, po3ainy 5 MNpasun nocuneHoi ceptudikauii HO T3l 2.5-008-
2002, HAO T3I1 1.4-001-2000.

A.4.1.1.4 PeaynbTaT nepesipky BBaXalTbCH HErATUBHUMU, AKLLO OpraHi3auiHO-TEXHIYHI AOKYMEHTM
He BignogigatoTb BuMoram T3 Ha KC3I UCK, poaainy 5 Npasun nocuneHoi ceptudikauii HO, T31 2.5-008-2002,
HO T3 1.4-001-2000.
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A.4.2 MeToaouka nepeBipku Ha BiAMOBIAHICTL BMMOram no 3axucTy iHdopmadii Big 3arpo3 HCL,
BunpobyBaHHs npoBoasTbeca B 06¢A3i, 3a3HayeHomy B Tabnuui 1 “MNporpamu...”.

A.4.2.1 MNepeBipka ymoB ekcrnyaTtau,ii LUCK, dpyHKuioHanbHoro npodinto 3axuueHocTi Big 3arpo3 HCL,
BNpOBaXEHNX OpraHi3auifHuxX 3axoaiB

A4.21.1 MeTol0 OUIHKM € BCTaAHOBMIEHHA BIAMNOBIAHOCTI iCHylouMx yMoB ekcnnyatauii LCK
dyHKUioHanbHOro npodinto 3axuweHocTi Big, 3arpo3 HC, Ta BnpoBagXeHMX opraHisaLinHux 3axo4iB BUMoram
n.n. 3.3 - 3.5, 5.1 - 5.5 T3 Ha KC3I LICK, pozginy 5 MNpaBun nocuneHoi cepTudikaLiii.

A.4.2.1.2 MNepeBipka 34iACHIOETLCA EKCNEPTHO-AO0KYMEHTANbHUM METOLAOM.

A.4.2.1.3 MNocnipoBHicTb Ain:

— nepernag Ta aHania peanbHuMx yMoB ekcnnyaTtauii LICK;
— nepernag BU3HAYEHOro hyHKLiOHanbHOro Npodinto 3axuLLeHocTi Big 3arpo3 HC;
— nepernsag Ta aHani3 ckrnagy BNpoBafgXeHMX OpraHi3auinHnX 3axoais.

A.4.2.1.4 PesynbTaTu nepeBipk1 BBaXalTbCHA NO3UTUBHWMMU, AKLWO HafaHi maTepianu BianosigaloTb
Bumoram n.n. 3.3 — 3.5, 5.1 - 5.5 T3 Ha KC3I LUCK, pozginy 5 Npasun nocuneHoi ceptudikauii, HO T3l 2.5-
008-2002 .

A.4.2.1.5 Pe3ynbTaTy NepeBipKN BBaXalOTbCA HErAaTMBHUMU, SKLLIO HaAaHI MaTepianu He BigNoBigawTb
BMMOram BkasaHux B T3 ta H[ T3l.

A.4.2.2 |peHTndikauii cuctemHoro Ta cneuianbHoro M3 MTK, wo sctaHoBneHi y KC

A.4.2.2.1 MeToto ipeHTUpiKaLii € BCTAHOBMEHHSA BiANOBIOHOCTI cuctemHoro T1a cneuiansHoro M3 MNTK,
wo scraHoBneHi y KC, sumoram n.n. 3.3.4 T3 Ha KC3I LCK, MNpasun nocuneHoi ceptudikawii .

A.4.2.2.2 TepeBipka 34iACHIOETLCSA EKCNEPTHO-A0KYMEHTaNbHUM METOLAOM.

A.4.2.2.3 lpeHTudikauii OC Windows 3AiNCHIOETbCA 3a AOKYMEHTaLi€ po3pobHuka. laeHTudikauis
OC 3aiiiCHI0ETLCS 3 BUKOPUCTAHHAM MpoLeayp, SKi iHiLjiloTbCSA WAAXOM 3anycKy Ha BUKOHAHHSA 3 KOMaHAHOro
pSiika HacTYMHUX CUCTEMHMX KOMaHA,:

— BM3HAYeHHsI CNMCKY (hanniB Ta nigkaTanorie katanory - komanga dir;
— BM3HauyeHHs Bepcii hanny - komaHaa filever;
— igeHTudikauia KoHgirypauji kKomn'toTepa i onepadinHoi cuctemm - KomaHga systeminfo.

A.4.2.2.4 PesynbTaTu NepeBipky BBaXalTbCHA NMO3UTUBHUMMU, AKLWIO HafaHi maTepianu BianosigaloTb
BMMOraM 0KyMeHTaLii po3pobHuKa.

A.4.2.2.5 Pe3ynbTaTu NepeBipKn BBaXalTbCA HEraTMBHUMU, AKLLO HaAaHi MaTepianu He BiAnNoBiAalTb
BYMOram po3ginis 1,2 3a3HayeHoro IOKYMeHTY.

A.4.2.2.6 lpeHTudikadii cneuianbHoro M3 MTK 34ilcHI0OETBCA 3rigHO eKcnyaTauiiHUX OOKYMEHTIB
nignpuemcTBa-po3pobHuka MNTK LICK:

— €AA[.468244.185.MA.01 Onuc nporpamMHoro 3abeaneyveHHs;

— €AA[.00021-11 01-1 NporpamHuit komnnekc LICK. MNMporpamHa ekcnnyaTauinHa LOKYMEHTaL,iS;

— €AA[.00021-11 03-1 lMporpamuuin komnnekc kopuctyBaya LICK. lNporpamHa ekcnsyaTauiniHa

OOKyMeHTaLis;

— €AA[.00049 Mepexesuin kpuntomoaynb “I'paga-301”. MNMporpamHa ekcnnyaTaujiiHa LOKYMEHTaL,is;

— €AA[.00044 KpunTtorpadiuyHun mogyne “I'paga-61”. NporpamHa ekcnnyaTaujiiiHa AOKYMEHTaLIS.

PesynbTaTn nepesipky BBaXalOTbCA MO3UTUBHUMU, AKLLO HafaHi mMaTepianu BiAnosifaloTb BMMOram
3a3HayYeHnX LOKYMEHTIB.

Pe3ynbTaTu nepesipku BBaXalTbCA HEraTMBHMMMU, SKLLO HafaHi MaTepianu He BignosigaloTb BUMOram
3a3Ha4vyeHunX [OKYMEHTIB.
A.4.2.3 lNepeBipka KOPEKTHOCTI iHCTanAuii Ta koHgirypyeaHHsa OC Ta cneujanbHoro N3 MNTK LUCK

A.4.2.3.1 MeTol0 nepeBipku € BCTaHOBNEHHsST haKTy, WO iHCTansuia Ta KOHirypyBaHHA napameTpiB
6e3nekn K33 cuctemHoro ta cnediansHoro M3 MNTK, wo BctaHoBneHi y KC, BUKOHaHi BignoBigHO A0 BMMOT .
3.2.7 T3 Ha KC3I LICK.

A.4.2.3.2 MNepeBipKa 34iiICHIOETLCHA €KCNEPTHO-A0KYMEHTaNbHUM METOLOM.
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A.4.2.3.3 Tlepesipka iHcTansauii Tta koHoirypyBaHHa OC Windows 8.1 3pgiMcHOETbCA 3rigHO 3
OOKYMeHTaLiet po3pobHuKa.

MepeBipka KoHoirypyBaHHsa napameTpiB 6eanekn OC BUKOHYETLCS Ha hyHKLIOHANbHOMY PiBHI LLMAXOM
BMKINKY LUTATHUX KOMMOHEHT MpOrpaMHUX 3acobiB 3axucTy OfA NepeBipkWu, aHanisy i nepernsgy noToYHUX
HacTponok 6e3nekn pnsa po3ropHyToi KoHdirypauii NMEOM (nokanbHux napameTpiB 6e3nekn, MOmMiTMK
06nikoBUX 3anuciB, NOKanbHUX MONITUK Ta iH.), onMc poboTU 3 AKUMMK HaBEAEHUIN B HAacTaHOBI agMiHiCTpaTopy
oo nocnyr 6e3nekun Ta TEXHIYHIN foKyMeHTaLii Ha K33.

Pe3ynbTaTn nepeBipkn BBaXarTbCA NO3UTUBHMMMU, AKLWO HafaHi Matepiann 3aMOBHMKa BignoBiaalnTb
BMMOram po3giniB 2,3 3a3Ha4eHOro I0OKYMEHTY.

Pe3ynbTaTn nepesipku BBaXaloTbCA HEraTUBHMMMU, SKLLO HafaHi MaTepianu He BiANOBI4aOTb BUMOram
po3ginis 2,3 3a3Ha4€HOro JOKYMEHTY.

A.4.2.3.4 TlepeBipka iHCTanauii Ta KoHdirypyBaHHa creuiansHoro 13 TTK 3agincHioeTbca 3rigHo
eKkcnnyaTauinHnX SOKYMEHTIB nignpuemMcTBa-po3pobHuka MNTK LICK:

— €AA[1.468244.185.13.01 LleHTpanbHi cepBepu. IHCTpyKLia 3 ekcnnyaTtauii KT3;

— €AA[.468244.185.13.02 Cepsepwu B3aemogii. IHCTpyKuia 3 ekcnnyatau,ii KT3;

— €AA[0.468244.185.13.03 KomyHikauiiHe obnagHaHHA. IHCTpyKLia 3 ekcrinyaTauii KT3;

— €AA[1.468244.185.150.04 PC aamiHicTpaTopa cepTudikauii Ta cucTeMHOro apgMmiHictpartopa.
IHCTpyKUia 3 ekcnnyaTau,ii KT3;

— €AA[0.468244.185.13.05 PC aagmiHicTpaTopa 6e3neku. IHCTpykuia 3 ekcnnyaTauii KT3;

— E€AA[1.468244.185.13.06 PC agmiHicTpaTopa peecTtpalii. IHCTpykuia 3 ekcnnyaTtauii KT3;

— €AA[.468244.185.13.08 PC. IHcTpyKuia 3 ekcnnyaTauii KT3;

— E€AA[1.468244.185.13.09 KC3I. 3acobu aHTMBIpyCHOro 3axucTy. IHCTpyKuis 3 ekcnnyaTau,ii KT3;

— E€AA[.468244.185.13.10 KC3I. 3acobu pe3epBHOro konitoBaHHS. IHCTpyKLis 3 ekcnnyaTauii KT3;

— E€AA[1.468244.185.M13.11 KC3Il. K33 cepeepi.. IHCTpyKUis 3 ekcnnyaTau,i;

— E€AAL.468244.185.13.12 KC3I. K33 poboumnx cTaHUin. IHCTpyKLia 3 ekcrnyaTauii;

— E€AA[.468244.185.13.13 CepBep MOHITOPMHIY Ta CUHXPOHIi3auii Yacy. IHCTpyKuia 3 ekcnnyaTauii
KT3.

Pe3ynbTaTn nepesipku BBaXakwTbCH MO3UTUBHUMMU, AKLWO HaAaHi mMaTepianu BiAnosifalTb BUMOram
3a3Ha4vyeHunX [OKYMEHTIB.

Pe3ynbTaTu nepesipky BBaXalTbCA HEraTUBHUMMU, SKLLIO HaAaHi MaTepianu He BiANOBI4aTL BUMOram
3a3HayvyeHnX AOKYMEHTIB.

A.4.2.4 TlepeBipka peanisauii 3axopniB 3abe3neveHHs 6e3nekn i K33 TMTK LICK, mexaHiamu skux
peani3yioTb BuMorn Ao dyHKUin (nocnyr) 3abe3neyvyeHHs KOHMIAEHUIMHOCTI, UiNiCHOCTI, AOCTYMHOCTI,
CMNOCTEPEXHOCTI | KEpOBaHOCTI

A.4.2.4.1 MeTo nepesipku € ycTaHOBMNEHHA ¢akTy, UM gincHo HasasHi y cknaai MNMTK LCK 3axoam
3abe3neyeHHs 6e3neku i K33 MNTK LICK y BU3HayeHux ymoBax ekcnnyaTauii peanbHO iCHYIOTb | (YHKLIOHYIOTb
BignosigHo oo Bumor 4.2- 4.3, 5.1- 5.5 T3 Ha KC3I LICK.

A.4.2.4.2. MNepeBipKa 34iACHIOETbCA eKCNepTHO-A0KYMEHTaNbHUM MEeTOA0M.

A.4.2.4.3 lMNepeBipka nonarae B nepesipLi HAasABHOCTI Y CKNafi CUCTEMU KOMMOHEHTIB, K BHYTPILLHIX
3acobiB i MexaHiamiB 6e3neku, Tak i 30BHIWHIX ((Pi3MYHMX | oOpraHi3auiiHMX 3axofiB 3axucTy), LWo
3abe3neyyoTb BUKOHaHHA Bumor 4.2- 4.3, 5.1- 5.5 T3 Ha KC3I o K33 MTK LCK.

A.4.2.4.4 TlepeBipka peanbHOCTi iCHyBaHHA 3axopfiB 3abe3neyeHHsa 6e3nekn i K33 MTK LCK
3AINCHIOETBCA LINAXOM aHanidy TexHopoboyoro npoekty Ha KC3I LICK i3 BUKOHaHHA BUMOT A0:

— ocHoBHUX dyHKUin K33 MNTK LCK (po3ain 4 T3 Ha KC3l);

— ob6'ekTiB 3axucty (5.1 T3 Ha KC3I);

— cyb6’exTiB goctyny (5.1 T3 Ha KC3I);

— B3aemopis cyb’ekTiB i 06’ekTiB (5.1 T3 Ha KC3I);

BcraHoBNEHHs1 hakTy iCHyBaHHA GinblUOCTi NPpaBOBKX, OpPraHisauinHmX, i3nYHUX i TEXHIYHMX 3axopaiB

3abe3neyeHHn 6e3neku i 3acobiB 3axmucTy KC 3a4iCHIOETLCA NPOCTOL Bi3yaribHOK NEPEBIPKOD i NepeBipKoo
HasABHOCTI BiAMOBIAHOI OpraHi3aLinHO-po3nopaaHULIBKOT Ta HOPMATUBHOI AOKYMEHTAaLLT.

A.4.2.4.5 TepeBipka ocHOBHMX yHKUiN K33 MTK LICK 3AiiCHI0ETECA LWINAXOM aHanily BUKOHaHHSA
BUMOT [0 (PYHKLLiR:
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— KepyBaHHA JOCTYMNOM,;
— 3abeaneyeHHst kepoBaHocTi MTK LCK;

— peecTpalii noain, uo MaTb BiHOLLIEHHSA 00 6e3neku;
— 3abeaneyeHHst KOHTPOIHO LiNiCHOCTI.

Pesynbtatn nepesipkn ocHoBHMX (pyHKUin K33 MTK LICK BBaxaTbCs NO3UTUBHUMMU, SKLLO HaOaHI
mMaTepianu BignosigatoTb Bumoram 5.1 - 5.5 T3 Ha KC3I UCK. Pe3ynbtati nepesipkn 0CHOBHUX (byHKUin K33
MTK LLCK BBaxatTbCsi HEraTUBHUMMU, AKLLO HaAaHi MaTepianu He BignosigatoTb BuMoram 5.1 - 5.5 T3 Ha KC3I
LICK.

A.4.2.4.6 TepeBipka o6'ekTiB 3axucty K33 [MTK LICK 3aifCHI0ETLCS LWNSIXOM BCTAHOBMEHHS
BigNoBigHOCTI NporpamHo-iHopMmauinHux pecypcis MTK LICK, wo nignaratoTe 3axucTy, BUMOram, Lo HaBedeHi
y 5.1 T3 Ha KC3I LCK.

Pe3ynbtat nepesipkn 06'ekTiB 3axucty K33 MTK LCK BBaxawTbCA MNO3UTUBHUMM, SIKLWO HapaHi
MaTepianu BignosigatoTb Bumoram 5.1 - 5.5 T3 Ha KC3I LICK. Pe3ynbtatn nepesipku 06'ekTiB 3axmcty K33
MTK LLCK BBaxatTbCsi HEraTUBHUMMU, AKLLO HaAaHi MaTepianu He BignosigatoTb BuMoram 5.1 - 5.5 T3 Ha KC3I
LICK.

A.4.2.4.7 Tlepesipka cyb’ektiB pgoctyny K33 TMTK LCK 3AifcHIOETbCA LWNAXOM BCTaAHOBJEHHSA
BignoBigHoCTi cknagy kopuctysadis LICK Bumoram, wo HasepeHi y 5.1.4.2 T3 na KC3I LICK.

Pe3ynbtat nepesipkn cy6’ektiB goctyny K33 MTK LICK BBaxawTbCa MO3UTMBHMMU, AKLLO HaAaHI
MaTepianu BignosigatoTe Bumoram 5.1.4.2 T3 Ha KC3I LICK. Peaynbtatn nepesipku cyb’ektiB goctyny K33
MTK LICK BBaxatTbCs HEraTUBHUMU, SAIKLLO HagaHi matepianu He BignoeigaloTb Bumoram 5.1.4.2 T3 Ha KC3I
LICK.

A.4.2.4.8 TMNepeBipka B3aeMopii cy0’ekTiB i 00’eKTiB 34IMCHIOETLCA LUMSXOM aHani3y BMKOHAHHSA BUMOT
no:

— aTtpubyTiB gocTyny, Lo iM HanexarTb;
— 3aranbHuX NpaBus po3MexXyBaHHA [OCTyny kopucTyBadiB Ao pecypcis KC LICK;
— opepXaHHA npae Mo Tuny JocTyny cy6’ekTiB CTOCOBHO 06’€KTIB.

Pe3ynbTaTn nepesipky aTpmbyTiB [OCTYNy Cy6’eKTiB i 06’'€KTIB BBaXatOTbCA NO3UTUBHUMU, AKLLO HAOAHI
MaTepianu BignosigatoTb BuMmoram 5.1 T3 Ha KC3I LUCK. Pe3ynbTaty nepesipku atpubyTiB AocTyny cyO’eKTiB i
00’eKTiB BBaXaloTbCsl HEraTUBHMMMN, SIKLLLO HaAaHi MaTepianu He BignosigatoTb BuMoram 5.1 T3 Ha KC3I LJCK.

Pe3ynbTaTn nepeBipku 3aranbHuX NpaBui po3MeXyBaHHS A0CTyny KopucTyBadis go pecypcis KC LICK
BBAXalTbCA NO3MTUBHUMMU, AKLLO HaaaHi matepianu BignosigatoTe Bumoram 5.1 T3 Ha KC31 LICK. PeaynbTtatn
nepeBipKU BBaXalTbCH HeraTMBHMMW, AKLWO HagaHi maTtepianu He BignosigaloTb Bumoram 5.1 T3 Ha KC3I
LICK.

Pe3ynbTaT nepeBipku ogepXaHHA MNpaB Mo Tuny AocTyny cyb’ekTiB ctocoBHO 06’ekTiB KC LICK
BBaXaloTbCs MO3UTUBHUMU, AKLWO HafaHi MaTepianu sBignosigatoTb BuMoram 5.1.5 - 5.1.16 T3 Ha KC3I LCK.
PesynbTaTn nepeBipky BBaXalTbCA HEraTUBHUMU, AKLLO HafaHi MaTepianu He BignosigawTb BuMoram 5.1.5 -
5.1.16 T3 Ha KC3I LICK.

A.4.2.5 Mepesipka BignoeigHocTi 3axofie 3abeaneyeHHss 6e3nekn i K33 JIOM MNTK LICK (nepesipka
BMKOHaHHSA BUMOr 10 DYHKLiN (nocnyr) 3a6e3neyeHHst 6e3neku)

A.4.2.5.1 MeTolo nepeBipKkyu BianoBigHOCTI 3axofiB 3abe3neyeHHa 6e3nekun i K33 KC Bumoram po3giny
4 Ta po3giny 5 T3 Ha KC3I L|CK.

A.4.25.2 TlepeBipka 3LINCHIOETLCA BIAMOBIAHO A0 TEXHIYHOI | ekcnfyaTauiiHol [OoKyMeHTauil
MNocTavyanbHUKa Lux 3acobiB.

A.4.253 Tepesipka cneuudikauin BUMOr, €Ki BU3HaA4alTb MpaBuna B3aemogii 06’ekTiB
aBTOMATU30BaAHOI CUCTEMW, ASS1 KOXHOI MOCHYrn 34iNCHIOETBCA Ha BignoBigHicTb Bumoram HI T3l 2.5-004-
1999 3 ypaxyBaHHAM, WO B3aemopjs cyb’ekTiB poctyny i 06'ektiB 3axucty LICK 3pjificHi0OeTbCA 3rigHO 3
3aranbHMMK MpaBunaMyM po3MeEXyBaHHsl JoCTyny i aTpmbyTtamm [oCTyny, BM3HadeHMMn y posgini 5.1 Ta
BMMOramu fio (pyHKLin nporpamHux 3acobiB 3axmcTy, 3a3HadveHnx y nn. 5.2 - 5.3 T3 Ha KC3I LICK.

B uboMy po3aini ons KOXHOI Mocnyrm HaBegeHo nepesipky cneumdikauin wono BuaHayveHoi T3 Ha
KC3I LICK MHOXMWHM 06'eKTiB, SKMX L NOCMyra CTOCYETbCS.

A.4.2.5.6 MNMepeBipka BUKOHAHHS BUMOT A0 YHKLiA (mocnyr) 3abe3nedyeHHss KoHiaeHLiMHOCTI.

Mepesipui nignaraioTe dyHKUii (nocnyrn) 3abe3nedeHHs KoHigeHuinHocTi: KA (agmiHicTpaTuBHa
KoHdigeHuinHicTb KA-2), K[ (nosipya koHdigeHuinHicte KO-2) Ta KB (koHigeHUinHicTb npu 06miHi KB-1), Aki
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3rigHo n.n. 5.2 T3 Ha KC3I LICK peani3oBytoTbca mexaHiamamn 6e3nekn K33 JTOM MTK UCK BignosigHo no
nn. 5.3.1 - 5.3.3 T3 Ha KC3I L|CK.

Bci nepeBipky 34iNCHIOTLCSA LUASIXOM BUKIIMKY LUTATHUX KOMMOHEHT MporpamHux abo nporpamHo-
anapaTHUX 3acobiB 3axucTy Ana nepeBipkW, aHanisy i nepernsgy MNOTOYHMX HAcTponok 6Gesnekn ans
po3ropHyToi KoHdirypauii JIOM MNTK LUCK (nokanbHux napameTpiB 6e3neku, noniTuk 06MiKOBMX 3anucis,
NoKanbHUX MONITUK Ta iH.), onuc poboTM 3 AKUMU HaBEAEHUIN B HACTAHOBI agMiHiCTpaTopy LWOAO Mocnyr
6e3nekun Ta TexHiuHiN gokymeHTauii Ha K33.

MepeBipka BUWKOHaHHA BUMOr A0 YHKLiA (nocnyr) 3abe3neyeHHs KOHMIAEHLMHOCTI BBaXaeTbCs
BMKOHaHOL0, SKWO cKnag yHKLioHanbHUX Cnyx6 i MexaHi3aMiB 3axMCTy, @ TakoX HOMEHKNnaTypa i fianasoH
3Ha4eHb IX HaCTaHOBHMX NapameTpiB Bignosigae Bumoram 5.2.3 T3 Ha KC3I LICK.

A.4.2.5.7 MepeBipka BUKOHaHHA BUMOT A0 OYHKLIN (mocnyr) 3abe3neyeHHs LiniCHOCTI.

Mepesipui nignaraTe Taki QyHKUii (nocnyrn) 3abe3nevyeHHs LiniCHOCTI: agMiHiCTpaTMBHa LiNiCHICTb
(LA-1), uinicHicTe npu obmiHi (LUB-1) ski peanidyetbca mexaHiamamun 6e3nekn K33 JTOM MTK UCK 3rigHo 3
5.3.4 - 5.3.5 T3 Ha KC3I LICK.

Bci nepeBipky 34iNCHIOIOTLCA LUASXOM BUKIMKY LUTATHUX KOMMOHEHT MporpaMHux abo mporpamHo-
anapaTHux 3acobiB 3axucTy [AnA Mepesipku, aHanily i nepernagy MOTOYHMX HacTponok 6es3neku And
po3ropHyToi KoHdirypauii JIOM MNTK LUCK (nokanbHux napameTpie 6e3neku, noniTuk obnikoBux 3anucis,
nokanbHWX MNOMITMK Ta iH.), onuc poboTM 3 SIKUMM HaBEOAEHUIN B HACTaHOBI aAMiHIiCTpaTopy LWoAo nocnyr
6e3neku Ta TexHiYHin aokymeHTauii Ha K33.

MepeBipka BUKOHaAHHA BUMOr A0 dyHKLiA (nocnyr) 3abe3neveHHs LiNiCHOCTi BBAXAaETbCA BUKOHAHOILO,
AKWO CKNnapg, pyHKUiOHanbHUX cnyx6 i MexaHi3MiB 3aXMCTy, a TaKoX HOMEHKNaTypa i fiana3oH 3Ha4yeHb iXHiX
HacTaHOBHMX NapamMeTpiB Bignosigae Bumoram 5.2.3 T3 Ha KC3I LICK.

A.4.2.5.8 MepeBipka BUKOHAHHSA BUMOT A0 OYHKLIi (nocnyr) 3abe3neyeHHss [OCTYMHOCTI.

Mepesipui nianaraioTb Taki yHKUi (nocnyru) 3abe3neyeHHs OOCTYMHOCTI: BUKOPUCTaHHSA pecypciB
(OP-1), BinHOBNEHHSA nicns 360i8 (OB-1), Aki peanizoByeTbCca opraHilauinHO-TEXHIYHMMUN 3axo4aMmn 3axMCTy Ta
mMexaHi3amamu 6e3nekn K33 JTOM MNTK LCK BignosigHo oo Bumor 5.3.8 — 5.3.9 T3 Ha KC3I LICK.

Bci nepeBipku 3AINCHIOITLCA LUMAXOM BUKIMKY LUTATHUX KOMMOHEHT MporpaMHuMx abo nporpamHo-
anapaTHuMX 3acobiB 3axucTy AN NepeBipku, aHanidy i nepernagy MOTOYHMX HacTponok 6Oesnekn Aans
po3ropHyToi KoHdirypauii JIOM MNTK UCK (nokaneHux napameTpiB 6e3neku, noniTmk obnikoBMXx 3anucis,
fioKanbHUX MONITUK Ta iH.), onUCc poboTn 3 AKUMM HaBeAeHWIn B HACTaHOBI afMiHiCTpaTopy LWOAO nocnyr
6e3nekun Ta TeXHIYHIN AoKyMeHTaLji Ha K33.

MepeBipka BWKOHaHHA BUMOr A0 YHKUiN (nocnyr) 3abe3nevyeHHs [AOCTYMHOCTI BBaXaeTbCA
BMKOHAHOW, AKLWO CKNag yHKLioOHanbHUX cnyXx6 i MexaHi3aMiB 3axucTy, a TakoX HOMEHKnaTypa i Aiana3oH
3Ha4yeHb iIXHiIX HacTaHOBHMX NapamMeTpiB Bignosigae Bumoram 5.2.3 T3 Ha KC3I LICK.

A.4.259 TllepeBipka BWKOHaHHA BMMOr A0 yHKUIN (nocnyr) 3abe3nevyeHHA CrNOCTEPEXHOCTI i
KepoBaHOCTi.

MepeBipui nigngaratoTe Taki gyHKUii (nocnyrn) 3abe3neyeHHs CMOCTEPEXSIMBOCTI i KepoBaHOCTI:
peectpauia (HP-2), ineHTudikauisa i aBTeHTudpikauia (HW-2), igeHTudikauia i asTeHTudikauia (HN-3),
noctoBipHui kKaHan (HK-1), posnogin o6os'askie (HO-3), uinicHicTb komnnekcy 3acobis 3axucty (HU-1),
uinicHictb komnnekcy 3acobiB 3axucty (HL-2), camotectyBaHHA (HT-2), ineHTudpikauia i aBreHTndikadia npu
06MiHi (HB-1), aki peanizoBytoTbc MexaHiamamu 6e3nekn K33 JIOM MTK LICK BignosigHo no sumor 5.3.10 -
5.3.18 T3 Ha KC3I LICK.

Bci nepeBipku 34iNCHIONTLCS LUASAXOM BUKMKY LUTATHUX KOMMOHEHT mporpamMHux abo nporpamHo-
anapaTHMx 3acobiB 3axuCTy Ana nepeBipkW, aHanisy i nepernsigy MNOTOYHMX HACTPoOMok 6Ge3nekn ans
po3ropHyToi KoHirypauii MEOM (nokanbHux napameTpiB 6e3neku, NokanbHUX MONITUK Ta iH.), onuc poboTu 3
AKMMU HaBeOEHW B HACTaHOBI afMiHiCTpaTopy WoAo nocnyr 6e3nekn Ta B TEXHIYHIN OKYMeHTaLii Ha K33.

MepeBipka BUKOHaHHA BUMOr A0 (PYHKLIN (nocnyr) 3abe3neyeHHs CNOCTEPEXITMBOCTI i KEPOBAHOCTI
BBAXaETbCA BUKOHAHO, AKLLO CKNag, QyHKUIOHaNbHUX cnyx6 i MexaHi3miB 3aXUCTy, @ TakoX HOMEHKaTypa i
Jiana3oH 3Ha4yeHb iXHIX HaCTaHOBHUX NapaMeTpiB BignoBiaae BctaHoBneHoMy 5.2.3 T3 Ha KC3I LICK.

A.4.2.6 Mepesipka peanizauji 3axopie 3abesneveHHs 6e3nekn i K33 poboyoi craHuji (PC) reHepauii
KnouiB.

A.4.2.6.1 MeTolo nepesipkn € ycTaHoBreHHs akTy, 4u AiNcHO HasaBHI y cknagi PC reHepadii kntouis
LICK 3axoan 3abe3sneverHsa 6e3nekmn i K33 MNTK LCK y Bu3HayeHnx ymoBax ekcnnyarallii peanbHO iCHYIOTb i
dyHKUioHYOTb BignosigHo o sumor 4.3.21 ta 5.1 T3 Ha KC3I LCK.

4.2.6.2. NepeBipKa 34iNCHIETLCA EKCMEPTHO-AOKYMEHTANbHUM METOAOM.
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4.2.6.3 TepeBipka peanbHOCTi iCHyBaHHs 3axopiB 3abe3neyeHHa 6e3nekn i K33 MTK LCK
3AiNCHIOETBCSA LWIAXOM aHarni3y BUKOHaHHSA BUMOT J0:

— ocHoBHUX dyHKUiN K33 PC reHepadii kntoyiB LICK (4.3.21 T3 Ha KC3I LICK);
— o06'ekTiB 3axucty (5.1.2 T3 Ha KC3I LICK);

— cyb6’ekTiB gocTyny B T.4. B3aemogii cy6’ekTiB i 06’ekTiB (5.1.3 T3 Ha KC3I LICK);
— npaBun po3mMexyBaHHs iHpopmaLinHux notokis (5.1.4 T3 Ha KC3I LUCK).

BcTaHoBneHHs cakTy icHyBaHHS GinbLLOCTI NPaBOBUX, OpraHisauinHux, gisnyHmx i TeXHIYHUX 3axoaiB
3abesneyeHHs 6e3nekun i 3acobiB 3axucty KC 3aiCHIOETLCA NPOCTOH Bi3yanbHOK NEPEBIPKO i NepeBipKoto
HaABHOCTI BigNOBIAHOI OpraHi3aLinHO-po3NopsaAHULbKOI Ta HOPMaTUBHOI OKYMEHTaUi.

A.4.2.6.4 Pesynbtatn nepeBipkun ocHoBHMX ¢yHKUin K33 PC reHepauji knouis LUCK BBaxatoTbea
No3uUTUBHMMMU, AKLWO HapaHi martepianu BignosigaoTb Bumoram 4.3.21 T3 Ha KC3l LUCK. Pesynbtatm
nepeBipkn OCHOBHUX (yHKLin K33 BBaxalTbCs HeraTMBHMMM, SAKLIO HagaHi matepianu He BignoBifalTb
Bumoram 4.3.21 T3 Ha KC3I LCK.

A.4.2.6.5 lMepeBipka 06'ekTiB 3axucty K33 PC reHepauii kmtodie LICK 3AiNCHIOETBCA  LUNAXOM
BCTAHOBJIEHHA BiQNOBIOHOCTI MNporpamHo-iHpopmauinHux pecypcie NTK LICK, wo nignaraioTb 3axucTy,
BMMoOram, wo HaeegeHi y 5.1.2 T3 Ha KC3I LCK:

PesynbtaTtn nepesipkn 06'ekTiB 3axucty K33 PC rexepauii kntovis LICK BBaxalTbcs NO3UTUBHUMMY,
AKWO HaaaHi maTtepianu BignosigaTe Bumoram 5.1.2 T3 Ha KC3l LUCK. Pesynbtat nepeBipku 06'ekTiB
3axucty K33 BBaxaloTbCA HEraTUBHMMM, AKLLO HafaHi matepianu He BignosigawTb Bumoram 5.1.2 T3 Ha KC3l
LICK.

A.4.2.6.6 Tepesipka cyb’ektiB pgoctyny K33 PC reHepauji kntodiB LICK 3ailiCHIOETLCA LUNSAXOM
BCTaHOBJIEHHS BiAMNOBIAHOCTI cknagy kopuctyBauie LICK Bumoram, wo HaBefeHi y 5.1.3 T3 Ha KC3I LICK.

PesynbTaTn nepesipkn BBaXalTbCHA MO3UTMBHUMM, AKLLO HagaHi matepianu BignosigaloTe BUMOram
5.1.3 T3 Ha KC3I UCK. Pe3ynbtatn nepeBipku BBaXalTbCA HEraTMBHUMM, SAKLWO HafaHi martepianu He
BignosigatoTb Bumoram 5.1.3 T3 Ha KC3I LCK.

A.4.2.6.7 MNepeBipka B3aeMopii cy0’ekTiB i 00’eKTIB 34IMCHIOETLCA LUMISAXOM aHanidy BMKOHAHHSA BUMOT
ho:

— aTpubyTiB pocTyny, Wo iM Hanexarb;
— npaBun po3MexyBaHHA JOCTyny KopucTyBadis o pecypcis KC LCK;
— opepXaHHA nNpaB Mo TUMy JOCTyny cyb’eKTiB CTOCOBHO O6’EKTIB.

Pe3ynbTaTi nepeBipky aTpubyTiB OCTYNY Cy6’eKTiB i 06’€KTIB BBAXatOTbCSl MO3UTUBHUMU, AKLLO HapaHi
mMaTepianu Bignosigalotb Bumoram 5.1.4 T3 Ha KC3I LICK. Pe3ynbtatv nepeBipku BBaXarTbCA HEraTUBHUMU,
AKLO HagaHi maTepianu He BignosigaoTb Bumoram 5.1.4 T3 Ha KC3I LICK.

A.4.2.6.8 lepesBipka nNpaBun po3MexyBaHHS iHOPMAaLINHUX MOTOKIB 3AINCHIOETLCA LUMIAXOM aHanily
BMKOHaHHA BUMOT 0:

— MpaBun po3mMexyBaHHs AoCTyny kopucTtyBauis oo pecypcis KC LICK;
— opepXaHHA nNpae Mo Tuny AocTyny cy6’ekTiB CTOCOBHO 06’EKTIB.

PesynbTaTn nepeBipky 3aranbHUX MpaBuil po3MexXyBaHHS [AOCTyny KopucTyBadiB o pecypcis PC
reHepadii knodiB LUICK BBaxaloTbCs NO3UTUBHMMMU, SIKLWO HagaHi MaTepianu BignosigaloTb Bumoram 5.1.2 -
5.1.4 1a 4.3.21 T3 Ha KC3I LUCK. Peaynbratn nepeBipku BBaxXaloTbCA HEraTUBHUMMU, AKLLO HadaHi MaTtepianu
He BignosigaTb BUMoram 5.1.2-5.1.4 ta 4.3.21 T3 na KC3I LCK.

Pe3ynbTaT nepeBipkn ofepXaHHsA npae no Tuny Aoctyny cyb’ekTiB ctocoBHO 06’ekTiB PC reHepauii
kntodiB LICK BBaxaloTbCs NO3NTUBHUMU, AKLLO HAAaHi matepianu BignosigatoTe Bumoram 5.1.5 - 5.1.18 T3 Ha
KC3l LUCK. PeaynbtaTu nepeBipkn BBaXalTbCA HeraTMBHWUMM, SAKLWO HafaHi maTtepianu 3amMoOBHMKa He
Bignosipgatotb BuMoram 5.1.5-5.1.18 T3 Ha KC3I LICK.

A.4.2.7 MNepe.ipka BignoeigHocTi 3axoaiB 3abe3neyeHHsn 6e3nekn i K33 mixmepexeBoro ekpaHy JTOM
MTK LICK (nepeBipka BUKOHaHHA BUMOT [0 hyHKLUI (mocnyr) 3abe3neyeHHs 6e3nekn)

MepeBipui nignsaralTe yHKUIT (Mocnyru), WOAO KepyBaHHs MnoTokaMu iHdopmauii i3 30BHILIHbOI
TenekoMyHikaujinHoi mepexi y JTOM LCK.

[NepeBipka NoBMHHA BKNOYaTH:

— NiAKMYEHHA KOMM'IOTEPY 3 BCTAHOBIIEHMM cKaHepoM 6e3nekn Ao iHTepdency komyTaTtopa,
npusHavyeHHs kKomm'ioTepy |IP-agpecy i3 BHYTpPILWHBOT Mepexi;
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— CKaHyBaHHA afpec nokanbHoi Mepexi (cnpoba niaknoymMTUca A0 CepBEpIB Ta pobOYMX CTaHLIR,
OOCTYN [0 SKNX He nepenbavyeHnin agMiHictpatopom 6e3nekn);

— CcKaHyBaHHSl pobouunx CTaHLIi i cepBepiB, 4O SKMX KOMyTaTop HaAa€e AOCTYN ANA OTPUMaHHSA CMUCKY
BiOKPUTMX MOPTIB i Bepcii cepBiCiB. LLIO BUKOPUCTOBYKTbLCA (CKaHyBaHHSI BMKOHYETbCA SAK i3
BMMAAKOBMX HOMEPIB MNOPTIB, TaK i 3 MOPTIB i3 Aiana3ony 1-1024);

— TMOWYK BpasfMBOCTEW cepep NporpamHoro 3abesneveHHs Ha BigAaneHux cuctemax, A0 AKUX
KOMyTaTOpOM HajaHwui AOCTyn;

— 3MiHa MAC-agpecu MepexeBoi KapTu KOMM'loTepa i3 BCTaHOBMEHUM CKaHepoM 6e3nekun i noBTop
TECTYBaHHS;

— BCTaHOBNEHHs BUMNagkoBoi IP-agpecu (npu noBepHeHHi 0o nonepeaHboi MAC-agpecn) komn’totepa
i3 BCTAHOB/IEHUM CKaHepoMm 6e3neku i NOBTOP TECTYBaHHS;

— 3MiHa |IP-agpecu koMmm’'loTepa i3 BCTaHOBMEHUM ckaHepom 6e3neku Ha 3ape3epBoBaHi IP-agpecu
(10.X.X.X U T.iH.) i NOBTOp TECTYBaHHS;

— CcKaHyBaHHSl avana3oHy |P-appec i 3piiicHeHHs cnpo6 niakn4YeHHA [0  aAMiHICTpaTUBHOIO
iHTepdency komyTaTopa;

— aHamni3 KoHdirypauii kKomyTaTtopa, WO 3agaHa afgMiHicTpaTopoM (3abopoHa MigKMOYEHHS
agMiHicTpaTopa 3 HEeCaHKLIOHOBaHMX MOPTiB KOMyTaTopa, HasABHICTb nepeHanpaBfieHHs
MepexeBoro Tpadiky i T.iH.);

— nepeBipka HaABHOCTI HeoOXigHMX OHOBNeHb 6e3nekn Ana nporpamHoro 3abesneveHHs
KomyTaTtopa.

MepeBipka BWMKOHaHHA BUMOr A0 YHKUiN (NOCAyr) BBaXaeTbCA BUKOHAHOKW, SKLWO CKnag
yHKUiOHanNbHKUX cnyx6 i MexaHi3aMiB 3axMCTy, a TaKOX HOMEHKMaTypa i iiana3oH 3Ha4yeHb iXHiIX HaCTaHOBHMX
napamMeTpiB BigNOBigae 3a3HavyeHUM YHKLiAM LWo[O0 KepyBaHHA MoToKamMu iHdopmauii i3 30BHIWHBOI
TenekoMmyHikaujinHoi mepexi y JTOM LJCK BignosigHo o sumor 4.3.11 T3 Ha KC3I LJCK.

A.4.3 lMepeBipka Ha BigNOBIAHICTL BUMOram Mo 3axucTy iHpopMalii Bif BUTOKY MO TEXHIYHUX KaHanax,
a TakKoX BiA MOpYLeHHsA wuinicHocTi iHdopmauii B EOT BHacnigok AeCTPYKTMBHOIO BMJIMBY 30BHILLHIX
€eneKTPOMarHiTHMX nonie

A.4.3.1 lNepesipka Ha BigNoBigHICTb BUMOram Mo 3axmcTy iHdopmalii Big, BUTOKy no kaHanax NEMBH

A.4.3.1.1 Mepesipka BignosigHocTi 06’ekTy EOT BuMMoram no 3axucTy iHdopMmaLii 3aiincHIoeTbCA
eKCNepTHO-A0KYMEHTanbHUM METOA0M.

A.4.3.1.2 HeobxigHumn paHumu Ana ouiHkM BignosigHocTi o6’ekty EOT BuMoram no 3axucty
iHdopMaLii Bia BUTOKY no kaHanax NEMBH e:

— popaTtok 4 po Npasun nocuneHoi ceptTudikalii;

— T3 Ha cTtBopeHHs KC3I LICK;

— po3pin nonitmkn 6e3nekn, y AKOMY BMWCBITNIOITLCA MUTaAHHSA 3axUCTy iHgopMalii Big BUTOKY
TEXHIYHUMU KaHanamu;

— akT obcTexeHHs 06’ekTy EOT, Bktovatoum cuTyauinHin nnaH o6’ekty EOT (ocobnueocTi i cxema
po3TallyBaHHs O0'EKTY 3 BKa3iBKOW MEX KOHTPONbOBAHOI 30HM), MOEeTaxHi nnaHyBaHHSA
po3TallyBaHHS Ta MnnaHu npuMilleHb 06’ekTy EOT, cknag i cxeMu po3MilLleHHst OCHOBHUX TEXHIYHMX
3acobis EOT i fONOMIXHMX TEXHiYHMX 3acobiB i 06nagHaHHS; nNnaH KOHTPOSIbOBaHMX 30H 0O’eKTy
EOT; cxemu poamiweHHs kabenis Ta kin O T3C; cxeMu i xapakKTEPUCTUKN CUCTEM EHEPTrOXMUBIIEHHS
i 3a3eMreHHs 06’eKTyY; cknag i po3MillleHHs 3acobiB 3axmcTy iHdopmaLlii;

— [OKYMEHTMN NPOEKTHOI, ByAiBenbHO-MOHTaXHOI OpraHi3aLii No CTBOPEHHIO crevjianbHuUX NPUMILLEHb;

— TMpOTOKOMNM i3 pe3ynbTatamu NpPOBEAEeHHA cneujanbHUX [OChigXeHb Ta cneujianbHUX Mnepesipok
o6’ekty EOT;

— aKT aTecTauji eKpaHOBaHOI cepBepHOi Wwadwu.

A.4.3.1.3 Kowmicia nOBMHHA nepekoHATUCHA, WO HaJaHi MaTtepiany BiANOBIAATb peanbHUM

XapakTepucTMkaM ekcrsyaTauiiHoro cepefoBula, 3arafibHUM  XapakTepucTukam, ocobnuBocTaM Ta

peanbHUM yMOBaM TEXHOSOrin 06pobkm iHdopmalii y KC, o mMaoTb BigHOLWEHHA A0 NPOsiBiB CYTTEBMX 3arpo3
Ans iHdopmalii 3 6oky kaHanis MEMBH.

A.4.3.1.4 Mepesipka BigNoBiAHOCTI hakTU4HMUX po3mipie K3 HagaHUM AOKyMeHTaMm

MepesBipka BignoBigHOCTI hakTUYHMUX po3MipiB K3 HagaHUM AOKYMEHTaM BUKOHYETbCS LLUMAXOM:

— aHani3y BUXigHWX AaHuX Wwoao obctexeHHs 06’ekty EOT (cuTyauiiHoro nnaHy, yMoB ekcrnnyaTaluii,
nnaHy po3TallyBaHHA MpUMILLEeHHs, cxeMu po3TawyBaHHa OT3, HakasiB KepiBHUUTBA 3aMOBHUKa
LLLOA0 BCTAHOBMEHHS Mexu K3, nnaH KOHTponboBaHUx 30H 06’ekty EOT);
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— Bi3yanbHoro ornagy o6’ekty EOT 3 ouiHKOl0 peanbHux BigcTtaHen o mexu K3.

lMepeBipka BBaXaeTbCA BMKOHAHOW0, SKWO akTu4Hi po3Mipi K3 BignosigaioTb npencraBneHnM
OOKYMeHTaMm.

A.4.3.1.5 MNepeBipka BuMor go cneuianbHux npumiteHsb LICK

MeToto NepeBipkK € BU3HAa4YeHHA BiANOBIAHOCTI NpUMILLEHb BUMOram pexumy 6esneku Ta gopatka 4 oo
MpaBun nocuneHoi ceptudikadii.

MepeBipka NpUMiLLEHb BUKOHYETLCS Y TaKOMy MOPSAKY:

— aHani3 gaHux wopo o6’ekTy iHdopmauiliHoi gisnbHocTi (OI0) LICK (HakasiB kepiBHMLUTBaA WOA0
nepeniky cneuianbHMX NPUMILLEHb Ta iHWWX OPraHi3auifnHO-pO3NopsAYMX OOKYMEHTIB LLOAO
3abesneyveHHs pexumy 6e3nekn Ta T3l, akTn aTecTauii cneuianbHUX NPUMILLEHb, aKT NPUAMaHHSA
GyaiBenbHMX pobiT (3a HasiBHOCTI Takux pobiT) 3 oujiHkow iX BignosigHocTi Bumoram T3l, ymos
eKkcnyaTauii, nnaHy po3TawyBaHHs NPUMILLLEHHSA, MflaH KOHTpornboBaHux 3oH Ol LICK);

— Bi3yanbHuM orngag creuianbHux npumiweHb Ol LICK i ouiHka agogepXaHHss BMMOP  LWOAO0
3abesneyeHHs pexumy 6esnekun Ta T3,

— I'IOpiBHFIHHFI BUXIOHMX OA@HUX 3 AHUMMU, WO OTpVIMaHi 3a pe3yJsibTatTaMin 06CTEXEHHS.

lMepeBipka BBaXaeTbCA BUKOHAHO, AKWO cnewjianbHi npumMiweHHa Ol LICK BignosigaloTb BUMOram
wono 3abeaneyeHHs pexumy Oe3neku Ta popaTka 4 po [NpaBun nocuneHoi cepTudikauii i HagaHum
OOKYyMeHTaMm.

A.4.3.1.6 MepeBipka NpaBUNbLHOCTI PO3MilLLEHH:A TexHiYHMX 3acobis MNTK LICK

MeTolo nepeBipkM € BM3Ha4YeHHs po3miweHHs cepepy LICK ta PC reHepauii kntouie LICK (mani —
TeXHIYHMX 3acobiB) BiAMOBIAHO OO0 BMMOr 3 3abe3nedeHHs pexumy be3neku Ta gogatka 4 po [Mpasun
nocusneHoil cepTudikawi.

MepeBipka po3milleHHs TexHiYHMX 3acobiB MTK LICK B1koHyeTbCA y TaKOMy NOPSIAKY:

— Bi3yanbHMN ornsaa cneuianbHux npumiweHs Ol LCK 3 ouiHkow poaepxaHHa BMMOP LWOAO
3abe3neyveHHs pexumy 6eaneku Ta T3l

— I'IOpiBHFIHHFI BUXIQHMX OA@HUX 3 AHUMMU, WO OTpVIMaHi 3a pe3yJibTatamMu 06CTEXEHHS.

lMepeBipka BBaXaeTbCs BUMKOHAHO, AKWO po3miweHHa cepBepy LICK ta PC renepauii kntouis LICK
BignoBigaloTe  BMMOram LWWoao 3abesneveHHs pexumy 6e3neku Ta gopatka 4 po [MpaBun nocuneHol
ceptudikauii i HaaaHUM JOKYMEHTaM.

A.4.3.1.7 MNMepeBipka eheKTUBHOCTI eKpaHyBaHHA cepBepHOI Lwadu

MeTolo nepeBipky eeKTUBHOCTI eKpaHyBaHHA cepBepHOI Wadu € BU3HAYEHHA 3afaHoil y n. 8 goaatky
4 TlpaBun nocuneHoi ceptudikauii edeKTUBHOCTI eKpaHyBaHHA cneujianbHUX NpUMILLEHb LWOAO 3axuUCTy Bif,
BM/MBIB 30BHILUHIX €MeKTPOMarHiTH1X noni..

[MepeBipka BUKOHYETBLCSA Y TaKOMY NOPSAAKY:

— TNepeBipAETbCA KOHCTPYKTOPCbKa [AOKYMEHTauia wWoao 3abesnevyeHHa 3agaHoi edeKTMBHOCTI
eKpaHyBaHHSl Ha eTani NpoeKTyBaHHA Ta MOHTaXy eKpaHiB cepBepHOi wadu. Y 9KOCTi KpuTepito
NnepeBipkn BMKOPUCTOBYHTbCA «PekoMeHaauMm Mo NPUMEHEHUI0, YCTPOMCTBY U MOHTaxy
3KPaHMPOBaHHbIX NMOMELLEeHU 1 KabuH.», M., CesA3b 1972.;

— Bi3yanbHO nepeBipAeTbCA  BIAMNOBIOAHICTb peanbHOro CTaHy efleMeHTiB  cepBepHoi  wadwm
KOHCTPYKTOPCbKUM PiLLEHHSIM MPOEKTY;

— OUIHIOITbCS pe3ynbTaTu cheujianbHUX AoCHiAXeHb N0 AaHUM NPOTOKOMIB 3a6e3MneyYeHH0 peanbHoI
€(hEeKTUBHOCTI EKpaHyBaHHS B T.4.:

— aHani3 BuxigHux AaHux (NpOTOKONIB i3 pe3ynbTaTaMu MPOBEAEHHA crelianbHMX AOChigXeHb Ta
cneuianbHmx nepesipok Ol LICK, BigoMmocTeln wWoao BUKOPUCTAHUX METOOUYHUX i HOPMATUBHUX
OOKYMEHTIB Ta KOHTPONbHO-BUMIpIOBanNbHOI anapaTtypu, nopsaKy MNpoBeAEeHHSA cneujanbHUX
pocnipxeHb 06’ekty EOT, npoTokoniB i3 pesyrnbTataMmy anapaTypHOro KOHTpOSito edeKTUBHOCTI
3axucty iHopMalii Big BUTOKY kaHanamun NEMBH, HasBHoOCTI BignoBigHMX niueH3in AgmiHicTpadii
Oepxcneuss’a3ky YKpaiHu y ocib, sKi BMKOHyBanu cneuianbHi OOCHiAXEeHHA Ta creujanbHi
nepeBipku 06’ekTy EOT);

— ouiHka BignosigHocTi Bumoram HJI T3l BUMKOHaHMX cneuianbHUX AO0CRIAXEeHb Ta cneuianbHux
nepesipok OT3 06’ekTy EOT i KOPEKTHOCTI OTPMMaHUX pe3ynbTaTiB;

— I'IepeBipKa BBaXa€eTbCA BUKOHAHOIO, AKLLO:

— TMPOEKTHI pilleHHs BiAMNOBIAAOTL BUMOramM No CTBOPEHHIO €KPaHOBAHOIO MPUMILLEHHS (EKpaHOBaHOI
wadwm) i3 3agaHol0 e(PEKTUBHICTIO EKpaHYBaHHS;
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— NiATBEPAXYETbCA OOKYMEHTasnbHO (€ BiAMOBIAHI akTM Ha BMPOOHWMLTBO) Ta Bi3yanbHO MPOEKTHI
pilLeHHsA peani3oBaHi y HaTypi;

— ocobu (nignpuemcTsa), AKi BUKOHYBanNu cnewjianbHi AOCNiOXEHHS Ta crnevjianbHi nepeBipku 06’ekTy
EOT, matoTb BignoBigHi niueH3in AamiHicTpauii [lepXcneuse’'sisky YKpaiHM Ha MpoBeAEHHS
NnoAibHUx pooiT;

— cneujanbHi gocnigxeHHs Ta creujanbHi nepeBipkn OT3 o06’ekty EOT BUKOHaHI 3rigHO 3
METOANYHUMMU | HOPMATMBHUMMU AOKYMeHTamu T3l 3 BUKOPUCTaAHHSAM BiAMOBIAHOI KOHTPOMBHO-
BMMIpIOBanNbLHOI anapaTypu;

— edeKTMBHICTb €eKpaHyBaHHs CcepBepHOi wacdwm Bignosigae Bumoram n. 8 popatky [lpaBun
nocuneHunx cepTtudikatii.

— [epeBipka BBaxaeTbCcsi HEBUKOHAHO, i BUNPOBYBaHHA MOXYTb OYTW NPUNUHEHI Yepe3 HacCTyrHi
nopyLleHHs BUMOT o 6eanedj iHdopmallii:

— edeKTMBHICTb eKpaHyBaHHA cepBepHoi wWwacdu He Bignoeigae Bumoram n. 8 pgopatky [pasun
nocuneHunx ceptudikadw;i;

— Uinkom abo 4acTKOBO BiACYTHi pe3ynbTaTu anapaTypHOro KOHTPOmo edeKTUBHOCTI eKpaHyBaHHS
cepBepHOI Wwadw.

A.4.3.1.8 MNepeBipka cxeMn eHepronoctadyaHHs OT3, po3MilleHHS i MOHTaxy obnagHaHHA i CMNOBUX
KabeniB, MOHTaxy i napameTpaM 3a3eMJIEHHS i Kin 3a3eMeHHs

MeTol0 nepeBipkM € BU3HAYEHHS BWKOHAHHA BMMOr LWOAO cxemu eHepronoctadaHHa MTK LCK,
PO3MiLLIEHHI0 | MOHTaXy obnagHaHHs i cunoBux kabenis, PO3MilLIEHHS, MOHTaXy i NapameTpiB 3a3eMIIEeHHS i Kin
3a3eMJieHHs TexHiYHuX 3acobis Ha Ol LLJCK Bumoram TP EOT - 95, TP NMEMBH-95.

MepeBipka BBaXa€eTbCs BUKOHAHOW, sKWo 06’ekT EOT BignoBigae Bumoram 3a3HayeHUX OOKYMEHTIB.
IOns o6’ekty EOT nepeBipka BBaXaeTbCs HEBUKOHAHOW, i BUMPOOYBaAHHA MOXYTb OyTW NMPUNUHEHI 4epes
NOPYLLEHHS BUMOT 3a3HaYEHNX JOKYMEHTIB.

A.4.3.1.9 MepeBipka cepTudikaTiB i BAKOHaHHs NpaBun ekcnnyaradii 3acobis 3axucty Big NEMBH

MeTolo nepeBipkM € BU3HAYEHHS1 HAsIBHOCTI cepTudikaTiB i BUKOHaHHA nNpaBun ekcnnyaraduii 3acobis
3axucry.

Kowmicia poarnapae cepTudikati, eKcnepTHi BUCHOBKMW, Y3rofXeHi 3 BignoBigHUMU [epXaBHUMU
opraHamMmy TEXHiYHi YMOBU TOLLO, AKi 3aCBiAYYOTb MOXIIUBICTb BUKOPUCTAHHA NPOrpaMHO-TEXHIYHI KOMMOHEHTIB
KC3l pgna 3axucty iHdopmauji. ¥ npoueci nepesipky KOMiCiA NMOBMHHA MEPEKOHATUCS B BiAMNOBIAHOCTI LMX
OOKyMeHTiB Bumoram H, T3I.

A.4.3.1.10 lMNepeBipka AOKYMEHTIB (aKTiB, MPOTOKOiB) anapaTypHOro KOHTPOso eeKTUBHOCTI 3axXUCTy
iHdpopmalii no kaHanax MEMBH Ha o6’ekti EOT

MepeBipka LOKYMEHTIB (aKTiB, MPOTOKOMIB) anapaTypHOro KOHTPOm edeKTUBHOCTI 3acobiB 3axucTy
30iNCHIOETBCA EKCNEPTHO-AOKYMEHTANIbHUM METOLOM.

MeToto OUiHKM € BCTaHOBMNEHHA (haKTy, YUM AINCHO cKnapg i 3MIiCT LUMX OOKYMEHTIB Moxe 3abea3neynTu
ouikyBaHuI piBeHb 3axuLueHocTi 06’ekty EOT Big BUTOKY iHdbopMaLii no kaHanax NEMBH.

lMepeBipka pOKyMeHTIB (akTiB, NPOTOKONIB) anapaTypHOro KOHTPOM e(qeKTUBHOCTI 3axucTy
iHpopmalii Ha 06’ekTi EOT pobutbcs 3a HaCTyNHUMK O3HaKaMu:

— BMKOPMUCTaHi METOAMKMN KOHTPONIO;

— BMKOpMCTaHi TeCToBi 3acobu;

— MOBHOTa NPOBEAEHMX BUMIpIB N0 06cAry i BUAam BUMIpIB (4aCTOTHUIA CNEKTpP, pexumu pobotn OT3,
obmipioBaHi CKNagoBi €NeKTPOMarHiTHoOro Mond, HanpsiMKM NowMpeHHA Hebe3neyHux curHanis y
npocTopi);

— BWKOpMCTaHa KOHTPOSbHO-BUMIpIOBanbHa anapartypa;

— CXema BUMIpiB;

— [OOCTOBIpHICTb pe3ynbTaTiB BUMIpIB.

Ona o6’ekty EOT nepeBipka BBaXa€TbCHd BWKOHAHOM, SKLIO [AOKYMEHTU (aKTW, MpOTOKOMM)
anapaTypHOro KoOHTposnto edeKTUBHOCTI 3axucTy iHpopmaLii Ha 06’ekTi EOT Bignosigatots BuMmoram HZ, T31.

Ona o6’ekty EOT nepeBipka BBaXa€TbCA HEBUMKOHAHOW i BUMPOOYyBaHHA MOXyTb OyTW MPUMNUHEHI,
AKLLO OOKYMEHTU (aKTu, MPOTOKONMN) anapaTypHOro KOHTPOI0 e(PeKTUBHOCTI 3axXMCTy iHdopmMalLlii Bi BUTOKY Ha
06’ekTi EOT He BignosigatoTb Bumoram HL, T3I.
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A.4.3.1.16 |HcTpymMeHTanbHa nepesipka e(eKTUBHOCTI 3axucTy iHopmalii Bif BUTOKY NO KaHanam
MEMB, TakoX Big TMOPYLEHHs LiNICHOCTI BHAcMifoOK [EecTpyKTMBHOro BrnmMBy Ha EOT  30BHIWHIX
eneKTpoMarHiTHMX nonie (Npu HeobXiAHOCTI)

IHCTpymMeHTanbHa nepeBipka epeKTUBHOCTI 3axucTy iHdopmauii EOT Big BuTOKY no kaHanax NEMB, a
TakoX BiA4 MOpyLleHHA UuinicHocTi iHgopmauii B EOT BHacnifok [ecTpyKTUMBHOMO BMIUMBY 3O0BHILLHIX
eneKTpoMarHiTHUX NosiB BUKOHYETLCA NpY HEOOXIQHOCTI 3rigHO i3 BigNOBIAHOK METOAMKO.

A.4.3.2 MepeBipka nigcncremun aHtusipycHoro 3axucty KC31 LICK

A.4.3.2.1 MeTta BunpobyeaHb - nepesipka pPOOGOTOCNPOMOXHOCTI Ta KOPEKTHOCTI (YHKLiOHyBaHHS
3acobiB aHTMBIPYCHOIO 3axXMUCTy Ha BiANOBIAHICTb BUMoram po3aainy 4.3.10 T3 Ha KC3I LICK.

4.3.2.3 O6’ekTn BUNpobYBaHb - CUCTEMM AHTMBIPYCHOro 3axucTy 3acobis EOT LICK:

CKaHepu hannoBoi cucTeMu;

aKTUBHI MOHITOpPK )annoBOi CUCTEMMU;
aKTUBHI MOHITOPM MOLLTOBOrO CepBepa;
aKTUBHI MOHITOPW MOLUTOBOrO Kii€HTa.

A.4.3.3.4 3acobu EOT Ha aKMx NnpoBOANTLCA TECTYBAHHS

TecTyBaHHS1 NpoBOANTLCA Ha BCix 3acobax EOT i3 cknagy MNTK LICK, a came:

1) Ha PC agmiHicTpaTopiB NpoBOAMTLCA TECTYBAHHS:

CKaHepiB hannoBoi cuctemMu;
aKTUBHUX MOHITOpIB (balfoBoi cMcTeMu;
aKTUBHUX MOHITOPIB NOLUTOBOrO KIi€HTa.

2) Ha PC reHepalii knto4iB KOPUCTYBauiB NPOBOAUTLCS TECTYBAHHS:

CKaHepiB ¢bannnoBoi cucTemu;
aKTUBHUX MOHITOpPIB (hannoBoi CUCTEMMN.

3) Ha ueHTpanbHux cepeepax LLICK npoBoauTbCs TeCTyBaHHA:

CKaHepiB ¢annoBoi cMcTemu;
aKTUBHUX MOHITOpPIB (hannoBoi CUCTEMU;
aKTMBHMX MOHITOPIB MOLUTOBOrO KNi€HTa.

4) Ha cepBepax B3aEMO/Ii NPOBOANTLCHA TECTYBaHHS:

CKaHepiB (hannoBoi cuctemMu;
aKTUBHUX MOHITOpIB (hanfoBoi cuctemMu;
aKTMBHUX MOHITOpIB MOLUTOBOro cepsepa.

4.3.3.5 NMopagok NnpoBeAeHHsI TECTYBAHHS

1) CkaHepiB dannosoi cuctemu:

0N TeCTyBaHHA BUKOPUCTOBYIOTLCA CUrHATYpu (LUTamu) BiOMUX BipyCiB;
CUrHaTypm iH'ekTyloTbCcA y hannu pisHmx TuniB Ta dopmary;
BUKOHYETbLCA 3aBaHTaXeHHS CKaHepa Ha nepesipKy (pannoBoi cuctemu;

3a pesynbtatamMu  nepesipkM  (NPOTOKONYy  MepeBipku)  pobuUTbCA  BUCHOBOK  LWLOAO
pob60TOCNPOMOXHOCTI Ta KOPEKTHOCTI (PYHKLIOHYBaHHS 3aco6iB aHTMBIPYCHOro 3axuCTy [aHOro
TMny.

2) AKTUBHUX MOHITOpIB hainnoBoi CUCTEMU:

ONAa TeCTyBaHHA BUKOPUCTOBYIOTLCA CUTHATYpU (LUTamu) BiOMUX BipyCiB;

cuUrHaTypm iH’ekTyloTbCs y hannu pisHmx Tunis Ta oopmary;

BUKOHYETLCA [OCTYN A0 iH(iKOBaHWUX (ainiB (3aBaHTaXEHHA Ha BUKOHAHHSA, 34UTYBaHHA NS
pefaryBaHHS TOLLO);

aHani3ylTbCA TEXHOSOriYHI MOBIAOMIIEHHA oOnepaTopy LWOA0 BUABMEHHA BIipycCiB, fKi Bupae
aKTUBHWUI MOHITOP, Ta aHani3yeTbCA peakLis Ha BUABMEHHS;

3a pes3ynbTaTtamMu nepeBipkM poBGMTbCS BMCHOBOK LLOAO POBGOTOCMPOMOXHOCTI Ta KOPEKTHOCTI
bYHKLioOHyBaHHSA 3aco6iB aHTUBIPYCHOIO 3aXUCTy AaHOro Tuny.

3) AKTMBHMX MOHITOPIB MOLUTOBOrO KiieHTa:
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— [ANA TeCTyBaHHA BUKOPUCTOBYIOTLCA CUrHaTypu (LUTamu) BilOMUX BipyCiB;

— CUrHaTypw iH’eKTy0TbCA Y hbalnm pisHMX TUMiB Ta popmary;

— 3 okpemoi PC BMKOHyeTbCA BignpaBka MOLITOBUX MOBIAOMIIEHb 3 BKNAaAEeHUMM iHIKOBAHUMMU
dannamu;

— aHani3ylTbCA TEXHOSOrYHi MOBIAOMMIEHHA oOnepaTopy LWOAO0 BUABMAEHHA BipyciB, fKi Buaae
aKTMBHWI MOHITOP, Ta aHani3y€eTbCa peakuisi Ha BUSBINEHHS;

— 3a pesynbTaTamMy NepeBipKU POBUTHCA BUCHOBOK LLOAO POBOTOCMPOMOXHOCTI Ta KOPEKTHOCTI
bYHKLioOHyBaHHSA 3aco6iB aHTMBIPYCHOIO 3aXUCTy AaHOro TuMny.

4) AKTUBHMX MOHITOPIB NOLLTOBOro cepBepa:

— [ANA TeCTyBaHHA BUKOPUCTOBYHOTLCA CUrHATypu (LUTamMu) BiOMUX BipyCiB;

— CUrHaTypwm iH’eKTyloTbCs Y bannm pisHUX TUNiB Ta oopmary;

— 3 okpemoi PC BUMKOHyeTbCA BignpaBka MNOLITOBUX MOBIAOMIIEHb 3 BKNAaAEHUMM iHIKOBAHUMMU
dannamu;

— aHani3ylTbCA TEXHONOrYHI NOBIAOMIIEHHS Y XypHanax peecTtpalii, aKi Beae akTMBHUA MOHITOp, Ta
aHani3yeTbCA peaklisi Ha BUSIBNEHHS;

— 3a pesyfnbTaTaMy NepeBipku pobUTbCA BUCHOBOK OO0 POBOTOCMPOMOXHOCTI Ta KOPEKTHOCTI
PyHKULiOHYBaHHS1 3aCc0biB aHTMBIPYCHOro 3aX1CTy AaHoro Tuny.

lNepeBipka BBaXaeTbCsA BUKOHAHOW, SKWO cKNag @YHKUIN, HOMEHKnaTypa i Aiana3oH 3HauyeHb
napameTpiB NporpaMmy aHTUBIPYCHOro 3axucty iHdopmaldii Bignosigae sumoram po3giny 4.3.10 T3 Ha KC3I
LICK.

A.5 METOOUKA OLIIHKW PIBHA OOBIPU 0O KOPEKTHOCTI PEA.I'II30I§AHO'I' KC3I LICK (NMEPEBIPKA
BMKOHAHHA BUMOI™ 1O PIBHA FAPAHTIN)

A.5.1 lNepeBipka BUMKOHAHHA BUMOT A0 piBHS rapaHTin KC 34iNCHIOETbCA eKCNepTHO-A0KYMEHTaNbHUM
METOAOM.

A.5.2 Mpouec BunpobyBaHb KC nonsrae y nocnigoBHOMy nepernsgi Ta nepesipui pe3ynbTaTiB i yMOB
BMKOHaHHA HagaHux y HO T3l 2.5-004-99 kputepiiB rapaHTin wopao sumor o apxitektypu K33, cepenosuiia
po3pobku, NOCNiAOBHOCTI po3pobku, cepenoBuLla yHKLIOHYBaHHS, AoKyMeHTaUil i BunpobysaHb K33.

A.5.3 Heobxighumn pganumu ana nepesipku KC € noficHOBanbHa 3anvMcka TeXHOPOo6o4oro npoekTy
KC3lI, aknit aae ysaBneHHa Wwoao ocHoBHUX KoMnoHeHTiB K33 OC, ix 3B’A3KY 3 apXiTEKTYPHUMW KOMMOHEHTaMu
OC Ta poni y peanizauii nonituku 6e3neku.

A.5.4 K33 BBaxaeTbcs y 3MO3i MOBHICTIO peanidyBaTu MoOniTUKy 6e3neku, sKLWO HajaHi maTepianu
BignoBigatoTb BuUMoram po3gainie 4, 5 Ta 6 T3 Ha KC3I LICK, H[, T31 2.5-004-99, H, T31 2.5-008-2002.

A.5.5 K33 BBaxaeTbCA He CMNPOMOXHOK MOBHICTIO peanidyBaTu MoniTuky 6e3neku, SKWO HapaHi
MaTepianu He BignosigaloTb BUMoram po3ginis 4, 5 Ta 6 T3 Ha KC3I LICK, H[, T3I 2.5-004-99, H[, T3l 2.5-008-
2002.

A.6 YMOBU | NOPAAOK NPOBEAEHHA MOMEPEOHIX BUNMPOBYBAHb

A.6.1 MonepepHi BunpobysaHHsa KC3I LICK 3pjiicHioloTbCa B pobounx ekcnnyaTauiiHuX pexvmMax 3a
YMOBW HasIBHOCTI YCi€l CyKyMNHOCTi anapaTHUX Ta NporpamHux 3acobiB 3axucty iHopmMalLli, a TaKoX TEXHIYHOI i
nporpamMHoi  JOKYMeHTaLii Ha KOMMJIEKCHY CUCTeMYy 3axucTy iHdopMmalii, wo po3pobnaersca 3rigHo 3
BMMOramu TexHivyHoro 3aBgaHHA Ha KC3I LICK.

A.7 NMOPAOOK NOOAHHA PE3YILTATIB MONEPEAHIX BUNMTPOBYBAHb

A.7.1 Peaynbtatu nonepepHix BunpobyBaHb KC3l LICK B uinomy ouUiHIOOTbCA 3@ pe3ynbTaTamu
OKpeMux BUAiB NepeBipoK, BUKOHAHMX BignoBigHo Ao po3ainie 4, 5 aaHoi meToauku. Pesynbtat BUNpobyBaHb
He MOXYTb BBaXaTUCA NO3UTUBHUMMU, SKLLO HE BUKOHYIOTLCA BUMOrK T3.

A.7.2 Pe3synbTaTu nonepegHix BunpobyBaHb OOPMIIIOITECA MPOTOKONaMM, WO CKNajalTbes 3a
pe3ynbTataMmm OKpeMux BUZIB NepeBIpOoK, SKi NiANUCYIOTLCA | AoAaTbes [0 AKTY nonepeaHix BunpobyBaHb.



