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NEPEJIK CKOPOUEHb
b/ — baza ganux
BIIP — BimokpemieHuit myHKT peecTpartii
ELII —  EnextponHMii UdpoBHii mianMc
30/] — Iadopmariis 3 0OMEKEHUM TOCTYIIOM
ITC — IndopmarniitHo-TenexkoMyHikaliifHa cucrema
K33 —  Kommieke 3aco0iB 3aXHCTy
KC3I — KowmmnekcHa cuctema 3axucty iHpopmarii
KT3 — Kowmrekc TexHiyHuX 3ac00iB
JIOM — JlokasnipHa 00UMCIIIOBaJIbHA MEPEXkKA
ME —  MixMepeKHUH eKpaH
HKI —  Hociii krouoBoi iHGopmarrii
HCJ — HecankuioHOBaHMIA JOCTYI
oC — Omnepariitna cucrema
I1J1 — Ilepconanpni nani
IIK — IIporpamuuii KOMILJIEKC
PC — Po6oua crantis
CKB/] — CucremMa kepyBaHHsI 0a3aMu JaHUX
C3I — Cayxo0a 3axucty iHpopmarii
T3 — TexHiuHe 3aBHaHHA
T31 —  Texuiunuii 3axuct inpopmarii
I[ICK — llentp ceprudikamii KI04iB
3A3 — 3aco0M aHTHUBIPYCHOT'O 3aXUCTY
AII3 — AnapaTHo-TiporpaMHHii 3aci6
PM — Poboue micue

TEPMIHU TA BUBHAYEHHS

VY ubomy T3 BUKOPUCTOBYIOTHCS TEPMiHH Ta BU3HAUCHHS 3T1HO 3:

— JACTY 3396.2-97 "3axuct iHpopmarii. TexHiuHui 3axuct iHpopmauii. TepMiHu Ta
BU3HAUYCHHA";

— HJ T3I 1.1-003-99 "Tepminomorisi B ramy3i 3axucty iHpopmamii B KOMITIOTEPHHX
CHCTEMax BiJl HECAaHKI[IOHOBAHOTO JIOCTYITY".
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1 3AT'AJIBHI BIJOMOCTI

1.1 IloBue HaiimenyBanHst KC3I Ta ii yMOBHE MO3HAYECHHS

Kommnekcna cucrema 3axumery iHdopmanii  (mami — KC3I) B indopmaniiiHo-
tenekoMyHikamiiHid cucremi (mami — ITC) mentpy ceprudikaiiii KIOUYIB PUHKY €IEKTPUYHOT
eneprii (mani — LICK).

1.2 [Iudp temu
Mudp KC3I: "KC3LICK.EHEPT'OPMHOK".
1.3 BizomocTi po miAnprueMCTBO-3aMOBHHKA Ta ITiIIPUEMCTBO-BUKOHABIIS

3amoBuuk: JI1 "Enepropmuok". HOpummuna angpeca: 01032, m. Kuis, Byn. Cumona
[Termropu, 27. Kog €IPIIOY: 21515381.

BukoHnaBenb: BUZHAYAETHCA 3a pe3yIbTaTaMU TEHIAEPHOI POLEAYPH.

1.4 Tlepenik 1OKyMeHTIB, Ha miAcTaBi skux cTBOproeThest KC3I, kuM 1 Konu 3aTBep kel 11
JIOKyMEHTHU

Po3poOka TexHIYHOTO 3aBIAaHHS BUKOHYETHCS Yy BIAMOBIIHOCTI 0 noroBopy Ne 2407 Bix
24.07.2014 p.

1.5 BigomocTi mpo mpxepena i nopsaok GpiHaHCyBaHHS pOOIT
dinancyBaHHs poOiT 3A1CHIOETHCS 3a paxyHOK KomTopucy /11 Enepropunox”.
1.6 TTopsinok opopmileHHs Ta MOAAHHS PE3yJIbTaTIB

[Topsanox odopmienHs Ta mogaHHs pe3ynbrariB poOiT 31 crBopeHHss KC3I B ITC LICK
noBuHeH BiamoBimatu Bumoram: JICTY 3396.0-96, HACTY 3396.1-96, P 50-34.698-90,
HJ T312.5-004-99, HA T3I 3.7-003-05.
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2 META 1 TIPU3HAUYEHHS KOMILJIEKCHOI CUCTEMH 3AXUCTY ITH®OOPMAIIL

2.1 Merta ctBopenns KC3I

Mertoto crBopennst KC3I € 3ab6e3nedenns 3axucry inpopmanii, sika nupkymoe y ITC LCK,
BiJl HecaHKI[IOHOBaHOTO goctyny (gam — HCJI) muisixom 3aiiicHEHHS TPOTH T 3arpo3am, SKi MOKHA
OUiKyBaTH BHACIIZOK [iii mopymHuKa. 3axucT iH(opmarii MoBMHEH 3a0e3medyBaTucs Ha BCIX
TEXHOJIOTTYHMX eTarax il o0poOk# 1 B ycix pexxumax pynkiionysanss ITC L[CK.

ITpu pospobui ta BuposamxenHi KC3I B ITC LICK noBunHi OyTn BpaxoBaHi iCHYIOUi
TEHJICHIII PO3BHUTKY 3aXWIICHHX I1H(GOpPMAIIMHUX TEXHOJOTIH, PO3POOKH BIAMOBIAHMX 3aco0iB
3axucTy iHopMmalii, BUMOTH Jep>KaBHOI HOPMAaTHBHOI 0a3u 3 TEXHIYHOTO 3aXHCTy iHQopmarii
(mami — T3I).

Jnst 3piiicHeHHst 3axucTy iHdopManii Ha Bcix crafgisx skutreBoro nukiny ITC LICK y KC3I
Mae OyTH nependadyeHo 3aCTOCYBaHHS HACTYIMHHUX 3aX0/liB Ta 3ac00iB 3aXUCTy iH(opmallii:

— Oprasi3aiiiHO-PaBOBI 3aXOAM, SKi PEATI3YIOThCSA 1032 OOYUCITIOBAIBHOIO CHCTEMOIO
ITC LICK;
— 1H)KEHEpHO-TEXHIYHI 3aX0/H, II0 Peali3yloThecs M03a o0uHcIoBaNbHOI0 cuctemoro ITC
HCK;
— amaparHi, IporpaMHO-araparHi Ta IporpamMmHi 3acoou:
— 3axucty Big HCJI;
— Kpunrorpadiunoro 3axucry indpopmarii (gami — K3I);
— 3abe3nedeHHs JOCTYMHOCTI iHpopMarii, mo o6podnserscs B I[TC LICK.

2.2 ®ynkuionanbHe npusHaueHHs KC31
KC3I B ITC LHCK npuzHayeHna ams:

— peamnizauii nomituku Oe3nexu iHGopmarii 3aganoi y ITC LICK;

— 3a0e3neyeHHs KOHQIAEHIINHOCTI, LUTICHOCTI, JOCTYMHOCTI iHpopMmarii mijg yac ii
00po6xu 3acobamu ITC LICK;

— 3abe3neueHHs KOH(DiIEHUIHHOCTI Ta ULUTICHOCTI iH(OpMamii mig vac il mepenadi
KaHaJaMH 3B’ SI3KY;

— HEJONYIEHHs BUTOKY 1H(popMarllii 3 oOmMexxeHuM noctynom (mam - [30/[) Tta BTpatu ii
MaTtepialbHUX HOCITB;

— CTBOPEHHS MEXaHi3My Ta YMOB OI€PAaTUBHOI'O pearyBaHHs Ha 30BHIIIHI Ta BHYTPILIHI
3arpo3u 3 METOIo0 3a0e3nedeHHs 0e3nexku iHpopmarlii;

— KepyBaHHs 3aco0aMu 3axucTy iHdopMmallii, po3MexyBaHHS AOCTYNY KOPHCTYBauiB 10
pecypciB ITC LICK, koHTpoab 32 IXHBOIO po0OTOIO 3 OOKY 0CI0, SIKi BIAMOBITAIOTH 3a
3abe3neuenns Oesneku iHpopmauii B ITC LICK;

— CTBOpPEHHS YMOB Il 3a0€3MeYeHHs] MaKCHMaJbHO MOXKJIMBOTO PIBHS JIOKai3amii
HEraTUBHUX HACIiJKiB, 1110 3aBAal0THCS HEMPABOMIPHUMHM Ta HECAHKIIIOHOBAHUMH JIISIMU
MOPYIIHUKIB, 3MEHIIEHHS HEraTMBHOIO BIUIMBY HACHIAKIB MOPYUIEHHS Oe3MeKu Ha
¢ynkuionyBanus [TC LICK;

— peectpariii, 300py, 30epiranns, 06poodku manux npo Bci moxii B ITC LICK, ski MaroTh
BIJTHOIICHH /10 Oe3neKku iHpopmallii;

— 3abesneueHHs noctynHocti pecypei ITC LHCK ang iioro kopuctyBauis;

— 3axucTy iH(opMalii Bil 30BHILIHIX BIUIMBIB BiINOBiIHO 10 BuMor IIpaBun mocuieHoi
ceprudikanii (Hakaz ICTC3I CBY Bix 10.05.06 Ne50).
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2.3 HopmaTHBHO-TIPaBOB1 aKTH Ta HOPMATUBHI JJOKYMEHTH, 110 € OCHOBO cTBOpeHHs KC3I

3axwuct iHdopmartii Ta crBopenHs KC3I B ITC LICK moBuHHI 311iHCHIOBATUCH 3T1THO BUMOT
HACTYIHUX KEPIBHUX 1 HOPMAaTUBHO-METOANYHHX JIOKYMEHTIB!

3akon Ykpainu "lIpo iHdopmarir";

3akon VYkpainm "lIpo 3axuct iHdopmanii B iH(POpMaLIHHO-TEIEKOMYHIKAIHHIX
cucremax";

3akoH Ykpainu "[Ipo 3axuct nepcoHaibHUX JaHuX";

3akoH Ykpainu "[Ipo enextponHuit mudpoBuii miamuc';

Konuenmiss TexniuHoro 3axucrty iHpopmamii B VYkpaini, 3arBepmkeHa I[loctaHOBOIO
Kab6inety MinictpiB Ykpainu Big 08.10.97 No 1126;

[TonoxeHHs TpO TEXHIYHWHA 3axucT iHPopmamii B VYKpaiHi, 3aTBepIKeHE YKa3oMm
IIpesunenta Ykpainu Big 27.09.99 Ne 1229/99;

JACTY 3396.0-96. 3axuct indopmanii. Texniyamid 3axuct iH(popmarnii. OcCHOBHI
HIOJIOKECHHS;

JACTY 3396.1-96. 3axuct indopmanii. Texuiuamii 3axuct indopmarii. I[Topsmok
MIPOBECHHS POOIT;

HJ T3I 1.1-002-99. 3aranpHi MoN0KEHHS MIOAO 3aXUCTy iH(OpMAIl B KOMI'FOTEPHHUX
cucTeMax BiJl HECAHKI[IOHOBAHOI'O 10CTYILY;

HJ T3I 3.7-001-99. MeronuyHi BKa3iBKH IOJAO0 PO3POOKH TEXHIYHOTO 3aBIaHHS Ha
CTBOPEHHS KOMIUIEKCHOI CUCTEMH 3aXUCTy iH(opmMallii B aBTOMaTHU30BaHil cucremi;

HIA T3I 1.4-001-2000. TumoBe moNIOKEHHS MPO CIyx0y 3axucry iHdopmarii B
aBTOMAaTH30BaHill CHCTEMI;

HIA T3I 2.5-004-99. Kpwutepii OIiHKM 3aXHIIEHOCTI iHpopMamii B KOMI'TOTEPHHUX
cucTeMax BiJl HECAHKI[IOHOBAHOI'O IOCTYILY;

HJI T312.5-010-03. Bumoru no 3axucty iHpopmanii WEB-cTopinkwu;

HJ T3I 2.7-009-09. MeroauyHi BKa3iBKH 3 OIHIOBAaHHS (YHKIIIOHAJIBHUX MOCTYT
Oesrexu B 3acobax 3axucTy iH(opmMallii BiJi HECAHKITIOHOBAHOTO JOCTYITY;

HJI T3I 2.7-010-09. MeroanyHi BKa3iBKM 3 OL[IHIOBaHHS PIBHs rapaHTid KOPEKTHOCTI
peanizamii (YHKIIOHATBFHUX TIOCHYT Oe3MeKku B 3acobax 3axucty iH(opmarii Bif
HECaHKIII0HOBAHOTO JIOCTYILY;

HJ T3I 2.6-001-11. IMopsimox mpoBeAeHHS pOOIT 3 Jep)KaBHOI EKCIEPTU3U 3aco0iB
TEXHIYHOT'O 3axHUCTy iH¢opmauii BiJ HECAaHKLIOHOBAHOIO JOCTYNYy Ta KOMILJIEKCHUX
CUCTEM 3axXucTy 1H(opmalii B iHPpopMaIliiiHO-TEeIEeKOMYHIKAIHHUX CHUCTEMaX.

HJI T3I 3.6-001-2000. Texniunuii 3axuct inpopmarii. Komn'rorepni cucremu. [lopsok
CTBOPEHHS, BIPOBAHKEHHS, CYMPOBODKEHHS Ta MOJEpHI3alii 3aco0iB TEXHIYHOTO
3axHUCTy iH(opMarlii BiJi HECAHKIIIOHOBAHOTO JIOCTYIY;

[Tono>keHHs PO Jep’kKaBHY €KCHepTu3y B cepl TEXHIUHOTO 3axucry iHopMarlii.
3arBep/ukeHo HakazoMm AnminHictpamii Jlepskcnemss'sizky Big  16.05.2007 Ne 93.
3apeectpoBano B MinicTepcTBi roctuii Ykpainu 16.07.2007 3a Ne 820/14087;

[TpaBuna nocunenoi ceprudikanii, 3arsepmxkeni Hakazom JCTC3I Cb Vkpainum Big
13.01.2005 Ne 3, 3apeectpoBani B MiHicTepcTBi toctuiiii Ykpaiau Big 27.01.2005 3a Ne
104/10384 (i3 3minamu).
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3 3ATAJIBHA XAPAKTEPUCTHKA ITC TA YMOB ii ®YHKIIIOHYBAHHSI

3.1 3aranbpHa xapakTepuCTUKa

ITC LCK € posnoaiieHuM OaraToOManiMHHUM 0araTOKOPUCTYBau€BUM KOMILIEKCOM, 0
CKJIay SIKOTO BXOJISITh OOUMCIIOBAJIbHA CHCTEMA, (i3MUHE CEpEeIOBUIIE, B SIKOMY BOHA 3HAXOIUTHCS
1 QyHKIIIOHYE, CepeIoBUILE KOPUCTYBadiB, 00pobroBaHa iH(opMaIllis Ta TEXHOJIOTs i1 00pOOKH.

3rimno HJI T3I 3.7-003-2005 ITC LICK € inTerpoBanoto, a 3rimno HJ[ T3I 2.5-005-99
knacudikyerbes sk [TC kimacy "3".

3.2 OcHoBHI (DyHKITIOHAJIbHI 3aBJaHHS

ITC LCK mnpusnadena nansi 3a0e3meueHHs peaiizaimii periaMeHTHUX TIpOIeayp Ta
MEXaHi3MiB, TIOB’A3aHUX 3 00CIYrOBYBaHHSM MOCHUICHUX CEePTU(]IKATIB BIAKPUTHX KIIIOYIB (Iami —
cepTudiKaTiB) KOPUCTYBaYiB, IO BKIIOYAE:

peecTparlito KOpUCTyBayiB;

cepTUdiKaIiio BiAKPUTHX KIIOUiB KOPUCTYBAYiB;

PO3IOBCIODKEHHS CepTU(DIKATIB;

YIIPaBIiHHS CTAaTycOM CepTH(IKaTiB Ta pO3MOBCIO/DKEHHS iH(opMamii mpo craryc
cepTudikaTis;

HaJIaHHS MOCITYT (PiKCYyBaHHS Yacy.

3.3 Cknan ITC LICK
3.3.1 Jo cknany ITC LICK BXoasTs:

nentpanbauil cerment [TC LCK, y ckmani:
— JIoKanbHa obuucioBanbHa Mepexka (nani — JIOM) cepsepis LICK;
— pobouMx Miclp 00cayroBytouoro nepconamny (mami — PM obGcmyroByrodoro
MepCoHAIY);
— PC renepauii kitouis;

3.3.2 Jlo cknaay KoMIuiekcy TexHIuHuX 3aco0iB (mani — KT3) uenrpansnoro cermenry ITC
L CK BxoasTh:

KT3 JIOM cepgepiB LICK, y cknai:
— ueHTpanbHi cepBepu (cepBepu LICK) (kmacrep);
— CcepBepHu B3aeMOil (Ki1acTep);
— JIMCKOBI MacHBH;
— CcepBep MOHITOPUHTY Ta CUHXPOHI3allli yacy;
— oOnanHaHHg cuHXpoHi3awii yacy (GPS-nmpuiimay);
— MbKMepexxHui expas (nani — ME);
— MEpexHi KpUOTOMOIYJ i (KJacTep);
— KPUITOMOIYJII;
— komytaropu JIOM;

— KT3 pobounx miciis 00CIyroByrOYOT0 MEPCOHATY:

— PC agminictparopa Ge3mnexu;

— PC aaminicTpaTopa peectpariii;

— PC agminictparopa ceptudikaiiii Ta CHCTEMHOT0 aMiHICTpaToOpa;
— amnaparHo-tiporpamui 3aco6u K31 (mani — AII3 K31);

— PC renepariii Ki1rouiB.

Crpykrypna cxema KT3 ITC LICK HaBenena Ha pucyHky 3.1.
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MporpamHo-TexHiuHuin komnnekc LICK

LleHTpanbHi cepsepu Ta cepBepu B3acmogii

Knacrep Byson1 . Byson 1 Knacrep

usquar_lhnwx [ 4‘! H (o cepBepis
pBep —— s B3aemoqji ;

SRV | g e

% B Byaon 2

iJINCKOBVIM [ N

imacus N

| Kpunto- - .

H woayns, & i

Komytaropu
Knacrep MepexHux g
Kpun i

TenekoMyHikauiiHi !

Cepaep (OCHOBHMIA Ta pesepBHUM) )
MOHITOpUHIY \ Mepex(i
Ta cuHXpoHizayii
vacy 4
o Bon3
\ﬁ - B BOn3
e
IsonsosaHe poboye PC o6cnyrosylodoro nepcoHany (po6oui migus)
micue
.. PC renepauii '{‘L"' f =Y CepBep" Ta
Eo!g Kniouis oy rfh KOPUCTYBaui CUCTEM
7' KopMcTyBauie PC agminictpatopa ) Komyrartop N,
iTa > PC apmixictpaTopa PC i \v}
CHCTEMHOTO 'g.‘ )‘ Geanein " gva
e oYy
PC apminictpaTopa § 3
peccrpaui
GPS-npuimau
o

GSM-oAnnym,

33
33

33

33

3.4
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Pucynok 3.1 — CtpykrypHa cxema KT3 ITC LICK

4 Ilporpamue 3abe3neueHHs

3.1 o cknamy mporpamuoro 3abe3neuenns (nami — [13) JIOM cepsepiB LICK BxoasTh:

onepauiiHi cucremu (gani — OC) neHTpalbHUX CepBepiB;

OC cepBepiB B3aeMOIii;

OC cepBepy MOHITOPUHTY Ta CHHXPOHI3allii 4acy;

cuctema kepyBaHHs 0a3amu naHux (nani — CKBJ]) uentpanbHux cepBepis;
CKB/I cepBepiB B3aeMoii;

[13 HTTP-cepsepy;

I13 LDAP-cepsepy;

nporpamuuii komuiekc (gaini — [1K) nenTpanbHux cepBepis;

I1K cepBepiB B3aeMoii;

[13 moHiTOpUHTY;

3ac00M aHTUBIPYCHOTO 3aXUCTy (ami — 3A3) U1l LEHTpaIbHUX CEPBEPIB.

3.2 Jlo cknanmy 13' PM 00CITyTOBYIOUOTO TIEPCOHATTY BXOJISTh:

OC PM 006cyroByro4oro rnepcoHainy;
I13 RDP xuienra.

.3.3 Jlo cknany I13 PC reneparii ki1to4iB BXOAATS:

OC PC renepauii kitouis;
3A3 st PC renepanii Kiodis;
I1K PC renepauii kiouiB.

Xapakrepuctuka 00po0roBaHoi iHpopmarii

.1 3a 3mictom Bumor momo 3axucty, oOpobmioBana B ITC IICK indopmaris

MiIPO3IUTSIETECS HA TaKi KaTeropii:

1

OynkmionansHe (cmemiamizoBane) II3  aamiHicTpaTopiB (cHCTeMHOTO, O€3MEKH, peecTparii)

BcTaHOBIIeHO Ha cepBepax JIOM ceprepiB LICK i 3amyckaeThcs/BUKOHYEThCSA O€3MOCEpEAHBO HA HUX 13 BUKOPHCTAaHHIM
3ac00iB BiIIaJICHOTO JOCTYITYy 200 JIOKATFHOTO MiIKIIOYEHHS 10 BiANOBITHUX CEpPBEPiB
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— 3araJbHOAOCTYIHA iH(opMaIlis;

— TepCcoHaNbHI JaHi;

— ocobucrti xmroui LICK, ceprepis LICK, nepconany LICK, 3asBHUKIB;
— TEXHOJIOTIYHA 1H(pOpMAITis.

3.4.2 3aranpHonoctymnHa iH(GopMaris, mo odbpodisersest y LICK BimHOCHTBCS 10 BiKpUTOL
iHopmarii, moctym Ha ii YMTaHHS MarwTh yci KopucTyBadi BeO-pecypcy LICK, moctynm Ha
monupikarnito — Titbku nepcoHan ITC IICK B mexax mocamoBux 000B’si3kiB. Jlo iHopmarii mi€i
KaTeropii BUCYBAIOTHCSI MIABUIIICHI BUMOTH 13 3a0€3MeUeHHSI IUIICHOCTI Ta JOCTYITHOCTI.

3.4.3 lIlepconanbhi mani (mami — IIJ[) ocib, gki € 3apeecTpOBaHUMH KOPUCTYBauaMH
(abonentamu) LICK, € I30/] Ta BimHOCHUTBCS 10 KOHpiaeHITIHHOT iHGop™mamii. Hoctyn no I1J] mae
tineku nepconan ITC LICK B mexax mocamoBux 000B’si3kiB. [1]] € indopmaliiero BUMOTa MO0
3aXUCTy 5KO1 BcTaHOBJIeHa 3akoHOM "IIpo 3axuct mepcoHanmbHuX manux". Jlo iHdopmamii mi€i
KaTeropii BHCYBAIOTHCS MiJABHUINEHI BUMOTH i3 3a0e3nedeHHs KOH(IACHIIHHOCTI, HiJTICHOCTI Ta
JOCTYIHOCTI.

3.4.4 Oco6wucrti xiroui LICK, cepsepiB LICK, nepconany LICK, 3asBHukiB € [30/] Ta moBuHHI
OyTH MOCTYNHI JHINE BJIACHUKAM Yy BIiAMOBIIHOCTI A0 3akoHy "IIpo enexkTpoHHMI 1ubpoBuii
migmuc". Jlo iHdopmarii 1ie€i KaTeropii BUCYBAIOTHCS ITJBHINEHI BUMOTH 13 3a0e3meueHHs
KOH(D1IEHIIIITHOCTI, IJIICHOCTI Ta JOCTYITHOCTI.

3.4.5 TexuonoriuHa iH(pOpMaLis CKIAAAETHCS 3 TEXHOJOTIYHOI iH(OpMALlisS KOMIUIEKCY
3aco6iB 3axucty (gani — K33) ITC LICK Ta TexHonoriunoi iHdopMarii moa0 aAMiHICTpyBaHHS Ta
yrpaiinasa oouncmoBanbHO0 cucreMoro ITC LICK. o irndopmarii 1miel kareropii BUCYBaIOThCS
MiJIBUILICHI BUMOTH 13 3a0e31eueHHsT KOH(1ACHIIITHOCTI Ta MiJIICHOCTI.

3.5 CepenoBuilie KOpUCTyBadiB
3.5.1 I'pynu xopucTyBayiB
Kopucrysaui ITC LICK noauistitoTecst Ha 1Bl TPyIH:

— BHYTPILIHI KOPUCTYBaui;
— 30BHIIIHI KOpI/ICTyBa‘{iZ.
3.5.2 I'pyna BHYTpIlIHIX KOPUCTYBaYiB

Jlnst HamaHHS BHYTPINIHIM KOPUCTYBauyaM IMOBHOBaXKEHb 3 JIOCTYMy 10 iHopmarlii, 1o
o0pobnserbesa y ITC LICK, Ta 103B0JIIB HA BUKOHAHHS NMEBHUX POOIT y mporeci (PyHKIIOHYBaHHS
ITC LICK imMm MOXyTh OyTH HaJlaH1 TaKl KOMIIO3UTHI poni3:

— aaMmiHicTpaTopu 6e3HeKI/I4;

— CHCTEMHI aJIMIHICTPaTOpH Ta cepTudikaii;
— aJMIHICTpaTOPH peecTpallii;

— aJMIHICTpaTOpH peecTparlii (4eprosa 3mMiHa).
3.5.3 I'pymna 30BHIIIHIX KOPUCTYBaYiB

30BHIINIHI KOPUCTYBaul MOAUISIOTHCA Ha!

— mianucyBadi (B T.4. 3asIBHUKH);
— aHoHiMHI kopuctyBaui LICK.

2 Kpurepiem BinHeceHHs kopHucTyBaya 0 rpynu "3oBHimHI" yn "BHyTpimHI" € HOro HaJleXHICTh /10

nepconaxy ITC LICK (ITC BIIP)

3 Komrio3utHa posb - XapakTepUCTHKA KOPHCTYBauya, sIKa € JIOTIYHAM TOEIHAHHIM [EsIKOi He
MMOPO’KHBOT MHOKHHH JIOKaNbHUX posei. [lo Tekcry mporo T3 y sKOCTi CHHOHIMY TepMiHY "KOMITO3UTHAa POJIL"
BHKOPHUCTOBYEThCS TepMiH "poiib". ¥ pasi, Km0 Tpeda HaroJOCHTH Ha TOMY, IO POJb MATPUMYEThCS (peai3yeTbes)
KOHKpeTHUM KoMrioHeHToM K33 y mbomy T3 BUKOPHUCTOBYETHLCS TEPMiH "JTOKaJIbHA POIIH"

3a00poHEHO CyMIIaTH pOoJIb aaMiHiCTpaTopa OE3NMeKH 3 POJISIMH CHUCTEMHOIO aIMIiHICTpaTopa,
anMiHicTpaTopa ceprudikaiii, agmMiHicTpaTopa peecTparii
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3.5.4 ®OyHKIiT BHYTPINIHIX KOPUCTYBaYiB

3.5.4.1 OcHoBHMMH (YHKIISIMH KOPUCTYBaya 3 posutio "Aaminictparopu Oesneku" €:

— nanamtyBaHHs K33 nporpamuoro 3a6e3neuenns [TC L[CK;

— mwnanamryBanHs K33 kommiekcy TexHiganx 3aco0iB nenTpansaoro cermenty ITC IICK;

— KOHTpoJb 3a (yHKionyBanHsIM K33 nenrpansuoro cermenty ITC LICK;

— ympaBiiHHS (TeHepalis, 3HUIIEHHS) ocobuctumu 1 Binkputumu kiarouamu ELIT Ta
npotokoiy po3noairy kiatodiB LICK Ta cepsepis LICK;

— TeHepallisi, pe3epBHE KOMiIOBaHHS, 3HUILECHHS, BITHOBJICHHS 3 PE3EPBHOI KOIIii, KOHTPOJIb
3a BuKopucTaHHsaM ocooucroro kimoda [{CK ta ocobuctux kimtouiB cepBepiB LICK;

— KOHTPOJIb 3a JOTpUMaHHIM BuMor nonituku 6e3nexku y ITC LCK.

3.5.4.2 OcHoBHUMH QYHKIIISIMU KOpUCTyBaua 3 posutto "CuctemMHi aaMinicTparopu" €:

— mnanamryBanHs 113 nentpansHoro cermenty ITC LICK (y wactuHi, 0 HE CTOCYETHCS
napameTpiB O€3IeKH ),

— nanamryBanHs KT3 nenrpansuoro cermenty ITC LICK (y yactuHi, 110 HE CTOCYETHCA
napameTpiB O€3IeKH ),

— xoHTponb npane3gatHocti [13 ta KT3 nentpansuoro cermenty [TC LCK;

— TtexHiuHe oocnyroByBaHHs KT3 nentpansuoro cermenty ITC LICK.

3.5.4.3 OcHoBHIMH (YHKIIISIMH KOPUCTYBaya 3 posutio "Aaminictparopu ceprudikamii” e:

— TeHepallis, pe3epBHE KOIIIOBaHHS, 3HUILECHHS, BITHOBJIEHHS 3 PE€3€PBHOI KOMii, KOHTPOJIb
3a BUKopucTanusaM ocobuctoro xiroda LICK Ta ocodbuctux kimrouis cepsepiB LICK;

— dopmyBanns ceprudikata LICK Ta ceptudikaris cepsepi LICK;

— (dopmyBanHs ceptudikarie ans nepcoHany LICK (agminicTparopa cepTudikaii,
a/IMIHICTPATOPIB peecTpallii, BiIaJI€HUX aJMIHICTPAaTOPiB peecTpartii);

— MOTOJKEHHS 3allUTIB Ha (OPMYBaHHS Ta 3MIHY CTaTyCy cepTU(]iKaTiB AJis MiIUCYBayiB;

— (opMyBaHHS CIIUCKIB BIIKJIMKaHUX cepTU(]IKaTIB;

— HanoBHeHHs 1H@opMmariiiiHoro pecypey LICK.

3.5.4.4 OcHoBHMMH (YHKIISIMH KOPUCTYBaya 3 poJLTo "AMIHICTpaToOpu peecTpartii” €:
— BEJICHHS PEECTPY KOPUCTYBAUIB;

— (¢opMyBaHHS 3aMTIB HA (popMyBaHHS cepTU(IKATIB A7 3asIBHUKIB;

— MIATBEPOKEHHS 3alUTIB Ha (GOopMyBaHHS cepTU(]IKATIB AJIs 3aIBHUKIB;

— (¢opMyBaHHS 3alMTIB Ha 3MIHY CTaTyCy cepTU(IKaTIB AJIs 3aBHUKIB.

3.5.45 OcHoBHUMH (YHKIISIME KOpHCTyBada 3 pOJUTIO "AIMIHICTpaTOpH peecTparii
(ueproBa 3miHa)" €:

— BEJICHHS PEECTPY KOPUCTYBAUIB;

— (¢opMyBaHHS 3alMTIB HA 3MIHY CTaTYyCy CepTU(IKATIB AJIs 3asIBHUKIB.

3.5.5 ®yHK1IOHATbHI MOXKIIMBOCTI 30BHIIIHIX KOPUCTYBayiB

3.5.5.1 Anonimuuii kopuctyBau L{CK mae mpaBo Ha meperisin Ta ckadyBaHHS iH(opmarlii,
mo po3mimnieHa Ha iHpopmariiitnomy pecypci LICK (BeO-cTopiHIli), OTpUMaHHS MMO3HAYKH Yacy,
OTPUMAaHHS CTaTycy cepTudikara.

3.5.5.2 IlignucyBay Mae MpaBO Ha IMOJAHHS 3alUTIB Ha 3MIHY CTaTyCcy BIJIACHOTO
cepTudikaTa i mpaBa aHOHIMHOT'O KOPUCTyBauya.

3.5.5.3 3asBHUK Mae MpaBo Ha reHeparlito Kiro4oBoi napu Ha PC renepaiii kitouiB.
3.6 YMoBH po3sTairyBaHHs 00'eKTa

3.6.1 Posmimenns obuncmoBasibHOi cuctemu komrnoHeHTIB [TC I[CK mae BukoHyBatwmCH,
BUXOOs14YU 3.
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JOKai3amii TeXHIYHHX 3aco0iB y MPHUMIMIEHHAX, (I3MYHUA JOCTYH [0 SKHX €
OOMEKEHHM;

TEXHIYHUX XapPaKTEPUCTHK OONAaTHAHHSA 1 BUMOI IIOJO HOrO BCTAHOBICHHS 1 YMOB
eKCIUTyaTallii BU3SHAYEHUX X BUPOOHUKOM.

3.6.2 Ilpumimenns ae po3minrytorsest komnoHeHTd [TC LICK, moBuHHI MaTH MPOIYCKHHA 1
BHYTPI0O €KTOBMM pEXHMMH, IO BH3HAUEHI [IIOYMMU HOPMAaTHUBHMMHU Ta pO3NOPIIYUMHU
JIOKyMEHTaMu 3aMOBHUKA.

3.7 MoxmuBi 3arpo3u 0e3nexu iHdopmartii

[MopymenHs kKoHDIIEHIIIHOCTI, IUTICHOCTI Ta JOCTYIMHOCTI iH(pOopMaIlii, o o0pooIseThCs
y ITC LICK MOXyTb TIPOSIBISATUCS BHACIIOK TAKUX 3arpo3:

NOPYIICHHST TMPaBHJ PO3MEXKYBaHHS JIOCTyImy 10 iH(popMarlii, mo oOpoOnseTscs B
komnonentax ITC IICK Bnacmigok HempaBuibHOi KoOH]irypamii Ta/abo ob6xomy
MexanizmiB K33;

HECAHKIIIOHOBaHE TIE€PEXOIUVIeHHs a00 BUKPUBIEHHS JaHHUX, L0 IEepelaloThCs
HE3aXUIICHUMH KaHajaMmu 3B’ s13Ky Mk komrnoneHtamu [TC LICK;

BTparta arpuOyTiB Joctymy BHyTpimHiX kopuctyBauiB ITC LICK, mo npu3BoauTs a0
HemoxuBocTi Bukopuctanus ¢pynkuiid [TC LICK;

HECAaHKIIIOHOBaHE OTpPUMaHHS (TEepexOIUieHHs) a00 BHUKPUBJIECHHS JaHMX MOYaTKOBOT
inenTudikamii Ta aBrenTudikanii kopucrysauis [TC LICK;

BiIMOBa B OOCIYroBYBaHHI aBTOPHU30BAaHUX KOPHUCTYBadiB BHACTIOK HAJAMIPHOTO
Bukopuctanas pecypciB ITC ILICK 3 0oky aBTOpH30BaHOI'0/HEaBTOPHU30BAHOTO
KOpUCTYBaya;

HECaHKI[1I0HOBaHE BUKOpucTaHHS obuucmoBanbHux pecypeiB [TC LHCK mis nocaraeHHs
inel, siki He BignosigaoTh npusHadenHto [TC LCK;

HernpaBuiabHe QyHkiionyBaHHs ckianoBux ITC [ICK y Hacnigok mopymieHHs mMiliCHOCTI
IpOorpaMHUX abo anmapaTHO-NPOrPaMHUX 3aCO01B UM 1HIIUX BIJIMOB;

BigmoBa kopuctyBauiB [TC LICK Bix ¢akTy cTBopeHHs iHpopMallii IEBHOTO BUY;

Mo udikaris a0o BUJaNCHHS JaHUX ayIUTYy.

3.8 Texnonoris 00pobku iHpopmauii B [TC LICK

3.8.1 Hentpanbuuit cerment ITC LICK 3a0e3neuye BUKOHAHHS TaKuX (DYyHKIIIH:

KepyBaHHsI (reHepalisi, BUKOPUCTaHHS, pe3epBHE KOIIIOBaHHS, 3HUILEHHS) OCOOUCTUMU
kmovamu LICK, cepsepiB LICK ta nepconany LICK;

BEJICHHS PEECTPY KOPUCTYBAUIiB;

KepyBaHHs ((popMmyBaHHs, IyOsikaiisi, OJOKYBaHHS Ta CKacyBaHHsS) cepTH(]ikaTiB
BinkputHux KiouiB LICK, cepsepis LICK, nepconany LICK Ta xopuctysaduis;

pesepBHe KomitoBaHHs ocobuctux kmouiB LICK Tta cepsepiB LICK, ceprudikaris,
CIIUCKIB BIIKJIMKaHUX CepTU(IKATIB Ta peeCTpy KOPUCTYBaUiB;

apxiByBaHHS CepTH(]IKATIB Ta peECTPY KOPUCTYBAUIB.
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4 BAMOT'U TA ®YHKIII K33 ITC LICK

4.1 3aranpni Bumoru g0 KC3I B ITC LICK

KC3I noBunna 3abe3neuntn 3axuct iHpopmanidHux pecypcis ITC LICK Big 30BHImIHIX
3arpo3, aTaKk Ta HECAHKIIIOHOBAHOTO BHUTOKY I1H(OpMAIll NIIIXOM CTBOPEHHS W MiJATPUMKH
Oe3neyHnx iHGOpMaLiiHUX TEXHOJIOTIH, B paMKaxX SKHX JOCTYH 110 iH(opMarii pi3HUX KaTeropii
OPraHi3yeThCsl TAKMM YMHOM, IIO TUIBKH YIOBHOB2)XEHHM KOPHCTYBayaM a0o MpoIecaM HaJla€ThCs
MOYJIMBICTH POOOTH 3 KOHKPETHOIO iH(opMaIli€ro, TOCTYI A0 SKOi OOMEXKYETbCS 1 TapaHTy€eThCsS
IUTICHICTB TIpH 11 006po611i 3acobamu ITC ILICK.

K33 ITC LCK noBuHeH 3a0e3neuyBaTu:

IUTICHICTH Ta JIOCTYIHICTh 3aTaIbHOAOCTYITHOI iH(POpMAILIii;

KOH(1IEHIIIHICTb, HITICHICTh Ta JOCTYIHICTh EPCOHATBHUX AAHUX, SIKl 30€piraroThes i
00pobstroTeest B komnoneHTax ITC LICK, a Takox mepenaeTbesi Misxk HUMU;
KOHQIAEHIIMHICTh,  LUTICHICTH  Ta  JOCTYNHICTb  OCOOMCTHX  KIIOYiB, IO
BUKOpHUCTOBYeThcsa kKoMnoHeHTamu L{CK, okpemumu oro kopucryBayamus;
KOHQIJEHIIIIMHICTP Ta IUIICHICTh TEXHOJOTiuHOI iH(popmamii, ska 3ade3nedye
¢ynkuionysanus K33 ITC LICK;

noctyn no iHgopmanii ta pecypcis ITC ILICK kopucryBauam ITC LICK 3rigo 3
MIpaBUJIaMU BCTAHOBJICHUMHU TIOJITHKOIO O€31eKH (30KpeMa, mpaBaMu JOCTYITY);
CIIOCTEPEXKEHICTh 3a [iIMH KOPHCTYBadiB IILJISXOM BIPOBAKEHHS MEXaHI3MIB 1
POLEAYP KOHTPOIIIO, PEECTpallii Ta IPOBEACHHS ayIUTY 3apEECTPOBAHUX MTOJIMH.

4.2 Bumoru no cknany K33 ITC LICK

4.2.1 BpaxoByrouu pe3yJabTaTH aHaJli3y 3arpo3 Ta L1l 0e3NeKu, IPONOHYETHCS TAKUI CKiIa
IpOTrpaMHUX, allapaTHUX Ta arnapaTHo-porpaMHuX KoMmroHeHTiB K33 nenrpansaoro cermenty [TC

LCK:

a) Komnonentun K33 nentpansnoro cermenty ITC LICK, mo po3ramosani y JIOM cepBepin

HCK:

K33 OC nenrpanbHUX cepBepiB;
K33 OC cepBepiB B3aeMoii;

K33 OC cepBepa MOHITOPHHTY Ta CHHXPOHI3allii yacy;
K33 CKB/] nenrpanbHUX cepBepiB;
K33 CKB/] cepBepiB B3aeMoii;
K33 I13 HTTP-cepsepy;

K33 I13 LDAP-cepBepy;

K33 IIK uenrtpanbHux cepBepis;
K33 I1K cepBepiB B3aeMoyii;

3A3 ueHTpaibHUX CEpBEpIB;

ME;

komyTaTopu JIOM;

MepeXHI KpUITOMOYITI;
KpUIITOMO/YIII;

K33 I13 moHiTOpUHTY.

0) Kommonentn K33 mnentpambnoro cermenty ITC ILCK, mo posramosani Ha PM
00CIIyroBYIOYOI0 IIEPCOHAIY:

K33 OC PM 06cayroByro4oro rnepcoHainy;
ATII3 K31

B) Komnonentu K33 nenrpansaoro cermenty ITC LICK, mo po3ramosani Ha PC reneparii

KJIFOYiB:

K33 OC PC reneparii kitouiBs;
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3A3 mst PC renepanii KiodiB,;
K33 IIK PC renepariii Ki1ro4iB.

4.3 Oynkmii cxmagoux (kommoneHTiB) K33 ITC LICK

3a3naueni y 1. 4.3.1 - 4.3.21 ocuoBHi ¢pynkmii kommonenTiB K33 ITC LICK cnix po3riasnatu
sIK BizmoBiHi® miaMuoxuHE GyHKuiii® K33 uentpansroro cermenty ITC IICK.

4.3.1 OcnorHi ¢ynkmii K33 OC neHTpaibHUX cEpBEPIB

3a0e3nedeHHs MUTICHOCTI BiacHUX MonyiiB K33 muisixom po3mekyBaHHS JAOCTYIy Ha
MoaudiKaIlio 10 BIANOBIAHMX CUCTEMHHX (DaiilIiB;

3abe3nedenHs nuricHocTi K33 mporpaMHHX KOMIIOHEHTIB, IO (YHKUIOHYIOTH Mija ii
KEepPYBaHHSIM LIUISIXOM PO3MEXKYBaHHS JOCTYILY /10 BIIOBIIHUX BUKOHYBAHUX (ailliB;
pPO3MEXKYBaHHS OCTYNy HAa YWTaHHS, MOIU(IKAIIO Ta 3allycK 10 00'€KTiB (haiioBoOi
CUCTEMU;

ineHTudikamis Ta aBTeHTU(iKanis kopuctyBadiB OC Ha OCHOBI JIOTiHA Ta MAPOJIS;
HaJaHHS JOCTOBIPHOTO KaHaMy i BBelIeHHs aTpuOyTiB kopuctyBauiB OC;

peectpartist o, mo BijgOyBaroThcs Ha piBHI OC;

HiATPUMKA MOXKITUBOCTI 00’ eqHaHHs Kibkox OC y BIIMOBOCTIMKUII Ki1acTep;
NpUiiMaHHS Ha ce0¢ KepyBaHHS OIEPAIiIfHOI0 CHCTEMOIO PE3epBHOTO cepBepa y pasi
BIIMOBH  MPOTpaMHHX/aMapaTHUX KOMIIOHEHTIB OCHOBHOro cepBepa (y T.u.
KPUTITOMO/IYJIIB, IO TiKIIOYCHI 10 HHOTO);

aBToMatuyHe BigHoBaeHHS OC micis 3001B;

BigHOBJICHHS cTaHy OC Ha IEBHUI MOMEHT 4acy,

OUMIICHHS 3AJIMIIKOBOI iHQOpMaIIi] y orepaTUBHIi maM'aTi HEHTPAIBLHOTO CepBEpa;
KOHTPOJIb 3aIyCKYy MPOIIECIB;

M ATPAMKA MHOHHH JIOKAJIbHAX  aIMiHICTPATHBHHX Ta KOPHUCTYBATBHHIBKHAX POJIeii Ha
piBHi OC.

4.3.2 OcnosHi dpynkuii K33 OC ceppepiB B3aeMo/ii

3a0e3meueHHsl HUIICHOCTI BiacHUX MonyiiB K33 nuisxom po3MexyBaHHS JOCTYNy Ha
Mo U GIKaIiIo 10 BIAMOBIAHUX CUCTEMHUX (hailiB;

3a0e3neuenHs nuticHocti K33 mporpaMHHX KOMIOHEHTIB, L0 (DPYHKLIOHYIOTH Mmij ii
KEpPYBaHHM LIUIIXOM PO3MEKYBaHHS JOCTYIY A0 BIANOBIAHUX BUKOHYBAaHUX (hailniB;
PO3MEXYBaHHS JIOCTYNy Ha YUTaHHS, MOAUQIKAIIIO Ta 3allycK J0 00'eKTiB (haimoBoOl
CHCTEMU;

ineHTudikanis Ta aBTeHTudikais kopuctysaudiB OC Ha OCHOBI JIOTiHA Ta MAPOJI;
HaJIaHHS JIOCTOBIPHOTO KaHAIy JUIs BBEJICHHA aTpuOyTiB KopucTyBauiB OC;

peecTparlis NofiH, mo BindyBatoThcs Ha piBHI OC;

HiATPUMKa MOXIIMBOCTI 00’ etHaHHs KiTbkoX OC y BIIMOBOCTIHKHIA KJacTep;
npuiiMaHHS Ha cebe KepyBaHHS OIEpallifHOI CHCTEMOIO PE3epBHOTO cepBepa y pasi
BiJIMOBHU IPOTpaMHUX/anapaTHUX KOMIIOHEHTIB OCHOBHOT'O CEpBEpa;

aBTroMaTudHe BiHOBICHHS OC mmics 300i1B;

BiZiHOBJIeHHs cTany OC Ha MeBHUN MOMEHT Yacy,

OUHMIIEHHS 3AJIMIIKOBOI 1H(OpMaIliil y orepaTUBHIIN MaM'saTi cepBepa B3aeEMOJIT;

KOHTPOJIb 3aITyCKY MPOIIECiB;

MiATPIMKA MHOKUHH JIOKQTBHUAX aJMiHICTPATUBHUX Ta KOPHUCTYBAIBHUIIBKAX POJECH Ha

piBHi OC.

5
6

Tadopmaris mozao "micis 3actocyBanus" kommoneHTiB K33 ITC [ICK naBenena y 1. 4.2
Oyukmii K33 nentpanmpHoro cermenty ITC ICK po3rnsgaroThes SK CYNMEpHO3MIsS  (QYHKIT

BianoBigaux kommnonentiB K33 ITC LICK
7

ITix "moxadbHOIO" POJLTIO TYT i JaTi PO3YMIE€THCA POJIb, IO HANAETHCS/Peai3yeTbcsi KOHKPETHUM

amapaTHAM, IPOTPaMHHUM 49U anapaTHo-nporpaManM kommnonenToMm K33 ITC IICK
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4.3.3 OcnosHi ¢pynxkuii K33 OC cepBepa MOHITOPHHTY Ta CHHXPOHI3allii 4acy

3a0e3nedYeHHs IITICHOCTI BiIacHUX MoayidiB K33 muisxom po3MexkyBaHHS JOCTYNy Ha
Mo (IKaIliIo 10 BIAMOBIIHUX CUCTEMHUX (ailliB;

3abe3neveHHs 1imicHocTi K33 mporpamMHMX KOMIOHEHTIB, 10 (YHKIIOHYIOTH MM il
KEepPYBaHHIM LUIIXOM PO3MEKYBaHHS JOCTYIY 0 BIAMOBIAHUX BUKOHYBAaHUX (hailiiB;
PO3MEXYBaHHS JIOCTYNy Ha YHTaHHS, MOAMQIKAIIO Ta 3alycK 10 00'€kTiB ¢aiaoBoi
CHCTEMU;

inenTu(ikaiis ta aBTeHTHdikamis kopuctyBadiB OC Ha OCHOBI JIOT1HA Ta MapOJIs;
HaJIaHHS TOCTOBIPHOTO KaHAITy [yl BBEJCHHA aTpuOyTiB KopucTyBauiB OC;

peecTpalis Mo, 1o BijgOyBatoThes Ha piBHI OC;

aBToMaTtuuHe BigHOBIeHHS OC micis 300iB;

BigHOBIeHHA cTaHy OC Ha IeBHUIT MOMEHT 4acyj

OUMINEHHS 3aJHMIIKOBOI iH(OpMaIlii y omepaTuBHiN mam'saTi cepBepa MOHITOPHUHTY Ta
CHUHXpPOHI3aIlil yacy;

KOHTPOJIb 3aITyCKY MPOIIECiB;

HiATPUMKA MHOXKUHH JIOKIBHUX aJMIHICTPATUBHUX Ta KOPUCTYBAJIbHHUIIBKHX POJICH Ha
piBui OC.

4.3.4 OcnosHi ¢pyukuii K33 CKB/l nenTpansHux cepBepis

PO3MEXKYBaHHS JOCTYITy Ha YATAHHS Ta MoaU(iKaiiro 00'eKTiB (Ta0JMIb, BiTOOpaXKECHb,
npoueayp, 1o 30epiratotbes) b/l ienTpanbHUX cepBepiB;

BigkaT b/ IeHTpanbHUX cepBepiB y BUMAAKY TTOMUIIOK;

inmenTudikanis ta aprentTudikaiis kopuctyauiB CKbB/] Ha ocHOBI J10riHa Ta mapos;
peectpartis nofii, mo BigOyBaroThcs Ha piBHI CKB/I;

KEepYBaHHS MaKCHUMaJbHMM 4YacOM BUKOHAHHS 3allUTIB, L0 HAIXOJATh 3 BIJAAJICHOTO
BY3JIa;

KEepYBaHHS MaKCUMAJIbHOI KIIbKICTIO KOHKYPEHTHUX 3'€/JHAHB;

KEpyBaHHS MIHIMaJIbHUM Ta MaKCUMaJbHMM pPO3MIPOM OINEpPAaTHUBHOI Mam'sTi, IO
BuainseTbes nporecy CKB/L;

3a0e3meueHHs B1IHOBJICHHS Miciis 300iB HUIsIXOM noBepHeHHs b/ y Binomuil 6e3neunuit
CTaH 3 BUKOPUCTAHHSAM PE3€pPBHUX KOIIH;

MiATPIMKA MHOKUHH JIOKQTBHUX aJMIHICTPATUBHUX Ta KOPHUCTYBAIBHUIIBKUX POJIEH Ha

piBHi OC.

4.3.5 Ocnoeni ¢pynkmii K33 CKB/I cepBepiB B3aemotii

PO3MEXYBaHHS JOCTYIy Ha YUTAaHHS Ta MOAM(IKalito 00'ekTiB (TaOnuLb, BITOOpaXKEeHb,
nporenyp, 1o 36epiratotrbes) bl cepBepiB B3aeMoii;

BizkaT bJ] cepBepiB B3aeMoiii y BUlIaIKy IOMHJIOK;

imeHTudikanis Ta apreHTudikais kopuctysauiB CKB/] Ha ocHOBI JloriHa Ta mapos;
peecTpartis moAii, mo BinodysatoThcs Ha piBHI CKB/L;

KEepyBaHHS MaKCHMaJbHHM YacOM BUKOHAHHS 3allUTIB, IO HAIXOIATH 3 BiIaJICHOTO
BY3J1a;

KEepYBaHHS MaKCHUMAIIbHOI KUIbKICTIO KOHKYPEHTHUX 3'€THAaHb;

3a0e3nedeHHs BIJHOBJICHHS Micis 3001B nuisixoMm nosepHeHHs b/l y Bimomuii Oesneunuit
CTaH 3 BUKOPUCTAHHSM PE3EPBHUX KOIIIl;

HiATPUMKAa MHOXKUHM JIOKAIbHUX aJMIHICTPAaTUBHUX Ta KOPUCTYBAIBHUIBKUX POJEeH Ha
piBui CKB/I.

4.3.6 OcnosHi ¢yukuii K33 I13 HTTP-cepBepy

PO3MEXYBaHHS JIOCTYIy N0 IiJMHOXHWH BE0O-CTOPIHOK CalTy Ha OCHOBI MEPEXKHOTO
iHTepQeiicy 3 IKOTo HAAXOIATh 3aMUTH;

0OMEXXEHHsI TIpaB MPOIECY Ha JTOCTYI 10 00'eKTiB (aiIoBOi CHCTEMH, IO PO3MIIICHI
103a JJUPEKTOPIIO CAUTY;
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BEJICHHS JKypHaIly peecTpalii (akTiB OCTYIy 10 (QaiiiIiB calTy;

OOMEXEHHSI MAaKCHUMaJbHOI KIJIBKOCTI KOPUCTYBadiB, IO MOXYTh OJIHOYacCHO
orpumysaru goctyn o 113 HTTP-cepsepy;

KepyBaHHS KUIbKICTIO 00poOHHMKIB 3anuTiB kopuctyBadiB [13 HTTP-ceprepy;

nepeBipKa CHHTaKCHCy KoH(irypauniHoro ¢airy.

4 3.7 OcnogHi (ynkii K33 I13 LDAP-cepsepy

PO3MEKyBaHHS JOCTYIy Ha YUTaHHS Ta MOAMU(DIKAIio 0 JaHWX, IO 30€piraroThCs Y
LDAP-upekTopii,

niaTpuMKa JokanbHOi pom "Anminictpatopu [13 LDAP-cepBepy" Ta nokanbHOi podi
"HeaBrenTtudikorani kopuctysaui [13 LDAP-cepsepy";

aBTeHTHU(IKALIN aIMIHICTpAaTOPa 32 JIOTIHOM Ta MAPOJIEM.

4 3.8 OcuosHi ¢ynkuii K33 I1K nentpanbaux cepBepin

dopmyBaHHS 00OMEXeHOTro HAOOpy 3amHTIB HAa YMTAHHS Ta MOAHQIKAIIO AAHUX, IO
30epiratotbess y bBJl 1eHTpambHUX cepBepiB 3TiJHO 3 JIOKAJIBHUMH POJISIMH, IO
niarpumyrotbes [1K nenTpansHux cepBepis;

imeHTudikamis Ta aBTeHTH(}iKamia KopuctyBauiB [IK 1meHTpanbHHX cepBepiB
(amMiHICTpaTOPIB peecTpallii) Ha OCHOBI cepTU(IKATy Ta TOKA3y BOJOMIHHS OCOOUCTHM
KITFOYEM;

ineHTudikamis Ta aBTeHTU¢ikamis kopuctyBauiB [IK 1meHTpampHHX — cepBepiB
(amMinicTpaTOpa Oe3meku, aaMmiHicTpaTopa cepTudikaiiii) Ha OCHOBI JIOTiHA Ta TapOJIs
(BuxopucroBytoun Mexanizmu 6e3nekn CKBJl neHTpanbsHux cepBepiB);

OJTHOYACHUH EKCTIOPT JaHUX JIO OCHOBHOT'O Ta PE3EPBHOIO CEPBEPIB B3aEMO/IIT;

BEJICHHS KYpHAIIB mofiil y cremianpHii Tabmuni B/ 31 ckmamy CKBJl neHTpanbHUX

CepBepiB;

HIATPUMKA JIOKAIbHOI aAMIHICTPAaTUBHOI poil "AMiHICTpaTopu Oe3neKku"” Ta JOKaIbHUX
KOPUCTYBAIbHULBKUX ponel "Axaminictpatopu ceptudikauii”, "AaMmiHicTpaTopu
peectpartii”;

HaJICWJIaHHS 3alMTiB 70 anapaTHux 3aco6iB K31 na ¢popmysanns ELIT;
nepeipsuus ELIT.

4 3.9 OcnosHi ¢ynkuii K33 [1K cepepiB B3aemonii

TpaHcisauia o cepiciB I1K neHTpanbHUX cepBepiB 3alUTIB (HAAXOASTH 33 MPOTOKOJIOM
http) Bix mianucysayiB Ta aHOHIMHUX KopucTyBauis L[CK;

aBTeHTH(iKauig agmiHicTparopis [IK cepBepy B3aeMoii Ha OCHOBI JIOTiHA Ta MAPOJI;
HiATpUMKa JIOKaJIbHOT afMmiHicTpaTuBHOI poui "Anminictpatopu 1K cepBepy B3aemonii"
Ta JIOKaJbHUX KOPUCTYBAIbHUIIBKUX poJeil "HeaBTeHTH(iKOBaH1 KopucTyBaui'";
HaJlaHHA JocTymny Ao HajmamTyBaHb [IK cepBepy B3aemonii Timbku agminictparopy I1K
cepBepy B3aEMO/III;

BEJICHHS JKypHAJIIB TMOMMJIOK Ta pe3ynbTaTiB Ai 3 aaminictpyBanHs IIK cepsepy
B33a€MO/III.

4.3.10 OcHoBHi ¢yHkuii 3A3 HEeHTpaIbHUX CEpPBEPiB

KOHTPOJIb BJIACHOT IIJTICHOCTI,

3axuCT BiJ 3110BMHCHOTO [13 Ta BipyCHUX 3apa)eHb;

iIeHTHdiKalis Ta aBTeHTU(]IKaIis KOpUCTyBaya 3 JIOKAIBHOIO POJUTIO "AJMIHICTpAaTOpU
3A3" 3a mapojeM Ta HaJIEKHICTIO 10 aAMiHICTpaTuBHOI rpynu Ha piBHI OC;

HiATPUMKA JIOKaJdbHOI aaMiHicTpaTHBHOI pomi "AnmiHictparopu 3A3" Ta JOKaJlbHOT
KOPUCTYBAIBHULIBKOT poiii "3Buuaiini kopuctyBaui 3A3";

TECTYBaHHs Ha IpeIMEeT BIPYCHOIO 3apaXXeHHd INpU CTapTi Ta 3a 3alIUTOM
YIIOBHOBAXEHOTO KOPUCTYBAUa;

ayJUT BUSBICHUX NOPYILICHb.
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4.3.11 OcnosHi ¢ynkuii ME

PO3MEXYBaHHS MEPEKHHX IOTOKIB 32 TPAaBWJIAMHU BCTAaHOBJICHUMH KOPUCTYBadeM 3
JOKaJIbHOIO posntio "Aaminictpatopu ME";

PO3MEXYBaHHS JIOCTYITYy Ha YUTaHHS Ta MOAU(IKaIliio 10 00'€KTiB, 10 30€piratoThCs y
I13I1 Ta O3I1 ME;

imeHTrdiKaIis Ta aBTeHTH(IKAIS KOPUCTYBAYiB 3 JIOKAJIIBHOIO POJUTIO "AIMIHICTpAaTOpH
ME" 3a norinom Ta maposem;

MIATPUMKAa MOXKJIMBOCTI 00’eqHaHHsA Kiibkox ME y kimacrep (mapanenpHa oOpoOka
3aIUTIB, 1[0 HAJIXOJIATH);

3a0e3nedeHHs Oe3nepepBHOCTI HagaHHs ¢yHKIIM ME 3a ymMoBH mpane3mgatHocTi Xo4a 0
oaHoro 3 ME, 1110 BXOOUTh 10 KJIacTepy;

BiJTHOBJICHHsI HaylamTyBanb ME Ha NeBHHI MOMEHT 4acy 3 BUKOPHCTaHHSIM PE3CPBHHUX
KOIIiii;

MIATPUMKA JIOKaNbHOI aaMmiHicTpaTuBHOI poii "AnMinictparopu ME" ta jokanpHOT
KOPUCTYBaIBHULIBKOT poni "[Himi kopuctyBaui ME";

KOHTPOJIb LITICHOCTI BOYTOBAaHOTO MTPOTPAMHOTO 3a0€3MEUEeHHS;

HAJIaHHS IHTEPPEHCY I KOHCOIBHOTO ITiIKITFOYCHHS;

BEJICHHS 3aIUCIB IMPO MEPEKHI ITiIKITFOYCHHS;

peecTpartist moJIii MO0 Al KOpUCTYBava 3 JIOKaILHOK poiutio "AnmiHictparopu ME".

4 3.12 OcHoBHi (yHK1iT KomyTaTtopiB JIOM

PO3MEKYBaHHS MEPEXKHHX IIOTOKIB 32 TPAaBWJIAMH BCTAaHOBJICHHMH KOPHUCTYBadeM 3
JIOKAJIbHOIO posuTio "AnMiHicTpaTopu komyraropa JIOM";

pPO3MEXKYBaHHS JOCTYITy HAa YUTAHHSA Ta MOAU(DIKaIiio 10 00'€KTiB, IO 30€pIrarOThCS y
IT3I1 ta O3II komyraropa JIOM;

1IeHTHdiKalis Ta aBTeHTU(]IKaLis KOpUCTyBaya 3 JIOKAIBHOIO POJUIIO "AJMIHICTpaTOpU
komytaropa JIOM" 3a noriHom Ta napoJem;

MIATPUMKA MOKIIMBOCTI 00’ €IHAHHS KUTBKOX KOMYTAaTOPIB y CTEK (MapanenbHa o0podka
3aIUTIB, III0 HAJIXOJIATH);

3abe3rneueHHs1 Oe3nmepepBHOCTI HaaHHsA (YHKIIA KOMYyTaIllil 32 YMOBU Tpare3JaTHOCTI
Xxo4a 6 OZIHOTO 3 KOMYTaTopa, 110 BXOAUTH J10 CTEKY;

BITHOBJIEHHS HaJamTyBaHb Komyraropa JIOM Ha mneBHMH MOMEHT dYacy 3
BUKOPUCTAHHSAM PE3€PBHUX KOIIH;

HIATPUMKA JIOKaIbHOI aMIHICTpAaTUBHOI poii "AnMiHicTparopu komyraTopa JIOM" Ta
JIOKaJIbHOI KOPUCTYBaJIbHUIIBKOT poui "[Hmn kopuctyBadi komyraropa JIOM";

HaJaHHs 1HTepdENCy I KOHCOIBHOTO M1 IKITIOUEHHS,

KOHTPOJIb LITICHOCTI BOYIOBAHOTO MPOTPAMHOTO 3a0€3MEYCHHS,

peecTpairis MOAIN M0oA0 Ml KOPHUCTyBaya 3 JIOKAIBHOIO PO "AIMIHICTPATOpPH
komytaropa JIOM".

4.3.13 OcHoBHI GyHKIIIT MEPEKHUX KPUTITOMOIYJIIIB

PO3MEXYBaHHS JIOCTYIly JIO OCOOMCTUX KIIIOYiB, KpunTorpagiyHux MapaMeTpis,
KYpHQJIIB ayAUTy 3TIAHO 3 JIOKAIBHUMU POJSIMH  KOPUCTYBauiB  MEPEXKHOTO
KPUIITOMOYIIIO;

pe3epBHE KOMiIOBAaHHS 1 BIAHOBJIEHHS 3 pe3€pBHOT KOMii 0COOMCTUX KITIOUIB;
imeHTudiKalis Ta aBTeHTU(IKALs KOPUCTYBAUiB MEPEKHOTO KPUIITOMOJIYJIS 32 MaposieM
Ta MMOPTOM ITiIKJTFOUCHHS;

HiATPUMKA JIOKAIBHUX aaMiHICTpaTUBHUX poisielt "AnminicTparopu Oe3nexku MKM",
"Anminictparopu MKM" Ta nmokanbHOT KOPUCTYBaIbHHIIBKOI podi "Oneparopu MKM";
3a0e3nedeHHs] KOH(1AESHIIITHOCTI Ta KOHTPOJIO IUTICHOCTI JaHUX, SIKi IEPEAatoThCs MIXkK
MEpPS)KHUM  KPUIITOMOAYJIEM Ta aBTCHTH(IKOBAaHMMHU MPOTPAMHUMH  3aco0amMu
kopucryBaua (EOM);
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ayouT TOAiM  MOB'SI3aHMX 13 (PYHKIIOHYBaHHAM  MEPEXKHOTO  KPUIITOMOJYJIS
(BX0JIOM/BHX0/I0M, TCHEPAILII€I0 KITIOUiB, ITApaMETPIB TOIIIO);

MiATPUMKA MOXKITUBOCTI 00’ € THAHHSI KUTBKOX MEPEKHUX KPUTITOMOAYIIB Y KIIACTEp;
dbopmyBanHs Ta mepeBipka ELIl Bim maHux, mo HamIMILIM BiJ aBTEHTHU(IKOBaAHUX
nporpaMHux 3aco0iB kopuctyBada (EOM);

aBTeHTH(IKaIs TporpaMHKX 3aco0iB kopuctyBadiB (EOM);

KOHTPOJIb LIJIICHOCTI BOYJOBAHOTO MPOrPaMHOT0 3a0€3MeYEeHHS;

TECTYBaHHSI MPABHILHOCTI KpUNTOrpadivYHUX MTEPETBOPEHb.

4.3.14 OcHoBHI (yHKII{ KPUITOMOYITIB

PO3MEXYBaHHS JIOCTYIy 1O OCOOMCTHUX KIIIOUIB, KpunTorpadiyHux IapameTpis,
KYPHAJIB ayUTY 3TiAHO 3 JIOKAIBHUMH POJISIMH KOPUCTYBa4iB KPUIITOMOIYJIS;

pEe3epBHE KOIIIOBAHHS 1 BITHOBJICHHS 3 PE3€PBHOI KOITii 0COOMCTHX KITIOYIB;
imeHTudikamis Ta aBTeHTH(DiKaLlisd KOPUCTYBAYiB KPUTITOMOIYJIS 32 TapOJIeM;

HiATPUMKA JIOKAJIBHOT aJMIHICTpaTHUBHOI poiii "AIMIHICTpaTOpU KPUITOMOIYJs" Ta
JIOKaJIbHOI KOPUCTYBAIBHUIBKOT poui "Omeparopu KpUITOMOAYIIA'

3a0e3neYeHHs KOH(IACHIIIHHOCTI Ta KOHTPOJIIO IUIICHOCTI JTaHMX, SIKI MEePEIar0ThC MK
KPUIITOMOAYJIEM Ta aBTEHTH()IKOBaHUMH MTPOrpaMHUMU 3acobamu kopuctyBaua (EOM);
dopmyBanns ELIl Big manux, mo HaAiMnUM BiAg aBTEHTHU(IKOBAHMX MPOTPAMHHUX
3aco0iB kopucryBada (EOM);

aBTeHTH(IKallig MporpaMHuX 3aco0iB kopuctyBauiB (EOM);

KOHTPOJIb LIJIICHOCTI BOYTOBAHOTO MPOTPAaMHOT0 3a0€311eYEeHHS;

TECTYBaHHS MMPaBUJILHOCTI KpUNTOrpadiyHUX MEPETBOPEHbD.

4 3.15 OcnorHi pynkii AIT3 K31

PO3MEXYBaHHS JIOCTYIY JI0 OCOOMCTHUX KIIIOYIB, KpUNTOTpadiuHUX MapameTpiB 3TiJHO 3
JIOKaJIbHUMU posisiMu kopucTyBauiB AI13 K31;

inenTudikanis Ta aBreHTUdiKania kopuctyBadiB AII3 K31 3a maponem;

HIATPUMKA JIOKAJIBbHOI aAMiHIcTpaTuBHOI poni "Aaminictpatopu AII3 K3I" ta nokanbHOi
KOpHUCTyBalnbHULIBKOT poii "Onepatopu AIT3 K3I";

3a0e3neueHHs] KOH(DIIEHI[IHHOCTI Ta KOHTPOJIIO IIUIICHOCTI JaHUX, K1 IepeJatoThCsl MIXK
AIT3 K3I Ta aBTeHTH()IKOBaHUMHU NPOrpaMHUMHU 3acobamu kopuctyBaya (EOM);
¢dopmyBanns EILII Bin maHux, 110 HagidOUIM BiA BiJ aBTEHTHU(IKOBAHUX MPOTPAMHUX
3ac00iB kopuctyBada (EOM);

aBTeHTH(iKallis MporpaMHUX 3aco0iB kopuctyBauiB (EOM);

KOHTPOJIb LIIJIICHOCTI BOYJOBAaHOT'O MPOrPaMHOr0 3a0e3MeYeHHs;

TECTYBaHHSI MPABHIBLHOCTI KpUNTOTpadivHAX MTEPETBOPEHD.

4 3.16 OcnogHi pynkuii K33 OC PM o0cnyroByrouoro nepcoHaty

3a0e3neyeHHs HinicHocTi BracHoro K33 muisixoM po3mexyBaHHS AOCTYIY 10 CUCTEMHUX
daiinis;

3abe3neyeHHs 1uticHOCTI K33 mporpaMHHX KOMIOHEHTIB, IO (DYHKIIOHYIOTH MmiJ ii
KEpPYBaHHM LIUIIXOM PO3MEKYBaHHS JOCTYIY A0 BIANOBIAHUX BUKOHYBAaHUX (hailiB;
PO3MEXYBaHHS JIOCTYIy HAa YHTAHHS, MOAMQIKAIIIO Ta 3aMycK 10 00'ekTiB ¢aiaoBoi
CHCTEMU;

imeHTudikanis Ta apTeHTudikamis kopucryadiB OC Ha OCHOBI JIOT1HA Ta MAPOJIS;
HaJIaHHS JIOCTOBIPHOTO KaHAITy JUIs BBEJICHHA aTpuOyTiB KopucTyBauiB OC;

peecTparlis nofiH, mo BindyBatoThcs Ha piBHI OC;

HiATPUMKAa MHOXKUHHM JIOKAIbHUX aJMIHICTPAaTUBHUX Ta KOPUCTYBAIBHUILBKUX POJEH Ha
piBai OC;

aBroMaruuHe BinHoBiaeHHs OC micis 300iB;

BiHOBJNIeHHs cTany OC Ha MeBHUI MOMEHT 4acy;

OUMINEHHS 3anuIKoBOi iHdopMmalii y onepaTuBHii mnam'sti PM o6ciayroByrodoro
HEepCOHAaIY;
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PO3MEXYBaHHS MEPEKHUX MOTOKIB 1 3aXUCT BiJl MEPEKHUX aTaK.

4.3.17 OcnoHi ¢ynkiii K33 I13 kopuctyBaua [ICK y BapianTi BukoHanHs Java Applet

HAJaHHS MEXaHi3MiB KOHTpoito 1imicHocTi moayniB K3I 31 ckmagy I13 xopucryBaua
LICK y BapianTi BukoHaHHs Java Applet;

nepeipka ELIT Ha BiamoBinsx, mo Hagiiumm Big [IK nmeHTpansHux cepBepis;
3a0e3neyeHHsT KOH(DIACHIIIMHOCTI 1 KOHTPOJb IIIJTICHOCTI MIJAMHOXHWHH JaHUX, IO
nepenaroTbes a0 11K nenTpanbHuX cepBepiB;

3a0e31e4YeHHs JOCTOBIPHOTO KaHay /Ui BBEICHHS aTpHOYTIB OCTYIY 10 OCOOHMCTOrO
KITIOYa;

TECTYBAaHHS NMPaBUJIBLHOCTI KpUNTOrpadiyHUX MIEPETBOPEHbD.

4 3.18 OcuogHi pynkuii I13 MmoniTopuHry

TiarHOCTHKa (YHKIIOHYBaHHS MEPEXKHUX BY3JIIB Ta TMepeBipka (YHKI[IOHYBaHHS
CHemiaTi30BaHuX MMPOrPAMHHX CEPBICIB;

BEJICHHS )KYPHAJIIB 3 pe3y/IbTaTaMH J1iarHOCTHKH;

CTOBIIIICHHS BIIOBHOBA)KEHUX KOPHUCTYBaYiB 3aCO0aMHU €JIEKTPOHHOI MOIITH/MOOITTBHOTO
3B'SI3KY (SmMS);

miaTpuMKa JokaneHOi pori "Anminictparopu [13 MoHiTOpHHTY" Ta JOKambHOI podi
"KopucrtyBaui, 110 OTPUMYIOTh 11arHOCTUYHY iH(OopMaIio";

imeHTudikamis Ta aBTEHTH}IKAIsS aJAMIHICTPATOPIB Ta KOPHCTYBAayiB 3a JIOTIHOM Ta
napoJsem;

PO3MEKYBaHHS JOCTYIy KOPUCTYBaJiB Ha YUTAHHS Ha PiBHI OKPEMHUX 3aIKCIB KypHAIiB
3 pe3yJabTaTaMy J1iarHOCTUKHU.

4.3.19 OcuogHi ¢ynkuii K33 OC PC renepartii kirodiB

3abe3nedeHHs HiTicHocTi BracHoro K33 nuisixom po3MexyBaHHS IOCTYILY A0 CUCTEMHHMX
¢aiinis;

3a0e3nedeHHs nuticHocTi K33 mporpaMHUX KOMIOHEHTIB, M0 (YHKLUIOHYIOTh MiJ il
KEepYBaHHSIM LUISIXOM pO3MEXYBaHHS JJOCTYITY 10 BIANOBIIHUX BUKOHYBAHUX (paillis;
PO3MEXYBaHHS JOCTYIy Ha YMTaHHsS, MOAM(IKALIIO Ta 3amycK 10 00'eKTiB (aiinoBoi
CHCTEMU;

ineHTudikais Ta aBTeHTUu(iKawis kopuctyBadiB OC Ha OCHOBI JIOT1HA Ta MApPOJIs;
HaJaHHS JOCTOBIPHOTO KaHaJy JJis BBeEeHHs aTpuOyTiB kopuctyBaui OC;

peecTparlis moAii, mo BioyBatoThcs Ha piBHI OC;

MiATPAIMKA MHOKHHH JIOKQTBHUAX aJMiHICTPATUBHUX Ta KOPHUCTYBAIBHUIIBKAX POJEH Ha
piBHi OC;

aBTromatudHe BigHOBICHHS OC mmicis 300iB;

BifiHOBJIeHHs cTany OC Ha MeBHUN MOMEHT Yacy,

0JI0KyBaHHS crpo0 KOpPHUCTyBaya 3allyCcKy BUKOHYBaHUX (hailiB 13 30BHILIIHHOTO HOCIS;
OYMILEHHS 3aMIIKOBOI iH(opMmanii y onepatuBHiil nam'sti PC renepartii kioyis.

4.3.20 OcuoBHi ¢ynk1ii 3A3 mis PC reneparii kiodis

KOHTPOJIb BIIACHOT HUTICHOCTI;

PO3MEXKYBaHHS JAOCTYIy Ha YUTaHHS Ta MoAM(IKaIlil0 HalamTyBaHb 3A3;

3axuCT BiJ 3110BMHUCHOTO [13 Ta BipyCHUX 3apa)keHb;

iIeHTHdiKalis Ta aBTeHTU(]IKaIis KOpUCTyBaya 3 JIOKAIBHOIO POJUTIO "AJMIHICTpAaTOpU
3A3" 3a mapojeM Ta HaJIEKHICTIO 10 aAMiHICTpaTuBHOI rpynu Ha piBHI OC;

HIATPUMKA JIOKAIbHOI aaMiHICTpaTuBHOI poii "Anminictpatopu 3A3" Ta JOKanbHOI
KOPUCTYBAIBHUIIBKOT podi "3Buyaiini kopuctyBadi 3A3";

TECTYBaHHs Ha IpeIMEeT BIPYCHOIO 3apaXXeHHd INpU CTapTi Ta 3a 3alIUTOM
YIIOBHOBAXEHOTO KOPUCTYBAUa;

ayJUT BUSBICHUX NOPYILICHb.
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4.3.21 OcnosHi ¢ynkuii K33 I1K PC renepauii kirouiB

— ¢opmysanns ELII Big BmicTy 3aniuTy Ha popMyBaHHs cepTr(dikaTta KOPUCTyBaya;

— mnanamryBanss mapamerpiB K33 OC mnst PC renepartii kKimodis;

— 3amobiranHs cnpobaMm HecaHKIiIOHOBaHOro 3amycky 13, mo He BxomuTh a0 ckiany 1K
PC renepariii kiouis;

— wmiHiMizamisa pynkmii kopuctysadiB [IK PC renepartii kirodis;

— OYMILIEHHS 3aJIMIIKOBOI iH(OpMamii MIOA0 3reHepOBaHOTO OCOOMCTOrO  KIltoYa
KOpHUCTyBaya 3 JiokasibHOt0 poiutio "Kopuctysaui [IK PC renepartii kirodis";

— TiATpUMKa JOKanbHOI anamiHicTpatuBHOI pousi "Anminictpatopu IIK PC renepamii
KIo4UiB" Ta JOKabHOI KopucTyBaiabHUIIBKOI pomi "KopuctyBaui IIK PC reneparrii
KIIIOYiB";

— HaJaHHS JOCTOBIPHOIO KaHAIy JUJIs BBEACHHA MApOJI0O 0 OCOOMCTOro KiroYa, IO
TeHEePYEThC KOpUCTyBadeM 3 JokanbHOO poiunto "KopucryBaui IIK PC renepamii
KJII041iB";

— peectparis moii, mo noe's3ai i3 BukopuctanusM ¢pyskuii [IK PC renepanii kimtodis.
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5 BAMOTI'M J1O KOMILIEKCHOI CUCTEMHU 3AXUCTY IH®OPMAIII

5.1 Bumoru 1o KC3I B ITC IICK B wacTuHi 3aXHCTy BiJl HECAHKI[IOHOBAHOTO JIOCTYITY

5.1.1 'YV mponeci ¢ynkuionyBanas ITC I[ICK o6'ektamu 3axucCTy €: TpOTPaMHO-
iHopMaIiifHi pecypcH, B KX 3HAXOAMTHCH, a00 MOXKE 3HAXOAWTHCH 1H(OpMaIlisd, sSKa MiIsarae
3aXMCTy, a TaKOoX IMpOorpaMHE 3a0e3MEYCHHs, IO peaii3ye TEXHOJIOTil OOpoOJIeHHS TaKoi
iHdopmarii, ms Bukonanus nepconanoM [TC LICK cBoix dyHkiii.

5.1.2 BignoBimHo a0 (YHKIIOHAIBHOTO NPU3HAYEHHS Ta BHIY IOJAHHSA, IOJIITHKOIO
OE3IMeKN BU3HAYAETHCS y3arajJlbHEHHUH TMepemiK 1HOpMAaIIHUX PECypcCiB, IO € 00’ €KTaMH 3aXHCTY
(tabmurs 5.1).

5.1.3 Bumoru 0 KOpUCTyBayiB

3a piBHEM IMOBHOBAXCHH IOJ0 JOCTYIY JIO MPOTpaMHHUX 3aco0iB Ta iH(opmarii, mo
mupkymoe 'y ITC ICK, xapakrepom Ta 3MICTOM poOiT, SKi BUKOHYIOTbCSI B MIpOIECi
(GyHKIIOHYBaHHS, KOPUCTYBadl MOXKYTh MaTH OJIHY a00 KiJIbKa poJiei HaBeeHuX y 1. 3.5.

5.1.4 Bumoru a0 B3aeMoii 00’ ekTiB-kopucTyBadiB 1 00'exTiB 3axucty ITC LICK

5.1.4.1 K33 ITC LCK mnoBuHEeH peani3oByBaTH pO3MEXKYBaHHS JOCTYIy A0 OO0 €KTiB
3axucTty (1. 5.1.2) 3 6oky 00'ekTiB-KOpUCTYBayiB (1. 5.1.3) Ha OCHOBI aTpUOyTIB JOCTYMY 00’ €KTIB
3axHUCTy Ta 00'eKTiB-KOpHCTyBadiB. OO’ €KT-KOPUCTYBaY € MOAaHHAM (izndHOro Kopucrysada y [TC
LICK, mo CcTBOpIOEThCS B MpoIleci BXOMKEHHs (3IiMiCHEHHs mpoueaypu iaeHTtudikamii Tta
aBTeHTu¢ikanii) kopucryBada y ITC LICK i moBHICTIO XapaKTepH3YETbCs YHIKAJIbHHUM HAO00POM
aTpuOyTIB (HApPUKJIIA/, BIACHUM 1JIeHTU(IKATOPOM Ta 1JeHTU(IKATOPOM JIOKATBHOI poi).

5.1.4.2 Pomi, mo MOXyTb OyTH MNpH3HA4Y€Hl K aTpuOyTH AOCTYMy JJIsi KOPUCTYBayiB
(00’ €eKTiB-KOPUCTYBaUiB)

VY ITC LCK Bu3HayaroThcs Taki podi:

— poub "Anminictparopu Oesneku" (P_AB);

— ponsb "Cucremni agminictpatopu" (P_AC);

— ponb "Anminictparopu ceptudikamii” (P_AILl);

— porab "Anminictparopu peectpauii” (P_AP);

— pous " AnaMmiHicTpaTtopu peectpaiiii (yeprosa 3mina)" (P_APY3);
— ponsb "[lignucysaui” (P_3I1IT);

— poub "AnoHiMHI KopuctyBaui LICK" (P_3AH);

— ponb "3assauku" (P_3351).

5.1.4.3 Atpubytu noctymy

ATpuOyTH JOCTYNy KOPUCTYBauiB BHUKOPUCTOBYIOTbCA JUI iX iAeHTU(ikamii Ta
aBTeHTH(iKamii. ATpuOyTM  JOCTylmy 00’ €KTIB-KOPUCTYBAauyiB  BUKOPHUCTOBYIOTHCS  JJIst
po3MexyBaHHs foctyny 10 o0’ekriB 3axucty ITC LICK. [leski atrpuOyTu MOXYTh OJHOYACHO
BUKOPHCTOBYBATHCS 13 P13HOIO METOIO SIK KOPUCTYBa4aMHM TaK 1 00’ €KTaMU-KOPUCTyBauaMHu.

s anHoHiMHUX KopucTyBadiB LICK BHKOPHCTOBYIOTBCS TUMYAcOBI 00’ €KTH THUITy 00’ €KT-
KOPHCTYBaY, 0 1A€HTU(PIKYIOTHCS 32 MEPEKHOIO aIPECOIO.

[Tepernik moKaNbHUX poJieH, o miaTpuMyroThes komrmoHeHTamMmu K33 ITC IICK HaBenewi y m. 4.3
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Tabmuus 5.1 — Ilepenik Ta no3HaueHHs indopmariitaux pecypceis ITC HCK

Cryminp
No | Ilo3HaueHHs Ha3ga OoOMeKeHH
s JOCTYIy
1 | {1 TIKc} Texnomnoriuna indopmaris K33 JIOM cepepis [ICK 130/]]
2 | {1 TIKo} Texnonoriuna indopmarnis K33 PM obciyroyroyoro 0]
IEPCOHATY
3 | {4 TIKr} Texnonoriuna indopmaris K33 PC reneparii kiitouiB 1301
Texuomnoriuga indopmaris aBJIiHHA KoMnoHeHTamu JIOM
41TV | i LICK Gop ynp 30OJ1
5 | (1 TIVol Texnomnoriuna indopmariis ynpasmiaas PM o6ciyroByrodoro 0]
MIEPCOHATTY
6 | {{ TIVr} Texnonoriuna indopmaris ynpasmiaas PC renepauii kimouis | [30]]
7 | {A XYPc} | Kypnamu ayauty, mo Beaytbest K33 JIOM cepsepis LICK 301
8 | {71 JKYPol Kypuanu ayauty, mo Beaytses K33 PM o6ciyroByrouoro O]
NIEPCOHATY
9 | {A XVYPr} | XKypnamm aymuty, mo Beaytbest K33 PC renepartii kitouiB 1301
10 | { OKII} Oco6ucti xiroui nepconany ITC LHHCK 130/]
11 | {1 OKII} Ocob6ucri xiroui LICK Ta cepsepis LICK 3O/]
OcoOucTi K104l 3asBHUKIB, 110 TeHepyroThes Ha PC
12| {1 OKxk} reHepartii KIIoviB BOA (ITA)
KirouoBa ¢paza aBrenTudikaii, sika Moxxe OyTu
13 | {A_K®DA} BUKOPHUCTAHA MiJNICYBaYeM sl MOJaHH 3aIUTY Ha BOM (ITM)
0JIOKYyBaHHsI/CKacyBaHHsI cBOro cepTudikaty (mo tenedony)
14 | {1 PII} Peectp nmignucyBauiB B3O (I11)
15 | {7 CEP} CepTI/I(i)iKaT‘I/I ICK, cepB§piB [CK, nepcoHaity L[CK Ta Bigxputa
KOPUCTYBaYiB~, CHMCKH BIJIKJIMKAHUX CepTU(]IKaTIB
16 | {1 BEB} 3aranbHOJOCTYNHA 1H(OpMallisi BeO-CTOPIHKU Binkpura
17 | {1 3MY} 3anuT Ha MITKY 4acy Binkpura
18 | {1 MY} MiTka yacy Binkpura
19 | { 3CC} 3anuT craTycy ceptudikarta Binkpura
20 | {1 CC} Cratyc ceprucikara Binkpura
21 | {1 3KCC} | 3anwut Ha KepyBaHHS CTaTycoM cepTudikara Binkpura
21 | {1 BK®C} | 3anut Ha popMyBaHHS cepTUPIKATY Binkpura

ATpubytn noctymy, sKi maroTh KopucTyBadi (00’€KTU-KOPUCTYBaui) 3 BiJMOBITHUMHU

POJISIMH HaBesleHi y Tadunuiti 5.2.

9

BJIACHHKAMHU, BiTHOCATHCS 110 130]]
ATpuOyTH JOCTYITy MOXKYTh YTOYHIOBATHCS 3a PE3yJIbTATAMU TEXHOPOOOYOro MPOSKTYBAHHS

CepTudikaTtu KOprCTyBadiB, MyOmiKaIlis skux Ha BeO-cTopinmi adbo aupekropii [ICK 3aboponeHwmit ix
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Tabmuusg 5.2 — Onuc arpulyTiB goctyny, mo MatoTh kKopuctysadi ITC IICK 3rigHo HanaHux poiei

o

Pounb kopuctyBaua = | =

P AC
A
P AP

P 300

P 3A
P 334

Hassa atpulyty

P _Ab
P _APY

InenTudikaTopu JOKAIBHUX PoOJIeH Ta mapoJi 10
o0mikoBux 3amuciB OC eHTpabHUX CepBEPIB

InenTudikaTopu JOKaIBHUX POJICH Ta mapoJIi 10
o0mikoBux 3anuciB OC cepBepiB B3aeMoii

InenTudikaTopu JOKaIBHUX POJICH Ta mapoJIi 10
oOmikoBux 3amuciB OC cepBepa MOHITOPUHTY Ta + |+
CHHXPOHI3aIlii yacy

InenTHdikaTOpH JOKATBHUX POJIEH Ta MapoIIi 10
o0mnikoBux 3anucie OC PM o6ciayroByrouoro s B B B
HepCOHAIY

InenTHdiKaTOPH JTOKATBHUX aAMIHICTPATUBHUX POJICH
Ta napoJi 10 oomkoux 3anucie OC PC renepaii + | +
KJIIOYiB

InenTudikaTopu J10KaIbHOI KOPUCTYBATBHUIIBKOI POITi
.11
OC PC renepauii kiouiB

InenTudikaTopu JOKaIBHUX POJICH Ta mapoJIi 10
o6mikoBux 3ammciB CKBJ] nienTpanbHuX cepBepiB

InenTudikaTopu JOKaIBHUX PoOJIeH Ta mapoJIi 10
o0mnikoBux 3anuciB CKB]] cepBepiB B3aemoii

InenTudikaTopy JOKaNbHUX POJIEH Ta Mapoi 10
KEPOBAHOT'O KOMYTAIIMHOTO 00J1aTHAHHS

InenTHdikaTopu JOKaNbHUX POJIEH Ta Mapoi 10
o0mnikoBux 3anucis [13 LDAP-cepeepy

Inentudikaropu nokanbHux poieit 1K nenrpansaux
cepBepiB

[Tapomni 1o o6nikoBux 3anuciB [1K nenTpanbHux
cepBepiB

InenTudikaropu 10KaIbHUX poOJIEH Ta MapoJi 10
oOnikoBux 3anuciB I1K cepBepiB B3aemoii

InenTudikaropu J0KaNbHUX poJIEH Ta MapoJi A0
o0mikoBuX 3anuciB [13 MoHITOpUHTY

Inentudikaropu nokanbHUX posiel Ta mapodi 10 3A3
Jutst ieHTpanbHuX cepBepiB Ta 3A3 miisa PC renepanii +
KJIFO4iB

MepexHa anpeca + | +

+
+

Oco6uctuit kmou ELIT

-+
-+

[Taposs 10 ocobucroro kimoya ELTT

++|+]|+
++|+]|+
++|+]|+

Ceptudikar BIIKPUTOr0 K04

InenTudikaropu 10KaNIbHUX poOJIEH Ta MapoJi 10
o0mikoBux 3anucie ME

InenTudikaropu 10KaNIbHUX poOJIEH Ta MapoJi 10
KPUIITOMOAYJIIB

InenTudikaTopu JOKAIBHUX PoOJIeH Ta mapoJi 10
MEpPEeKHUX KPUITOMOTYIIIB

1 ITapons 10 o6mikoBoro 3amucy OC PC renepamii kiarodiB Bin iMeHi sikoro 3amyckaethesi [IK PC

reHepariii kito4iB BBOAUThCs criBpodiTHrKOM ITC IICK
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VY3aragpHeHUMH TEPEIiKOM aTpUOYTIB JOCTYMy 00 €KTIB 3aXHUCTY, IO BHKOPHCTOBYETHCS
K33 ITC LCK niis po3MeKyBaHHS TOCTYITY A0 HUX €:

— imeHTH(}IKaTOp (HAMEHYBaHHS) 00’ €EKTY 3aXHUCTY;
— acoliiloBaHUI CIIUCOK JOCTYIY;
— BUKOPUCTOBYBAaHHUU TOPT;
— IP-agpeca;

MO3HAYKa PO MOKIIMBICTh MyOJTiKalii cepTudikara.
5 1.5 [IpaBuna po3meKyBaHHS JOCTYITY

K33 ITC LCK noBuHEH MiATPUMYBATH BUIU JOCTYIy 00’ €KTIB-KOPHCTYBadiB JI0 00’ €KTIB
3aXHUCTY, IO € MPOTPAMHUMU pecypcaMu (HaJaIITyBaHHS, 1HCTAJISALIS/ ISIHCTANISIIISI, 3ACTOCYBAHHS )
Ta BUJH JAOCTYIY 10 00’€KTIB 3aXUCTY, IO € iHQOpMaLIHHUMU pecypcamu (YUTaHHS, MOAU(IKaIlis,
cTBOpeHHs1, BunaneHHs). [IpaBa mocrymy, mo ix mae xoHTposmoBatu K33 ITC LICK, 00’exTiB-
KOPHCTYBa4iB J10 iH(pOpMAIIHHUX pecypciB BU3Ha4YeH1 y Tabmuii 5.3,

[IpaBo Ha HaNAMTyBaHHS Ta IHCTAISIIIO/ACIHCTAIAIII KOMIOHEHTIB [I3 HEeHTpambHOTO
cermenty ITC LICK nanano Tinbku kopuctyBadam 3 poisimu P Ab a6o P AC. Ilpu nbomy P_AC
. . .12 — — —
Mae J03B1J1 Ha MOIM(IKaLlil0 ~ HaJalTyBaHb, 0 HE CTOCYIOThCS OE3MEKH.

[IpaBa xopuctyBauiB Ha Bukopuctanus [13 ITC LICK (uenrpanbaoro cermenty ITC LICK)
BU3HAYAIOTHCS HASIBHICTIO aTPUOYTIB OCTYITY, IO 3BEACHI A0 Tabmuii 5.2.

5.1.6 [lpuHuuMnU po3MexyBaHHs JOCTYIy

VYci 3anUTH KOPHUCTYBadiB Ha JOCTYN J0 O0’€KTIB 3axucTy MaroTh 00pobmstucs K33 ITC
LICK. loctyn 10 macuBHOTrO OO0'€KTYy 3aXHUCTy Ma€ J03BOJIATUCS/3a00pOHATHCS 3TIAHO IPaBHI
PO3MeEXKyBaHHS JOCTYILY 3a pe3yJibTaTaMH MOPIBHSAHHSA aTpUOyTIB 10CTYIy 00’ €KTa-KOpUCTyBaya Ta
NpU3HAYEHUX HOMY IpaB.

K33 ITC ICK mnamae poctyn 00’€KTy-KOpPHCTYBady JO0 O00’€KTa 3aXHUCTy, SKIIO
BUKOHYIOTBCS YCi YMOBHU:

— y acoliifoBaHoOMy CHHMCKY 00’€KTa 3aXHUCTy i 00’ eKTa-KopucTyBaua (abo poil 10 AKOi
BiH BXOJIUTh) Y SIBHOMY BUTJISA/II HAJAHO HEOOXITHUHN BUJ TOCTYILY;

— y acoliifoBaHoOMy CHHMCKY 00’€KTa 3aXHUCTy i 00’ €KTa-KopucTyBaua (abo poil 10 AKOi
BiH BXOJMTH) BIJICYTHI 3a00pOHM Ha HEOOX1IHUI BU]I TOCTYILY.

5.1.7 3abe3neuenns 6e3nexku 00’ektiB 3axucty y ITC LICK mae 3aiiicHIOBaTHCS NLIIXOM
KOMILJIEKCHOTO ~BUKOPUCTaHHS OpraHizalifHuX (agMiHICTpaTUBHUX) 3aXOiB, MpaBOBHUX 1
3aKOHOJABUMX HOPM, (PI3MYHMX 1 TEXHIYHUX (IPOrpaMHUX, alapaTHO-IPOTPaMHHUX 1 amapaTHUX)
3ac00iB 3axuUCTy iH(opMaIlii.

12 3a HEOOXIAHOCTI 1€ Mae KOHTPOJIOBATHUCS 13 3aJIy4eHHSM OpraHi3alliiHUX 3axXoJiB Ta 3aco0iB

MOHITOPHHTY il KOPUCTYBAYiB aIMiHICTPATHBHUX TPYTI
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Tabmuusa 5.3 — MakcuManbHi TIpaBa JOCTYIy 10 1H(GOpMAaIiiHUX pPecypciB, SKi MOXYTh MaTu
kopuctyBaui ITC IICK 3rigHo Hamanux im posei

IIpaBo noct

Ne | Tosnavenns Yurauasa CTBOII))GHHH aE Monudikaris Bunanenus—
1 | {1 TIKc} P Ab P Ab P Ab P Ab
2 | {1 TIKo} P Ab P Ab P Ab P AB
4 | {I TIKr} P Ab P Ab P Ab P Ab
5 | { TIYc} P AB,P AC P AB,P AC P AB,P AC P AB,P AC
6 | {A TIYo} P AB,P AC P ABb,P AC P AB,P AC P ABb,P AC
8 | {4 TIVr} P AB,P AC P AB,P AC P AB,P AC P ABb,P AC
9 | {I KVYPc} P AB,P AC - - P AB,P AC
10 | {JI XKYPo} P Ab,P AC - - P AB,P AC
12 | {1 XKVYPr} P AB,P AC - - P AB,P AC

14 P AIl, P_AP, P _AIl, P_AP, - P _AIl, P_AP,
13 | {JLOKII} P APU3 P APU3 P APU3
14 | {1 OKII} P AIP P AB,P AIl® — P Ab
15 | {1 OKk} P 3341 P 3341 - -
16 | {1 KDA} P AP, P APU3 P AP P AP P AP

P AIl, P_AP, P AP P_AP P AP
17| {LPIL P APY3
18 | {1 CEP} VCI P AIl - P AP, P AIl
19 | {1 BEB} P 3AH, P AIl P AIl P AIl P AIl
20 | {1 3MY} - P 3AH - -
21 | {1 MU} P Ab,P AC - - -
22 | {1 3CC} - P 3AH - -
23 | {1 CC} P 3AH - - -
P AP,P APY3,

24 | {I_3KCC} P AB,P AC P 3351 - -
25 | {11 3KDC} P AB,P AC P AP, P 334 - -

OcHOBHI OpraHi3alliiiHi 3aX0/i1 TOBUHHI Tlepe0avaTu:

npu3HadeHHs HakazoM aupekropa Il “EnepropuHok” aaMiHICTpaTOpiB O€3MEKH, SKUM
HAJAI0ThCsl MOBHOBA)XEHHS IIOJO0 OpraHi3alii i BIPOBA/PKEHHS TEXHOJIOTII 3aXUCTY
iHpopMalii, KOHTPOJI CTaHy 3axHINEHOCTi iHdopmauii (mami - ciayxba 3axucTy
iHpopmanii y ITC LICK, C3I);

oprasizaiito npoBeieHHs oocTexxenHs cepenosuil ¢pynkuionyBants [TC LICK;

o0mik pecypciB ITC LCK, mo 3axumarorscs (iHdopmaliii, mporpam TOI0), Ha OCHOBI
BUKOPUCTAHHS BIAMOBIIHUX (POPMYIISpIB;

BU3HaueHHs noiituku 6e3neku iHpopmarii y ITC LCK;

pO3poOKy i BIpoBaKeHH Tu1any 3axucty indopmaii y ITC LICK;

nopsimok peectpamii y ITC IICK Bcix xopuctyBauiB 1 iX niif 3 00’€KTaMU 3aXHUCTY,
3a0e3MeueHHs] KOHTPOJIIO 32 1i KOMNIIOBaHHSAM, pPO3MHOXKEHHSIM, TOIIMPEHHSIM B
€JIEKTPOHHOMY BH/I1;

13

ITix npaBom "Bupanenns" wis {1 XVYPc}, {1 XKXYPo}, {{ XKVYPs}, {{I )KYPr} maerscs Ha yBasi

1X TIOBHE OYHILIECHHS

14
15

KosxeH koprcTyBad Mae 1pasa J0CTYIy TUIbKH 70 BIACHOTO OCOOHMCTOTO KIIo4Ya
ITin mpaBom "umrTaHHA" MaEeThCsi HA YyBa3i MpaBO Ha IHIMIIOBAaHHS TMPOIECY 3 BUKOPHCTaHHS

ocobucToro Kiroua Bigmosigaum 3acobom K31

IIponenypa renepamii {/{ OKIl} 3miiicHIOETBCS CHUTBHUMH 3yCHJUIIMH KOPHCTYBadiB 3 POJISIMH

P ABTtaP_AIl
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— perjameHTanilo JOCTYIY KOPHUCTYBadiB pi3HHX KaTeropiii mo o0’ekrtiB 3axucry ITC
LCK;
— TIOPSIIOK BiJTHOBIIOBAIBHUX POOIT 1 3a0e3neuenns 6e3nepepBHoro ¢pynkuionyBanus [TC
HCK;
— nopsanok nposeacHas moaepHizamii KC3I B ITC LICK Ta i okpeMux CKJIa0BHX.
di3uyHa MUTICHICTh anapaTHUX KOMIIOHCHTIB IMOBUHHA 3a0€3MeUyBaTUCS OpTaHi3allliHUMHU
3ax0JaMH ¥ 3aCTOCYBaHHSM IUIOMO (HAKJIEHOK, MMEYaTOK Ta iH.) HA OJIOKaX 1 MPUCTPOSAX 3aco0iB
00uncIIOBaIBHOT TeXHIKU. [TOBCAKICHHMIT KOHTPOJIb HIJTICHOCTI M BIAMOBIIHOCTI MeYaTKHu (IIOMO,
HaKJIeHoK) Ha cucremMHoMy Oioui [IEOM noBuneH 3nilicHIOBaTHCS KOopUcTyBadamu. lepioguunuit
KoHTpoJb C31.

Ha npaBoBoMy piBHI 11 3a0e3neueHHs Oesneku iHdopMallii moBUHHI OyTH poO3po0IieHi
pIIICHHS, BITHOCHO:

— CHCTEMH HOPMaTHBHO-TIPABOBOTO 3a0e3medeHHs poOiT i3 3axucery iHdopmanii y ITC
HCK;

— mnpouenyp nosenenns a0 nepcoany ITC LHCK ocHOBHUX MOJOXEHb MOJITHKH OE3MEKH
iHpopmMarii, IXHbOro HaBYaHHS ¥ WiABUINECHHA KBalidikamii 3 mMUTaHb Oe3NeKH
iH(popMarii;

— CHCTEMH KOHTPOJIO CBO€YAacHOCTI, edekTuBHOCTI ¥ moBHOTH peamizamnii y ITC LCK
pitieHs i3 3axucty iHpopmarii, JOTpUMaHHS IEPCOHATIOM TTOJI0KEHb TOJITUKHA OC3MEKH.

Ha texniunomy piBHi ans 61okyBanns 3arpo3 HCJ[ no indopmamiitnux pecypcis ITC LHCK

HeoOximHe 3acrocyBanHs K33 (Bumoru, mo BucyBawoTbhes Ta (yHKmil ckmamoBux K33 LCK
HaBezleHl y 1. 4) y ckiaai obuncmoBanbHoi cuctemu [TC LICK.

5.1.8 ¥V ITC LCK aaminicTpaTtop 0e3neku € crewniaJbHO aBTOPU30BAaHUM KOPUCTYBAaueM
(ponb "po3mopsiiHUKa (BlacHUKA)"), SKOMY HaJlaHI MOBHOBAXKEHHS ILIOJ0 KEpyBaHHS MOTOKAMHU
1H(dopMmalii Bi/l 3aXUIIEHUX 00’ €KTIB 10 KOPUCTYBAYIB.

5.1.9 AnMiHICTpaTHBHUI TNPUHLUI PO3MEXYBAHHS JOCTYIY 0 OO €KTIB 3aXUCTY, LIO
30epiratloTbCsi Ha MAlIMHHUX HOCIAX BEJIMKOI €EMHOCTI, TOBUHEH 3a0€31e4yBaTHCs BIPOBAIKEHHIM
TaKUX OpraHi3allifHUX 3aXOJiB:

— (iBUYHMUN JOCTYN y NPUMILIEHHS, /A€ PO3MIIIYIOTHCS KOMIOHEHTH IEHTPaIbHOIO
cermenty ITC LICK 3nilicHIOETBCS 3T1IHO CIIMCKY Ta KOHTpotoeTbes C3I;

— cKkJaa KoMnoHeHTiB HeHTpaibHoro cerMeHTy ITC LICK Bu3zHaueHo gpopmymnspoM 1 oro
HE3MIHHICTh KOHTPOJIOETHCS aIMIHICTPATOPOM O€3MeKH;

— 'y ckaazi nporpamuoro 3a6esnedenns [TC LICK BiacyTHi nporpamu, siKki He IpU3HAYEH]
JUISL BUPILLICHHS JJO3BOJIEHUX (DYHKIIOHAIBHUX 3aBJaHb.

5.1.10 Ha agminicTpaTopa 0e3neKku NoKJIagaeTbCss BUKOHAHHS TaKuX (DyHKIIIN:

— TpU3HAYEHHS, BBEACHHS B Mit0, MOAM(DIKaIlis Ta CKaCyBaHHS iACHTU(IKAIHHUX IMEH
KOpHUCTYyBauiB 3rigHO 3aTBepkeHnx C3I 3asBoK;

— aJMIHICTPYBaHHS 3aXMCTY (CIHUCKIB KOHTPOJIIO AOCTYIY);

— aAMIHICTpYBaHHS MOHITOPUHTY noJiH 1 pecypciB OC;

— aJMIHICTpYBaHHS 3aC001B aHTUBIPYCHOT'O 3aXHCTY;

— anMiHicTpyBaHHs 3ac00iB K3I;

— aAMIHICTpYBaHHS KOMIIOBAaHHS i BiAHOBIEHHS JIaHUX.

5.1.11 AnminicTpatop Oe3neKku MOBUHEH MaTH MOXJIMBICTb KOHTPOJIIOBATH BCl MOB'sI3aHi 3
6e3meKoro Mmo/Iii, ONepaTUBHO KOPEryBaTH CIMCOK KOHTPOJIbOBAHUX MOJiH Oe3eKku, neperisiaTt ix
Ta 3aHOCUTH B apXiB. JlOCTyN 10 ITUX TaHUX MMOBUHEH OyTH OOMEKCHHIA.

5.1.12 [o3Bonu kopucTyBayam Ha BHKoOHaHHS nid 3 pecypcamu ITC LICK mnoBunHi
perymoBaTtics TpaBaMu JocTymy. IIpaBa 1oCTymy BHM3HA4alOTh HPABOMIPHICTH BUKOHAHHS
KOPUCTYBa4eM KOHKPETHHX /il 3 pecypcamu.
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VYrpaBiaiHHA TpaBaMu JOCTYNY KOPUCTYBadiB /0 OO0'€KTiB 1 MapaMeTpamu 3aco0iB
nentpanbHoro cermeHTy ITC I[CK moBuHHE 3MIMCHIOBATHUCS TINBKUA aJMIHICTPATOPOM O€3MEKH.
AIMIHICTpaTUBHUI TPUHIMII PO3MEXKYBAHHS JOCTYIY pPEali3yeThCs BIAMOBIAHO A0 MPUHIUILY
MIiHIMYMYy TOBHOBQ)XEHb, 3TiTHO 3 SIKUM IPABO JOCTYIY JIO 3aXHUIICHOTO PEcypcy Moxe OyTh
Ha/JlaHe KOPUCTYBAYEBi JIKIIE 32 PaKTOM CITy)KOOBOI HEOOX1THOCTI.

[Tepenik ¢iznunux ocid, mo marTh goctyn g0 komnoHeHTiB ITC LICK, ix noBHOBakeHHS 1
CI1y>k00B1 000B'SI3KM TOBUHHI BU3HAYATHCS BiNOBITHUMH PO3MOPSAIKEHHSIMH KEPiBHUIITBA.

5.1.13 ¥ ITC LCK BHyTpimiHIA KOpUCTYBady, SIKUM HAMara€TbCs OJCP)KAaTH TOCTYI 0
pecypciB, MOBUHEH BUKOHATH B 000B'SI3KOBOMY MOPSIKY IMPOLIEAYPY BXOAY (peecTparllii) y cuctemy.
[Ipu BXOMi B CHCTEMY MOBHHHA 3JIIHCHIOBATHCA i1eHTU]IKaIis (po3Mi3HaBaHHS) 1 aBTeHTU]IKAIIISA
(mMiaTBEpIKEHHS ABTEHTUYHOCTI) KOpuUcTyBada (cyO'ekTa) 3 BHUKOPUCTAHHSAM aTpUOYTIB, IO
BU3HaueHi y . 5.1.4.3.

5.1.14 Heswminnicte cucteMHOro # ¢ykmionansHoro [13 moBHHHA TeEpeBIpATUCS TPH
3aBaHTAXXEHHI CUCTeMH I 3ale3neuyBaTucs BIACYTHICTIO 3ac00iB Moaudikaiii 00'€KTHOTO KOAY
nporpam y mporeci 00poOKH, a TaKoK PyHKIIOHYBAaHHIM 3aC00iB aHTHBIPYCHOTO 3aXHCTY.

5.1.15 Texuiynuii nepconan ITC LCK, mocrauanpHuku ycTaTKyBaHHS W (axiBii, IO
3MIHCHIOIOTh MOHTaX 1 oOciyroByBaHHs TexHiuHuX 3aco0iB ITC LICK i He MaioTh m03BONYy Ha
JOCTYI 10 JIaHUX, MOKYTh MaTH JOCTYI 10 nporpaMHux i anapatiux 3aco6iB [TC LICK nume mix
gac poOiT 3 TecTyBaHHS W IHCTAJALIl MPOrpamMHOTO 3a0e3MeveHHs, YCTAHOBKH W perJaMeHTHOTO
00CIIyroByBaHHSl yCTaTKyBaHHs Ta iH. 3a3HadyeHl Kareropii ocid MOBMHHI MAaTH JI03BLT HA JOCTYI
TUTBKH JIO BiIOMOCTEH, SIKi YTPUMYIOTBCS B IPOTpaMHii 1 TexHiuHil nokymenranii Ha OC abo Ha
OKpeMi i1 KOMITOHEHTH, 1 HeOOX1/IH1 iM AJI1 BUKOHAHHS (YHKI[IOHATbHUX 000B'S3KIB.

5.1.16 Excrunyarartist K33 nentpansaoro cermenty ITC ILICK nosunna 3aivicaroBatucs C31.
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5.2 BusnHaueHHs (yHKIIOHAIBHUX MPOQUIIB 3aXWIIEHOCTI 1 piBHA rapanTtid ans K33
cknagoBux yactud ITC LICK

5.2.1 CemanTuka npodiniB npuitasra Bignosigao xo HJ T31 2.5-004-99.

5.2.2 Tlocnyru 6e3neku, mo peami3yiorbes y K33 cknagoBux wactun ITC ICK, nmoBunHi
Oytu peanizoBaHi 3 piBHeM rapanTiii I'-2. Cneuumdikarii Bcix KpuTepiiB rapanTiii NOBHHHI B
noBHoMy o0cs3i BignmoBigatu HJI T3I 2.5-004-99 "Kpurepii oninku 3axuimeHocTi iHdopmarii B
KOMIT FOTEPHUX CHCTEMaXx BiJl HECAHKI[IOHOBAHOTO JAOCTYITY".

5.2.3 K33 unenrpansHoro cermenty I[TC IICK wMae peanmizoByBaTH Takuid Tpodiib
3aXUIIEHOCTI:

{KA-2, KO-1, KB-1, I[IA-1, IIB-1, JIC-1, A3-1, A3-2, AB-2, JIP-1,
HP-3, HA-2, HU-3, HK-1, HO-3, HII-1, HII-2, HT-3, HB-1, HA-2}.

5.2.4 Bumor no K33 pobGounx cranuiii mianucyBauiB Ta aHoHIMHUX kopuctyBadiB LICK He
BHCYBA€ETHCS.

5.2.5 Cnenudikanii Bumor (m. 5.3 — 5.4), skl BU3HAYaIOTh MIpaBUiIa B3a€MO/I1i KOPUCTYBaYiB
Ta 00'€KTIB 3aXUCTY JAJISI KOKHOI MOCIYT'H, NOBUHHI TIOBHICTIO BiANOBIAAaTH ONMUCAaM, HAaBEICHUM Y
HJI T3I 2.5-004-99 3 ypaxyBaHHSIM TOTO, 1110 B3a€EMOJIsl KOPUCTYBauiB (00'€KTIB-KOPUCTYBAyiB ) Ta
o0'extiB 3axucty ITC LCK 3miliCHIOETBCS BIANOBIAHO 10 3arajbHUX IPAaBHI PO3MEKYBAHHS
JOCTYIy, aTpUOYTIB 1OCTYIy BU3HaueHUMH y 1. 5.1.4.3 ta Tabnuusx 5.1 — 5.3 uporo T3.

5.3 Crnemudikanii Bumor mist K33 nenrpansaoro cermenty [TC LHCK
5.3.1 bazoBa agminictpatuBHa KoHbixeHiiHicTs (KA-2)

K33 wnenrpanbHoro cermenta ITC ILICK mae HagaBatu aaMiHICTpaTopaM MOXKIIUBICTh
KepyBaTH MOTOKaMHu iH¢opMalii Bil MAaCMBHUX OO0’ €KTIB 3aXUCTYy /10 00 €KTIB-KOPHUCTYBadYiB 3
METOI0 3aXMCTy IMACUBHUX OO’ €KTIB 3aXUCTY B1Jl HECAHKL[IOHOBAHOT'O O3HAHOMJIEHHS 3 iX BMICTOM
(koMmpomerariii).

[ToniTvka mMOCIyrM Ma€ BIAHOCUTHCS [0 HACTYIHUX MIJIMHOXKMH NAacUBHUX 00 €KTIB
3aXUCTY:

— {J TIKc}, {L TIVc}, { XKYPc}, {l KOA}, {JI P}, {J CEP} (mig wac ix
00po6ku 3acobamu JIOM cepgepis LICK);

— {J_TIKo}, {JI TIVo}, {Jl XKYPo}, {Jl OKII}, {JI OKIL[}, {[ OKIlIc};

— {JLTIKr}, {1 TIVr}, {J XKYPr}.

K33 uentpansnoro cermenty ITC LICK noBuHeH 37iiicCHIOBaTH pO3MEXYBaHHS JOCTYIy Ha
mijictaBi aTpUOYTIB JOCTYNY 00’ €KTIB-KOPUCTYBAUiB 1 MACUBHUX 00’ €KTIB 3aXHUCTY.

K33 nenrpansnoro cermenty ITC LICK mae anamizyBatu yci 3alldTH Ha JOCTYII BiJl IMEHI
00’€KTIB-KOPHUCTYBaYiB, IO HAJAIOTbCd 3 METOI0 OJepKaHHS iH(popMalii, sKka MICTUTbCS B
nacuBHUX 00’ekTax 3axucty. K33 nentpanpHoro cermenty ITC IICK mae 3a60poHsTH/HamaBaTH
BIJIMOBITHUM JOCTYH 3TiJIHO 3arajlbHUX MPaBWJI PO3MEXYBaHHsS JocTymy (Tabmuui 5.3), a Takox
3HAYEHb, 110 MICTATHCS y CIUCKAX KEPYBAHHS JJOCTYIIOM.

3anuTH Ha 3MIHY IpaB JIOCTYILY JIO MACUBHUX 00’ €KTIB 3aXUCTy MOBUHHI 00pobsTucsa K33
uentpaigbHoro cermeHty ITC LCK Tinbku y TOMy BUNAQAKY, SKIIO BOHU HAAXOASTH Bij
KopucTyBaua 3 poiuto P Ab.

K33 nentpansuoro cermenty ITC IICK moBuHeH HamaBaTh MOXKJIMBICTH KOPUCTYBady 3
potio P Ab Bu3HauaTH KOHKPETHUX KOPUCTYBadiB Ta/abo poii (rpyrnu KOPUCTYBAiB) sIKI MalOTh
MpaBo Ha OJIep>KaHHs 1HGOpPMAIIii, IO MICTUTHCS B TACUBHUX 00’ €KTaX 3aXUCTY.

IIpaBa kopuctyBauiB ITC LICK, Ha BukopucTanHs 00’€KTiB-IIPOLIECIB, 1[0 MOXYTb OyTH
BUKOPUCTAHI JIJISl JOCTYNY JO MAaCHUBHUX OO0 €KTIB 3aXHCTY, BU3HAYAIOTHCS HASBHICTIO aTpUOYTIB
JOCTYIY, 1110 3BeJIeH] 10 Tadmmii 5.2.
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IIpu excnopti (pe3epBHOoMy KomitoBaHHi) 00’ekTiB {J[ OKILl} mnoBunen 30epirartucs
aTpuOyT JOCTynmy — mapoib. Bumor mono 30epekeHHs] aTpuOyTiB JOCTYITY JO 1HIIUX IMaCHBHHUX
00'eKTIB 3aXUCTY MiJ Yac X EKCIOPTY Ta IMIOPTY HE BUCYBAETHCS.

5.3.2 IloBTopHe Bukopucranusa 06’ extiB (KO-1)

K33 uenrpansnoro cermenta ITC LICK noBuneH 3a0e3nedyBaTi KOPEKTHICTh TTOBTOPHOTO
BUKOPHCTaHHS MOJUTIOBAaHUX PECYpCiB, TapaHTYIOUH, 1[0 Y BHUIAAKY, SKIIO IOALTIOBAHUI pecypc
BUIUISETHCS HOBOMY OO’€KTYy-KOpPHCTyBauy abo Tmpolecy, BiH HE MICTHTh iH(popMarii, Mo
3aJIMIIAIACS BiJl TOMEPEIHHOTO 00’ €KTa-KOPUCTYBaya abo Mmporecy.

VY SIKOCTI MOALTIOBAHOTO PECYPCY OBUHHI PO3TIISAATUCS:

— OIepaTUBHA NaM'siTb KOMITIOHEHTIB leHTpanbHoro cermeHty ITC L[CK (mieHTpambHHX
cepBepiB, CEpBEpiB B3a€MOii, CepBEpPYy MOHITOPHHTY Ta CHHXpoHi3amii dacy, PM
00CIIyrOBYIOUYOTO MEPCOHATTY);

— TumyacoBi 3MiHHI [TK PM renepartii kiarodiB B sKux MicTsThest 3HadeHHs { /] OKk}.

Iepmr HiXk mporec, 110 MPaLoe 3 MpaBaMU 00’ €KTa-KOPUCTYBaya, 3MOXKE OJIEP’KaTH B CBOE

PO3MOPSIKEHHS 3BUTbHEHUH 1HIIMM TPOLIECOM MAaCHBHHUU 00'€KT, BCTAHOBJICHI JUIS MOTEPEIHBOTO
00’eKTa-KopucTyBadya abo mpoliecy IpaBa JIOCTYIy 1O JQHOTO IMACUBHOrO 00'€KTa MOBHUHHI OyTH
CKacoOBaHi.

[Tepmr HiX mpoIiec, IO MPAIIOE 3 TTpaBaMu 00’ €KTa-KOPHCTyBaya, 3MOXKE OJIEPIKATH B CBOE
PO3TIOPSIKEHHS 3BUIBHEHUH 1HITUM TPOIIECOM ITaCUBHUI 00'€KT, Bca iH(POpMAITis, IO MICTUTHCS B
JTAHOMY MTaCHUBHOMY 00'€KTi, TOBUHHA CTaTH HEJOCSIKHOIO.

5.3.3 MinimasibHa KoH}igeHUiHHICT pu 00MiHiI (KB-1)

[ToniTuka KoHOiAEHUIHHOCTI NMpU 00MiHI, 1o peami3yeTbcss K33 meHTpanbHOro cermMeHty
ITC LCK, nmoBuHHaA BIIHOCUTHUCH 10 (peasizoByBaTHCS i) HACTYNHHUX HIAMHOXHUH MaCUBHUX
00’€KTIB 3aXHUCTY:

— {A_TIKc}, {A TI¥Yce}, {A XKVYPc}, {IA PII}, {dA KPA}, { CEP} (mig uac ix
nepenayi Mk kommoHeHTamu JIOM cepepie LICK Tta PM 06cayroByrodoro
MepCoHAIy);
— {d TIKc}, {d TIYc}, {O XKVYPc} 3acob6iB K3I (MepexxHuX KpHUOTOMOAYIIB,
kpuntomonaynis, AIl3 K3I) (mia yac ix mepenaui Mix BignoBigHuMu 3acobamu K31 Ta
IpOrpaMHUMH 3ac00aMH, 110 BCTAHOBJIEHI Ha KOMIIOHEHTaX LIEHTPAJIbHOTO CETMEHTY
ITC ICK (ueHTpasibHUX cepBepax, cepBepax B3aemonii, PM o6ciyroByrodoro
HepcoHaity);
— {J_PII}, {A K®DA} (mig yac ix nepenayi mix komnoHeHtamu JIOM cepsepiB LICK Ta
PM BignaneHux aJMiHICTpaTOPIB peecTpartii).
IIpn peamizauii nomituku mnociayrn K33 wnentpansHoro cermenty ITC LCK mae
BUKOPUCTOBYBATH:

~ {JIOKII}, {_OKII}, {/_CEP}.

[TonmiTuka KoHQIAEHUIHHOCTI NMpU 0OMiHI, 1o peanidyeTbcst K33 meHTpanbHOTO CerMeHTy
ITC HCK, moBuHHa peasi30ByBaTHUCh 3a paxyHOK BHUKOPHUCTAaHHS (QyHKIIN mudpyBaHHS 32
anroput™oM JICTY I'OCT 28147:2009 (pexum npocToi 3aMiHH, peuM ramysanHs). Kopucrysaui
HE MIOBUHHI MaTH MOYKJIMBOCT] BIUITMBATH Ha PIBEHb 3aXUCTY.

K33 nuenrpanmsHoro cermenty ITC IICK mnoBuHeH 3a0e3nedyBaTH 3axUCT  Bif
0e3mocepeTHHLOT0 O3HAMOMITEHHS 3 1H(HOPMAIIIETO, IO MICTUTHCS B 00'€KTI, IKUW TIEPETA€THCS.

5.3.4 MinimasibHa agmiHicTpaTuBHa 1iTicHICTD (I1A-1)

K33 uentpanmpHoro cermenra ITC I[CK mae HamaBatu aamiHiCTpaTopamM MOXKIIUBICTb
KepyBaTH MOTOKaMHu iH¢opmanii Bi 00’€KTiB-KOPHCTYBauiB 10 MACHBHHMX OO €KTIB 3aXHUCTY 3
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METOIO 3aXUCTY MACUBHUX 00’€KTIB 3aXMCTY BiJl HECAHKIIIOHOBAHOTO CTBOPEHHs, Moau(ikarii abo
BUJIQJICHHSL.

[TonmiThka mOCIYyrM Ma€ BITHOCHUTHCA A0 HACTYMHHMX IIMHOXHH IAacCUBHUX 00’ €KTIB
3aXUCTY:

— {I TIKc}, {d TIYc}, {OA XKVYPc}, {I K®A}, {A PII}, {I CEP}, {Id MU},
{A_3KCC} ta {{I 3KCC} (mix uac ix 06pobku 3acobamu JIOM cepsepis L{CK);

— {A_TIKo}, {_TI¥o}, {1 XKVPoj, {JI_OKII}, {I_OKI};

— {A_TIKr}, {A_TIVr}, {4 _XKVYPr}.

K33 nenrpansaoro cermenty ITC LICK nmoBuHeH 341 CHIOBATH PO3MEXYBaHHS JOCTYIy Ha
MiJICTaB1 aTpUOYTIB IOCTYMy 00’ €KTIB-KOPUCTYBAYiB 1 TACHBHUX 00’ €KTIB 3aXHUCTY.

K33 uentpansnoro cermenty ITC LICK mae anamizyBaTH yci 3alMTH Ha JOCTYII BiJl iMeHI
00’€KTIB-KOPHUCTYBaiB, II0 HaAalOThca 3 MeTo Moaudikamii iHpopmallii, sSka MICTUTBCA B
nacuBHUX 00’ektax 3axmcry. K33 nenrpansnoro cermenty ITC LICK mae 3aboponsitu/HamgaBaTtu
BIJIMOBIAHUI JTOCTYI 3TiJHO 3arajbHUX MpPaBHI PO3MEXKYBaHHs HocTyny (Tabmumi 5.3), a Takox
3HAUYCHB, 110 MICTATHCS Y CIIUCKAX KEPYBAHHS JJOCTYIIOM.

3anuTH Ha 3MIHY MpaB JOCTYIy J0 NMaCUBHHUX 00’ €KTIB 3aXUCTy MOBMHHI 00pobmarucs K33
neaTpainsHoro cermedty ITC I[CK Tinbku y TOMYy BHUNAJAKY, SKIIO BOHH HAIXOIATh BiJ
KopucTyBaua 3 pouito P Ab.

K33 nentpansaoro cermenty ITC LICK moBuHeH HagaBaTH MOXXJIMBICTH KOPHUCTYBady 3
pomtio P_AbB Bu3HAuaTH KOHKPETHUX KOPHUCTYBauiB Ta/abo poui (Tpynu KOPUCTYBadiB) SIKi MalOTh
npaBo Ha Moaudikaliro iHpopmMarlii, 0 MICTUTHCS B ITACHBHUX 00’ €KTaX 3aXHUCTY.

IIpu excmopti (pe3epBHoMy komitoBaHHi) o0’ektiB {JI_OKI}, {J OKk} mnoBuHeH
30epiraTucs aTpuOyT AOCTYyNy — mapoib. BuMmor moso 30epexeHHs aTpuOyTiB TOCTYITY A0 IHIIUX
MacUBHUX 00'€KTIB 3aXMCTY ]l 4ac iX eKCIOPTY Ta IMIIOPTY HE BHCYBAETHCSI.

5.3.5 MiniManibHa 1iicHicTs nipu oomini (11B-1)

[MToniTka wisicHOCTI Mpu 00MiHi, 10 peanizyerbest K33 nentpansaoro cermenty ITC LICK,
MOBUHHA BIIHOCUTHUCH A0 (peani3oByBaTHUCS MAJi1) HACTYIHUX MIJIMHOXXUH MacUBHUX OO €KTIB
3aXHCTY.

— {A_TIKc}, {A TIVe}, {IA XKYPc}, {4 _PII}, {d KDA}, {4 _CEP}, {JI 3KCC} Ta
{1_3K®C} (mix yac ix mepenadi mixk komrnoHeHTamu JIOM cepsepiB LICK ta PM
00CITyTOBYIOUOTO TIEPCOHAITY);

— {A _TIKc}, {A TIVc}, { KVYPc} 3aco6iB K31 (MepexHMX KpUITOMOJIYIIB,
kpuntomoxaynis, AIl3 K3I) (mig yac ix mepenaui Mix BignoBigHumu 3acobamu K31 Ta
OpOrpaMHUMH 3ac00aMH, 110 BCTAHOBJIEHI Ha KOMITOHEHTaX LIEHTPAIbHOTO CETMEHTY
ITC LCK (ueHTpasibHHX cepBepax, cepBepax B3aemomaii, PM o0cmyroByrodoro
HepcoHaty);

IIpn peamizauii nomituku mnocayrn K33 wnentpansHoro cermenty ITC LCK mae

BUKOPUCTOBYBATH:

- {A_OKII}, {I_OKI}, {_CEP}.

[MomiTuka wisicHOCTI Mpu 0OMiHi, 10 peanizyersest K33 nenrpansHoro cermenty [TC LICK,
MOBMHHA PEali30BYBAaTUCh 32 PAaxXyHOK BUKOPUCTaHHS (YHKIIN OOYMCICHHS IMITOBCTABKH 32
anroput™MoM JICTY T'OCT 28147:2009. KopuctyBaui He MOBUHHI MaTH MO>KJIMBOCTI BIUIMBATH HA
pIBEHb 3aXUCTY.

K33 uentpansroro cermenty ITC LICK moBuHeH 3a0e3mneuyBaTu MOKJIMBICTH BUSBICHHS
MOPYIIEHHS IITICHOCTI 1H(GOpMAIIii, III0 MICTUTBCS B 00'€KTI, IKUI MIEPEIAETHCA.
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5.3.6 CriiikicTb npu oOMexeHux Bigmosax (J1C-1)

K33 nenrpansHoro cermenty ITC IICK nmoBuHeH 3abe3nedyBaTy, 110 BIIMOBA ITiIMHOXUHHU
KoMroHeHTiB eHTpanbHoro cermenta ITC LICK He mpu3Bene 10 HEMOXIMBOCTI (DYHKIIIOHYBaHHS
nentpanpHoro cermenta ITC LICK y minomy.

BigmoBa oHOTrO 13 331y0/IbOBaHMX KOMITOHEHTIB nieHTpaibHoro cermenty ITC LICK:

— OC neHTpanbHUX CEPBEPIB;

— OC cepBepiB B3aEMOII;

— OC PM 006ci1yroBy1040ro0 repcoHay;

— CKB/] neHTpanbHHUX CepBEPIB;

— CKB/] cepBepiB B3aeMOIii;

— TIK neHTpaabHHUX CEepBeEpiB;

— TIK cepBepiB B3aemoii,

— xomytaropiB JIOM;

— MEpPEeXHUX KPUIITOMOYIIIB

— KpunrorpadiyHIX MOIYIIB;
HE MOBHUHHA MPU3BOJUTH 10 HEJOCTYIMHOCTI MOCIYT, IO HAAI0ThCS MiJNUCyBayaM, 3asBHUKAM Ta
aHoHiMHUM KopuctyBadam LICK. V¥ ripmomy BHmagky IOMycKaeTbCsl 30UIbIIEHHS dYacy ix
00CITyroByBaHHS.

BinmoBa PC reneparii Ki1r04iB TTOBHHHA MPHU3BOJUTH JIMIIE 1O HEMOKJIMBOCTI TeHeparlii
kaouiB kopuctyBadiB y LICK, ane He 10 HOTipIIEHHS XapaKTEpPUCTHK OOCIYrOBYBAaHHS IHIIMX
KOPUCTYBaYiB.

BinMoBa cepBepa MOHITOPMHTY Ta CHHXpOHI3allii 4acy MOBHHHA MPU3BOAUTH IHIIE IO
HEMOXJIMBOCTI MOHITOpUHTY 1eHTpanbHOro cermeHTy ITC [ICK Ta HEMOXIMBOCTI CHHXPOHI3AIT
Yacy 3 cepBicaMH TOUHOTO 4acy.

Texniuni 3acobu K33 nenrpansuoro cermenty ITC [ICK moBuHHI MaTH 3ac00M 1H UKl
Ta/a00 OMOBILIEHHS aJIMIHICTPATOPIB MPO BIAMOBY Oy/Ib-5IKOTO 3aXHUILEHOI'0 KOMITIOHEHTA.

[lepenik nmpunycTuMux BiAMOB KOMIIOHEHTIB LieHTpasibHOTO cerMeHTy ITC LICK mae Oytu
YTOUYHEHUH Ha eTarli TEXHIYHOTO MPOEKTYBaHHS.

5.3.7 Mopnepsizatis (/13-1)

K33 uenrpansnoro cermenty ITC IL[CK mnoBuHEeH HajmaBaTH MOMJIMBICTh HpPOBEIEHHS
MojiepHi3anii kKommnoHeHTiB neHtpaibHoro cermenty ITC LICK, npu mpomy MopepHizaiis He
NOBUHHA TNPU3BOAUTH 10 mepepuBaHHs BHKOHaHHA K33 nentpansHoro cermenry [TC LCK
GyHKII1H 3aXUCTy Ta HEOOX1AHOCTI MPOBEACHHS 10/1aTKOBOT iepkaBHOi excriepTu3u KC3I.

K33 unenrpamsHoro cermenty ITC IICK mnoBuHeH  HajaBaTH  MOXJIMBICTh
3aMIiHU/MOJIEpHI3allii:

a) 3aco0iB K3I Ha Taki cami abo aHanoriyHi 3acobu, 3a YMOBHM HasiBHOCTI Y OCTaHHIX
eKCIiepTHOro BHUCHOBKY AnmiHictpanii [epxcnen3s'ssky y cdepi K31 ta gorpumanas Bumor
Bu3HaueHuX y T3 Ta TexHiuHux ymoBax Ha 3aci6 K3I, mo nmpoxomurume BUNpoOyBaHHS B XO[i
nep>kaBHoi exkcieptusu KC3I B nentpansHomy cermenTi ITC LCK.

6) 3aco6iB T3I (ME, komyratopu JIOM, 3A3 nenrpansHux cepBepiB, 3A3 s PM
reHepanii KJto4iB) Ha Taki cami abo aHaJOTri4Hi 3aco0H, 32 YMOBH peaii3alii OCTaHHIMH (DyHKIIIN
3axuCcTy (110 BUMararThes y upomy 13). BinanoBiaHicTe GyHKIIN 3aXUCTy Mae OyTH MiITBEpKEHA
eKCTIepTHUM BUCHOBKOM AmiHicTparii Jepxcnen3s's3ky y chepi T31.

3aMiHa KOMIIOHEHTIB Ma€ OyTH JIOCTyIHA KopUcTyBadam 3 poiutio P Ab ta/a6o P AC.

[Topsimok monepHizarmii Ta 3IIHCHEHHS BUIPOOyBaHb IICIsA MOJEpHI3alii CKiIamy
KoMMoHeHTiB 1eHTpasibHoro cermeHTy ITC LICK mae Oyt BU3HaUSHHI y METOAMIII MOJIEpHI3aLlii.
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Ha erani TexHOp0o6040Tr0 MpOEKTYBaHHS Mae€ OyTH YTOYHEHO CKJIaJ KOMIIOHEHTIB JI0 SIKUX
BIJIHOCUTBCS MOJTITHKA ITOCTYTH.

5.3.8 O6meskeHa rapsiya 3amina (/13-2)

K33 nenrpanshnoro cermentry ITC IICK nmoBunHen 3abe3medyBaTv JOCTYIHICTH MOCHYT 1
pecypciB nenrpansHoro cermenra ITC LICK mig wyac 3aMiHuM HOro OKpeMHX KOMIIOHEHTIB (3a
paxyHOK JyOJroBaHHSI KOMIIOHEHTIB, OpTaHi3allii KjiacTepis).

[oniTrKa MOCIYru Ma€e MOLIMPIOBATUCS HA TaKi KOMIIOHEHTHU IEHTpajabHOTro cermenty ITC
I[ICK:

— IeHTpaJbHI cepBepH;

— CcepBepH B3aEMOJIIT,

— PM o0cayroByro4oro nepcoHatys;

— CKBb/] ueHTpanbHHUX cepBepiB;

— CKB/] cepsepiB B3aeMoyii;

— komytaropu JIOM;

—  MEepEeXHI KPUIITOMOMYIII;

—  KPHUIITOMOMYII.

3amiHa KOMIIOHEHTIB Ma€ OyTH JOCTyITHA KopucTyBayam 3 poiutio P AB ta/abo P AC.

MopepHizallis He TOBHMHHA TMPU3BOJAMTH 10 HEOOXITHOCTI TPOBEICHHS J0JaTKOBOI
nepxapnoi ekcrieptusu KC31 B nentpansaomy cermenti ITC LICK.

Ha eramni TeXxHOPOOOYOTO MPOCKTYBaHHS Ma€ OyTH YTOYHEHO CKJIaJl KOMIIOHEHTIB JI0 SKHX
BiJTHOCHTBCS TTOJIITUKA TTOCITYTH.

5.3.9 ABromarusoBane BigHoBIeHHs (/[B-2)

K33 nentpansHoro cermenty ITC ILICK noBuHeH 3a0e3MeYuTH MOCTYMHICTH TMOCHYT 1
pecypciB nentpanbHoro cermenta ITC I[CK mmsxoM aBTOMAaTH30BaHOTO BiTHOBIIEHHS TIiCIHA
BiIMOB OKpEMHUX KOMITOHCHTIB, a CaMe:

— OC neHTpaIbHHUX CEPBEPIB;

— OC cepgepiB B3aeMO/Iii;

— OC cepBepa MOHITOPHHTY Ta CHHXPOHI3aLlii Yyacy;

— OC PM 06ci1yroBy1040ro rnepcoHany;

— OC PM reHnepauii KIto4is;

— CKBb/] neHrpanbHHUX cepBepiB;

— CKB/] cepBepiB B3aeMoii.

Y pa3i HEMOXJIMBOCTI BIIHOBHTH TIpaIre3JaTHICTh KOMIIOHEHTa, 1Mo BigmoBuB, K33
nentpansHoro cermenTy ITC LICK noBuHeH nepeBecTH BiAMOBIIHI KOMIIOHEHTH JI0 CTaHY 13 SKOTO
MOBEPHYTHU J0 HOPMAJIBHOTO (PYHKIIIOHYBaHHS MOXXE TIIbKH KOopucTyBaul 3 postto P AbB Ta/abo
P _AC.

K33 nentpansuoro cermenty ITC IICK moBuHeH HamaBaTh MOKIMBICTH KOPHUCTyBadyam 3
pomto P AB ta/a6o P_AC BiiHOBUTH Mpale3JaTHICTh KOMIIOHEHTIB, 110 BiIMOBHIIH, Y PYYHOMY
PEXHMI 13 3aCTOCYBaHHIM pe3epBHUX/€TaIOHHUX Komiil. [lToBUHHI iICHYBAaTH py4Hi NPOLIETYPH JIJIS:

a) BIIHOBJICHHSI O€3MEeYHNX MapaMeTpiB:

— OC ueHTpallbHUX CEPBEPIB;

— OC cepBepiB B3aEMOII;

— OC cepBepa MOHITOPUHTY Ta CHHXPOHI3AIIi Yacy;
— OC PM 006cnyroByrouoro nepcoHanys;

— OC PM renepariii KJ1touiB;

— CKB/] neHTpanbHHUX cepBepiB;

— CKB/J] cepBepiB B3aeMOii;
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— ME;
— komytaropiB JIOM.
0) BiTHOBJICHHS OCOOMCTHX KJTIOYiB:

— MEpEeXHUX KPUIITOMOYIIB;

— KPHUIITOMOYIIIB.

PiBHI BiIMOB Ta CKJ1aJ KOMIIOHEHTIB Ha SIK1 MOIIMPIOETHCS TMOJITHKA TOCIYTH MOXE OyTH
YTOYHEHHH Ha eTarli TEXHIYHOTO MPOCKTYBAaHHS.

5.3.10 Ksotu (JIP-1)

K33 nenrpansaoro cermenty ITC LICK moBuneH 3a0e3nedyBaTd JOCTYIHICTh MOCTYT i
pecypciB neHtpansHoro cermenta ITC IICK mnusixom kepyBaHHA O0OCSTOM pecypciB, IO
BUJIUISIFOTHCS. KOPUCTYBadaM.

Oo6wmexenns Ha pecypcu CKBJl nentpansuux cepsepiB Ta CKB/I cepBepiB B3aeMoii:

— MaKCHMaJbHHH Yac BUKOHAHHSI 3aHI/ITiB, 10 HaaAXoaiaTh 3 BiIIIIaJICHOFO BYy3J1a;
— MakCUMaJbHa KUIbKICTh KOHKYPEHTHUX 3'€/IHaHb.
Oo6wmexenHs Ha pecypeu 113 HTTP-cepsepy:

— MakcHUMaJbHa KiJIbKICTh KOPUCTYBaUiB, 0 MOXKYTh OJIHOYACHO OTPUMYBATH JOCTYI IO
I13 HTTP-cepsepy;
— KUIbKICTh 00poOHUKiB 3anuTiB KopuctyBauiB [13 HTTP-cepsepy.
3anuTH Ha 3MiHY BCTAHOBJICHHX OOMEXKEHb NOBHHHI 00poOmsatucs K33 meHtpanpbHOTrO
cermenty [TC LICK Tinbku B TOMY BUIIAJIKY, SKIIO BOHU HaaxoAsTh Bin P Ab abo P AC.

Ha erani TexHOpoOOUYOTo NMpoEeKTyBaHHS OOMEKEHHS Ha peCypCH MOXKYTb OyTH YTOUHEHI.
5.3.11 Curnanizanist npo He6e3neky (HP-2)

K33 uenrtpanbuoro cermenty ITC LICK noBuHeH 37iiicHIOBaTH peecTpalliio MOAIHM, 10
MaroTh 0e3MmocepeTHE BITHOLICHHS 10 Oe3NeKH, a came:

— OTpUMaHHS 4M crnpo0a OTpUMaHHS KOpUCTyBaueM JocTyny (OyAb-SKOro BHUIY) IO
00’€KTIB 3aXUCTY;
— pe3ynbTaTH i1eHTUdIKaii Ta aBTeHTHdiKawii kopuctyBauiB ITC LICK;
— BUKPUTTS TOPYIIEHHS LITICHOCTI ab0 BiJIMOBa KOMIIOHEHTIB, IO BXOMSTH JO CKJIaay
nentpaibHoro cermenty ITC LICK;
— BIJHOBJIEHHS Mpale3/J1aTHOCTI KOMIIOHEHTIB, L0 BXOJAATh 0 CKJIAAYy LEHTPaIbHOIo
cermenty [TC LICK.
XKypnan peectpariii HoBUHEH MICTUTH iH(OpMAIIiI0 PO AATy, Yyac, Miclie, THII 1 YCHIIIHICTh
Yl HEYCIIUIHICTh KOXHO1 3apeecTpoBaHoi mnoaii. JKypHanm peecTpaiii HOBHHEH MICTUTH
iH(popMallito, JOCTaTHIO JJIs BCTAHOBJIEHHS KOpHUCTyBaya (00’€KTa-KOpHUCTYyBada), MPOrpPaMHOI0
3aco0y 31 ckmany nueHtpaibHoro cermenry ITC IICK, mo Manum BimHOMEHHS 10 KOXHOL
3apeecTpoBaHOI MOIi.

K33 muentpansHoro cermenty ITC IICK mnoBWHEH KOHTPOJIOBAaTH OJUHHMYHI abo
MOBTOPIOBAHI peecTpalliiiHi MoAii, Kl MOXYTb CBIIYUTH PO NpsiMi (ICTOTHI) MOPYILIEHHS MOTITUKA
6e3neku ITC IICK, a came BiiMOBa KOMITIOHEHTIB, 1110 BXOJATH JI0 CKJIaTy LIEHTPAIbHOI'O CETMEHTY
ITC LICK.

K33 uentpansnoro cermenty ITC LICK noBuHeH HeraiiHO iHGOpMyBaTH KOPUCTYBadiB 3
poisimu P_AB, P AC npo noxii 3aco6amu eJIeKTpOHHOI MOIITH/MOOITIBHOTO 3B'S3KY (SmS).

KopucryBaui 3 pomsmu P Ab, P AC moBuHHI MaTH B CBOEMY PO3MOPSIKEHHI 3acCO0H
Heperisay 1 aHallizy KypHaly peecTparii.

K33 mnentpansnoro cermenty I[TC ICK mnoBuHen 3abe3nedyBaTv 3axXHCT JKypHAITY
peecTpallii BiJi HECAHKI[IOHOBAHOT'O JIOCTYMY, Moaudikalii abo pyliHyBaHHs. Mae Oyt 3a00pOHEHO
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penaryBaHHs BMICTY )ypHATIB peecTpallii. CIMHOI0 omeparli€ro, 1o BU3HaYeHa HaJl 00’ €KTaM THITY
YKYpHAJ peecTpallii, 10 MPU3BOIUTH JI0 3MiHU 11 BMICTy Ma€ OyTH MIOBHE OYHIICHHSI.

5.3.12 Ogunouna inenTudikaiis i aBrentudikamis (HU-2)

K33 nenrpansaoro cermenty ITC I[CK moBuHeH BU3HAYaTH 1 MEPEBIPATH OCOOMCTICTH
KOPHCTYBa4a, IO HaMaraeTbCs OJEpPKATH JOCTYN JO amapaTHO-MPOTPaMHUX Ta amapaTHUX
komroneHTiB ITC ICK mnuisixom Oe3mocepeHbOro MAKIIOYCHHS a0o0 MiIKIIOYEHHS Yepes
KOHTPOJIbOBAHE CEPEIOBHIIIE.

ATpuOyTH, 1II0 BUKOPUCTOBYEThCS s imeHTU(]iKamii Ta aBTeHTU(DIKAIli KOPUCTYBAYiB Y
komnoHeHTax neHtpanbHoro cermenta ITC LICK naBeneni y tabmumi 5.2.

ITocnyra moBuaHa peam3oByBatucs K33 nentpanmpHoro ITC IICK i3 3acrocyBaHHSIM
3aXHIIEHOT0 MEXaHi3My OJIHOTO 3 TUIIIB:

— "3HaHHSA YOTroCh', a came: JIOTiH Ta/abo MapoJib;

— "pomoxinasa unmock", a came: AII3 K31

KokHu#l KOpUCTYBa4, JO SIKOTO BIJIHOCUTHCS TOJNITHKA IMOCIYI'H, NOBHHEH OJHO3HAYHO
inentudikyBarucs K33 nenrpansaoro cermenrta ITC LICK.

K33 uentpansaoro cermenty ITC IICK mnoBuHeH 3a0e3meuyBaTd 3aXHMCT JIaHUX
aBTeHTHU(IKaLii BiJ HECAHKI[IOHOBAHOTO YUTAHHS Ta MOJU(IKaIii.

5.3.13 MuosxuHa inentudikamis i aBrentudikaris (HHU-3)

K33 nenrpansHoro cermenty ITC LICK moBuHeH BU3HAYaTH 1 MEPEBIPATH OCOOHCTICTH
KOPHCTYBa4a, IO HAMaraeTbcs OEPKaTH JOCTYN JO amapaTHO-NPOTPaMHHUX Ta arapaTHUX
komroHeHTiB [TC [ICK mmsxom miakiIrodeHHs yepe3 HEKOHTPOIbOBAHE CEPEIOBHIIIE.

ATpubyTH, 10 BUKOPUCTOBYETHCS Ul ieHTU(iKalii Ta aBTeHTH}IKaIl KOPUCTYBaUiB y
komnoHeHTax nentpanbHoro cermenta ITC LICK HaBeneHi y Tabnumi 5.2.

ITocnyra noBunHa peainizoByBatucs K33 nentpansnoro cermenra ITC LICK i3 ogHOYacHUM
3aCTOCYBAHHSIM 3aXUIIEHUX MEXaHI13MY TaKHUX THIIIB:

— ""3HaHHS YOTOCH'", @ caMme: JIOTiH Ta/abo mapos;

— "BomoxiHus yumMmoch", a came: AII3 K3L

KoxHuil xopucTyBau, A0 SKOTO BIIHOCUTHCS TOJITHKA MOCIYTH, MOBHUHEH OJHO3HAYHO
inentudikysarucs K33 nenrpansaoro cermenta ITC LICK.

K33 muenrpansroro cermenty ITC ILCK mnoBuHeH 3a0e3nedyBaTd 3aXHUCT JaHHUX
aBTeHTHU(]IKAII] BiJ] HECAHKIIIOHOBAHOT'O YUTAHHS Ta Moaudikarrii.

5.3.14 Ognonanpasienuii foctoBipHuii kaHan (HK-1)

K33 uentpansnoro cermenty ITC LICK mae rapantyBaTM KOpHCTyBayaM MOXKIIUBICTh
Oe3nocepeHbO1 B3a€MOJIIT 3 HUM.

[ToniTrka Mociyru Mae MOMIMPIOBATHUCS Ha:

— BHYTPILIHIX KOPUCTYBAYiB yCiX KaTeropii;

— 3asBHHKIB.

BcraHOBJI€HHS TOCTOBIPHOTO 3B'SI3KY MIXK KOPUCTYBAa4eM JI0 SIKOTO HMOUIMPIOETHCS MOJIITHKA
nociyrd, 1 K33 nentpanpaoro cermenty ITC LICK, moBuHHO 3miiiCHIOBATHCS 3 BUKOPHUCTAHHSIM
3axXHILEHOro (BiJ NepeXOrUIeHHs UM MiIMIH1) MEXaHi3My BBEICHHS KOPUCTYBa4e€M CBOT'O MapoJIIo.

JlocToBipHMIA KaHajd TIOBMHEH BHUKOPHUCTOBYBATHUCS I IOYATKOBOI ifeHTH(IKAIi 1
aBTeHTHU(IKaLlli KOPUCTYBAUiB, 70 SIKUX BIIHOCUTHCS MOJITHKA MOCIYTH. 3B'SI30K 3 BUKOPUCTAHHSIM
JTAHOTO KaHAJTy MIOBUHEH 1HIIIFOBATUCS BUKIIOYHO KOPHUCTYBAYEM.
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5.3.15 Po3nozin 060B's3kiB Ha mifcTasi npusiieis (HO-3)
K33 nentpanbnaoro cermenty ITC LICK noBuHeH miaTpUMyBaTH:

— anMinictpatuBHi poiai (P_AB, P AC);

— kopuctyBansHuULBKI poii (P AP, P APU3, P AIl, P _3IIII, P 3AH, P_334).

Kopucrysau ITC LICK noBuHEeH MaTH MOJIMBICTh BUCTYIATH B MEBHIN POJIi TUTBKU MiCIsA
TOTO, SIK BIH BUKOHAE TIE€BHI JIii, 110 MATBEPKYIOTh IPUHHATTS iM 11i€1 poJIi.

5.3.16 K33 3 xonrposem mimicaocti (HII-1)

K33 uentpanproro cermenty ITC ILICK moBuHeH peani3oByBaTH MEXaHI3MH KOHTPOJIIO
[UTICHOCTI MiIMHOXKMHH CBOIX KOMIIOHEHTIB 3 METOI0 BHSIBJICHHS ()aKTiB iX HECAHKIIIOHOBAHOI
Moaudikarii.

[TomiTHKa MOCITYTH Ma€ MOIMMPIOBATHCS Ha:

— 3A3 ueHTpaiabHUX CEpBEpIB;

— ME;

— komytaropu JIOM;

—  MEepEeXHI KPUIITOMOMYIII;

— KPUITOMOMYI,;

— AII3 K3I;

— II3 kopucrysaua LICK;

— 3A3 mia PM renepariii Kitodis.

V pasi BUSABJIEHHS MOPYILIEHHS IUIICHOCTI CBOro KOMIoHeHTy K33 1eHTpanbHOro cerMeHTy
ITC LICK moBuHEH NOBIJOMUTH KopucTyBaua 3 poiutto P ABb a6o P_AC i mepeBectn 00’€KT,
LUTICHICTh SIKOTO OYyJ0 MOPYLIEHO, 0 CTaHy 3 SKOI0 MOBEPHYTH MOro a0 HOPMaJIbHOTO
(GyHKIIIOHYBaHHS MOKe TUIbKH KopucTyBay 3 poiutto P Ab a6o P AC.

3a J10MOMOrol0 OpraHizalifHUX 3axoAiB Mae OyTu 3a0e3leYeHO HEMOXJIMBICTh
3aBaHTAKEHHS CEpBEPIB Ta poOOUYMX MICLB 31 CKJIaly KOMIUIEKCY TEXHIUHUX 3aC001B LIEHTPAIbHOTO
cermenty ITC LICK i3 30BHIIHIX HOCI{B 200 yepe3 MepekeBuil iHTepdeiic.

Ha erarmi TeXHIYHOTO POEKTYBaHHS OOMEKEHHS, JOTPUMaHHS SIKUX JIO3BOJISIE TApAaHTYBATH,
110 MOCIyry Oe3MeKu OCTyIHI TUbKU uepe3 inTepdeiic K33 nenrpansnoro cermenrta ITC LICK i
BCI 3aIIUTU HA JIOCTYI JI0 3aXUILEHUX 00'€KTIB KOHTPOJIOIOTHCSI HUM, MOKYTh OyTH YTOYHEHI.

5.3.17 K33 3 rapanToBanoto miiicuictio (HII-2)

K33 nenrpansnoro cermenty ITC IICK moBuHEH MiATpUMYyBaTH JOMEH IS BUKOHAHHS
MiIMHOXKHHU CBOIX KOMIIOHEHTIB 3 METOIO0 3aXHCTy BiJl 30BHIIIHIX BIUIMBIB 1 HECAaHKI[IOHOBAHOT
Moupikanii Ta/abo BTpaTH KepyBaHHS.

[Tonituka MOCIYTH Ma€ NOMIUPIOBATHUCSA HA:

— K33 OC nenrpanbHux cepBepis;

— K33 OC cepsepiB B3aeMoii;

— K33 OC cepBepa MOHITOPUHTY Ta CHHXPOHI3allii Yacy;

— K33 OC PM 00cinyroByrouoro nepcoHaiy;

— K33 OC PM renepauii kitouiB
Ta yci mporpamHi 3aco0u, mo BxoJaTh a0 ckiaxy K33 nenrpansnoro cermenty ITC LICK Ta
(GYHKIIOHYIOTH TiJ X KEPYBaHHSIM.

3a J0mOMOrol0 OpraHizallifHUX 3axojaiB Mae OyTh 3a0e3Ne4eH0 HEMOXIIUBICTh
3aBaHTAXCHHS CEPBEPIB Ta pOOOUYNX MICIIb 31 CKJIaJy KOMIUIEKCY TEXHIYHUX 3aC001B IIEHTPAILHOTO
cermenTy ITC L[CK i3 30BHIIIHIX HOCIIB 200 "epe3 MepexeBuil inTepdeiic.
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Ha eTami TeXHIYHOTO MPOEKTYBaHHS OOMEKEHHS, JOTPUMAHHS SIKUX JI03BOJISIE TApaHTyBaTH,
10 MOCIyru 0e3mekn MoCTyIHI TUTbkH uepe3 inTepdeiic K33 nenrpansnoro cermenra [TC LICK 1
BCI 3aIUTH HA JIOCTYII JIO 3aXHIIEHUX 00'€KTIB KOHTPOIIOIOTHCS HUM, MOXKYTh OyTH YTOYHEHI.

5.3.18 CamorecryBanus B peaabHoMy daci (HT-3)

K33 wnenrpansaoro cermenty ITC IICK mnoBuHeH mepeBipsATH 1 Ha MIACTaBl IHOTO
rapaHTyBaTH IPaBUIBHICTh (YHKIIIOHYBaHHS 1 UUIICHICTh IEeBHOI MHOXHMHH (yHKIiA K33
uentpanbHoro cermenty ITC LICK.

[Tpouenypamu, 10 MarOTh BUKOPUCTOBYBATUCS /IS OL[IHKH NMPAaBHIBHOCTI (DYHKIIOHYBaHHS
K33 nenrtpansnoro cermenty ITC LICK e:

— TECTYBaHHS Ha IPEIMET BipyCHOTO 3apakKeHHS;
— TepeBipKa KOPEKTHOCTI KOHQITypaiitHux (aiiiB OKpeMHX MPOrpaMHUX 3ac00iB;
— TECTYBaHHS MPAaBHJIBHOCTI KpUOTOrpadiuHUX MEpEeTBOPEHb, 10 peali3oBaHi y 3acobax
K3I 3i ckmany K33 nearpanbsaoro cermenty [TC LCK;
— JiarHOCTHKa (YHKIIOHYBaHHS MEpPEXKHHX BY3JIB Ta IepeBipka (QYHKIIIOHYBaHHS
CHemniagi30BaHuX MMPOrPaMHHX CEPBICIB.
K33 uentpansHoro cermenty ITC LICK mae OyTu 31aTHMM BHKOHYBaTH Halip TECTIB 3
METOIO OLIHKM MPaBMWIIBHOCTI (DYHKIIOHYBaHHS. TeCTH MOBMHHI BUKOHYBATHCS PHU 3aIyCKy Ta 3a
3anuTOM KopHctyBaya 3 poiuito P Ab, P AC abo iHIIOro yrmoBHOBa)K€HOTO KOPUCTYBaya.

[lepenik mpomemyp Ta TECTiB, IO NPU3HAYCHI IS peamizamii TMOCIyrH MOXe OyTh
YTOYHEHUI Ha eTaIrli TEXHIYHOTO MPOSKTYBaHHSI.

5.3.19 ABrentudikanis By3ia (HB-1)
K33 nenrpansnoro cermenta ITC LICK nepen moyatkom oOMiHy MOBHHEH 3a0€3MeUyBaTH:

— B3aeMHy iAeHTH(]iKalil0 Ta aBTeHTU(QIKAll0 amapaTHO-porpaMHux 3aco0iB K3l
(MepexHi kpuntomonynmi, kpunromonyni, AII3 K3I) ta mporpamHux 3aco0iB, IO
BCTAaHOBJIEHI Ha KommoHeHTax ueHtpaibHoro cermenty ITC ICK (uentpanbHHX
cepBepax, cepBepax B3aeMoii, PM 00ciiyroByro4oro nepcosaiy).

ATpuOyramMu JOCTyNy, IO MalOThb BUKOPHCTOBYBATHUCS IpPH peajizailii MOCIyrd MOBHUHHI

Oyt ocoOucTuii 1 Bigkputuil (y ckiaai ceptudikara) K4l eIeKTPOHHOTO HU(POBOro MiAMUCY
komnoHeHTiB K33 ITC LICK, mo B3aeMOIifOTh.

[TiaTBepKeHHs 1EHTUYHOCTI Mae€ 3/1HCHIOBATHCS Ha OCHOBI 3aTBEP/HKEHOTO MPOTOKOIY
aBTeHTH(iKalii, 10 BUKOpHcTOBYe MexaHi3Mm ELII.

5.3.20 ABreHTH(}iKAalis BiAIPaBHUKA 3 MiATBepLKeHHIM (HA-2)

K33 nentpansrnoro cermenta ITC IICK moBuHeH 3a0e3reuyBaTH 3aXHCT BiJ BIJIMOBH BiJl
aBTOPCTBAa 1 OJIHO3HAYHO BCTAHOBHUTH HAJIEKHICTh IEBHOrO OO0'€KTa IEBHOMY KOPHUCTYBauy
(mpotiecy), ToOTO TOH PaxT, 1110 00'eKT OyB CTBOPEHMI TEBHUM KOPHUCTYBadyeM (TIPOLIECOM).

[TomniTHKa MOCTYTH MA€ BiIHOCUTHUCS JI0:
— kopucryBauiB 3 posimu: P_ AL, P AP, P_ APY3, P _3IIII, P_334;
— mnpouecis: I1IK neHTpansHux cepepis;
o0'exiB 3axucty: {{I CEP}, {{I MU}, {1 3KCC}, {I 3KDC}.
ATpuOyToM, IO JO3BOJSE OJHO3HAYHO BCTAHOBUTH, IO OO0’€KTH 3aXUCTy MO SKUX

BITHOCUTbCS TMOJIITUKA TOCIYrd, Oyau CTBOpPEHI OJHHM 3 KOPHCTYBadyiB (IMpOLECIB) A0 SKHUX
BiTHOCHUTBCS MOJNiTHKA ocyru Mae Oytu ELIIT.

ATpuOyTramMu KOpHCTYyBadiB (IIPOIIECIB) HA AKUX MOIIMPIOETHCS MOJITHKA ITOCITYTH Ma€e OyTH
ocobuctuii kimou ELIT ta cepTudikar BigKpUTOro Kiroya.

[Tponiemyporo, MO T03BOJISIE OJHO3HAYHO BCTAHOBUTH, IO 00 €KT 3aXHCTy OyB CTBOpPEHUH
NEBHUM KopucTyBaueM (mporecoMm), € mnepeBipka EIIl Big maHux, IO NepeBipsAlOTbCA 3a
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kpunrorpadiuaum anroputmom ELII, mo Busnauenuit JCTY 4145-2002. [Ina 3abe3nedeHHs
MOYJIMBOCTI OJJHO3HAYHOTO ITiITBEP/PKEHHS HAJIGKHOCTI 00'€KTa HE3AICKHOIO TPETHOK CTOPOHOIO,
y cknani K33 nenrpansnoro cermenta ITC LICK npu ¢gopmyBanni Ta nepesipsuni ELII maioTh
BUKOpUCTOBYBatucs HaikHi 3acobu ELIT ta mocuneni ceprudikatu BIAKPUTHX KITFOYIB.

VY SKOCTI He3aJeKHOI TPEThOi CTOPOHU MAa€ BUCTYIATH aKPEIUTOBAHUHN LEHTP cepTHdiKaril
KJIFOYIB.

5.4 Bumoru 10 KOMITJIEKCHOI CHCTEMH 3aXUCTy iH(popMalii B YaCTUHI 3aXUCTY BiJl BUTOKY
iHpopMarii TeXHIYHUMHU KaHaJaMHU Ta 3aXUCTY BiJ| CHEIlialbHUX BIUIMBIB

5.4.1 LlenTpanbHi cepBepd Ta KPUITOMOIYJIl TTOBUHHI pO3MIIYBATUCh y €KpaHOBaHiil madi,
sika Bignosizae Bumoram Jlogatky 1 mo IIpaBwt nmocunenoi ceprudikartii.

5.4.2 ENeKTpOXWBJICHHS UEHTPAIbHUX CEPBEPIB Ta  KPUNTOMOIYJIB  TOBHHHO
3MIACHIOBATUCh uepe3 (IIbTpU ENEKTPOXKUBJICHHS, sKi BiAmoBigaroTh Bumoram J[lomatky 1 o
[TpaBwt mocuiieHoi cepTudikartii.

5.4.3 [Ins 3’enHanHs oONMagHaHs, sIKE 3HAXOAUTHCS y eKpaHOBaHii madi, 3 oOIagHaHHAM,
SIKE 3HAXOJUTHCS 32 MEKaMHU EKpaHOBAaHOI Mmadu, MOBHHHI BUKOPHCTOBYBATHCH OINTOBOJIOKOHHI
TiH1T 3B’ SA3KY.
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6 BAMOT'H JIO CKJIAY TPOEKTHOI TA EKCILTYATAIIMHOI TOKYMEHTAIIL

6.1 IlpoexTHa OOKyMEHTallii Ha KOMILIEKCHY CHCTEMY 3axucTy iHpopmaiii NOBHHHA
BKJIFOYATH:

MOSICHIOBAJIBHY 3aMCKy TeXHOpoOodoro nmpoekty KC3I;
riad 3axucty indopmarii y ITC LICK (cykynHicTh JOKYMEHTIB), Y IKOMY NOBHHHI OyTH
BU3HAYEHI:
— mepenik iHdopMallii, o mijisirae aBTomaruzoBanomy oopoodnennio y ITC [[CK
Ta MOTpedy€e 3aXUCTY;
— omuc Mojeni 3arpo3 st indopwmariiii, oopodmoBanoi y ITC IICK;
— omwc noaituku 6e3nexu iHopmarnii y ITC LCK.

6.2 Jlo ckiiagy TOKYMEHTAIlii TeXHOPOOOYOro MPOEKTY MOBUHHI BXOJUTH: OCHOBHI TEXHIYHI
pimenns mono nodynosu KC3I B ITC LICK; onuc ckinany K33; onuc GpyHkIioHyBaHHS MEXaHi3MiB
3aXHUCTY; CIIOCOOM peaizallii mociayr 0e3meKu; OCHOBHI mpaBmia ekcruryaramii K33.

6.3 Cxnan ekcruryaraniiinoi nokymenrauii [TC LICK:

MIOJIOKEHHS TIPO YO0y 3axXucTy iHpOpMAIlii;

IHCTPYKLiA 3 Oe3neyHoi iHcTansii, reHeparii 1 3amycky K33;
nopsinok mojaepHizarii ITC LICK;

IHCTpPYKILiA 3 3a0e3neueHHs 6e3nepepBHOro PyHKIIIOHYBaHHS,
THCTPYKIIiS 3 KOHTPOJITIO 32 PYHKIIOHYBAaHHSIM;

IHCTPYKIS PO MOPSIOK peecTpalii KOpUCTyBayiB;

THCTPYKIIist TPO TOPSIIOK 3a0€3MeYEeHHsT aHTUBIPYCHOTO 3aXHCTY;
HACTaHOBHU OIlepaTopam;

HACTaHOBHU aJMIHICTpaTOpam;

HACTaHOBA a/IMIHICTpaTOpy Oe3MekH (BiAMOBIAAILHOMY 32 3aXHCT).

6.4 Tlim gac po3poOJieHHS IUX JOKYMEHTIB JO3BOJIIETHCS TOEIHYBATH KiIbKa 3 HUX Y
BUTJIS/IL OKPEMUX PO3JIUTIB B OTHOMY JOKYMEHTI.

6.5 OctatouHuii ckyiaj 1 3MICT JOKYMEHTAI[ll Mae OyTH YyTOUHEHUH Ha eTarl TeEXHOPOoOOo4oro

IIPOEKTY.
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7 ETAIIM BUKOHAHHA POBIT

7.1 Bignosinno o Bumor HJI T31 3.7-003-2005 crBopenns KC3I B ITC LICK 3nilicHIOETBCS
NoeTanmHo. Y3arajnbHeHi etanu BuUKoHaHHsA poOiT 31 crBopenHss KC3I B ITC LICK naBenmeni y

Tabymmi 7.1.

Tabmuusg 7.1 — Etanu BUKOHaHHS pOOIT

Cranis

Etanu po0it

PesynbTar poboTH

1 TexuiuHe 3aBIaHHA

1.1 O6cTexxeHHS CepeIOBHIIL
¢ynkuionyBanus [TC LICK.

1.2 Po3poOka Ta moroKeHHS
TEXHIYHOTO 3aBJaHHS HAa CTBOPEHHS

KC3IB ITC ICK

1. AKT 0OCTeX)EHHS CepPeIOBHIII
¢ynkuionysanus [TC LICK.

2. 3arBepmxene T3 Ha CTBOpEHHS
KC3I B ITC LICK

2 TexHopobounii
MPOCKT

2.1 Po3po0Oka mpomno3uiiii 10
TexHopobouoro npoekty KC3I B
ITC LICK.

2.2 Po3pobxka pobouoi Ta
eKCIUTyaTalliifHO1 JOKyMEeHTAIlii Ha
KC3I8 ITC [ICK

1. ITosicHIOBAJIbHA 3aIIMCKa 10
TEXHOPOOOUOTO MPOEKTY.

2. Poboua Ta excruryarariiina
nokymenTanii Ha KC3I B ITC
LCK

3 BBeneHHs B fito Ta
nepeBipka
npane3aaraocti KC31I

3.1 Peauizarrist (BpoBaIyKEHHS)
3axoxiB moao KC3I B ITC LICK.
3.2 Po3pobka i 3aTBepIKEHHS
"[IporpamMu 1 METOAMKHU MONIEPEIHIX
Bunpodysans KC3I B ITC LICK".
3.3 TIpoBeneHHs nonepeaHix
BuripoOyBanb KC3I B ITC LICK.

3.4 Jocnigna excrutyaraist KC3I B
ITC IICK.

3.5 KoperyBaHHs ekcrityaTamiiHoi i
cynpoinHoi qokymenTanii KC3I B
ITC IICK

1. K33, pearnizoBaHi i
incranboBani y LICK.

2. Ilporpama i MmeTomka
nonepeanix Bunpodysanbp KC3I B
ITC LICK.

3. AKT Ta IpOTOKOJI MONEepPeIHIX
BurnpoOyBanb KC3I B ITC LICK.
4. NlopobneHa excrulyaraliifHa Ta
CYMPOBIiJIHA TOKYMEHTAITIS.

5. JIoKyMeHTaIlis 10 MPOBEACHHS
Jep:kaBHOI eKCIIEpTU3H

4 Jlep>xaBHa
eKcIepTHh3a

4.1 CynpoBijg ekcepTHUX poOiT

ArtecTar BiAMOBIAHOCTI (32
pe3ynbTaTaMu JIep>KaBHOT
excrieptusn) KC3I B ITC LICK

8 ITIOPAAOK BHECEHHSA 3MIH I JOITIOBHEHD 10 T3

3MiHM 1 gomoBHeHHS 10 T3 micnga #Horo 3aTBep/PKEHHS O(OPMIISIIOTBCS OKPEMHUM
JOTIOBHEHHSIM, 1110 3aTBEPIKYETHCS B TAKOMY K MOPAIKY, K 1 11e T3.
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9 NIOPAAOK IMPOBEJAEHHS BUITPOBYBAHD KC31

9.1 O6'extom BurnpodyBanb € KC3I B ITC LICK.

9.2 Mertoro BunpoOyBaHb € BH3HAYeHHS BigNOBIgHOCTI nocarHytoro B KC3I piBHA
3axuieHocTi iHdopmarlii BumMoram T3 1 BU3HAYEHHS TOTOBHOCTI JI0 €KCILTyaTaIllii.

9.3 Bumpo6yBanus KC3I B ITC LICK 3niiicHIO€TBCS 3 BpaxyBaHHSAM 3MICTY €TamliB Ta
4eproBOCTi BUKOHAHHS poOiT 3 mooyaosu KC3I (11 . 7).

9.4 TlpoBoasaTecs HacTynHi Buau BuripoOyBanb KC3I: momepenHi, qociiHa eKcruTyaTaris,
Jiep)kaBHa EKCIepTU3a. 3a pe3yibTaTaMH MOIEpPEAHIX BUIPOOYBaHb CKIANAETHCS AKT, y SIKOMY
3a3HAYAIOTHCS PE3YNIbTaTH BHUIPOOYBAHb 1 JA€THCS BUCHOBOK IIOAO MOMKIMBOCTI BIPOBAIKECHHS
KC3I B ITC LICK y nocniaHy ekcriyaTauio.

9.5 KC3I B ITC LCK BBOAHMTBCSA y HOCHIAHY EKCILTyaTamiro 3TigHO 3 Haka3zoM. llicis
3aBEpILUEHHS IOCIIAHOT eKCIUTyaTallli CKIaaeThCs aKT, Y IKOMY HaBOJSATHCS PE3yJIbTaTH JOCIiAHOT
eKCIuTyaTalii i Ja€ThCsi BACHOBOK po MoxkuBicTh npeactaBieHHs KC3I B ITC LICK na nepxaBHy
EKCIIepTH3Y.

9.6 [epxkaua excrieptuza KC3I B ITC IICK 3miiicHroeTbest BimnoBigHo 10 "TlomosxeHHs
po JepKaBHY €KCHepTu3y B cdepi TEXHIUHOTO 3aXHcTy iHbopMalii", sike 3aTBepAKEHO HaKa30M
Anminictpanii depxkcenen3s’s3ky Big 16.05.2007 p. Ne93 (i3 3miHaMu 3aTBEpHPKEHUMH HaKa30M
Anminictpanii [Jepxcnen3s’szky Bix 10.10.2012 p. Ne567).



