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1 OBJTACTb 3ACTOCYBAHHA

1.1 Bumoru uboro gokymeHTa nowmptototbes Ha LICK B uinomy.

1.2 Lleit 4OKYyMEHT BM3HA4Ya€E OCHOBHI 3axoau, MeToam i 3acobu 36epiraHHsA (NigTPUMKKW) Npaue3aaTHOCTi
LICK npu BMHMKHEHHi Pi3HOMaHITHUX HaA3BUYaMHMX (Jani - KpM3oBMX) CUTyaUi, a TakoxX crnocobu i 3acobu
BigHOBNEHHA iHdopmauii i npoueciB ii 06pobku y pasi nopyweHHs npauesgatHocTi LJCK abo noro oCHOBHMX
KOMMOHEHTIB. KpiM TOro, AOKYMEHT ONucye Aii pisHMX KaTeropin nepcoHany cucteMu B KpU30BUX CUTyaUiax, Aii no
nikeigawji ix HacnipkiB Ta MiHiMi3aLii MOXNMBOro 36UTKY.

2 HOPMATUBHI MOCUINAHHA

1) 3akoH YkpaiHu “IMpo enekTpoHHU undpoeun nignuc” Big 22.05.2003 p.;
2) 3akoH YkpaiHu “Mpo enekTpoHHI OKYMEHTU Ta eNeKTPOHHUIA AoKyMeHToo6ir” Big 22.05.2003 p.;

3) [lopsagok akpeauTauii LeHTpy cepTudikauii kntodis. 3aTtBepaxeHun NoctaHosoo KMY Big 13 nunHa
2004 p. Ne 903;

4) TlpaBuna nocuneHoi ceptudikadii. 3aTBepaxeHi Hakazom JCTC3| Cb Ykpainn Ne 50 Big 10.05.2006
p.;

5) TMopsapok 3acBigyYeHHA HAasABHOCTi €1EKTPOHHOIO AOKYMEHTA (ENEKTPOHHMX AaHMX) HA NEBHUA MOMEHT
yacy. 3atBepaxeHun MNMoctaHoBoo KMY Big 26 TpaBHs 2004 p. Ne 680.
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3 TEPMIH TA BUSHAYEHHA

TepMiHu, sKi BXMBAKOTbCA Y LbOMY OOKYMEHTI, MaloTb Take 3Ha4YeHHS:

BiJHOBNEHHSA - NpoLec nepeBefeHHs1 06'ekTa B Npaue3aaTHUIA cTaH 3 Henpaue3gaTHoro ctaHy (FTOCT
27.002);

Kpu3oBa (aBapiiHa) cuTyauia - CTaH aBTOMaTU30BaHOI CUCTEMU, BU3HAYEHWUIA CMONYyYEHHAM BiAMOB
i/abo NoMuNokK yHKLiOHYBaHHS ii eneMeHTIB i 3gaTHUIA NPUBECTU A0 NopyLUeHb (YHKLIOHYBaHHA cuUc-
TEMM B LSIOMYy 3 0COBNMBO 3HAYHUMMN TEXHIYHUMW, EKOHOMIYHMMMK abo couianbHUMK BTpaTamu (Tob6To
0o asapin) (TOCT 24.701);

KOHcbirypauisi - cnoci6, 3a LONOMOroto SKOro OpraHi3yloTbCs i B3aEMOZi0Tb anapaTHi i nporpamHi 3a-
cobu cuctemmn o6pobku iHpopmauji (FTOCT MCO/MBK 2383-1);

Henpaue3aaTHWUi CTaH - cTaH 06'eKTa, Npu AKOMY 3Ha4eHHA xoda 6 ogHoro napameTpa, Wo XapakTe-
pu3ye 30aTHICTb BUKOHYBaATK 3a4aHi pyHKLUIi, He BignoBigaloTb BUMOraM HopMaTUBHO-TEXHIYHOI 11 (a60)
KOHCTPYKTOPCbKOI (MpoekTHoi) aokymenTauii (FTOCT 27.002);

BiIMOBA - MoOAis, WO nossirae B NopyLleHHi Npaue3gaTtHoro ctaHy ob'ekta (TOCT 27.002);
npauesgaTHWUiA CTaH; Npaue3aaTHICTb - CTaH 00'ekTa, Npu AKOMY 3Ha4YeHHs BCiX NapamMeTpi., L0 Xapa-
KTEpM3yTb 34aTHICTb BUKOHYBATK 3adaHi (byHKLUii, BignosigaoTe BUMOraMm HOPMaTUBHO-TEXHIYHOI 1
(ab0) KoHCTpyKTOpChKOI (NpoekTHOI) AokyMeHTauii (FTOCT 27.002);

pe3epByBaHHS - crnocib 3abe3neyvyeHHss HafiMHOCTI 06'ekTa 3a paxyHOK BUKOPWUCTaHHS [OLATKOBUX 3a-
co6iB i (abo) MOXNMBOCTEN, HAAJIMLLKOBUX CTOCOBHO MiHiMaribHO HEO6XiAHOro A BUKOHAHHSA BCTAHO-
BrneHux pyHkuin (FOCT 27.002);

36in - BiAMOBA, L0 camoycyBaeTbCs, abo ogHOKpaTHa BIAMOBA, LLIO YCYBAETbCA HE3HAYHUM BTpy4YaH-
HsAM onepatopa (TOCT 27.002).

[HWi TepMmiHK 3aCTOCOBYIOTLCS Y 3HAYEHHI, HaBegeHOoMY B 3akoHax YKpaiHu "l1po enekTpoHHuin undposun
nignuc”, "lNMpo TenekomyHikauji", iHWWX HOPMAaTMBHO-NPaBOBMX akTax 3 MuTaHb iHdopmaTu3auii Ta 3axucTy

iHcbopmaLii.

4 NO3HAYEHHA TA CKOPO4YEHHA

- EnektpoHHWin undposuin nignuc

- INokanbHa obuucnioBanbHa Mepexa

- HopmaTtuBHU AOKYMEHT

- HecaHkuioHoBaHUM gocTyn

- [NepcoHanbHa enekTpoHHO-064YMCOBanbHa MallnHa

- [porpamHe 3abe3neyeHHst

- [MporpaMHO-TEXHIYHMI KOMMSEKC

- Pobouya cTaHuia

- LeHTp ceptudikadii kroyis

- Global Positioning System (rnobanbHa cuctema no3uLioHyBaHHS)
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5 Ui CKNAOAHHA, SABOAHHA | ETAM BUKOHAHHA MITAHY

5.1 OCHOBHI Lini cknagaHHA nNnaHy NonAraTb y TaKOMY:

MiHimi3auia noTeHuinHmx diHaHcoBux BTpaTt [ "EHEPIT OPVHOK" Ha npoBeAeHHsA BigHOBMOBANIbHMX
pobiT i 3abe3neyeHHss 6e3nepepBHOro yHkuUioHyBaHHS LICK ;

3MeHLLEeHHs topuanyHoi BignosigansHocTi O "EHEPTOPNHOK" BHacnigok HeHaneXxHoro BUKOHaHHS
LICK cBoix chyHKLUi Ta 3060B'A3aHb;

CKOpPOYEHHSA Yacy HenpauesaaTtHoro ctaHy LCK;

3abe3neyeHHs cTabinbHocTi aisnbHocTi LICK;

OpraHi3oBaHe BigHOBNEHHSA npaue3paTHoro craHy LICK;

3MEHLLEHHA HaBaHTaXEHHS Ha NpoBigHux cniBpobiTHuKiB LICK;

Kpalla CXOPOHHicTb ManHa LICK;

3abe3neyveHHss 6e3nekn nepcoHany Ta 3amoBHukiB LICK;

DOTPUMaHHA BUMOT 3aKOHIB Ta iHLIMX HOPMaTUBHO-MPaBOBUX aKTiB 3 NMUTaHb iHhopMaTu3aLdii Ta 3axmc-
Ty iHdopmaLii.

5.2 OcHOBHa MeTa y NpOoLECi BUKOHAHHS NnaHy nonsirae B 3abes3neyeHHi LWBMAKOro i MOBHOIO BiHOBMEHHS
6e3nepepBHOro yHkuUioHyBaHHs LICK B 3axuweHomy pexumi B 06cs3i QyHKUIN BU3HAUYEHUX Y HOPMaTUBHO-
npaBoBux akTax [1 - 5].

Y pe3ynbTaTi BUHUKHEHHA Byab-aKOi KpM30BOi cuTyauii abo naHutora nofibHuUx nogin, noctaBneHa MeTa
[OCAraeTbCA WAXOM pilleHHs kepiHuuTeom O "EHEPTOPMHOK" Ta kepiBHukoM LICK Takux 3aBaaHb:

BM3HAYEHHS NOPAAKY Aii, npouenyp Ta pecypcis, HeobXigHWX Ana BIAHOBMNEHHSA NpaLe3naTtHoro cTaHy
cuctemu abo 3abesneyeHHs i cTabinbHOro yHKLIOHYBaHHS;

BM3HAYEHHA LWUITATHOrO CKagy W OCHOBHMX OOOB'SI3KiB NepcoHasny aBapifiHMX rpyn i3 uicna cniBpobiT-
HukiB LUJCK wopo peanisadii 3axoaiB nnaHy BiQHOBMEHHSA, @ TaKOX MOPSAKY OpraHisadii e(peKkTuBHOI
B3aemofii MiX aBapiiHuMu rpynamu 1 ynpasriHHA HAMW NPOTArOM BCbOro Yacy akTMBHOCTI [nany;
BU3HAYEHHA Mopaaky B3aemopii i koopauHauii gin nepcodany LICK ta AN "EHEPITOPUHOK" wopo
peanisauii nnaHy 3 iHWKWMK opraHi3auiaMu i CTpyKTypamu (MOXeXHi, MeanepcoHarn, Miniuisa, patysanb-
HWKW TOLLLO), siKi, MOXIMBO, ByAyTb 3anydaTuca Ao fikeigauii Hacnigkie Hag3BMYanHMX MOAIN, WO BU-
KNMKanu nopyLeHHs HoOpManbHOro (PyHKL,iOHYBaHHS CUCTEMMN.

5.3 Bci 3axoam WoA0 BUKOHAHHSA NiiaHy MOXHa NOAINUTY Ha Tpy eTanu:

eTan nosigomneHHs (aktusauii NnaHy). OCHOBHMMY 3aBAaHHAMM, LLO PO3B'A3YIOTHCA Ha faHOMY eTarni,
€ CBO€YacHa ifeHTUdiKauid BUHUKHEHHS KpWU30BOI CUTYaLlii, BUABMEHHA HaHECEHUX CUCTEMI YLIKO-
OXeHb, OUiHKa 36UTKiB, NPOrHO3 MOXJIMBOCTI BiAHOBNEHHSA npaue3natHoro ctaHy LICK i yxBaneHHs
pilleHHs Wwoao HeobXxigHOCTiI akTuBaLii NnaHy BiAHOBIIEHHSI CUCTEMMU;

eTan BigHoBneHHA. OCHOBHI 3aBAaHHA - BiGHOBNEHHA (DYHKLIOHYBaHHA CUCTEMW 3@ TUMYacOBOK CXe-
MO0 (3 BUKOPUCTaHHAM pe3epBHUX 3acobiB), MpoBeAEeHHS KOMMNEKCY Po6IiT 3 MOBHOMO BifHOBIIEHHS
npauesgaTHOCTI cuctemu B 06¢A3i 3BUYaHUX YMOB;

eTan BigTBOPeHHA cuctemn. OCHOBHI 3aBAaHHS - MOBHE BiAHOBNEHHA npaue3patHoro ctaHy LUCK Ta
NOBEPHEHHSA 10 PEXUMY HOPMasbHOro OyHKLIOHYBaHHS.



6
€AA]1.468244.185.43.02

6 CTUCNN OMNMUC LICK

6.1 LleHtp ceptudikauii kntovie (gani - LICK) € cneuianizoBaHo iHOpMaLiiHO-TENEKOMYHiKaLiNHO
(aBTOMaTM30BaHOK) CMCTEMOM, WO Mpu3HaveHa Ana obpobku, SK BiaKpuToi iHopMalii, Tak i KoHdiAeHUiHOI
iHdopmalLii.

LICK po3sropHeHuii siKk nokasibHa obuucnioBanibHa Mepexa, WO Mae €AMHY TOYKY MigKIYeHHA [o
BHYTpIiLLUHBOI TenekomMyHikauinHoi mepexi AN "EHEPITOPUHOK", uepes aki kopuctysaudi LICK i Mmepexi oTpnmytoTb
OOCTyn 0o HagaHux iM iHdopmauinHnx Ta anapatHux pecypcis MNTK LICK.

B cknagi nokanbHoi obuucnioBanbHoi mepexi LICK dyHKuUioHyoTb LeHTpanbHi cepeepu LICK Ta cepsep
B3aemofiji, a Takox poboui ctaHuii (PC) agmiHictpaTopa 6e3neku, cucteMHoro agmiHictpatopa, aamiHictpaTopa
peecTpalii, ki B3aEMOAilOTb 4Yepe3 BHYTPILLHIO KOMYHiKaLjiiHy Mepexy Ha OCHOBi kabenbHoi Mepexi Ta
KOMyTaTopiB.

MporpamHo-TexHiyHmin komnnekc (MTK) LCK B3aemogie 3 MNTK iHwunx LCK (B Tomy uucni i U30), ITC
kopuctyBauiB (cnoxmBauis nocnyr ELIM) uepe3 cepsep B3aemogji. Cepsep B3aemogii (MTK LICK) B3aemogie 3
30BHILLHbOK TENEKOMYHIKaLiiHO MepeXetlo Yyepe3d BHYTPIilHI TenekoMyHikauiiHi mepexi O "EHEPIT OPUHOK"
Ta NPOrpamMHO-TEXHIYHOro Komnekcy B3aemogji 3 3TM.

6.2 3rigHo [1,3] nig yac HagaHHA Nocnyr enekTpPoHHOro uMdpoBoro nignucy isan4HMM Ta PUOUYHUM
ocobam, isnyHum ocobam-nignpuemusam LICK 3060B'a3aHnin 3abe3neyvyBaTi BUKOHAHHSI TaKMX BUMOT.

6.2.1 Llinopo6oBuin goctyn KopucTyBadiB 40 cepTudikaTiB KIo4iB Ta BiANOBIAHMX €NeKTPOHHMX NepenikiB
cepTudikaTiB Yepea 3aranbHOAO0CTYIMHI TENEKOMYHIKaLivHI KaHanu.

6.2.2 HapaHHs1 y peanbHOMYy 4aci Ta/abo 3 BUKOPUCTaAHHAM CMMCKY BiAKNMMKaHUX cepTudikaTiB BignosigHoO
0o pernameHTy pobotn LJCK gocToBipHMX aHUX Npo cTaTyc cepTudikaTiB 3a 3annToM KOPUCTYBauiB.

6.2.3 Llinogo6oBuin npunom 3BepHeEHb NPO CKacyBaHHs, 6/10KyBaHHS Ta MOHOBMEHHS cepTudikaTiB KNo4iB
(B aBTOMaTMYHOMY pexmMi, y TenedoHHOMY pexumi, abo 3a NMCbMOBOIO 3asBOI0 - Ha NpoTA3i poboyoro aHa O
“‘EHEPIOPUHOK?).

6.2.4 MNepeBipka 3aKOHHOCTi 3BEPHEHb NP0 CKacyBaHHS, 61TOKyBaHHSA Ta NMOHOBIIEHHSI cepTUdiKaTiB KIo4iB
Ta 30epeXeHHA AOKYMEHTIB, Ha niacTasi Akux 6ynn ckacoBaHi, 610kOBaHi Ta MOHOBMEHI CepTUIKaTH KITHOYiB.

6.2.5 CBoeyacHe cKacyBaHHs, OnOKyBaHHA Ta MOHOBIOBaHHA cepTudikaTiB KioYiB y BuNagkax,
nepepbaveHnx 3akoHoMm [1]. Yac Mix OTpumMaHHsAM 3BepHeHHA nignucyBaya abo 1Oro ynoBHOBaXEHOrO
NnpefcTaBHMKa MpPO CKacyBaHHA, OnokyBaHHA cepTudikata Ta BHECEHHAM 3MiH [0 CNUCKY BigKIMKaHUX
cepTudpikatie, 4OCTYNHUX KOPUCTyBayaM, He NOBMHEH NEepPeBULLYBaTU ABOX FOAVH.

6.2.6 CBoeuyacHe nonepenxeHHA nignucyBaya Ta [AofaBaHHA B cepTudikaT BiOKPUTOro Krwo4a
nignucyeava iHcopmaujlo npo obmexeHHs BukopucTaHHa ELM, aki BcTtaHoBnwowTbcA aAna 3abe3neveHHs
MOXITMBOCTI BiAlKoAoyBaHHA 36UTKIB CTOPIH y pasi 3anofisiHHs wkoau 3 6oky LICK.

6.2.7 LinopoboBe HapaHHA nocnyru dikcyBaHHA 4Yacy. Yac popMyBaHHsA, ckacyBaHHs, OI0KyBaHHA Ta
NMOHOBIEHHA cepTuikaTiB BCTAHOBMIOETHCH 3@ KUIBCbKMM 4YaCcOM i CUHXPOHI3YeTbCA 3 BcecBiTHIM KOOpAUHOBaHMM
yacom (UTC) 3 TOYHICTIO [0 OAHIEI CEeKyHAaM.

6.2.8 36epexeHHs copMoBaHNX cepTudikaTiB  KIOYiB  NPOTArOM CTPOKY, nepeabaveHoro
3aKOHOA,aBCTBOM )15l 36epiraHHs BiANOBIAHMX AOKYMEHTIB Ha nanepi.

6.2.9 3axucT iHdopmalii B aBTOMaTU30BaHUX CUCTEMaX BiANoOBiAHO 0O 3aKOHOAABCTBA.
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7 OMNUC TUMNOBUX KPU3OBUX CUTYALIIN B LICK

7.1 Knacudikauis Kpu3oBux cutyauin

7.1.1 BignosigHo Ao pgxepen i ¢opmMu nposiBy KpU30BIi cuUTyauii MOXyTb OyTM BUNAQKOBUMMU
(HeHaBMUCHMMKM) abo HaBMUCHMMM (HaBMUCHWMA Hanapg). Kpusosi cuTyauii MoxyTb matu o06'ekTuBHy abo
cy6'eKTUBHY npupoay.

Mip, BUNagkoBoOK (HEHAaBMMUCHO) KPU30BOK CUTYaLLED PO3YMIETLCS Taka KpM30Ba cuTyauisi, aka He 6yna
pe3ynbTaToM Hanepep, 064ymMaHuX fii i BUHUKHEHHST SKOI 3'ABUNoCcsa pe3ynbTaToM 06'eKTUBHUX abo Cy6’eKTMBHUX
MPUYMH BUNAAKOBOrO XapakTepy, XxanaTHocTi, HeabanocTi abo BunaakoBoro 36iry o6¢cTaBuH.

Mia HaBMUCHUM Hanagom pO3YMIETbCA KpWU30Ba CUTyalisi, fIka BUHWKNA B pe3ynbTaTi BUKOHAHHSA
MOPYLUHUKOM B MEeBHI MOMEHTM Yacy Haneped o64yMaHuX i ClnaHoBaHUX Ajl.

7.1.2 [Ona KOMMOHEHTIB nokanbHOi obuucnoBanbHoi Mepexi (JIOM) i 3acobiB  30BHIWHBOI
TenekomyHikauinHoi mepexi LLICK nOTeHLinHO MOXNUBMMU AXepenamn Kpu3oBux cUTyaLin 06'ekTMBHOI Npupoau
MOXYTb ByTu:

— BMNAAKOBI 3MiHN YMOB 30BHiLLIHbOro hi3n4HOro cepeposuila (3a mexamu 6yaisni abo KOHTPONbOBaHOI
30HM 06'ekTy iHdbopMauinHoi pisnbHocTi LICK), Taki Ak cTuxiliHi nnxa i aBapii, 3emneTpyc, noBiHb, No-
Xexa abo iHWi BunagKoBi nogii;

— BMMNAAKOBi 3MiHM YMOB BHYTPILLUHBOrO hi3MYHOro cepenoBuLLa (ycepeamHi 6yaisni abo KOHTPONbOBaHOI
30HM 00'ekTy iH(popMmauiHoi aisnbHocTi LUCK), Taki K aBapisi cuctemn enektponoctadaHHs Oyaisni
abo npumiweHb LICK, pynHyBaHHs OyAiBenbHUX KOHCTPYKUin npumiwieHb LICK, 3aTtonneHHa npumi-
LLeHb YHacnigoK aBapii iHXEeHepHNX KOMYHIKaLin XONoAHOro BOAOMNOCTayYaHHsA, onanioBaHHs, noxexa
abo iHWi BUNagKoBi nopai;

— BunapkoBi 360i i BigMoBKM B poboTi 06nagHaHHSA i TexHiYHUX 3acobiB komnoHeHTiB LICK abo 30BHiLL-
HbOI CUCTEMW TENEKOMYHiKaLi.

7.1.3 B LLICK noTeHUIiHO MOXIIMBUMY KPU30BUMU CUTYaLLisIMU Cy6'eKTUBHOI NpMpoan MOXyTb ByTu:

— BMNAAKOBi (HEHABMUCHI) @60 HAaBMUWCHI 3MiHM YMOB 30BHILLHLOIO (hi3UYHOro cepenoBuLLa (3a Mexamu
6yanieni abo KOHTPONbOBaHOI 30HM 06'eKTy iHpopMauinHoi aisnbHocTi LICK) Taki sk BnnvBm (aBapii,
noxexa abo iHWi HaBMUCHI Nogji) Ha KOMyTaLinHi By3nu i KaHanu nepeaayi 30BHILUHBOI CUCTEMU TENe-
KOMYHiKauji Ta iH.;

— BMNAAKoBi (HEHaBMWUCHI) abo HaBMWCHI 3MiHM YMOB BHYTPILLHBOro (hi3M4HOro cepefoBuLLa (ycepeaunHi
6yaisni abo KOHTpONbOBaHOI 30HN 06'eKTy iHpopMauinHoi gisneHocTi LICK) Taki sik aBapif cuctemm
enektponocTtayaHHsa 6yaisni abo npumiwieHs LICK, pyiiHyBaHHA OyaiBeNbHUX KOHCTPYKLIN NpUMILLEHb
LICK, 3aTonneHHA npuMilLleHb yHACiAoK aBapii iHXEeHepHUX KOMYHiKaLih XONnoAHOro BooonocTavyaHHs,
onanoBaHHA, noxexa abo iHLWi BunaakoBi nogji;

— Hacniakv NoOMUOK Mif, Yyac NPoeKTyBaHHS i po3pobkn komnoHeHTiB LICK (TexHiyHnx 3acobiB, TexHoso-
rit 06pobku iHpopmaLii, nporpamHux 3acobiB, 3acobiB 3aXUCTy, CTPYKTYP AaHUX TOLLO);

— MOMMUIIKM NepcoHany (KopucTyBadiB) Mig vyac ekcrnyaTauii obrnagHaHHA | TEXHIYHMX 3acobiB KOMMOHEH-
TiB LICK ;

— HaBMMWCHI il (cnpobu) NOTEeHLUiNHMX NOPYLLHUKIB Nif Yac ekcnnyaTauii obnagHaHHA | TEXHIYHUX 3acobiB
komnoHeHTiB LICK .

Ixepena Kpu3oBux cuTyauin cyb'ektuBHoi npupogn y LICK  mMoxyTb OyTu BHYTpIiWHi (HENOANbHI
CniBpOBGITHUKM) | 30BHILLHI (KNIEHTW - KOPUCTYBaYi iHLUUX BiOMCTB, TEPOPUCTUYHI akTu abo ixHA 3arpo3a, aTaku
XaKepiB, Aii KpMMiHaNbHUX, KOMEPLUINHNX CTPYKTYP i Ta iH.).

7.1.4 3a cTyneHeM cepio3HOCTI i po3MipamM 3aBAaHOro 36UTKy Kpn3oBi cuTyauii noAinsaTbca Ha KaTeropii:
3arpos3nunea, CepnosHa, 3Bu4aiHa.

KpwuTepii BU3BHa4YeHHs1 kaTeropii KpM3oBOoi cUTyaLii Ta iMOBIpHI Hacnigky ii BUHUKHEHHA HaBeAEHO B Tabnuu
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Tabnuuga 1 - Kputepii BUBHaYeHHs KaTeropii KpU30oBoi cuTyalii Ta iMOBipHI HacniaKK il BUHUKHEHHS.

JOCTyny [0 pecypciB cuctemm (Ao
KPUTUYHUX HE BiJHOCSTHCS).

KaTteropii kpu3o- | No3HayeH- KpuTepii BU3Ha4YeHHs KpU30BOi CU- IMOBIpHi HacniAKW BUHUKHEHHS KpU-
BOI cutyauii HA Tyauii 30B0I cuTyauil
AKC-1 lMoBHa BigMoOBa iHbopMaL,iiHO- On "EHEPTOPUHOK" 6e3ymoBHO
TenekomyHikauinHoi cuctemn LUJCK i | noBmHHe BigwkopyBatu 36MTKK, WO
il He3gaTHICTb gani 3abeanevyeaTtu MOXYTb ByTV 3anogisHi nignucyea-
HagaHHa nocnyr ELUM disnyHnm Ta Yyam, KOpMCTyBayam Ta TPeTiM 0COo-
PUANYHUM ocobaM, i3nYHUM 6am, ski kopuctytotbes ELM LICK Ha
ABapinHa (¢popc- ocobam-nignpueMuUsaM 3 BUKOHaAH- OOroBipHUX 3acagax..
Maxop) HAM BCiX BMMOT, LLIO HaBeAeHi B 6.2 MignucyBay mae npaBoO OCKapXMWTK Lii
LbOro IOKYMEHTY. yn 6e3gianbHicTb LICK y cynoBomy
TepMiH BigHOBMNEHHS OinbLue 2 ro- NopAaKY.
OVH. BTpaTa npuxmnbHOCTi 3aMOBHMUKIB,
AKC-2 3HuLLEHHRA, 6NOKYBaHHSA, HeNpaBo- NoripLweHHs iMiaXy N 3HUXKEHHSA KOH-
MipHa Moaudikauis abo Komnpome- | KYpPeHTHO34aTHOCTI.
TaLisi 0COBUCTUX KIHOUIB LLEHTPY. HeraTtusHa iHopmaia npo LICK B
TepMmiH BiZHOBNEHHA 0COBUCTUX npeci.
KIoYiB LEeHTpY Ta cepTudikaris bi-
nblle 2 roguH.
3KC-1 BiamoBa iHopmauiiHo- O "EHEPITOPUHOK™" moxe 6yTn
TenekomyHikauiviHoi cuctemu LICK i | npumyLueHe BigwikoaysaTu 36UTKH,
il He3paTHICTb pani 3abeanevyBaTtu Lo MOXYTb ByTV 3anogjaHi nignucy-
HagaHHA nocnyr ELIN isnyHmm Ta Bayam, KopucTyBadam Ta TpeTiM 0Co-
opuanYHNM ocobam, iznyHNM 6am, ski kopuctytotbea ELM LLICK Ha
ocobam-nignpuemMuam 3 BUKOHaH- [OOroBipHUX 3acajax.
HAM 6yab-AKol BUMOTM, WO HaBedeHi | lMignucyBay Mae npaBo OCKapXuTy gii
B6.2.1,6.2.2,6.2.3,6.2.5,6.2.7, un 6e3gianbHicTb LICK y cynoBomy
3arposnuea 6.2.10 uboro AOKyMeHTy. TepMmiH Bi- | nopaaky.
OHOBIEHHA MeHLe 2 roauH. BrpaTa npnxunbHOCTi 3aMOBHMUKIB,
NOripLIEHHS IMIAXY N 3HUXEHHSA KOH-
3KC-2 3HULEHHSA, BOKYBaHHS, HEMpaBo- KYPEHTHO34aTHOCTI.
MipHa Mmoamdikalis abo komnpome- | HeraTusHa iHdopmauis npo LICK B
Tauist 0COBUCTUX KIOYIB LIEHTPY. npeci.
TepMiH BiAHOBMNEHHSA 0COBUCTUX
KMIoYiB LeHTpY Ta cepTudikaTie Mme-
HLUe 2 roguH.
Biamosa okpemux komnoHeHTiB [1TK | Tignnucysay4 mae npaBo ockapxXxuTu gji
LICK (yacTkoBa BTpaTa npauesaar- un 6ezpianbHicTb LLICK y cynosomy
HOCTI), BHAcnifloK Yoro - He3aaT- NOpsAKY.
HiCTb Aani 3abe3nedvyBaT HaQAHHA BTpaTa npuxmnbHOCTi 3aMOBHMUKIB,
CKC-1 nocnyr ELIM cbi:_;quMM Ta lopugny- noripLweHHs iMi,u,)Ky_ N 3HNUXEHHA KOH-
HUM ocobam, di3nyHnum ocobam- KYPEHTHO34aTHOCTI..
nignpueMLUaAM 3 BUKOHaAHHsIM Byab- HeraTtusHa iHhopmauia npo LICK B
SIKOI BUMOTU, L0 HaBefeHi B 6.2.4, npeci.
. 6.2.6, 6.2.8, 6.2.9 UbOro JOKYMEHTY.
CepriosHa TepMiH BiAHOBNEHHS MeHLLEe 2 ro-
OVH.
MopyLueHHSA uinicHocCTi | KoHdIiaeH-
LiMHOCTI Nnporpam i 4aHnx B pe3ysib-
TaTi HecaHKLIOHOBaHOro AOCTyny
CKC-2 (ocobucTmx Kntodis NocafoBux ocié
LICK, nepcoHanbHNX gaHux peecT-
pauii). TepmiH BigHOBNEHHA MeHLLe
2 roauH.
36in okpeMux KomnoHeHTiB MNTK Cutyauji, Lo BUHWUKaOTb B pe3ynbTarTi
3BKC-1 LI,CK. (4acTkoBa BTpaTa npauessat- HebGaxaHux fji, Lo He 3aBAatoTb Bid-
HOCTI), BTpaTa NpoAyKTMBHOCTI. YyTHOro 36UTKy, NpoTe BUMaratwTb
yBaru i ageksaTtHoil peakuii. [ii y pasi
3BuKyaiiHa 3adpikcoBaHi HeBaani cnpobu npo- BMHUKHEHHSA Takux cuTyauin nepea-
3BKC-2 HUKHEHHA abo HecaHKL,ioOHOBaHOro 6a4eHi NnaHom 3axucTy (B 060B'A3-

Kax nepcoHany cnyx6u 3axucTy iH-
dopmaLii LICK).
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7.1.5 Knacudikauiss Kpu3oBux cuTyalin BignoBigHO 00 Axepen, opM MNposiBy Ta KaTeropini yTBOPHOOTb
MHOXWHY 3 12 BapiaHTiB, KOXHUI 3 AKUX € KNAacOM OLHOPIAHMX MO LINIKOM BU3HAYEHUX O3HAKax KPU30BUX CUTYyaLin
B LUICK . Knacu kpusosux cutyauin B LLCK npuseaeHo B Tabnuui 2.

Tabnuuga 2 - Knacu kpusosux cutyadii 8 LICK

[xepena i dopma nposiBy KpM30BOi cutyadji
KaTeropisi Kpn3oBoi cutyalulii O6'ekTuBHi _ Cy6'eKTMBHI _
BUMAOKOBI HaBMMUCHI
ABapinHa (¢popc-maxop) 1 knac 2 knac 3 Knac
3arposnuea 4 knac 5knac 6 knac
CepnosHa 7knac 8 knac 9 knac
3BHUYanHa 10KINAC 11 knac 12 knac

7.2 [0o aBapiiHux (hopc-MaxXopHUX ) KpU3OBUX CUTYaLil BCiX KNaciB BigHOCATLCA:

nopyLleHHs noaadi enekTpoeHeprii B 6yaiento (aBapisi Ha paloHHIN nigcTaHuii) Ha TepMiH Ginbwe 2 ro-
OVH;

3aTonneHHs cepeepHoro npumileHHsa LICK abo cymixHux npumilteHb B OyaiBni BHacnigok aBapii cuc-
TEM XNUTTE3abe3neveHHs (BeNMKuin npopme TpybonpoBoaiB rapsivoi Ta/abo xonogHoi Boam). TepMiH Bi-
AHoBneHHA npaue3gatHocTi NTK LCK 6inblue 2 roguH;

Benunka abo cepegHs noxexa B Oynisni abo cepsepHomy npumilieHi LICK abo npumilieHHi agmiHicT-
patopis LICK;

BiMOBa cuUCTeMU TeneKoMyHikauji (nopmnB kabenis abo aBapis obnagHaHHa ATC TenedoHHOi mepexi
3aranibHOro KOpUCTYBaHHS) Ha TePMiH Binblue 2 roamH;

BigmoBa cepBepy B3aemogii LICK (3 BTpaTtot goctyny go iHgopmauii web-cepsepa, LDAP-cepsepa
TOLO) Ha TepPMiH 6inblue 2 roamH;

BiAMOBa (3 BTpaToto iHdopmaluii) cepepy LICK Ha TepMiH GinbLue 2 roguH;

BigMoBa anapaTHoro moaynto nignucy (AMI). TepmiH BigHOBNEHHNA GinbLue 2 roauH;

kKoMnpomeTauisa ocobuctux kntouie LICK. TepmiH BigHOoBNeHHA ocobucTtux kntouis LICK Ta ceptudika-
TiB nignucyBadie GinbLie 2 roauH;

BigMoBa npuitMada GPS curHanie BeecBiTHboro koopanHoeaHoro Yacy (UTC) abo cepBepy MOHITOpK-
Hry Ta CMHXPOHIi3aujii yacy.

7.3 o 3arpo3nmBmux KpU3oBUX CUTYyaLLin BCiX KNaciB BiAHOCATbCS :

nepebiii B enekTponocTtayaHHi B 6yaienio, ae po3TtawoBaHi npumilleHHst LICK, 3 TepmiHOM BigHOBREH-
HA MeHwWe 2 roauH;

nopyLleHHs nogadi enektpoeHeprii B npumilleHHs LLCK Ha TepmiH Binblue 2 roanH;

aBapii cuctem xutTesabesnevenHs LICK (npopus Tpy6onpoBogie rapadoi i xonoaHoi Boau, BiaMoBa
CUCTEM KOHOMLIOHYBAaHHS i iH.) Ha CTPOK MeHLIEe2 roauH;

HeBeNunKa noxexa B NpuMiLLEeHHi agMmiHicTpaTopiB LICK;

36iih cuctemun TenekomyHikadii (36in o6nagHaHHa ATC TenedoHHOI Mepexi 3aranbHOro KOpUCTYBaHHS)
3 TEPMIHOM BigHOBIEHHA MEHLUE 2 rOfuH;

BigMoBa (6e3 BTpaTu iHpopmauii) cepBepy LICK 3 TepmiHOM BigHOBNEHHA MeHLIe 2 roauH;
36in (6e3 BTpaTK iHbopMalii) cepepy B3aeMogii 3 TEpMiHOM BiAHOBNEHHA MeHLe 2 roauH;
36in anapatHoro mogysnto nignucy (AMI). TepMiH BiZHOBNEHHA MEHLUE 2 roauH;

yacTkoBa BTpaTa iHpopMmaliji Ha Bcix cepBepax 6e3 BTpaTy iX npaue3anaTHOCTI;

BMXif, 3 Nagy nokanbHOI Mepexi (hi3anyHoro cepegoBuLa nepefadi AaHux).

7.4 [10 cepino3HUX KpM30BUX CUTYALLiN BCiX KNaciB BigHOCATLCS:

aBapii cuctemM xuttezabesnedeHHs (apibHuin npopue TpybonpoBoAiB rapa4voi Ta/abo xonogHoi Boaw,
BiAMOBa CUCTEM KOHOULIOHYBaHHS i iH.) B npuMmileHHsax LICK Ha TepMiH Ginblue 2 roguh;

BigMOBa (3 BTpaToto iHpopmaLii) poboyoi cTaHuii LICK ;
YyacTKoBa BTpaTa iHpopMalii Ha 6yab-skin pobodin ctaHuii LLCK 6e3 BTpaTy Moro npaue3naTHoCTi;
nepebiii B nogadi enektpoeHeprii B npuMilieHHA LICK Ha TepMiH MeHLUe 2 roguH.

7.5 0o cuTyauin, W0 BUMaraiTb yBaru BigHOCATLCS:

36in (6e3 BTpaTtyn iHdhopmaLii) poboyoi ctaHuii LiCK ;
HecaHKLiOHOBaHI Aii, Wo 3abnokoBaHi 3acobamu 3axucTy i 3acikcoBaHi 3acobamu peecTpalii;
BiIMOBa CUCTEMU TENEKOMYHiKaLlil.
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7.6. Oxepenamu iHdpopmaLii Npo BUHMKHEHHSA KPU30BOI CUTYalUji €:

— KOpWUCTYyBaui, LLIO BUSIBUNW HEBIANOBIAHICTb NNaHy 3axMcTy abo iHLWi Nigo3pini 3mMiHK B po6oTi UM KOHI-
rypauii cuctemu, abo 3acobiB ii 3axXnCTy B MexXax CBOEI 30Hi BifnoBiAanbHOCTI;

— 3acobu 3axucTy, Wwo BuaBUNK nepenbayeHy MNnaHoMm 3axucTy KpU30oBY CUTYaLito;

— CUCTEMHi XypHanu, B iKUX € 3anucu, WO CBiaYaTb NPO BUHUKHEHHS aB0 MOXNMBICTb BUHUKHEHHST KpW-
30BOi cUTyaLlji.
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8 OCHOBHI MONOXEHHA 3 OPIrAHI3ALLIT BIAHOBMNIOBANBHUX POBIT

8.1 Bci kopucTyBaui, poboTa Kux MoxXe 6yTu nopylueHa B pe3ynbTaTi BUHUKHEHHS aBapiliHOi, 3arpo3nuneoi
abo cepios3HOi KpM30BOI CUTyalii, MOBMHHI HeramHo gonosigaty npo ue. MNMopanblii Aii MO YCYHEHHIO NpUYUH
nopyweHHsa npauesgatHocTi LICK , BigHOBRNEeHH0 0b6po6kM i BiAHOBIIEHHIO MOLUKOAXEHMX (BTpayeHux) pecypciB
BM3Ha4alTbCa PyHKLUiOHaNbHNUMKN 060B'A3KaMu NepcoHany i KopucTyBayiB CUCTEMMU.

8.2 KoxHa Kpu3oBa cuTyauia MOBMHHA aHanidyBatuca cnyxboto 3axucty iHdopmauii LUCK i 3a
HacnigKkaMy UbOro aHanisy MoBWHHI BUpOGNATMCA Npono3uuii No 3MiHi NOBHOBaXeHb KOPWUCTYBauiB, aTpubyTis
OOCTYny [0 pecypciB, CTBOPEHHIO 0OAATKOBUX pe3epBiB, 3MiHi KOHirypauii cuctemmn abo napameTpiB HAaCTPONKM
3aco6iB 3axXMCTy TOLLO.

8.3 ABapiltHa, 3arpo3nuea i cepno3Ha KpM3oBa cuTyaLis MOXYTb BUMaraTu onepaTnBHOI 3aMiHN | PEMOHTY
obnapHaHHS, WO BMALWO 3 Nafy, a TakoX BiAHOBMEHHS MOLUKOOXEHUX Nporpam i HabopiB AaHUX 3 pe3epBHUX
KOnin.

OnepaTuBHe BigHOBMEHHA NporpamM (BUKOPUCTOBYIOUYM €TanoHHi Konii) i faHuX (BUKOPUCTOBYHOUN pe3epBHi
abo apxiBHi Konii) y pasi ix 3HUWeHHA abo NcyBaHHsI B aBapilHii, 3arpo3nueii abo cepro3Hiin KpU3oBin cutyadii
3abe3nevyeTbCca pe3epBHUM Ta apXiBHMM KOMilOBAHHAM i 30BHILLUHIM (MO BiHOLLIEHHIO OO OCHOBHUX KOMIMOHEHTIB
cuctemmn) 36epiraHHaM Konii.

Pe3epsHoMy KomitoBaHHIO nignArawTb yci nporpamu i gaHi cepsepis LICK (onepaTuBHOi, pe3epBHOI i
apxiBHOI), WO 3abe3nevyoTb NpaLe3faTHICTb CUCTEMM | BUKOHAHHA Heto CBOIX 3agay (y TOMY YUCHi CUCTEMHE i
npuknagHe nporpamMmHe 3abe3neyveHHsi, 6a3n gaHux i iHWi Habopu AaHuX, a TaKoX apxiBW, XypHanu TpaH3aKLii,
CUCTEMHI XypHanu ToLo).

8.4 Bci nporpamHi 3acobu, wo BukopucToBytoTbe B NMEOM noBMHHI MaTu €TanoHHI AUCTPUOYTUBHI Komil.
Ix micuesHaxomxeHHs i BiIOMOCTi Mpo BiANOBianNbHUX 3a iX CTBOPIHHA, 36epiraHHA | BUKOPUCTAHHS MOBUHHI
BkadyBaTucs B chopmynsipax Ha KoxHy MEOM (pobouy crtaHuito) LICK . Takox NOBUHHI BKa3yBaTuCH nepeniku
HabopiB AaHWX, WO NignAraloTb pPe3epBHOMY Ta apxiBHOMY KOMiOBaHHIO, MEPIOAMYHICTb KOMilOBaHHs, Micue
36epiraHHs, BiANoBiAanbHi 3a CTBOpeHHS, 36epiraHHs i BUAKOPUCTaHHA KONili pe3epBHUX (apXiBHWX) AaHWX.

8.5 HeobxigHi Aii nepcoHany no CTBOPEHHI0, 30epiraHHI0 i BUKOPUCTAHHIO pe3epBHUX (apxiBHMX) Komin
nporpam i JaHnx NOBWHHI Bigobpaxatucs B oyHKLioHanbHMX 060B'A3Kax BiAMNOBiAHMX KaTeropii nepcoHarny.

8.6 KoxXHui HOCIN, WO MICTUTb pe3epBHY KOMito, MOBMHEH MaTW MITKY, O MICTUTb AaHi npo iM’'a danny
(kaTanory), WiHHIiCTb, NpM3HaYveHHs iHpopMmaLii, ska 36epiraeTbcs, BiANOBIAANBHOIO 3a CTBOPEHHS, 36epiraHHs i
BMKOPUCTAHHS, AaTy OCTaHHbOro KOMitoBaHHSA, MicLie 36epiraHHs i iH.

8.7 Hainbinblu BaxnuBi anapaTHi KOMNOHEHTU cepBepy B3aemogii Ta cepeepy LICK, ocobnmBo mepexeBuii
kpuntomonynb (MKM), NoBuHHI pe3epByBaTucA Ana 3abe3nevyeHHs npaue3faTtHoCTi CUCTEMN y pasi BiAMOBU BCixX
abo okpeMux anapaTHWX KOMIMOHEHTIB B pe3yfbTaTi 3arpo3nmBoi KpM30BOoi cUTyallji.

8.8 IikBigaLis HacnigkiB aBapilHoi, 3arpo3nMBoi abo ceprio3HOI KpM3OBOI CUTYaLLii Mae Ha yBa3i, MOXIBO,
6inbL NOBHE BiAHOBMNEHHS NPOrpamMHuX, anapaTHNX, iHPOPMALLIMHMX i iHLIUX NOLWKOAXEHUX KOMMOHEHTIB CUCTEMM.
[nA BigHOBNEHHS BUKOPUCTOBYIOTLCSI 3acobu, siki HaBeaeHo B Joaatky 1.

8.9 Y pasi BMHMKHEHHA Oyap-sIKOi KpM30BOI CUTyaLji MOBMHHO MpOBaAMTUCH PO3CHifyBaHHA MPUYMH il
BMHUKHEHHS, OLLiHKa 3anofisiHoro 36uTky, BU3HAYE€HHSI BUHHUX | BXXMBAHHS BifnoBiAHNX 3aX0AiB.

PoacnigyBaHHA Kpu30BOi cuUTyallii NpoBOAMTL KOMICiA, fika MpU3HayaeTbCA Haka3oM KepiBHuka LICK.
Ovyontoe Komicito KepiBHUK cryx6u 3axucty iHdopmalii LICK. PeaynbTtaTtu po3cnigyBaHHss 0opMnsaoTbCst AKTOM,
KNI NpeacTaBnsieTbCA Ha po3rnsag i 3atBepaxeHHa kepisHuutea AN "EHEPTOPUHOK".

AKLLO NpUYMHOIO 3arpo3nunBoi abo cepiio3Hoi KpUM30BOI CUTYaLii 3'ABMNUCA HeQoCTaTHLO XOPCTKi 3axoam
3axMCTy i KOHTpOMo, a 36MTOK NepeBULLMB BCTAHOBMEHWI piBEHb, TO Taka CUTyauis € MiACTaBol AJ1si MOBHOMO
nepernagy nnaHy 3axucty i nnaHy nNpoBeAeHHs BiAHOBMIOBaNbHWX PoGIT i 3abe3neveHHs  6e3nepepBHOro
dyHKUioHyBaHHSA LICK .
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9 ONuC NPOLIEQYP PEAIYBAHHA HA HAO3BUYANHI CUTYALLIT

9.1 [ji nepcoHany LICK B Kpu30Bil cuTyaLii 3anexarb Bif, CTyneHs ii TAXKOCTI.

9.2 lNpu onuci Npouenyp pearyBaHHA y pasi BUHUKHEHHS aBapiiiHoi (dopc-maxopHoi) abo 3arpo3nueoi
KPUTUYHOI CUTYyaL,ii 3aCTOCOBYOTLCA TaKi OCHOBHi JOMNYLLEHHS:

LICK HenpauesgaTHUin, 3 ypaxyBaHHAM cneundikn peanisauji i TexHonorii po6oTv cucCTeMU, TEXHIYHI
Ta nporpamHi 3acobu MoxyTb GyTK BiHOBIEHI Y NonepeaHbOMY MiCLLi PO3MILLEHHSA He paHille, HixX ye-
pes3 2 roauHu;

3aspanerigb npuaHayeHo nepconan LICK, wo noiHdopmoBaHuii Npo Aii B Haa3BuyanHux obcTaBuHax i
CBOi 060B'A3KM Y NpOLIECi BiAHOBNEHHA NpaLe3naTHOCTI CUCTEMU;

CUCTEMM KOHTPOJSII0, aBapiiHOro ONoBILLLEHHS | NiKBiAaUii HacnigkiB (MPOTUMOXEXHI CUCTEMU, KOHTPOJb
BOOOMPOBOAY I ONasieHHst TOLLO) crnpaBHi i nepebyBatoTb y Npaue3naTHOMY CTaHi;

BCi enemeHTn cuctemu 3abesneveHi 6e3nepepBHUM eHEProXmBreHHAM He MeHLwe 30 XBUNKUH 3 MoMe-
HTY BUXOAY 3 Nlafly OCHOBHOI eHeprocuctemun. Hagani Bci eneMeHTn cuctemMm MoxyTb OyTu NigKnoYeHi
00 pe3epBHOro digepa enekTpoxXuBneHHst npumiweHb LICK;

aKTyarsbHi pe3epBHi Konii NpUKnagHoro nporpamMHoro 3abe3neveHHs i 4aHUX He YLWKOAXEHI Ta JOoCTyn-
Hi B pe3epBHOMY CXOBWLL;

Heob6XxigHe AN BiAHOBMEHHSA cUCTEMU 06naaHaHHSA AOCTYMHO B PE3EPBHOMY CXOBULL;

[OroBOpM Ha TeXHiYHe obcrnyroByBaHHA anapaTHMX 3acobiB, BifLHOBMEHHSI NPOrpaMHoOro 3abe3neyeHHs
" nocnyru npoBanpepiB 3B'A3KYy BKIIOYAOTb NONOXEHHS, HEOOXigHI AnA peani3auii nnaHy Bif4HOBMNEHHS
hYHKLiOHYBaHHA CUCTEMM.

9.3 3aranbHui nopspoK Aji nepcoHany no 3abes3neyYeHHo BiAHOBMNIOBaNbHUX PobIT i 3abe3neyeHHst
6e3nepepBHOro yHkLUioHyBaHHsS LICK .

9.3.1 Y pasi BUHUKHEHHSI cuTyallji, Wo BMMarae yearu, agMmiHictpatop 6e3nekn LJICK noBuHeH npoBecTy i
aHani3 (po3cnigyBaHHs1) BnacHuMn cunamu. MNpo paktn cMCTEMaTUYHOrO BMHUKHEHHA TaKMX CUTYaUil i BXUTUX
3axopiB agmiHictpaTop 6e3neku LICK noBuHeH fonosigatu KepiBHWKY HavanbHWKY CryX6u 3axucTy iHdopmaliii.

9.3.2 Y pasi BUHUKHEHHS aBapiiHOi (hopc-MaxopHoi), 3arpo3nnBoi abo cepo3HOi KpUTUYHOI cuTyalii aii
nepcoHany LICK BknoyatoTb Taki etanu:

HerarnHa peakuis;

YacTKOBE BiHOBJIEHHS NpaLe3AaTHOCTI | BiAHOBMNEHHA 06pobkuy;

MOBHE BiJHOBMEHHSI CUCTEMM i BifHOBIEHHSI 06pO6KM B MOBHOMY 06'EMi;
po3cnigyBaHHA NPUYUH KPU30BOI CUTYaLiil i BCTAHOBNEHHA BUHHUNX.

9.3.3 Etanu BknoyaloTb Taki aii kopuctysadis i nepcoHany LICK :

9.3.3.1 HeranHa peakuis:

KOpWCTYyBaY, L0 BCTAHOBMB (haKT BUHUMKHEHHSA KpM30BOi cuTyauii nigcuctemm LICK , 3060B'A3aHuin He-
raiHo CnoBiCTUTM MNPO Lie aaMiHicTpaTopa 6e3neku;

agmiHictpaTop 6e3nekun NOBMHEH AOBECTU [0 KOPUCTYBaUiB BCiX CyMiXXHMX MiACUCTEM NPO PaKT BUHU-
KHEHHS KpM30BOi cuTyallii Ana iX nepexofy Ha aBapiHuin pexum poboTn (abo NpunMHeHHs poboTu);

cnosicTuTh KepisHuka LICK Ta cuctemHoro agmiHictpatopa;
BM3HAUUTM CTYMiHb CEPWO3HOCTI i MacTabu KpU3oBoi cuUTyalii, po3mMipu i 06racTb NOLWKOOXKEHHS;

CMOBICTUTK NepcoHarn B3aeMOAIIYMX NiACUCTEM NPO XapakTep KpM30BOi CUTyaLi i OpiEeHTOBHUIA Yac Bi-
OHOBIEHHSA 06pobKM.

BignosigansH1UMK 3a Lei eTan € KOpUCTyBay nigcuctTemMu i agmiHictpaTop 6e3neku.

9.3.3.2 Mpu yacTKoBOMY BiQHOBMEHHI Npaue3aaTHocTi (MiHiManbHO HeobXiaHOT Ans BiGHOBNEHHA poboTU
CUCTEMU B LLISIOMY, MOXJITMBO 3 BTPATOK NPOAYKTUBHOCTI) i BiAHOBNEHHI 06p0o6KuU:

BiOKIMHOYMTU NOLUKOOXEHI KOMMOHEHTU abo NepeMKHYTUCA Ha BUKOPUCTaHHA Aybntor4mx pecypcis (ra-
psiyoro pesepsy);

SIKLLO He Biabyrnocsi NoWKOAXEeHHs Nporpam i AaHux, BigHOBUTM 06poOGKyY i CNOBICTUTU NpO Lie nepco-
Han B3aeMoAi4ux (Nig)cucrem;

BiQHOBUTM Mpaue3naTHICTb MOLIKOAXEHUX KPUTUYHMX anapaTHUX 3acobiB i iHWoro obnagHaHHS, npu
Heob6XxigHOCTI 3pobuTKN 3aMiHy BY3niB i 6OKiB, L0 BiAMOBUNN, pe3epBHUMU;

BiJHOBUTY NOLLKOOXEHE NporpamHe 3abe3neyveHHsi, BUKOPUCTOBYOUN €TaNOHHI (pe3epBHi) Korii;
BiAHOBUTU HEOOXigHi AaHi, BAKOPUCTOBYHOYM pe3epBHi KOoMil;
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nepesipUTM MNpaue3daTHICTb MOWKOAXEHOI NiACUCTEMU, YNEBHUTUCA B TOMY, WO HACMigKM KPU30BOI
cuTyaUlji He BNNMBalTb Ha nofanbluy poboTy cuctTemu;

NOBIZAOMUTM ONEPaTOPiB CYMiXHMX NiACUCTEM NPO FOTOBHICTb A0 NPOAOBXEHHSA po6oTY;

BHECTM BCi 3MiHM JA@HUX 3a@ Yac 3 MOMEHTY CTBOPEHHS! OCTaHHLOI pe3epBHOI KOorii (3a MOTOYHMIA Nepioa,
OeHb), AnA 4YOoro NoBMHEH 34iMCHIOBAaTUCA "BUPIBHIOBaHHS 6a3 aaHuX" Ha nigcTasi iHopmauii 3 XypHa-
niB TpaH3akKLin abo BCi NOB'A3aHi 3 NOLKOAXEHOK MNiACUCTEMOIO KOPUCTYBaYi MOBUHHI MOBTOPUTY Aji,

O BUKOHYyBanuca npoTAromMm OCTtaHHbOro nepio,u,y.

BignosigansHuMuK 3a Ll eTan € agMiHicTpaTop 6e3nekn Ta cucteMHuii agmidictpatop LICK .

9.4. [1nA NOBHOrO BiGHOBNEHHSA B NEpiof HEaKTUBHOCTI CUCTEMMU:

— BiAHOBMTW NpaLe3[aTHICTb BCiX MOLKOOXEHUX anapaTHUX 3aco6iB, Npu HeobxigHOCTI 3pobuTn 3amiHy
BY3niB i 6510KiB, L0 BiAMOBUNN, PE3EPBHUMU;

— BIiQHOBMTU Ta HACTPOITK BCi NOLIKOAXEHI Nporpamum, BUKOPUCTOBYIOUM eTarioHHi (pe3epBHi) Koni;
— BIiAHOBMTM BCi NOLIKOLXEHI AaHi, BUKOPUCTOBYOUM pe3epBHi KOMil i XXypHanu TpaH3aKLin;

— HacTpoiTh 3acobu 3axucTy NigcucTeMu BiANOBIAHO A0 MaHy 3axuUcTy;

— Mpo pe3ynbTaTu BiHOBMNEHHS NOBIAOMUTK KepiBHMKa LICK.

BignosigansHuMu 3a Len eTan € agMiHicTpaTop 6e3neku Ta cuctemMHuin agMminictpatop LICK .

9.5. Oani HeobxigHO nNpoBecTM pO3CrifyBaHHA MNPUYUH BUHUKHEHHS KPW30BOI cuTyauii. [Ons uboro
HeobXiHO BiANOBICTN HA NUTaHHSA:

— BunapgkoBa abo HaBMUCHa Kpn3oBa CI/ITyaLI,iFI?

— 4M BpaxoByBanacs MOXNMBICTb il BAHUKHEHHSA B [1naHi 3axucTy i MNnaHi npoBegeHHNA BiOHOBMIOBANbHUX
pobiT i 3abe3neyeHHs 6e3nepepBHOro gyHkLioHyBaHH:A LICK ?

— 4YM MOXHa byno ii nepeg6aynTn?

— 4M BUKJIMKaHa BOHa crabkicTio 3acobiB 3axucTy i peecTpadii?
—  4M nepeBULLMB 36UTOK Bif, HET BCTAHOBMIEHMI PiBEHbL?

— YM € HENOMpPaBHUIN 30MTOK i YN BENMKNI BiH?

— 4M ue nepLua Kpu3oBa cuTyallis Takoro poay?

— Y1 € MOXNMBICTb TOYHO BU3HAYUTU KPYr NiJ03poBaHNX?

—  4YM € MOXIIMBICTb TOYHO BCTAHOBUTU BUHHOIO?

— B YOMY MpUYnHa KPU30BOI CUTYyaLLi?

— 4YM JOCTaTHbO HasABHOIO pe3epBy?

— 4M € HeoOXiaHICTb Nepernsaay nnaHy 3axucTy?

— 4K € HeOobBXigHICTb Nepernagy nnaHy NpoBefeHHA BiAHOBMNOBaNbHMX PobIT i 3abe3neueHHA Ge3nepep-
BHOMO (pyHKUioHyBaHHA LICK ?

BignosiganbHnm 3a po3cnigyBaHHsa € KepiBHuk C3l LCK. 3BiT npo pesynbratv po3cnigyBaHHA i
npono3uuii wono saockoHaneHHsa LICK npeacraenaotbea kepisHuytey O "EHEPTOPUHOK" B ycTtaHoBneHomy

nopAaAaky.

9.6 OcHOBHi 000B'I3KM CUCTEMHOro agMiHicTpatopa no 3abe3nedeHHio 6e3nepepBHOi poboTu Ta
BigHOBNeHHs npaue3gaTtHocTi MNTK LCK

B ocHoBHi 060B'A3kKU cucTemMHoro agMmiHictpatopa LUICK BxoauTb:

— niaTpumKa anapaTHUX 3acobiB i iHWoro obnagHaHHA, BKIOYaoun pe3epBHe (gybniotoye), B poboyomy
CTaHi Ta ix nepiognyHa nepesipka;

— BiHOBNEeHHs pyHKLUi anapaTHUX 3acobiB i iHWoro obnagHaHHA y pasi BigMOB;

— ornepaTuBHa 3aMiHa AedeKTHUX BY3r1iB pe3epBHUMM Yy pa3i BioMOB;

— NiAroToBKa i onepaTuMBHE BKIIOYEHHSI pe3epBHUX anapaTHMX 3acobiB i iHWoro obnagHaHHs y pa3i aBa-
pilHOI, 3arpo3numBoi abo cepito3HOI KpU30BOi cUTyaLlii.

9.7 Onuc npouenyp NOHOBMIEHHs npaue3patHoro ctaHy LICK  abo okpemux ii KOMMOHEHTIB npu
BMHUKHEHH| HANMOLIMPEHILLMNX KPU3OBUX CUTYaLlii HaBeaeHi y Tabnuui 3.

Tabnuua 3 - Onuc npouenyp NOHOBMEHHS Npaue3aaTHoro ctaHy LICK

36i11 6a3oBoro abo cneuianb-
HOro nporpamHoro 3a6eane-
YeHHs cepeepiB abo PC JTOM
LICK.

AamiHictpaTop 6e3neku LJCK pasom 3 cucTeMHMM agMiHiCTpaTopoMm 3'9coBy-
I0Tb NpUUKHY 36010 M3. AKLO BUNpaBUTU NOMWUIIKY CAMOCTINHO (Y TOMY YmMchi
nicna KoHcynbTauii 3 po3pobHukamu M3 MTK LLCK) He Baanocs, konis akTy i
CYNpoBigHMX MaTepianis (a Tak came dannis, AKLWO Le HeobXigHO) Hagcuna-
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H0TbCA PO3pO6HUKY M3.

BigkntoueHHs enekTpoeHeprii

AamiHicTpaTop 6e3nekn pa3om 3 iHWKUMKU aaMiHicTpaTopaMu (CUCTEMHUM, pe-
ectpauii) LLCK npoBoasTe aHani3 Ha HasBHICTb BTpaT i (abo) pynHyBaHHS fa-
HuX i M3, a TakoX NepeBipsitoTb Npaue3aaTHicTb obnagHaHHA LICK. 3a noTpe-
61 npoBoanTbCA BigHOBNEHHs M3 i aaHMx 3 ocTaHHLOI pe3epBHOI Konii 3i ckna-
OaHHAM aKTy.

36iin y nokanbHin obuncniosa-
nbHik mepexi (JTOM)

AamiHicTpaTop 6€3nekn pasomM 3 CUCTEMHUM aaMiHICTPaTOpOM NPOBOASTb
aHani3 Ha HasiBHICTb BTpaT i (abo) pynHyBaHHs gaHux i M3 MNTK LCK. 3a not-
pebu npoBoAnUTLCA BiAHOBMNEHHSA 13 i AaHMX 3 OCTaHHBLOI pe3epBHOI KONii 3i
CKNafaHHAM aKTy.

Biamosa cepsepy LICK

AnmiHictpaTtop 6e3neku LLCK pa3om i3 cucteMHUM agmiHiCTpaTopom npoBo-
OVTb 3axoau ANA HeranHoro BKIIIOYEHHS B [il0 pe3epBHOro cepeepa 3 MeTolo
3abesneyeHHs 6eanepepBHocTi poboTn LUICK. 3a HeobxiaHicTio npoBoAsTLCS
po60oTu No noHoeneHH M3 i gaHMX 3 pe3epBHUX KOMili 3i cKnagaHHAM akTy Bi-
ANOBIAHO A0 eKcniyaTauinHOi AOKYMEeHTaLl.

BTpaTa gaHux

Mpun BMABNEHHi BTpaTh faHUX agMiHicTpaTop 6e3nekun pa3om 3 iHWWMK aaMiHi-
cTtpaTopamu (peecTpadi) LLCK npoBoaaTb 3axoau LLOAO MOLYKY i YCYHEHHSsI
NpuUYMH BTPaTK AaHuX (aHTUBIpYCHa NepeBipka, nepesipKka LinicHOCTi i npaues-
naTtHocTi M3, obnagHaHHA Towo). 3a HeobXigHICTIO NPOBOANTLCS BiGHOBMEHHS
M3 i gaHWx 3 pesepBHUX KOMiN 3i CKIagaHHAM akTy.

BuaeneHo Bipyc.

Mpu BUABREHHI Bipycy NpoBaanTbLCA flokanisauis Bipycy 3 MeToto 3anobiraHHs
MOro NnoganbLUOoro NOWWPEHHSs, A1 Yoro BapTo (hi3nyHO BiAOKPEMUTH «3apa-
XeHun» komn'totep Big JIOM i npoBecTn aHani3 ctaHy kKomn'totepa. AHani3
npoBoauTL agMiHicTpaTop 6e3neku.

Pe3ynbTaTom aHanizy moxe 6yTu cnpoba 36epexeHHs AaHux, TOMy Lo nicna
nepesaBaHTaxeHHsi TEOM paHi MoxyTb 6yTu BTpayeHo.

Micns ycniwHoi nikeigawii Bipycy, 36epexeHi gaHi Takox HeobxigHo nigaaTtu
nepesipLi Ha HaaBHICTb Bipycy. [pu BUSIBNEHHI Bipycy HeobxiaHO KepyBaTucs
IHCTPYKLJi€l0 3 OpraHi3aLii aHTUBIPYCHOrO 3aXmUCTy, iIHCTPYKLIE 3 ekcnnyaTadii
aHTmBipycHoro 3. lNicna nikeigauii Bipycy HeobxiaHO NPoOBECTM NO3a4eproBy
aHTMBIpyCHY nepeBipky Ha Bcix MEOM LICK i3 3acTocyBaHHAM 0OHOBNEHMX aH-
TuBipycHux 6a3. 3a HeobxigHiCTI0 NpoBOAUTLCSA BiAHOBNEHHSNA M3 i faHuX 3 pe-
3epBHUX KONil 3i cknagaHHaAM akTy. MpoBoanuTbea cnyx6oBe po3cnigyBaHHsA 3
dakTty nossu Bipycy B NEOM (J1IOM) LICK.

BuasneHo BUToK iHpopmallii

®dakT BUSABNEHHA BUTOKY iH(popMaLlii 4oBOAUTLCA A0 BiooMa afMiHicTpaTopa
6e3nekun i kepiBHuka LICK. MNMpoBogutbca cnyxboBe po3cnigyBaHHsA. AKLLO BU-
TiK iHpopMmaL,i BiabyBcst 3 TEXHIYHUX NPUYMH, NPOBOANTLCA aHani3 3axmLLEHOC-
Ti cucteMu i, IKLWLO HEOBXiAHO, NPUAMAIOTLCS 3aX0AM LLOAO YCYHEHHsT Bpasnu-
BOCTI.

3nom cuctemm (Web-
cepsepa, LDAP-cepsepa 1 iH.)
abo HecaHKLUioHOBaHU Joc-
Tyn (HC) 3 30BHiLWHIN Tene-
KOMYHiKaLjinHOI mepexi

Mpu BUABREHHI 3NOMy cepBepa Lie 0BOAUTLCA A0 aAMiHicTpaTopy 6e3neku i
kepiBHUKa LICK. NpoBognTbCs, N0 MOXIIMBOCTI, TMMYaCOBE BiOK/O4YEHHS cep-
Bepa BifiI Mepexi Ans nepesipku Ha HasBHICTb BIPYCiB | TPOSHCbKMX 3aKnagok.
3a HeoOXiAHICTIO, TAKOX MOXIIMBO 3AiACHATM TUMYacOBUI Nepexig Ha pe3ep-
BHUI cepBep.

3 ornsigy Ha Te, WO NporpaMHi 3aknagkum MoxXyTb ByTu He BUSIBIIEHI aHTUBIpYC-
HUM M3, HeobXxiaHO 0cobnMBO peTernbHO NepeBipuTH LinicHICTb dannis, Lo Bu-
KOHYIOTbCS, BifLHOCHO 10 €TaflOHHOro NPorpaMHoOro 3abe3neyeHHs, a Takox
npoaHanisyBaTu XypHanu cepsepa.

HeobxigHo 3MiHWTK BCi Naponi, AKi Manu BigHOLLEHHS A0 AaHoro cepeepa. Ak-
Lo 6yne notpeba npoBaguTbCcA BigHOBNEHHSA M3 i AaHMX 3 eTanoHHOro apxiBy i
pe3epBHUX KOMil 3i CKIafaHHAM akTy.

3a pe3ynbTaTtamMu aHanily cutyadii BapTo nepesipMT UMOBIPHICTb MPOHNKHEH-
HA HecaHKuioHoBaHuX nporpam y JIOM LCK, nicns yoro NnpoBecTn aHanoriyHi
poboTn 3 nepeBipky 1 BigHOBNEHHs 13 11 aaHux Ha iHwKnx NMEOM LICK. Mo da-
KTy 310My CepBepa NpoBOAUTLCS CryX6oBe po3chnifgyBaHHs.

Cnpoba HecaHKLiOHOBaHOro
Aoctyny (HCA)

Mpu cnpo6i HC, npoBoanTbcs aHani3 cutyadii Ha ocHoBI iHhopMalLii XypHanis
peecTpauii cnpob HCL, i nonepeaHix cnpo6 HC[. 3a pesynbtatamu aHaniay,
AKLo 6yae noTpeba, npuiMaloTbCst 3axoam Wwoao 3anobiraHHa HCO, skuwo €
peanbHa norpo3a HCL,. Tak came peKOMeHAYETLCA NPOBECTM NO3anyiaHoBY
3MiHy naponis. Y BunaaKy nosisvm oHoBneHb 13, Wo ycyBaloTb BPa3nmMBOCTi CU-
cTemn 6e3nekun, BapTO 3aCTOCyBaTW TaKi OHOBMNEHHS.

KomnpomeTauis Kno4is

Mpun koMnpomeTauii Kn4iB HEOOXiAHO KepyBaTMUCA IHCTPYKLiSIMKU [0 CUCTEMMU
KpMNTO3axmcTy, Lo BukopucToByeTbes B LICK.

KomnpomeTtauis napons

Y pasi komnpomeTalii napons HeobxigHO HeraHo 3MiHUTK NapoJsib, NpoaHarni-
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3yBaTW CUTYaLil0 Ha HasBHICTb HacnigKiB kKomnpomeTauii 1 BXUTU HeobXigHMX
3axogiB No MiHimisauii MoxnumBoro (abo HaHeceHoro) 36uTky (6110KyBaHHs cep-
TudikaTiB KOpMCTYBaYiB i T. iH.). 3a HeobXigHicTI0, NpoBOAUTLCA cnyx6oBe po-
3cnifgyBaHHs.

®di3nyHe nowkopxeHHsa JTOM
abo NMEOM

HoBoanTtbca Ao Bigoma agmiHictpatopa 6e3nekn LICK. MNMpoBoauTbcs aHania
Ha npeaMeT BUTOKY abo NoLKoaXeHHs iHdopmalii. BusHayatoTbea npruynHa
nowkomxeHHst JTOM abo NMEOM i moxnusi 3arpoau 6e3nedi iHopmauii. Y Bu-
naaKy BUHUKHEHHA Mi03pu Ha LinecnpsaMoBaHuii BUBIA obnagHaHHA 3 nagy,
npoBoanTbCA cnyxboBe po3cnigyBaHHsA. MNpoBoguThca nepeipka 13 Ha HasaB-
HICTb LWKIANMMBUX Nporpam-3aknagok, uinicHicte M3 i gaHux. MNpoBoanTbes
aHani3 eNeKTPoOHHUX XypHariB. 3a HeoOXifHICTO, NPOBOAATLCA 3aX04M LWo[0
BigHoBNeHHs M3 i gaHNX 3 pe3epBHUX KONil 3i CKNafaHHAM akKTy.

CTuxinHe nuxo

[pn BUHNKHEHHI CTUXiIMHMX NNX BapTO KepyBaTUCA AOKYMEHTaMM BianoBigHNX
nigpozginis AN "EHEPIT OPNHOK".
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10 3AXO4M MO MOMNEPEOXEHHIO HAO3BUYAMHUX CUTYALLINA

10.1 OpraHizsaujs npoBefeHHs BigHOBNOBaNbHUX pobiT i 3abe3neyeHHs 6e3nepepBHOro yHKLiOHYBaHHS

LICK

10.1 Be3nepepBHicTb npouecy dyHkuUioHyBaHHa LICK i cBoevacHiCTb BigHOBNEHHA MOro npaue3faTHOCTI
OOCAraeTbCs:

NPOBEAEHHSAM CreLianbHUX OpraHi3aLinHuX 3axofiB Ta po3pobKol opraHi3auinHo-po3nopaaYmx OOKY-
MeHTIB 3 nuUTaHb 3abe3neyeHHs GeanepepBHOCTI poboTu i BigHOBREHHS Mpouecy YyHKLiIOHYBaHHSA
LUCK;

pernamMeHTalieto npouecy obpobku iHdopmalii i i nepcoHany LICK, y ToMy 4ncni B KpU3oBUX CUTYa-
Lisx;

NPU3HaAYeHHAM i MiAroTOBKOK MOCafoBMX OCiO, WO BiAMOBIAaOTL 3@ OpraHisaljiio i 34iCHEeHHS NpaKTu-
YHMX 3axogiB Wwoao 3abe3neyeHHs 6e3nepepBHOCTI poboTK i BiAHOBNEHHS iHcbopMmauii Ta npouecy dy-
HKLioHyBaHHA LICK ;

YiTKMM 3HaHHAM i LOTPUMaHHAM yciMa cniBpobiTHMKaMW, LLO BUKOPUCTOBYIOTb 3acobu obuncnioBanb-
Hoi TexHikn LICK , BUMOr KepiBHUX AOKYMEHTIB Mo 3abe3neyeHHo 6e3nepepBHOCTI poboTu i BigHOB-
nexnsa LUCK;

3aCTOCyBaHHAM pi3HMX cnocobiB pe3epByBaHHA anapaTHUX pecypciB, ETanoHHOro, pe3epBHOro Ta ap-
XiBHOrO KONitoBaHHA NporpamMHmx Ta iHopMaLinH1X pecypciB CUCTEMU;

e(PEeKTMBHMM KOHTPOJSIEM NOCaA0BUMM i BignoBigansHMMn ocobamu 3a JOTPUMaHHSM BMMOT Mo 3abes-
neyeHHo 6e3nepepBHOCTi poboTH i BigHoBNEHHs LICK ;

MOCTINHOIO MiATPUMKOK HEOOXiOHOro piBHA 3axMLLEHOCTI KOMMOHEHTIB cuctemu, 6e3nepepBHUM
ynNpaBniHHAM i agMiHICTPaTMBHO NMiATPUMKOK KOPEKTHOrO 3aCTOCyBaHHSA 3acobiB 3axXUCTY;
NpoBeAEeHHAM MOCTINHOro aHanisy epeKTMBHOCTI BXUTUX 3axogiB i cnocobie 3abe3neyeHHst 6e3nepep-
BHOCTi po60TH i BigHOBNEHHSA, pOo3pobKoIo | peanisaLieto NPono3uLii No iX BAOCKOHANEHHIO.

10.2 3abe3nevyeHHs1 BiQHOBMNEHHS CTIMKOro (PyHKLIOHYBaHHA MpPOrpaMHoO-TEXHIYHMX 3acobiB i 3acobis
TenekomyHikauji LLCK noBMHHO gocaraTuca 3a paxyHOK MPOBEOEHHS 3axOAiB, CNpsSMOBaHUX Ha MonepenXeHHs
NopyLIEeHHA iXHbOI Npaue3naTHOCTI, | MiHiMi3auilo yacy BigHOBNEeHHA dYyHKUioHyBaHHA LICK npu BUHUKHEHHI
KPUTUYHKUX CUTYaLLIn.

10.2.1 [Jo 3axoaiB, WO CNpsSMOBaHi Ha BUKIIOYEHHS BUMAAKiB MOpYLIEeHHA npaue3naTtHOCTi, BapTo

BioHECTU:

NpoBeAEHHS KOMMMEKCY opraHi3aLiiHO-TEXHIYHMX 3axoAiB Wwoao 3abe3neyeHHst npauesaaTHocTi LICK
(mybnioBaHHSA, pe3epByBaHHA OCHOBHMX KoMMoHeHTiB MNTK LICK);

niasuLLeHHs KBanidikauil nepcoHany;

BUKOPUCTAHHS CepTMdiKOBaHUX NMporpaMHO-TEXHIYHMX 3acobiB i NiueH3inHoro nporpamHoro 3abesne-
YEHHS;

NpoBefEeHHS TeXHIYHOro ob6cnyroByBaHHsi anapaTHUX 3acobiB | 3aco6iB TenekoMyHikaLii;
3abe3neveHHsa 6e3nepebitHOro eHeproXnBneHHs;

0OMeXeHHs JOCTyny A0 NPOrpamMHO-TEXHIYHNX 3acobiB.

10.2.2 Minimi3auis 4yacy BigHOBNeHHA npaue3gatHocTi LUCK  noBuHHa pocAratmcs 3a paxyHoK
BMKOPMWCTaHHSA:

pe3epBHOro obnagHaHHs N pe3epBHUX KaHaniB 3B'A3KY;

KOMih CUCTEMHOro 1 NPUKIIafHOro NporpamHoro 3abesneyveHHs B NPOLECi BiAHOBMIEHHSA nNpaLe3naTHO-
CTi NporpaMHoO-TEeXHIYHMX 3acobiB;

Konin danniB enekTpoHHMX AOKYMEHTIB i NOBiAOMIEHb, CTPYKTYp 6a3 AaHuX i MaTepianbHUX HOCIIB iH-
dopmadii;

METOANYHUX AOKYMEHTIB, L0 pernameHTyIoTb Aii nepcoHany npy BUHUKHEHHI aBapiviHUX CUTyaLin.

10.3 B Tabnuui 4 HaBepeHo pekoMeHaaLii 3 3anobiraHHs [eAKNX TUMOBUX KPU30BMX CUTYaLLil.
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Tabnuuga 4 - Pekomerngalii 3 3anobiraHHa Aesikux TUMOBUX KPU30BUX CUTYaLLN

Kpu3oBa cutyadis

PekomeHpauii

36in nporpamHoro 3a-
be3neYyeHHs

3acTtocoByBaTu niueHsinHe M3, perynsapHo 34ilMCHI0OBaTM aHTUBIPYCHUIA KOHTPOSb |
npodinaktTu4yHi po6otn Ha NMEOM (nepesipka gncka 1 iH.)

BigkntoueHHs enekTpo-
eHepril

BukopucTtoByBaTu axepena 6e3nepebiiHoro XvuBneHHsa Ha BignosiganbHuXx (a kpa-
LLLe - Ha BCix) TexHonoriyHmx ainaHkax LICK. Po3pobuTu iHCTpyKLito 3 aBapiliHOro
nepexoay Ha pe3epBHe AXepero XUBMEHHS (SKLLO Takuil € B HAsIBHOCTI) abo aBa-
pifiHOro 3aBepLUEHHS poboTK 1 36epexeHHs aaHux. baxaHo MaTu B HasiBHOCTI pe-
3epBHE OXepeno enekTPoXuBIEHHSA (An3enb-reHepartop i iH.)

36in FIOM

3abesneyveHHs 6e3nepebinHoi pob6oTn JTOM WnsxXom 3acTocyBaHHA HaZiMHUX Me-
PEXHMX TEXHOMOTiN | pe3epBHUX CUCTEM.

Buxig 3 nagy cepsepa
LICK abo cepsepy B3a-
emogpii

3acTocoByBaTK HagiHi NporpamMmHo-TEXHiUHI 3acobu, npoaymaHy NoniTMKY agMiHic-
TpyBaHHs. [JonyckaTu oo poboTu i3 cepeepHMM obnagHaHHAM Tinbku KBanidikoBa-
HUX daxiBLiB.

BTtpaTa paHux

MepioanyHO 34iNCcHIOBaTH aHani3 CUCTEMHUX XypHaniB poboTn 3 MeTol 3'ACyBaHHS
“BY3bKMX” MiCLIb Y TEXHOSOTIi 1 MOXMBOro BUTOKY (abo BTpaTH) iHdopmalLii. Mpo-
BOANTYN 3 CNiBPOBITHMKaMN po3'sICHIOBarbHI 1 HaBYanbHi 36opn. 3abe3neunTn Kom-
nnekcHun 3axuct indpopmauii 8 LICK .

BusBneHo Bipyc

JoTpumyBaTtucs BuMor «IHCTPYKL,i 3 opraHisauii aHTUBIPYCHOro 3axXmCTy».

BuasneHo BuTik iHdop-
mMauii

3acTocoByBaTU OHOBMEHHS 13 N0 yCyHEHHIO MPOrpamMHuX «A4ip» y CUCTEMI 3aX1CTy
B Mipy iXHbOI N0ABM (BUsiBNEHHs). CTBOPUTM KOMMIEKCHY CUCTEMY 3aXMCTY iH(OP-

mauii B LICK . PerynsipHo npoBoanTyh aHani3 xypHanis cnpob HC[, i BaockoHaneH-
HA CMCTEMU 3aXUCTy iHpopmalii. Takox aus. “BTpaTta gaHux”
[Oue. “BuasneHo BuTiK iHdbopmaLii”.

3nom cuctemm (Web-
cepsepa, LDAP-
cepsepa ¥ iH.) abo He-
CaHKLiOHOBaHW [OCTYN
(HCL) 3 30BHiLLHIN Te-
NeKoMyHiKaLinHoi Mme-
pexi

Cnpoba HecaHKLioHO-
BaHoro goctyny (HCL)

Mo MOXnMBOCTI, ycTaHOBUTKM peecTpauiito cnpob HCL, Ha BCix TEXHOMOrYHMX OinsH-
Kax, Ae MOXITMBUIA HECAHKLiOHOBaHWI AOCTYM, 3 OMNOBILLEHHAM agMiHicTpaTopa
6e3neku npo cnpobu HCL.

JoTpumyBaTUca BUMOr iHCTPYKLUIi 3 ynpaBiHHA KHOYOBOK CUCTEMOK.

Di3nYHMI 3aXUCT KOMMOHEHTIB MepeXi (CepBepiB, MapLUPyTN3aTopIB i iH.), obme-
XEHHS1 OCTyny A0 HUX. AuB. Takox «36in JIOM».

MpoBoanTH HaB4YanbHi 36opu i TpeHyBaHHA nepcoHany LICK 3 nuTaHb UuBINbHOI
0060pOoHMU.

KomMmnpomeTaliisi Kno4iB
®di3nyHe NoLKOoaXEeHHS
JIOM a6o NMEOM
CTuxinHe nnxo

10.4 Bumorun go 3abe3neyeHHs npaue3aaTtHoOCTi TEXHIYHMX 3acobiB

10.4.1 CTpykTypa i KOHQirypauis TexHiyHmx 3acobiB LICK, L0 BUMKOPUCTOBYIOTLCA MpWU HapgaHHi nocnyr
€reKTPOHHOro LUMdpoBoro Mianucy, NOBMHHI BiAnosifaTM BUMOraMm HOpPMaTUBHO-MPaABOBUX AOKYMEHTIB YKpaiHu i
TEXHIYHOI JOKYMeHTaLii po3pobHuKa (mocTayanbHuKa) NporpaMmHo-TexHiYHoro komnnekcy (MTK) LICK.

10.4.2 KepiBHukom LICK noBuHeH Bu3Ha4yaTuUCA | 3aTBepOXyBaTUCA nepenik i CTBOpPeHWi peseps
TEXHIYHMX 3acobiB, KOMMMEKTy4YMx BMpoOBGIB Ta nNporpaMHMX MpOAYyKTiB, [AOCTATHIX [AnA  BiAHOBMEHHS
npawe3naTHOCTI nporpaMHo-TexHiYHoro komnnekcy LICK.

10.4.3 3acobwu, Lo BUKOPUCTOBYOTLCA AN PE3EPBYBAHHS, @ TAaKOX KOMMMEKTYOUi BUPOOU NOBUHHI ByTH
OOCTYMHI NpoTsirom ycboro poboyoro AHs ana nepcoHany LICK, wo 3abe3neyye npoBefeHHs BigHOBMOBaNbHUX
pobiT.

10.4.4 3axucT TexHi4HMX 3acobiB Big 360iB y pobOTi enekTpu4HOi Mepexi NoBMHEH 3abe3nevyBaTucs
LUNAXOM BUKOPUCTaHHA pxepen 6e3nepebiiHoro XWBMEHHA [OCTATHLOI MOTYXHOCTI, @ TakoX pe3epByBaHHAM
dinepiB eNeKTPOXUBNEHHS.

10.4.5 3axucT TexHiyHMX 3acobiB Bif, BNAMBY HAaBKONMMULWHLOIO cepeoBULLa NOBMHEH 3abeaneyyBaTucs 3a
paxyHOK CTBOPEHHA TeMrepaTypHO-BOSOrCTHOIO pexuMmy, Lo BiAMOBIAAE BUMOraM TEXHiYHOI AOKyMeHTaujl
BMPOGHWMKa.

10.4.6 lMigBuweHHA piBHA 6e3BiAMOBHOI po6OTU TEXHIYHMX 3ac06iB NOBMHHE 3abe3nevyyBaTUCA LUMAXOM
NpoBeAEeHHS NEPIOANYHOr0 TEXHIYHOro 06CNyroByBaHHS | TECTYBaHHS TEXHIYHMX 3acobiB.

10.4.7 MNepiognyHe TexHiuHe 06CNYroByBaHHs TEeXHiYHUX 3acobiB MNOBUHHE NPOBOAMTUCS BiAMNOBIOHO A0
BMMOT TEXHIYHOI AOKYMEHTaLil BUpOOHUKIB, ane He piflle ogHOro pa3dy Ha pik 3a 3aTBepaxeHum gupektopom LICK
rpadikom.
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10.4.8 MNepiognyHe TexHiYHe 06CryroByBaHHS i TECTYBaHHSI TEXHIYHMX 3acobiB NMOBUMHHE MICTUTM B CObi
06CnyroByBaHHA Ta TECTYBaHHA BCix 3acobiB, BKoyatoumn poboui cTaHuii, cepepu, KabernbHi cuctemMmu i MepexHe
BCTaTKyBaHHSA, axepena 6e3nepebiiHoro XBneHHs.

10.4.9 Y npoueci npoBefeHHA NepioanyYHOro TEXHIYHOro 06CyroByBaHHSA NOBUHHI NPOBOAMTUCS 30BHILLIHIN
i BHYTPILWHIA ornag TexHiYHMX 3acobiB, nepeBipka KOHTAKTHUX 3'€AHaHb, NepeBipka napameTpiB HacTPolBaHb
npawue3faTHOCTI TEXHIYHUX 3acobiB i TeCTyBaHHS IXHbOI B3aEMOZ.

10.4.10 MNpoBeneHHs NepioAnyYHOro TeXHIYHOro 06CNYroByBaHHS i TECTYBAHHA TEXHIYHMX 3aCc06iB NOBUHHE
dikcyBaTUCA B XypHanax, y sIKMX MOBWHHI BigobpaxyBaTUCs NPUYNHU BUHUKHEHHS BUSIBNIEHMX AedekTiB i 3axoam
TXHbOT MiKBiAaLil.

10.4.11 BigHOBNEHHSA NpaLe3naTHOCTI TEXHIYHMX 3acobiB MOBUHHO NPOBOAUTMCA BiAMOBIAHO A0 iIHCTPYKLIN

po3pobHMKa i MocTayvanbHWKa TexHiYHMX 3acobiB MO BiOHOBMEHHIO Npaue3aaTHOCTi TexHiYHuMx 3acobiB i
3aBepLUyBaTUCA NPOBEAEHHSAM IXHbOro TECTYBaHHS.

10.4.12 Tlpouepypn BIAHOBMIEHHSA Mpaue3naTHOCTI TeXHiYHMX 3acobiB  MNOBMHHI  dhikcyBaTucs y
BiANOBIgHOMY XypHani, B AKMA 3aHOCATbLCS:

— MpUYMHA NOpPYLUEHHS Npaue3aaTHOCTI;

— y4ac BiZHOBJEHHSA poboTy;

— nepenik 3aMiHeHnX KOMMJEKTYUNX BUPOBIB i AeTanen;

— npi3BuLLe daxiBLs, WO 34iMCHIOBAB BiAHOBEHHA NpaLe34aTHOCTI.

MpumiTka - JJonyckaeTbca 3a3HadeHy iHopmaLilo NpMBoANTM B XypHani obniky nepiogn4Horo TeXHIYHOro
06CnyroByBaHHSA i TECTYBaHHSA.

10.4.13 lMacnopTta Ha NporpaMHO-TEXHIYHI KOMIMMIEKCU Ta XYpPHanuM Ha TeXHi4Hi 3acobu, Wo BXoaAaTb Yy iX
cKnag, NoBMHHI NepebyBaTth Ha poboymnx MicLAX NepcoHany, Lo ekcniyaTye 3a3HavyeHi KoMnnekcy i 3acobw.

10.5 Bumoru go 3abe3neyeHHs npaue3naTHOCTi NporpaMHoro 3abesneyeHHs

10.5.1 Jo cknagy nporpamHoro 3abe3neyeHHs MporpamHo-TexHiYHMX kommnekcie LICK noBuHHO
BKITHOYATUCA CUCTEMHE, NPUKNaaHe i KOMyHiKaLjnHe nporpamMmHe 3abe3neyeHHs.

10.5.2 MporpamHe 3abe3neyeHHA MOBMHHO BiAMNOBIAATM BUMOramM TEXHIYHOI JOKYMeHTaLii po3pobHuKa i
nocTavarnbHMKa NporpaMmHo-TEXHI4YHMX KomnnekciB LICK.

10.5.3 Y cknagi nporpamHo-TexHiyHnx komnnekcie LICK noBMHHO BMKOpUCTOBYBaTUCA niUeH3iiHE
CUCTEMHE nporpamMHe 3abe3neyeHHs.

10.5.4 MporpamHo-TexHiyHmn komnnekc LLICK noBMHeH maty no3uTmBHMI ekcnepTHU BucHoBok JCC33l
YKpaiHu.

10.5.5 lNporpamHe 3abe3nevyeHHs, ke npuabdbaHe ONs BUKOPWUCTAHHS B CKNagi MpOrpaMHO-TEXHIYHUX
komnnekcis LICK, NOBMHHO NepeBipATUCA Ha HasABHICTb BipycCiB i NpaLe3aaTHICTb.

10.5.6 3 npupbaHoro nporpamHoro 3abeaneyvyeHHs NOBWUHHI ByTn cTBOpeHi pobodi Konii Ha MaLlLUMHHKX
Hocisx. MNepenaya B apxiB opuriHany i Konin NOBMHHA NPOBaAMTUCSA TifbKK MiCNA NepeBipku ix npaue3gaTtHoOCTI.

10.5.7 MMpaues3paTtHicTb npuabaHoro nporpaMHoro 3abe3neyeHHs MoBMHHA OyTW nepeBipeHa Ha
pe3epBHOMY MpPOrpamMHO-TEXHIYHOMY KOMIMJEKCi, MiCNs 4oro ue nporpaMmHe 3abe3neyeHHs1 BKIYAETbCA [0
cknagy 3acobiB, L0 BUKOPUCTOBYIOTLCS B Mpoueci HagaHHA nocnyr ELIM.

10.5.8 MNoBWHEH 6YTK BUKMIOYEHWIN HECAHKLIIOHOBaHWI AOCTYN A0 NPOrpamMmHoro 3abesneyeHHs 3a paxyHokK
BMKOPUCTaHHA 3acobiB 3axmcTy iHdopmallii.

10.5.9 TporpamHe 3abe3neyvyeHHs MOBWHHO perynspHoO nigaaBaTMCA MepeBipkamM Ha HasBHICTb
KOMM'IOTEPHMX BipYCiB Ta iHLIMX LWKIANUBKUX Nporpam.

10.5.10 Bci nopyweHHs npaue3faTtHoCTi NporpaMHoro 3abesneyvyeHHsl NoBUHHI dikcyBaTUCS 3 HACTYMHUM
NpoBeLEeHHAM aHani3y NPUYMH iX BUHUKHEHHS.

10.5.11 BigHoBNeHHsA Npaue3naTHOCTi NporpaMHoro 3abesneyeHHss NOBUHHO NPOBOAUTUCA BiAMNOBIAHO A0
IHCTPYKLIi NOro nocravarnbHUKa.

10.5.12 36epiraHHA nporpamMHoro 3abe3nevyeHHs Ha MalUMHHMX HOCIiX MOBMHHO 3AiiCHIOBATUCS
BignosigHo oo Bumor FOCT 28388 i HopmaTuUBHMX AOKYMeEHTIB [1-5].

10.5.13 ApxiBHi konii nporpamHoro 3abesneyeHHss Ha MalUMHHMX HOCIAX, eKcnyaTaliiHa AoKYMeHTaujis 1
iHCTpYKUii 3 BiAHOBMEHHS Mpaues3faTHOCTI MporpamMHoro 3abeaneyeHHsi MOBWMHHI OYyTM AOCTYNHMMU MpPOTSroM
ycboro po6ouoro gHs anst nepcoHany LICK, wo 3abe3neuye noro yHKLiOHyBaHHS.

10.5.14 Y nporpamHomy 3abe3neveHHi MTK LUCK noBuHHI 6yTn peanizoBaHi Taki BUMOrn [0 AOCTYMNHOCTI
NpOrpamMHUX OOKYMEHTIB:
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— HaABHICTb ONMCY NPOrpamMHoOro cepenosulla yHKLiOHYBaHHS;

— odopMIIeHHA [OKYMEHTaUi BignoBigHO A0 BUMOr €4MHOT CUCTEMU MPOrpamMHOi AOKYMeEHTaLii;
— [OTpMMaHHS CTaHZapTiB i NpaBun BUKNaay B OKYMEHTaL,i;

— HasABHICTb NOBHOro Nepesniky JoKyMeHTaLji.

10.6 Bumoru po 3abe3neyeHHss CXOPOHHOCTI iHhopMaLiiHoro 3abesneyeHHs

10.6.1 Jo cknaay iHdbopmaLinHoro 3abe3neyeHHs nporpamMHo-TexHiyHoro komnnekcy (MTK) LLICK noBuHHi
BKIOYATUCA (hannm eneKTPOHHUX AOKYMEHTIB i MOBIAOMIIEHHS, LLIO BUKOPUCTOBYIOTBCA B MPOLECi HaAaHHS Mocnyr
ELLM, npoTokonu nogiji i gin o6cnyroBytoY4oro nepcoHany, CTpykTypu 6a3 gaHux i matepianbHi Hocii iHdopmaLii
(MHI).

10.6.2 Y xopai TexHonorivyHoro npouecy HagaHHa nocnyr ELM BCi eneKTpOHHI AOKYMEHTU, NOBIAOMMNEHHA 1
cynyTHA iHdopmalia BignoeigHo po BuMmor [1-5], ekcnnyaTauiiHoo AoKyMeHTaLUii po3pobHMKIB i nocTavanbHUKIB
MTK LCK noBuHHI konitoBaTUCA B MOTOYHI apXiBu.

10.6.3 lMicna 3aBeplleHHsA poboyoro AHA iHopMaLia 3 NOTOYHUX apXiBiB, konii 6a3 gaHux i MHI noBUHHI
nepepaBaTUCA B apXiB €NIEKTPOHHNX AOKYMEHTIB.

10.6.4 CTBOpEHHs1 Konin danniB eneKTpoHHUX OOKYMEHTIB i NoBigOMIMEeHb, CTPYKTyp 6a3 agaHux i MHI,
nepepava ix B apxiB €feKTPOHHUX OOKYMEHTIB i BUKOPUCTAHHA UMX KOMiN ANA BiAHOBMAEHHSA iH(DOpMaUINHOro
pecypcy NOBUHHI PEECTPYBATUCS B XypHarni.

10.6.5 Y Bunagky nopyleHHa uinicHocTi iHdopmauiinHoro 3abe3neyvyeHHs BiAHOBMIEHHSA MOBUHHO
NPOBOAMTMCS BiANOBIAHO A0 iIHCTPYKLi po3pobHuKiB i nocTavanbHukie MNTK LLCK.

10.6.6 ApxiBU €neKTPOHHUX [OOKYMEHTIB, €eKcnnyaTauiiHa OOKYMeHTauisa W IHCTPYKLUji 3 BiAHOBMNEHHSI
uinicHocti iHbopMmauinHoro 3abe3nevyeHHs MoBWHHI 6yTn gocTynHi nepcoHany LCK, wo 3abe3nevye 1oro
(YHKLiIOHYBaHHSA, MPOTArOM YCbOro pobo4oro gHs.

10.6.7 ToBMHHaA BMKMIOYATUCA MOXMMUBICTb HECAHKLIOHOBAHOrO AOCTYMNy A0 iH(OPMaUINHWUX pecypceiB i
apxiBiB eNeKTPOHHUX JOKYMEHTIB.
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11 NOPAOOK NEPEMNAQY MNAHY

11.1 MNnaH npoBeneHHs BigHOBMOBaNbHUX Po6IT i 3abe3neyeHHss 6e3nepepBHOro yHkKuUioHyBaHHs LICK
nignsrae NOBHOMY nepernsay B TakMx BUnagkax:

— npw 3MiHi nepeniky po3e’a3yBaHmx 3aga4y LICK, koHdirypauii TexHi4yHux i nporpamHmx 3acobis MTK
LCK, wo npusBoasaTtb A0 3MiHK TexHonorii 06pobku iHchopmalit;
— npwv 3MiHi NpiopuTeTiB B 3Ha4yLWoCTi 3arpo3 6esneui LICK .

11.2 MnaH npoBeAeHHNA BigHOBNIOBaNbHMX pobiT i 3abe3neyeHHn 6e3nepepBHOro dyHkuLioHyBaHHA LICK
niansrae 4acTKOBOMY Mepernsay B TakuMx BUNagKax:

— npw 3MmiHi KoHdirypauii LICK, nopaBaHHi abo BuaaneHHi nporpaMHux i TexHiyHux 3acobis MTK LCK,
SIKi He 3MiHIOITb TEXHOIOTit0 06po6KM iHopMaLiT;

— npwv 3MiHi KoHQirypadji nporpaMHux i TexHi4HKMx 3acobis MTK, W0 BUKOPUCTOBYOTLCS;

— npwv 3MiHi cknagy, 060B'A3KIB i NOBHOBaXeHb KOPUCTYBaYiB CUCTEMMN.

11.3 TlpodinakTnyHuin nepernag nfnaHy nNpPoOBEeAEHHs BiOHOBMOBaNbHUX pobiT | 3abe3neyeHHsi
6e3nepepBHOro gyHkuUioHyBaHHs LICK 3piiicHIOETbCA He MeHW HiX 1 pa3 Ha pik i Mae Ha MeTi nepeBipky
OOCTaTHOCTI BU3HAYEHUX AaHUM NNaHOM 3axofiB peanbHUM ymoBam 3acTtocyBaHHA LICK i icHytounm Bumoram.

11.4 Y pasi yacTkoBOro nepernsgy MoXxyTb OyTu foaaHi, BuganeHi abo 3MiHeHi pi3Hi foaatku oo nnaHy 3
060B'A3KOBOIO BKa3iBKOK AaHUX Npo Te, Aka ocoba caHKLioHyBana Ta XTo, KOMu, i 3 AKOK METOH BHIC 3MiHW.

11.5 3MiHun, AKi BHOCATLCA B NaH, HE MOBUHHI CynepeYvnTy iHWMM MOJSIOXEHHSAM MaHy i NnaHy 3axucTy Ta
NOBWHHI B6yTN NepeBipeHi Ha KOPEKTHICTb, MOBHOTY i MOXIUBICTb 3[iACHEHHS.

11.6 lNepernap nnaHy NOBMHEH 3AJiACHIOBATUCA CMELianbHOK KOMICIED, CKag sIKOi 3aTBepOXyeTbCs
Haka3om gupekTopa [N "EHEPFOPUHOK". BknoyeHHst npeacTaBHUKIB criyxbu 3axucty iHdopmadii no cknagy
KOMmicii no nepernagy nnaHy npoBeAEHHs BiAHOBMOBaNbHUX pobiT i 3abe3neyeHHs 6e3nepepBHOro
dyHKuUioHyBaHHs1 LICK € 060B's3koBMM.

11.7 Ocoba, Aka BignosiganbHa 3a pearni3aljlo 4aHOro JOKYMEHTa, NMpU3HavYaEeTbCs Haka3oM AMpeKTopa
On "EHEPTrOPUHOK".
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OOOATOK 1. 3BACOBU 3ABE3NEYEHHA BIAHOBIMIOBAJIbHUX POBIT | BABE3MNEYEHHA BE3NEPEPBHO-
o ®YHKLUIOHYBAHHA LICK

1. Pe3epBHOMY KOMitOBaHHIO Niansirae Taka iHpopmauisi:

— cucTeMHi nporpamu, Habopu gaHux PC i cepeepiB LICK - He BigHOBntoBaHOMY (OAHOKpaTHOMY, eTa-
TNIOHHOMY) pe3epBHOMY KOMitOBAHHIO;

— npvknagHe nporpamHe 3abeaneyeHHs i Habopu gaHux PC i cepeepie LUJCK - He BigHOBRoBaHOMY pe-
3epBHOMY KOMilOBAHHIO;

— Habopu pgaHuXx, WO reHepyTbCst NPOTArOM AHSA i WO MIicTATb LiHHY iHopmauito PC i cepeepie LICK
(>XypHanu TpaH3akLiin, CUCTEMHMWI XypHan i T. iH.) - NepiogM4YHOMY BiAHOBIIOBAHOMY pE3EpPBHOMY KO-
nitoBaHHIO.

Cknag nporpamHux i iHdopMauilHUX pecypciB, fKi nignsralTb pe3epBHOMY kormitoBaHHO B LICK,
BM3HA4YaeTbcAa cnyxoboto 3axucTy iHdopmauii B LLCK 3 yyacTio cneuianicTis, Wo 3A4iMCHIOOTE 06pobKy iHdopmaLii,
i cnewjanicTis, WO 34iNCHIOOTb TEXHIYHE o6cnyroByBaHHA obnagHaHHA LICK . Pe3ynbtaTn po6oTn odhopmnsaoTbCs
y Burnsgi Tabnuui 4.1,

Tabnuua .1 - MNporpamMHi Ta iHpopMaLiiHi pecypcu, WO nignaralTb pe3epBHOMY KOTMitOBaHHIO

BaHOro Konito-
BaHHSA)

[OK CTBOPEHHS
pe3epBHOi Konii
(TexHiyHi 3acobn,
LLIO BUKOPUCTO-
BYIOTbCS)

noro tenedoH)

HanmeHyBaHHs | [e po3miwyeTb- | Bug pesepBHoro | BignosigansHun | [e 36epiraetbcs | Mopagok BUKO-
iHdbopMaLiNHOro | csl pecypc B CUC- | KONitoBaHHS (Ne- | 3a pe3epBHE KO- | pe3epBHAa KoMis | pUCTaHHA pe3ep-
pecypcy TeMi pioa BigHOBNO- | MitoBaHHSA i NopsA- | (BignosiganbHWi, | BHOI Konii (XTO, B

AKMX BUNagKax)

Ocoba, Ha Ky NoKnafgaeTbCca BiANOBiAANbHICTb 3a CBOEYACHICTb i NPaBUbHICTb 3AINCHEHHA PE3EPBHOMO
KonitoBaHHs1 i 36epiraHHs Konii NpM3HayYaeTbCst Haka3oM KepiBHuKa LICK.

Micue i ymoBu 36epiraHHsi pe3epBHUX KOMil, NOPAAOK i YMOBM AOCTYMNy A0 HUX BU3HAYalOTbCH HaAKa3oM
anpekTopa AN “EHEPTOPNHOK”.

Be3neka pe3epBHMX Komi 3abe3nevyerbcs:

— 3bepiraHHSAM pe3epBHUX KONl M03a CUCTEMOIO (B iHLUMX MPUMILLIEHHSIX, Ha iHLUI TepuTopii);
— [OTPMMaHHAM 3ax0pjiB (Pi3UYHOro 3axmUCTy pe3epBHUX Konii;

— pernameHTaLji€lo NopsaKy BUKOPUCTOBYBAHHSI Pe3epBHUX KOMiN.

Cknap TexHi4YHux 3acobis, ki nignaraoTb AybnoBaHH (pe3epByBaHHIO) B LICK , BU3HavaeTbca cnyx6oto
3axucTy iHdopmauii LICK 3 yyacTio cneujanicTiB nigpo3ainis, Wo 3aiicHI0Ts 06pobky iHdopMmauii, i cneuianictiB
nigpo3ainis, WO 34iACHI0IOTL TEXHIYHE obcnyroByBaHHA obnagHaHHa LICK . PesynbTat po6oTu ohopMnsoTees Yy
Burnaai Tabnuui 0.2.



Tabnuuga [1.2 - Cknaa TexHiYHMX 3acobiB, LWo nignaranTb Ay6noBaHH (pe3epeyBaHHIo) B LICK
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HainmeHyBaHHSA

Ay6nboBaHoro

TEXHIYHOro 3a-
coby

[e po3milyeTb-
cA AaHui 3acib B
cucTemi

Bua pesepsy
(rpynosuit abo
iHOMBIQyanbHWIA,
XonogHun abo
raps4uvm), yac ro-
TOBHOCTIi pe3epBy

BignosigansHuin
3a roToBHICTb
pe3epBHOro 3a-
coby (nepiog ne-
peBipku npawes-
haTHOCTI pesep-
BHOro 3acoby)

Mopsanok BMKO-
pUCTaHHSA (BKIHO-
YEeHHSs1, HacTpon-
Kun) pe3epsy (ans
Pi3HNX KPU30BUX

cuTyauin)

[le 36epiraetbes

pe3epBHUIA 3aci6

(BignoBsigansHun,
noro tenedoH)

[y6nioBaHHA pecypciB i pe3epBHe KomitoBaHHA 3a6e3mnevytoTb BiHOBMEHHS OCHOBHUX (OYHKLA cucTemMm
npotarom 1 gHA y pasi 3arpo3nuBoi abo cepiio3HOi KPU3OBOI CUTYaLLi.

[y6nioBaHHA pecypciB i pe3epBHe KomnitoBaHHA 3ab6e3mneuvytoTb BiHOBMEHHST OCHOBHUX (QYHKLIiA cucTeEMM
6e3 NpUNUHEHH (OYHKLiOHYBaHHA CUCTEMMW Y pa3i 3BUYaHOI KPU30BOi CMTYalLljl.




