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MNEPENIK CKOPOYEHb

B - baza paHunx

BON3 BONOKOHHO-OMTUYHI NiHIT 3B’A3KY

OBX - Oxepeno 6e3nepebiliHOro XmBNeHHs

EOM - EnekTpoHHOo-064YMCniOBanbHa MallnHa

EOT - EnekTpoHHO-064MCnOBanbHa TEXHiKa

ELM - EnekTpoHHUN umdpoBun nignuc

€Cng - €puHa cuctema nporpamMHoi AOKyMeHTaLii

3T™M - 3OBHiLIHi TENEKOMYHiKaLiNHi MepexXi

ITC - IHdopmaLinHo-TenekomyHiKaLinHa cucrema

K33 - Komnnekc 3acobiB 3axucty

K3l - KpuntorpadiyHnin 3axuct iHdopmaLii

KT3 - Komnnekc TexHiuHux 3acobiB

KC3I - KomnnekcHa cuctema 3axmcty iHdopmadi

JIOM - JlokanbHa obuucnoBanbHa Mepexa

ME - MixmepexHui ekpaH

HKI - Hocin kntoyoBoi iHdopmaui

HMC - HakonuuyBa4 Ha MarHiTHin CTpiyLi

oC - OnepauinHa cuctema

MEOM - TlepcoHanbHa EOM

n3 - [porpamHe 3abe3neyeHHs

Mn3n - [TlocTinHmn 3anam’ATOBYIOYMI NPUCTPIN

nea - [lpaBuna po3mexyBaHHs [OCTyny

MNTK - [lporpaMHO-TEXHIYHUA KOMMNEKC

PC - Poboua cTaHujqa

CYbL - Cwucrema ynpaeniHHA 6a3amu gaHux

T3l - TexHivyHnn 3axucT iHdopmauii

LICK - UeHTp ceptudikauii kntovis

CMP - Control Messages Protocol (npoTokon ynpaBnsa4mx NoBiAOMIEHD)
GPS - Global Positioning System (rno6anbHa cuctema no3nLioHyBaHHS)
HTTP - Hyper Text Transfer Protocol

LDAP - Lightweight Directory Access Protocol (npoTokon noctyny Ao katanory)
MTA - Mail Transfer Agent (Moaynb nepenayi eNeKTPOHHUX MOLUTOBUX MOBIAOMIEHD)
OCSP - Online Certificate Status Protocol (npoTokon BU3Ha4YeHHs ctatycy ceptudikaTta)

TSP - Time-Stamp Protocol (NpoTOKON 0TpMMaHHA NO3HA4oK Yacy)
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1 MPU3HAYEHHA KOMIMTIEKCY

Komnnekc npusaHayeHu ans 3abesneudeHHs CUHXPOHi3auii Yacy y TeXHiYyHuMx 3acobax nporpamHo-
TexHiyHoro komnnekcy LICK.

Komnnekc 3abe3nevye:

— OTpuMaHHs yacy 3 4-12 cynyTtHukis GPS;
— oTpuMaHHA TovHoro Yacy 3 NTP-cepsepiB LieHTpanbHOro 3acBigyyBanbHOro opraHa;
CMHXPOHI3aLil0 CUCTEMHOr0 Yacy Ha TexHiYHux 3acobax JIOM nporpamHo-TexHiyHoro komnnekcy LICK.
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2 OrNUC KOMIJekcy

2.1 CTpyKTypa KOMMJieKcy Ta NpU3HaYeHHs TEXHIYHMX 3acobiB

[lo cknagy KoMnnekcy BXoaATb Taki MporpamHi Ta TexHiuHi 3acobu:

— GPS-npunmay;

— MNporpamMHUN KOMMJSIEKC CepBepa MOHITOPUHIY Ta CUHXPOHi3aLil
CUHXPOHI3aLii);

— nporpamMHuin KOMMNMEKC KNieHTa CMHXPOHi3auii Yacy (pani - MK knieHTa cMHXpoHi3adii yacy).

yacy (pani - [K cepBepa

®dyHKUioHanbHa cTpykTypa komnnekcy LICK HaBeaeHa Ha puc. 2.1.

MporpamHo-TexHiuHun komnnekc LICK

UeHTpanbHi cepBepu Ta cepBepu B3aemogil

Knacrep Byson 1 Byson 1 Knacrep

UEHTPanLHUX \_‘1 - 1 cepeepig |
i N ] : { i
Lt - N A i H | B3aemogii :
Koo - i i ;
% Byson 2 i 1
Macuve %i —;—v : %
Kpunto- @ 2 =
woayne S i
KomyTatopu e ME
Knactep mepexHux > I 2 BON3
KpunTomMoaynis " P Y
Cepaep (ocHOBHMN Ta peaepBHUM) TG Tenexomymxaumm
MOHITOpUHrY \ Mepexi
Ta cuHxponizauyii
vacy
-d Bon3
By BOn3
e
IsonsoBaHe poboye PC obcnyrosylovoro nepconany (poboui migus)
micue
. PC rexepauii '{‘“-'-‘ f Cepsepu 1a
F&‘ Kniols), T r(h KOpuUcTyBadi cucrtem
P~ KOpUCTYBANE PC anminictpatopa KomyTarop -
copy i ra - PC agminictparopa | PC i > p
CHUCTeMHOro I 1 ‘ Geanexu /q
g ‘~:';;§E y
PC agminicTpaTopa 2
peccrpauii
L4
GPS-npuimay
o

GSM-mopyn
PucyHok 2.1- ®dyHKLioHanbHa cTpykTypa komnnekcy LICK

2.2 Xapaktepuctnkm GPS-npunmada

B akocti GPS-npuinmaya Ha PC uu cepBepi CUMHXpOHIi3auji Yacy BMKOPUCTOBYETbCA 14-TU KaHamnbHWUIA
GPS(I'TTIOHACC)-npuinmau NovaAtel SMART V-1 ANTENNA Ha ocHoBi OEM-kaptu OEM-V1G Ta aHTeHu GPS-
521, abo EPS Agro-DM-1Hz.

Hannin GPS-npuiimay KOHCTPYKTUBHO BMKOHaHUIM sk GPS-npuinmMay Ta aHTeHa B OAHOMY Kopnyci (Kkopnyc
€ 3aKpUTUM Ta 3axuLLEeHMM Y BignoBigHocTi Ao ctaHpapty MIL-STD 810E).

MNapameTtpn GPS-npuiimava:

— 14 kananis L1 GPS;

— 2 kaHanu L1SBAS;

— LUMPOKUI Aiana30H BXiAHOro XueneHHs BiA 9 Ao 36 B nocTinHOro Toky, 3aXMCT Bif, NepeHaBaHTaXeHHS
SAE J1455;

— Buxig 1 PPS (imMnynbc B cekyHAy), CUHXPOHi30BaHMn 3i wkanoto GPS 3 ToyHicTio £20 He.

GPS-npunmad  moxe oTpumyBatu iHdopmauito Big 4-14 cynyTHuKiB. 3HayeHHA TOYHOro u4acy
OTPUMYIOTBCS Y BCecBIiTHIN wkani UTC i3 TouHicTio 1c.
2.3 Onuc yHKLiOHYBaHHSI KOMMEKCY

Cepsep B3aemogii LICK Buctynae B poni knieHta NTP-cepeepa LI3O abo B poni knieHTa pe3epBHux NTP-
cepBepiB, CMHXPOHI30BaHUX 3 AEpPXaBHUM eTarloHOM OAMHULL Yacy i YacToTu, Ta € ocHoBHUM NTP-cepBepom ans
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LICK. B pasi Buxogy 3a nagy NTP-cepeepa LI3O, pesepeHux NTP-cepBepiB abo NOLWKOAXEHHS KaHany 3B’A3Ky 3
13O B AkocTi NTP-cepBepa BUCTynae cepBep MOHITOPUHIY Ta CUHXPOHi3auil 4yacy, wo oTpumye 4vac Big GPS-
npunmadya.

OcHoBHMM pxepenom vacy ansa 3acobie LICK € NTP-cepeep cepsepa B3aemogii LICK (gani NTP-cepsep
LICK).

Bci PC T1a cepBepu nigkniovaoteca go NTP-cepsepa LICK Ta CUHXPOHIi3yHOTb CUCTEMHUIA FTOAUHHUK Y
BiAMOBIAHOCTI 0 3HAaYEHHSA Yacy, L0 OTPUMYETLCA Bif, HbOTO.

WTaTtHni nporpamHnii NTP-cepsep OC cepBepa B3aemogpji LICK peanizoBanuii y Burnagi gemony (y OC
Linux - NTP daemon program). NTP-cepBep HacTpoOlEeTbCs 3a gonomorot anny KoHdirypadii ntp.conf.
MapameTtpu danny KoH@Irypawiii Lo peKoMeHAyTbCS A0 BCTAHOBNEHHA HaBeaeHi y aoa. 2.

WTaTtHi nporpamui NTP-knientn OC HanaropoXxytoTbcst Ha Bcix PC Ta cepBepax JIOM Ha oTpumaHHA vacy
Bin NTP-cepsepa LICK 3a npotokonom NTP. NTP-knieHtn 3pgiicHioloTs nigknioyeHHAa o NTP-cepsepa Ta
OTPMMYHOTb 3HAYEHHA TOYHOrO Yacy i BUKOHYKOTb BCT@HOBIIEHHSI BJITACHOIO CUCTEMHOro 4acy (CUMCTEMHOro
rOOVUHHUKA).

NTP-knieHTn peanizoBaHi y Burnsagi cuctemHux cnyxb (y OC Microsoft Windows) abo aemonis (y OC
Linux). 3anyck NTP-knieHTiB BUKOHyeTbCs aBToMaTu4HOo OC npw ii 3aBaHTaXeHHi.

NTP-cepsep LICK 3gilicHioe 06pobky 3anuTiB Big NTP-knieHTiB PC Ta cepeepie JIOM Ta nepepauy im
3HAYeHHA TOYHOro Yacy Afis CUHXPOHI3aLil BNaCHUX CUCTEMHUX rognHHuKiB. MigknioyeHHa NTP-knieHTiB o NTP-
cepBepa 3aicH0eTbeA 3a npoTokoniom NTP (UDP/IP, Homep UDP-nopTa - 123).

CepBep MOHITOpUHrY Ta cuHxpoHi3dauii yacy LICK € pesepsHum NTP-cepBepom ansi cepepa B3aemogil
LCK. Oo cknagy dyHkKuUioHanbHoro N3 cepBepa MOHITOpMHIY Ta CUHXpOHi3auii vacy BxoguTb MK cepepa
CUHXPOHI3aLii yacy Ta wraTtHun nporpamuunii NTP-cepeep OC.

[lo cepBepa MOHITOpyHry Ta cuHxpoHisauii yacy LICK nigkniovaetbca GPS(ITTIOHACC)-npuiimay. Y MK
cepBepa CUHXPOHI3aLlii Yacy BCTaHOBMIOOTLCS Taki napamMeTpu Wwoao poboTy 3 npuinMayem:

— COM-nopT nigkntodeHHs GPS-npuinmava;

— iHTepBan oTpMMaHHA 3Ha4vyeHHA Yacy 3 GPC-npuiimaya y cekyHaax;

— O3HaKa OTpMMaHHS 3Ha4YeHHs Yacy Yy pasi BifiCyTHOCTi BUANMMX CYMNYTHUKIB.

O3Haka OTpMMaHHSA 3HaAYeHHs1 Yacy Yy pasi BiACYTHOCTI BUAUMUX CYMNyTHUKIB - BKa3ye Ha HeoOXigHiCTb
BMKOpUCTaHHA BnacHoro Tanmepy GPC - npuiimaya B pasi BiACyTHOCTi BAAMMUX CYMYTHUKIB.

MK cepBepa CUHXpOHI3aLii Yacy BWKOHYE OTPUMaHHA 3Ha4YeHHA Yacy 3 CYNyTHUKIB u4epe3
GPS(I'TTIOHACC)-npuitMay Ta BUKOHYE CUHXPOHI3aLlito (BCTaHOBMNEHHS) Yacy BracHOro CMCTeMHOro roanHHuka PC
4K cepBep CUHXPOHI3aL,i Yacy.

2.4 YMOBWU 3aCTOCYBaHHS

2.4.1 3aranbHocucTeMHe nporpamMmHe 3abe3neyeHHs

Bumorn po 3aranbHOCUCTEMHOrO nporpaMHoro 3abesnedeHHsl, B cepefoBulli SKMX YHKLiOHYHOTb
CKIaZl0Bi YaCTMHUN KOMMJIEKCY HaBepeHi y Tabnuui 2.1.

Tabnuua 2.1
CknagoBa YyacTuHa KoMMnnekcy Bumoru fo 3aranibHOCUCTEMHOrO NporpamMHoro 3abesneyeHHs
lMporpamMHuMin KOMMOHEHT cepBepa OC Microsoft Windows 7/8.1/2008 Server/2012 Server, Linux/Unix
CUHXpPOHi3aLii yacy
lMporpamMmHi KOMMOHEHTU KIiEHTa OC Microsoft Windows 7/8.1/2008 Server/2012 Server, Linux/Unix
CUHXPOHi3aLii Yacy

2.4.2 CneuianbHe nporpamHe 3abe3neveHHs

Bumorun oo noaaTkoBOro crewianbHOro NporpaMHoro 3abeaneyeHHs, ke HeobxigHe aAna yHKLiOHYBaHHSA
OKpEMMX CKINafoBUX YaCTUHM KOMIMIEKCY HaBeAeH i y Tabnuui 2.2.

Tabnuua 2.2
CknapgoBa yacTuHa KOMMeKkcy Bumoru fo cneuianbHOro nporpamHoro 3abesneyeHHs
lMporpamHi KOMNOHEHTU cepBepa He BucysatoTbCs
CUHXpPOHi3aUii Yacy
[MporpamHi KOMMNOHEHTU KIlieHTa He BucysatTbCs
CUHXpOHi3aLii Yacy
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3 CKINA[ TEXHIYHOIO OBNAHAHHS, WO 3ACTOCOBYETBLCA Y MPOLIECI CUHXPOHI3ALT, noro
3ArAIIbHUA OMNMNC

3.1 CTpykTypa koMnnekcy 3acobie CMHXpOHi3aLji yacy

[lo cknagy KOMMnekcy BXOAATb Taki TEXHIYHI Ta nporpaMHi 3acobu:

— kopnopatusHi NTP-cepsepu L30 212.90.164.90, 212.90.170.122, 81.17.128.133;

— cepsep B3aemogiji LICK (NTP-cepeep LICK);

— MixXMepexHun ekpaH Ta komytatop NTK LICK;

— CcepBep CUMHXpPOHi3auji Ta MoHiTopuHry LICK i3 nporpamMHUM KOMMIEKCOM cepBepa CUMHXPOHi3aLji Yacy
“lIT CnHxpoHizauia yacy-1. Cepsep” Ta GPS-npuiimadenm;

— PC 1a cepepu LUCK 3i wtatHumn nporpamHnmmn NTP-knieHtamu OC.

CTpyKTypHa cxema KoMnsekcy 3acobiB cMHXpoHi3auii yacy LICK HaBefgeHa Ha puc. 3.1.

IP-agpeca:;

212.90.164.90 o NTK UCK

Cepeep MOHITOPUHrY Ta

NTP-cepBep u3o
(ocHoBHMK NTP-

!

GPS-nT«ﬁmaw

CHMHXPOHIi3auil Yacy (peaepsHumn

L

gg:sg:::aemoaif avEz i
o eupan =

|P-agpecu:
212 90.170.122

o
S ' £1.17.128.133

PesepBHi (ans cepeepa B3aemogil
LICK) NTP-cepBep#, CHHXPOHI3OBaHi
3 AepXaBHUM €TanoHOM OAWHUUL
4acy i yacToTu

g

3KM

“ NTP-cepsep ans cepeepa
B3aemoaii LICK)

,.Jt'(‘/-it(

_jf »

S

KomyT Top >

nom PC Ta cepBepu
LICK

Cepeep B3aemogii LCK
(xniewr NTP-cepeepa LI3O
aBo PC uu cepeepa
cuHxpoHizauii yacy,
NTP-cepsep LICK)

PucyHok 3.1- CTpykTypHa cxema koMmrekcy 3acobiB cMHxpoHizauii yacy LICK.

3.2 lNepenik TEXHIYHUX Ta NporpamMHux 3acobiB CUHXPOHi3aLii Yacy

Mepenik TexHiyHMXx 3acobiB LUICK wo BxopgATb JO cKnagy KOMMIEKCY CUHXPOHi3aLii Yacy HaBefeHun y

Tabn. 3.1.

Mepenik nporpamHux 3acobis LICK Lo BXoaaTb A0 cknagy KOMMIEKCY CUHXPOHi3aLji yacy HaBeoeHun y

Tabn. 3.2.
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Tabnuua 3.1 - TexHiyHi 3acobu LICK w10 BXxoasTb A0 CKNaAy KOMMIEKCY CUHXPOHI3aLi Yacy.

HanmeHyBaHHSA

XapaKTepucTrku

GPS-npunmav

GPS-npunmay EPS Agro-DM-1Hz

MixmepexHui ekpaH

Cisco ASA 5512

KomyTatop

Cisco Catalyst 2960

CepBep B3aemogji

HP Proliant DL360 G8

CepBep MOHITOpUHrY Ta
CUHXpPOHi3aLlii yacy

HP Proliant DL360 G8

Tabnuua 3.2 - NMporpamHi 3acobu LICK wo BxoaaTb A0 ckriagy KOMMeKCYy CUHXPOHi3auii yacy.

HanmeHyBaHHSA

XapaKTepucTrku

Cepsep B3aemogii

OC: FreeBSD 9.2
LWTaTHi NTP-knieHT Ta NTP-cepep OC

CepBep MOHITOpUHry Ta
CUHXpPOHi3aUii Yacy

OC: FreeBSD 9.2
WTratHi NTP-knieHT Ta NTP-cepeep OC

PC T1a cepeepu LICK

LWraTHi NTP-knieHtn OC
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4 MOPALOK CUHXPOHISALII

4.1 MNMopsiAoK CUHXPOHi3aLii

NTP-knieHT cepBepa B3aemopji LICK oTpumye 3HauyeHHs 4acy Big NTP-cepeepa LI3O ab6o Big Ta
pe3epBHux NTP-cepBepiB, CMHXPOHI30BaHMX 3 AepXaBHWUM €TafioHOM OOMHULb 4acy i 4acToTu, i3 HACTyMHUMU
napameTpamu:

— IP-apgpeca ocHoBHoro NTP-cepeepa LI30 - 212.90.164.90;

— |IP-agpecn pe3epBHux NTP-cepBepiB, CUHXPOHI30BaHMX 3 AEpXaBHMM €TafloHOM OAMHWLbL 4Yacy i
4YacToTW (BUKOPUCTOBYIOTLCS SIK OCHOBHI TiflbKM Npu aBapinHoMy BigknioyeHHi ocHoBHOro NTP-cepsepa
LU30)-212.90.170.122 Ta 81.17.128.133;

— Homep UDP-nopTa - 123;

— iHTepBan onuTyBaHHA - 16 c;

— O3HaKka nepeBipkM KOHTponbHOi cymu UDP-nakeTiB - BM3Ha4yaeTbCA Ha eTani HanarogXeHHs B
3anexHocTi Big moxnunsocTten OC cepBepa B3aeMogji.

MapameTpn NTP-knieHTa cepBepa B3aemogji LICK HaBefeHi y goa. 2.

IOns wmoxnueocti B3aemopii i3 NTP-ceppepom L30 abo 3 pesepBHumn NTP-cepBepamu,
CMHXPOHI30BaHNMM 3 AepXaBHWM €TanoHOM OAMHWLb Yacy i 4acToTu, MixmepexHui ekpaH LICK noBuHeH maTtu
npasuno, Wo [03BONsE BUKOHyBaTW nepepadvy UDP-nakeTiB 3 mMeTow CMHXpOHi3auii 4acy. [Mpuknag Takoro
npasuna (ans Mix mepexHux ekparis Tuny Cisco ASA cepii 5500) HaBegeHO HuxYe:

access-list OUTSIDE_INTERFACE extended permit udp host NTP_SERVER host
INTERACTION_SERVER eq ntp,

ne OUTSIDE_INTERFACE - Has3Ba iHTepdency WO MigknoYeHnn A0 30BHIWHBbOI TENeKOMYHiKaLinHOI
mepexi (gani - 3TM) nepepaui aaHux, NTP_SERVER - IP-agpeca NTP-cepeepa LI30O, INTERACTION_SERVER -
IP-agpeca NTP-cepBepa LICK.

4.2 MeToamKa CMHXPOHi3aLii Yacy B LUTAaTHUX CUTYaLiaX

Mig yac wraTHOI po6OTK CUHXPOHI3auisa Yacy 3ailcHIeTbCA i3 nigkntoveHHam ao NTP-cepsepis ITC LI3O
(aus. n. 4.1). CrHxpoHi3aLia yacy 34iNCHIETbCA WTaTHUM nporpamHumMm NTP-cepsepom OC cepsepa B3aemogil
LICK wo peanizosanuin y urnagi aemony (y OC Linux - NTP daemon program) (auB. n.3.4).

4.3 MeToanka CUHXpPOHi3aLjii Yacy B aBapinHUX cuTyaLiax

Akwo NTP-cepeepu LI30 (212.90.164.90 abo 212.90.170.122, 81.17.128.133) cTaloTb HEAOCTYMHUMM, TO
CUHXPOHi3aLlif 4Yacy aBTOMATUYHO 3AIMCHIETLCA i3 Nigkno4eHHAM Ao pesepBHoro NTP-cepBepa ansi cepsepa
B3aemogii LICK.

DoctynHicte NTP-cepBepiB Ta npiopuTeTHICTb AN CUHXPOHi3auii Bu3HavaeTbca NTP-cepsepom LICK
aHanisyeTbCc Ta BCTAHOBMIOETbCA aBTOMaTW4YHO 3a anroputMom pobotu npotokonly NTP Ta BignosigHo Ao
KoHairypadii (ooa. 1).

4.4 OnepauinHNUin KOHTPOJb

KOHTpoOsib 32 CTAHOM CUHXPOHi3aLii Yacy 3AiNCHIOETbCA LWISXOM aHani3y BignoBigHUX XypHaniB peecTpadii
noain - xypHany nogin NTP-cepeepa LICK, xypHany nogin PC (cepBepa) CUHXpOHi3auii 4acy, xypHanis nogin PC
Ta cepBepiB LICK - NTP-knieHTiB, a TaKoX LUNSIXOM Bi3yanbHOro KOHTPOJI0 3HAaYeHHNA Yacy Ha TexHiYHux 3acobax
MTK UCK.

BignosigansHnmMn ocobamu OO0 KOHTPOMK 3a CTAHOM CUHXpOHi3auii yacy y LICK € apminicTpaTtop
6e3neKkn Ta CUCTEMHUI afMiHicTpaTop.
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OODATOK 1. KOH®INYPAL|IA NTP-CEPBEPA LIEHTPY CEPTU®IKALLIT KINKOYIB

®dainn koHdirypauii npt.conf wratHoro NTP-cepsepa OC cepsepa B3aemopji LICK ans pobotu B SKOCTI
NTP-knienta Ta NTP-cepBepa.

# NTP-cepsep Y30 ra pesepsHi NTP-cepepu

server 212.90.164.90 minpoll 4 maxpoll 7 iburst burst prefer
server 212.90.170.122 minpoll 4 maxpoll 7 iburst burst
server 81.17.128.133 minpoll 4 maxpoll 7 iburst burst

# NTP-cepBep cepBepa cuHXpoHI3aLii Yacy

server 192.168.100.40 minpoll 4 maxpoll 7 iburst burst
server 127.127.1.0

fudge 127.127.1.0 stratum 2

logfile /var/log/ntpd.log

# Davis, 1o MICTUTE IHGOPMALIO PO 3MILLEHHS JIOKa/IbHOIro Yacy o BigHOLLIEHHO 40
# NTP-cepBepis

driftfile /var/db/ntp.drift

broadcastdelay 0.008

disable monitor

#restrict default nomodify noquery notrust

restrict default ignore

restrict localhost

restrict 127.0.0.1 mask 255.255.255.255

# [lo3Bosin Ha cuHxpoHizauito Yacy 3 NTP-cepsepom LI30 1a pezepsHumu NTP-cepsepamu
restrict 212.90.164.90 mask 255.255.255.255

restrict 212.90.170.122 mask 255.255.255.255

restrict 81.17.128.133 mask 255.255.255.255

# []o3Bin1 Ha cuHXpoHI3aLito Yacy 3 NTP-cepBepoM cepBepa CUHXPOHI3aLii 4acy
restrict 192.168.100.40 mask 255.255.255.255

# [lo3Bosin Ha cuHxpoHizadito Yyacy a1 NTP-knieHTis [1TK (PC 1a cepsepiB)
restrict 192.168.100.0 mask 255.255.255.0 nomodify notrap nopeer



