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MNEPENIK CKOPOYEHb

B - ba3za paHunx

EOM - EnekTpoHHO-064MCcoBaribHa MalluHa
EOT - EnekTpoHHO-064McoBasnibHa TEXHika
ELMN - EnekTpoHHWi umndposui nignuc

3T™ - 30BHiLWHi TENEKOMYHiKaLinHi Mepexi

ITC - |HdopmauinHo-TenekoMyHikauinHa cuctema
K33 - Komnnekc 3aco6iB 3axucTy

K3l - KpunTtorpadiyHumn 3axuct iHpopmauii

KT3 - Komnnekc TexHi4HMX 3acobiB

KC3I - KowmnnekcHa cuctema 3axucty iHpopmadlii
JIOM - JlokanbHa obuuncnoBanbHa Mepexa

ME - MixmepexHun ekpaH

HKI - Hocin knoyoBoi iHchopmaui

oC - OnepauintHa cuctema

n3 - [lporpamHe 3abe3neyeHHs

PC - Poboua craHuin

CKbBO, - Cwucrema KepyBaHHa 6azaMu AaHux

LICK - LleHTp ceptudikauji knoyis

HTTP - Hyper Text Transfer Protocol

TSP - Time-Stamp Protocol (npoToKon OTpMMaHHs NO3Ha4YoK Yacy)
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1 CKINAA NMPOIrPAMHOI O 3ABE3NEYEHHA TA KOMIMTEKCY
TEXHIYHUX 3ACOBIB K33

Komnnekc 3acobie 3axucty (K33) npusHayeHo Ans 3abe3neyeHHs KOHMIAEHUIMHOCTI, uinicHocTi Ta
OOCTYMHOCTI iHcpopMaL,i, Wo umpkyntoe Ta 36epiraetbes y, Ta 3abe3nedeHHss CNoCTeEPEXTMBOCTI, KEPOBaHOCTI
cucTeMm, Wo BxoaaTtb Ao cknagy LICK.

[o cknapy K33 BigHOCATBLCA:

— K33 nokanbHoi ob64ncnoBanbHOI Mepexi;
— K33 poboyoi cTaHLji reHepallii Kntouvis;
— K33 PC BignaneHoro agmiHictpatopa peecTpaliii;

K33 nokanbHoi obumncntoBanbHOI Mepexi CKnagaeTbesl 3 nporpaMHoro 3abeaneyeHHs (M3) Ta komnnekcy
TexHi4yHux 3acobis (KT3).

o cknapy N3 K33 Bxoge:

— K33 onepauinHoi cuctemu (gani - OC) 3 niHivikn Windows ansa PC;
— K33 onepauinHoi cuctemun 3 niHinkun Windows gns cepBepis;

— K33 onepauinHoi cuctemu 3 niHinku Linux ansi cepeepis;

— K33 cepBepiB, W0 cKNagaeTbecs 3:

— K33 CKBL Microsoft SQL Server 2012;
— K33 CKBb[, MySq;
— K33 HTTP-cepBepa Apache;

— niagcucTema aHTUBIPYCHOMO 3axucTy.

o cknapy KT3 K33 BxoauThb:

MiXMepexXHuin ekpaH (gani - ME);
komyTtaTopu JTOM LICK;

€NeKTPOHHI Kntoui "Kpuctan-1";

— Mepexesi kpuntomoayni "Ipaga-301";
kpuntomopayni "lNpapa-61".

K33 pobouoi cTaHLii reHepauii kntodie Ta PC BigaaneHoro agMiHicTpaTopa peecTpadii cknagaetbes 3 K33
onepaujinHoi cuctemu 3 niHinkm Windows gns PC.

Onuc N3 K33 HaBepeHo y aokymeHTi EAAL.468244.185.11A.02.
Onuc KT3 K33 HaBepeHo y nokymeHTi EAAL.468244.185.119.02.
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2 OMNMnC NPOrPAMHOI'O 3ABE3MNEYEHHA TA KOMMJIEKCY TEXHIYHUX 3ACOBIB K33

2.1 MNMpun3HaveHHa N3 K33

2.1.1 K33 onepaujiniHoi cuctemu 3 niHinkm Windows

Y poni K33 OC 3 niHiikn Windows gnsa PC € OC MS Windows 8.1 Enterprise wo 3a6eaneuye nocnyru i3
3axucTy iHdopmauii npu dyHkuioHyBaHHI B cknagi LUICK 3 Buxogom y rnobanbHy obumcntoBanbHy Mmepexy. Y poni
K33 OC 3 niHinkn Windows ans cepeepis € OC MS Windows Server 2012 R2 Standard wo Ttakox 3abeaneuye
nocnyru i3 3axucty iHdopmauii npu dyHkuioHyBaHHi B cknaai LICK 3 Buxogom y rmobanbHy o6umcnioBanbHy
Mepexy. Tak ak K33 OC 3 niHiikm Windows peani3yiloTb iAeHTUYHI MexaHiamu 3axucTy, pgani nig OC 6yayTb
MaTucs Ha yBasi onepauiiHi cuctemm MS Windows 8.1 ta MS Windows Server 2012.

K33 OC npusHayeHo ans:

— 3abe3nevyeHHs 3axucTy Big, HecaHkuioHoBaHoro pgoctyny (HCL) po ob6’ektiB 3axucty LICK, wo
36epiratoTbes y hannosin cuctemi PC;

— 3abeaneyeHHsi 6e3nepepBHOCTI PyHKLiOHyBaHHA OC;
— BEe[EHHS XypHariB ayauTy;
— 3abe3neyeHHs MOXIMBOCTI afAMiHICTPyBaHHS, kepyBaHHS i niaTpumkn OC.

2.1.2 K33 CKB[, Microsoft SQL Server 2012

Y akocTi cepsepy B[l y K3I Bukopuctoyetbcsd MS SQL Server 2012. WtatHun K33 cepeepa b, MS SQL
Server 2012 € iHTerpoBaHum 3 K33 onepaujiiHux cUcTeMm.

K33 CKB[, Microsoft SQL Server 2012 mae 3abe3nevysatu:

KepyBaHHsi 6e3nekoto cepeepa B[l Ha ocHoBI ponei;

— pO3MeXyBaHHsi NpaB AocTyny Ao o6'ekTiB B[ Ha OCHOBI pone;

— pO3MexXyBaHHsi MpaB AOCTYNy Ha BMKOHaHHA KomaHg Transact-SQL Aa BMKOHaHHS mpouenyp, Lo
36epiratoTbCs;

— 3abeaneyeHHs WwWndpyBaHHs 06'exTiB B;

— 3abeaneyeHHs 3ab6opoHu aoctyny Ao ob'ekTie B;

— BEeCTM ayauT nopain cepeepa.

2.1.3 K33 CKB[, MySql
Y akocTi cepepy B[] y K3l Bukopuctosyetbca MySQL Server 5. K33 CKB/, npusHadeHa ans:

— KepyBaHHs 6e3nekoto cepeepa B[l Ha ocHOBI 06NiKOBUX 3aMKUCIB;

— pO3MEXYBaHHs NpaB AOCTYNy Ha BUKOHaHHA KomaHg SQL ga BMkoHaHHA npouenyp, Wwo 36epiraoTbes;
— 3abeaneyeHHs 3ab6opoHu aoctyny Ao ob'ekTie B;

— BEeCTM ayauT nopain cepeepa.

2.1.4 K33 HTTP-cepBepa Apache
YK3I B sikocTi Be6-cepBepa BukopucToByeTbcs Apache.
OcHoBHUMU hyHKLissMu wiTaTHoro K33 Be6-cepBepa €:

— KepyBaHHsi JOCTYNOM A0 pecypciB Beb6-cepBepa Ha OCHOBiI 06MiKOBKX 3anu1ciB Ta rpyn;
— ayauT nopiv 6eaneku;

— MiHimMi3auia npusineis;

— 3axMUCT UinicHOCTI KOHirypaLinHux dannis;

— KOHTPOJSib BUKOPUCTAHHSA PECYPCIB;

— imeHTudikauis Ta aBTeHTUdIKaLia Npyu 06MiHi.

2.1.5 OC cepsepiB 3 niHinkyK Linux
Y sakocTi OC cepBepiB B3aemogii BukopuctoBytoTbes OC 3 niHinku Linux - auctpnbyTtne FreeBSD 9.2.

K33 OC peanisye Taki dyHKLji:
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— 3abeaneyeHHs 3axucTy BiO HecaHkuioHoBaHoro pgoctyny (HCL) po o6’ektie 3axucty LICK, wo
36epiratoTbesa y hannosin cuctemi;

— 3abeaneyeHHst 6e3nepepBHOCTI PyHKLiOHyBaHHA OC;
— BE[EHHS XypHariB ayauTy;
— 3abeaneyeHHst MOXIMBOCTI aaMiHICTPyBaHHS, KepyBaHHs i niaTpumkn OC.

2.1.6 lMigcnctema aHTUBIPYCHOIO 3aXMUCTy

Y akocTi 3acoby aHTMBIpyCcHOro 3axmcTy BukopuctoByeTbest "ESET Endpoint Security". MNporpamHuin 3aci6
a@HTMBIPYCHOIrO 3aXUCTYy Ma€ YNHHWUIA, NO3UTUBHUIN €KCNEPTHUI BUCHOBOK AaMiHicTpauil Jepxcneu3s’asky YKpaiHu
y cchepi T3I.

3acobu aHTMBIPYCHOro 3aXMCTy pearni3oByloTb Taki (yHKLi:

— 3aCTOCyBaHHA €BPUCTUYHUX METOLIB 3aXUCTy Yy NPoLeci BUKpUTTS Wwkignuesoro M3;
— 3axucT ¢hannoBoi CUCTEMMU;
— OHOBNEHHA aHTUBIPYCHUX 6a3.

2.2 MNMpun3HaveHHa KT3 K33

2.2.1 MixmepexHuii eKpaH

MixmepexHui ekpaH 3abe3neuvye Taki PyHKLT:

— KOHTPOJb TPaAH3UTHOI iHOpMaLLii NPOTOKONIB MPUKIAAHOIO PiBHS;

— 3axwWCT Bif, MepexeBux aTak, Takux sk, BigMoBa B 06CNyroByBaHHi, ataka pparmMeHTamu Ta iHWWX, WO
MOXYTb 3AiNCHIOBATUCS i3 30BHILUHLOT TENEKOMYHiKaLifiHOT Mepexi;

— TpaHcnaujo IP-agpecis Ta NopTiB NPOTOKOMiB TPAHCMOPTHOIO PiBHS;

— NepeBipKy Ta BiACTEXEHHSA CTaHy BCiX MEpPEXEBUX 3’€AHaHDb;

— binbTpauito nakeTiB Ha NiACTaBi CNMCKIB KOHTPonto AaocTyny (Ha ocHoBi MAC-aapecu abo IP-agpecw,
Homepy TCP- abo UDP-nopTa BignpaBHuUKa/npuinmMasnbHUKa);

— 3axucT Bif BUTOKY 3a Mexi LUCK kntouis obcnyrosytodoro nepcoHany LICK Ta ocobuctoi iHdopmauii
npo kopuctyeauis LCK;

— igeHTUiKauia Ta aBTeHTUdIKaLia agMiHicTpaTopiB;

— KOHTpPOJIb BNACHOI LiNiCHOCTI;

— CaMOTEeCTyBaHHS.

2.2.2 EnekTpoHHi kntouvi "Kpucrtan-1"

EnekTpoHHi kntoui "Kpuctan-1" BUKOHYIOTb TaKi (pyHKLLi:

— aBTeHTUdiKauito onepaTtopa EOM npu goctyni Ao Kno4a;
— TreHepaLjilo 0cobucTux Ta BiAKPUTUX KNtoYiB aAna anroputmy ELMT;
— reHepavu,jto ocobuCTUX Ta BiAKPUTUX KIHOYIB A1 MPOTOKOMY po3Mnoainy Kiouis;

— TeHepaLito KIuiB 4na anropuTMy WndpyBaHHA Ta reHepaLito BUNagKoBuUX NocrifoBHOCTEN Ha OCHOBI
anapaTHOro reHepartopa;

— 3bepiraHHss 0COBUCTUX KIOYIB y BHYTPILLHIA Nam’ATi Ta 3axucT ix Big HC;

— opMyBaHHS i nepesipky ELI;

— 064YMCneHHs reLu-pyHKLUIT;

— pO3MOoAin KMYoBUX AaHUX HA OCHOBI aCMMETPUYHOro NPOTOKONY po3noainy;

— 36epiraHHa JOBINbHUX OaHWX Y BHYTPILWHIA nam’aTi Ta 3axucT ix Big HCL,;

— KOHTpOrb LiNiCHOCTI i NpaLe3aaTHoOCTi BOYA0BaHOro NporpamMmHoro 3abe3neyeHHs Ta iH.

2.2.3 MepexHi kpuntomopyni "Ipsaa-301"
MepexHi kpuntomogyni "INpaga-301" BUKOHYOTb HACTYMHi pyHKLUIT:

— aBTeHTUdiKauito EOM npu goctyni oo moayns;
— TreHepavujto ocobucTux Ta BigKpuUTMX KnodiB gnsa anroputmy ELLM Ta npoTokony po3noainy Kntouis;

— TeHepaLito KITouiB 4na anroputMy WKUdpyBaHHA Ta reHepaLiio BUNagKoBUX NOCHiAOBHOCTEN Ha OCHOBI
anapaTHOro reHepaTopa;

— 3bepiraHHss 0COBUCTUX KIHOYIB y BHYTPILLHIA Nam’aTi Ta 3axucT ix Big HC;
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— o0buuncneHHs reww-yHKUiT, popmyBaHHs | nepesipky ELIIT;
— pO3MOoAin KMYoBUX AAHUX HA OCHOBI aCMMETPUYHOIo NPOTOKOSY PO3Nnoainy Ta WwunugpyBaHHA AaHKX;
— KOHTpOrb LiNiCHOCTI i Npaue3aaTHoCTi BOyA0BaHOro NporpamMHoro 3abeaneyeHHs Ta iH.

2.2.4 Kpuntomopyni "lpsiga-61"
Kpuntomopyni "pspa-61" BUKOHYIOTb HACTYMHI OyHKLIi:

— aBTeHTUikauito EOM npu goctyni oo monyns;
— TreHepaLljlo 0cobucTUX Ta BigKpUTKX KrtodiB ansa anroputmy ELIM Ta npoTokony posnoginy Kntoyis;

— TreHepaLito KrouiB Ana anroputMy WndpyBaHHA Ta reHepaLito BUNagKkoBux NocrnifoBHOCTEN Ha OCHOBI
anapaTHOro reHepaTopa;

— 3bepiraHHs 0cOBUCTUX KIOYIB y BHYTPILLHIA nam’aTi Ta 3axucT ix Big HCL;

— 0buuncneHHs reww-yHKLUii, opMyBaHHs i nepesipky EL|M;

— pO3MoAin KYoBMX AAHUX Ha OCHOBI aCUMETPUYHOrO NPOTOKOIY PO3MoAiny Ta WndpyBaHHS OAHUX;
— KOHTpPOJb LinicHOCTI i Npaue3aaTHocTi BOyaoBaHOro nporpaMHoro 3abesneyeHHs Ta iH.
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3 MOPAOOK 3ACTOCYBAHHA K33

3.1 BukopuctaHHs enemeHTie K33 Ha 3acobax LICK

Mig enemeHtamn K33 posymieTbcs nporpamHe 3abeaneyeHHs K33 abo KOMMOHEHTU KOMIMEKCY
TEXHiYHMX 3acobiB K33.

3.1.1 BukopucTtaHHs enemeHnTiB K33 Ha PC agmiHicTpaTopa 6e3neku

Ha PC apgmiHictpaTopa 6e3neku LICK BukopucTtoBytoTbCs Taki enemeHTn K33:

— wraTtHui K33 OC MS Windows 8.1;
— cucTeMa aHTuBipycHoro 3axucty PC.

WratHun K33 OC BuKopuCTOBYETLCS AN 3abe3nedeHHs 3axucty pecypcis PC Big HCL,

3 PC aamiHicTpaTopa 6e3nekn BUKOHYETbCS agMiHicTpyBaHHA Ta ayaut OC, K33 cepsepiB Ta iHworo M3,
LL{O BCTAHOBJIEHO Ha HUX. [NA LbOro BUKOPUCTOBYETLCS NPOrpamMHUin TEpPMiHan, WO eMYIIOE JIOKanbHUA TepMiHan
cepBepiB. Hacnpaepgj 3acobu agmiHicTpyBaHHsa Ta ayauty OC, K33 cepBepiB, € YacTunHoto ix OC Ta BUKOHYIOTbCS
6e3nocepefHbo Ha HUX.

KepyBaHHA CUCTEMOIO aHTMBIPYCHOIO 3axXMCTY 3AINCHIOETbCA LeHTpanisoBaHo 3a PC aamiHicTpaTopa
6e3nekun 3a [OMOMOrOH0 CreLianbHOro nporpaMHoro 3abesneveHHs abo Beb-iHTepdency.

CA3 PC BukopucTtoByeTbcs ans 3abesnedeHHsa 3axucty PC Big wkignueoro M3. CA3 PC koHTporntoe yci
NOTOKN AaHux (BXigHi / BuxigHi), wWo nepepatoTbcss Ha PC - enekTpoHa nowrTa, IHTepHeT Tpadik, Mepexesi
B3aemogii. OHoBneHHA aHTuBipycHux 6a3 CA3 PC 3ailcHoeTbcAa B aBTOMaTU4HOMY abo py4yHOMY pexumi i3
cneLianbHOro MepexHoro pecypcy cepaepy iHppacTpyKTypu.

3.1.2 BukopucTtaHHs enemeHTiB K33 Ha cepBepax

Ha ueHTpanbHuX cepBepax BUKOPUCTOBYIOTHCS Taki enemeHTn K33:

— K33 OC MS Windows Server 2012;

— CcuMCTeMa aHTMBIPYCHOrO 3axUCTy AN cepBepiB.

K33 OC BukopuctoByeTbcs ons 3abesneyveHHsa 3axucTy pecypcis cepsepis Big HC.

CA3 BukopucToByeTbCcA AnA 3abe3neyeHHA 3axucty cepsepiB nig kepyeBaHHAM OC Windows Big
wkignueoro M3 Ta JO3BONAE BUKOHYBATM 3aXUCT B YMOBaxX BUCOKOIO HaBaHTaXEHHS Ha cepBep. HanawTtyBaHHA
CAS3 Ta oHoBneHHs aHTuBipycHux 6a3 CA3 cepBepiB 3L4iACHIOETLCS agMiHiCTpaTopoM 6e3neKu.

Ha cepBepax B3aemofii BUKOPMCTOBYOTbCA Taki enemeHTn K33:

— K33 OC Linux;
— K33 Beb-cepBepa Apache;
— K33 MySQL

K33 OC, K33 Beb-cepeepa Apache, K33 MySQL BMKOpPUCTOBYIOETLCA O 3abe3neyYeHHs 3axucTy
pecypcis cepsepis Big HC[.

3.1.4 BukopucTaHHsI NpUCTPOI MiXXMepexHoi 6e3nekn

Ha npucTpoi MixmepexHoi 6e3neku HanawToBaHWA NakeTHUN dinbTp, Wwo 6rokye cnpobun atak 3 60Ky
30BHILLUHBLOI TEMNEKOMYHiKaLiiHOI Mepexi Ha cepBep B3aemogii Ta cepsep B[. KepyBaHHs npucTtpoem MepexHoi
6e3nekn 3AINCHIETLCS LWNAXoM 6e3nocepefHboro ("KOHCOMbHOro") MigKMYEHHS OO OKpemoro "AoBipeHoro"”
nopTy.

3.2 MNopagok HanawTyBaHHA NnapameTpis K33

Y npoueci ekcnnyatauii KC3ILUCK cnispobitHukamn C31 LICK puHKy enekTpuyHOi eHepril (3rigHo
nocagoBux ob60oB’A3KIB Ta IHCTPYKLi) MPOBOAMTLCA HanalTyBaHHA KOHKPETHUX NOMITUK ayauTy, napameTpis K33,
BM3HA4aeTbCs cknag o6nikoBmx 3anucis, iMeH KopucTyBauiB (rpyn), ix NpaB Ta NOBHOBAaXEHb.



