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MEPEJIK CKOPOYEHb

xepeno 6e3nepebiiHoro XnBneHHs
EnekTpoHHo-064MCrnoBanbHa MallmHa
EnekTpoHHO-064MCroBanbHa TEXHIKa
EnekTpoHHUn umdpoBun nignuc

€0uHa cuctema nporpamMHoi AOKyMeHTaLii
30BHILLHI TENEKOMYHiKaLiiHi Mepexi
IHbopMaLiMHO-TENEKOMYHIKaLliHa cuctema
KpunTtorpadivyHumn 3axumcT iHpopmaii
Komnnekc TexHi4YHux 3acobis
KomnnekcHa cuctema 3axmcTy iHdopmadi
JlokanbHa obuuncnioBasnibHa Mepexa
MixmepexHuin ekpaH

Hocin kntoyoBoi iHopmaLji

OnepavuinHa cucrema

MepcoHanbHa EOM

MporpamHe 3abe3neyveHHst
[porpaMHO-TEXHIYHMI KOMMNNEKC

Pobouya cTaHuif

Pob6oue micue

Cwuctema ynpasniHHa 6a3amu gaHux
TexHiyHMn 3axucT iHopmauii

LleHTp cepTudikauii kntovis

Control Messages Protocol (npoTokon ynpaenai4nx NoBigoMeHb)

Global Positioning System (rnobanbHa cuctema No3uLioHyBaHHS)

Global System for Mobile Communications (rnobanbHa cuctema MobinbHOro 3B'A3KyY)
Intrusion Prevention System (cuctema nonepenXeHHsi BTpy4aHb)

Hyper Text Transfer Protocol

Lightweight Directory Access Protocol (npoTtokon goctyny o KaTanory)
Network Time Protocol (MepexHuii NpoTOKON CUHXPOHi3auji yacy)

Online Certificate Status Protocol (npoTokon BU3HauYeHHs cTaTtycy ceptudikara)
Short Message Service (cnyx6a KOpoTK1X MOBIJOMITEHB)

Time-Stamp Protocol (MpoTokon oTpuMaHHsA No3Ha4oK Yacy)

3O0BHILLUHI TENEKOMYHiKaUilHi Mepexi
BONOKOHHO-OMTUYHI NiHIT 3B’A3KY
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1. SArAbHI MONMOXEHHA

1.1. NoBHe HalMeHyBaHHA aBTOMATM30BaHOI CUCTEMMU, LLIO PO3POONAETLCA

[MoBHe HaliMeHyBaHHS: aBTOMaTM30BaHa cCUCTEMa LEHTPY cepTudpikauii KrodiB puHKY eneKkTpuyHol
eHeprii (aani -LUCK prHKy enekTpu4Hoi eHeprii).

1.2. MeTa CTBOpEHHS Ta rofioBHe npuaHayeHHsi LICK

MeToto cTBOpeHHs1 € peanizauia LICK pernameHTHUX npoueayp Ta MexaHiamiB o6cnyroByBaHHS
cepTudikaTiB BiAKPUTUX KIOYiB KOpPUCTYyBauiB (gani - KOpUcTyBadiB), HagaHHA nocnyr cikcyBaHHA 4acy, a
Takox peanizauia ELM i wudpyBaHHA faHux Ta ynpaeniHHS 0COBUCTUMU KItloyamu i cepTudikatamm BigKpUTMX
KIHO4iB KOPUCTYBaYiB CUCTEMM.

1.3. MNMepenik kepiBHMX 4OKYMEHTIB, Ha NiAcTaBi AKX cTBOpoeTbCA LICK

— 3akoH YkpaiHu Big 22.05.2003 Ne 852-1V "lMpo enekTpoHHUA undposun nignuc"”;

— 3akoH YkpaiHm Big 22.05.2003 Ne 851-IV "lpo eneKTpOHHIi [AOKYMEHTW Ta €eneKTPOHHWUN
OOKYMEHTOO006ir";

— Ykas lNpe3unpeHta Ykpainm Big 22.05.1998 Ne 505/98 "Tpo lMonoxeHHA npo nopsiaok 3A4iNCHEHHS
KpunTorpacdiyHoro 3axucTy iHdopmalii B YKpaiHi";

— MMoctaHoBa KabiHeTy MiHicTpiB Ykpainu Big 02.07.2014 Ne 228 "MNpo 3aTtBepaxeHHs [MonoxeHHs
npo MiHicTepcTBO toCcTULiT YKpaiHn";

— [MoctaHoBa KabiHeTy MiHicTpiB YkpaiHn Big 13.07.2004 N2 903 "lpo 3aTBepaxeHHs [Mopsaky
akpeguTauji LeHTpy cepTudikauii Knoyis";

— MoctaHoBa KabiHeTy MiHicTpiB Ykpainu Big 28.10.2004 Ne 1451 "lMpo 3atBepaxeHHsA MNonoxeHHs
Npo LeHTpanbHMI1 3acBigvyBanbHunin opran”;

— [MoctaHoBa KabiHeTy MiHicTpiB YkpaiHn Big 28.10.2004 Ne 1452 "lpo 3atBepaxeHHs [Mopagky
3aCTOCYBaHHA €NEeKTPOHHOro UM(pOBOro Mignucy opraHamMu [[epXaBHoi Brnagw, opraHamu
MiCLEeBOro caMmoBpsAyBaHHA, NiANPUEMCTBaMK, YCTAaHOBaMM Ta OpraHi3auisMu aepxasHoi (hopmm
BnacHocTi";

— TloctaHoBa KabiHeTy MiHicTpiB YkpaiHu Big 28.10.2004 Ne 1454 "Tlpo 3atBepaxeHHa [lopagky
0060B'A3KOBOI NepeAayi AOKYMeHTOBaHOI iHdopmaLii™;

— MoctaHoBa KabiHeTy MiHicTpiB YkpaiHu Big 13.03.2002 Ne 288 "lMpo 3aTBepAXeHHs nepenikis
LeHTpanbHUX opraHiB BUKOHaBYOI BNaam, Ha AKi NoknagalTbCa (PYHKLiT TEXHIYHOro perynioBaHHS y
BU3Ha4YeHux cepax AifAnbHOCTI Ta pO3po0bIIeHHS TEXHIYHNX pernameHTiB";

— MoctaHoBa KabiHety MiHicTpiB YkpaiHu Big 26 TpaBHa 2004 p. Ne 680 "lMpo 3aTBepoXeHHSs
MopaaKy 3acBig4eHHA HaABHOCTI €NeKTPOHHOro [OKYMEHTa (eNeKTPOHHUX [AaHWX) Ha neBHUK
MOMEHT yacy";

— Hakas AamiHicTpauii OepxaBHoi cnyxbu creuianbHOro 3B'A3Ky Ta 3axucTy iHdopmauii YkpaiHw,
[epxaBHoro komiteTy YKpaiHM 3 nuTaHb TEXHIYHOro perysitoBaHHA Ta CrOXWBYOI MONITUKU BIf,
25.04.2007 Ne 75/91 "Mpo 3atBeppxeHHA [NpaBun npoBepeHHA pobiT i3 cepTudikauii 3acobis
3axucty iHdopmaLlii'. 3apeectpoBaHo B MiHicTepcTsi tocTuuii YkpaiHu 14 TpaBHa 2007 p. 3a
Ne 498/13765;

— Hakas AgmiHicTpauii JepxaBHoi cnyx6u cneuianbHOro 3B'A3Ky Ta 3axucTy iHopmauii YkpaiHu
Big 20.07.2007 Ne 141 "Mpo 3aTBepaXeHHsi MonoXeHHst Npo NopPsSAoK Po3pobneHHs, BUpOOHULTBA
Ta ekcnnyaTaujii 3acobiB kpuntorpadivyHoro 3axucTy iHdopmauii'. 3apeectpoBaHo B MiHicTepcTBi
tocTuuii Ykpainn 30 nunHa 2007 p. 3a N2 862/14129;

— Hakas AgmiHicTpauii JepxaBHoi cnyx6u cneuianbHOro 3B'A3Ky Ta 3axucTy iHopmauii YkpaiHu
Big 23.06.2008 N2 100 "lpo 3aTBepaXeHHA [lonoxeHHA npo AepXaBHy ekcrneptuldy y cdepi
KpunTtorpadiyHoro 3axucty iHdopmadii". 3apeectpoBaHo B MiHicTepcTBi tocTuuii YkpaiHu 16 nunHsa
2008 p. 3a Ne 651/15342;

— Hakas JenaptamMeHTy crieujanbHuUX TENEKOMYHiKaLilnHUX cucTeM Ta 3axucty iHcpopmauii Cnyx6ou
6e3nekn YkpaiHn Big 13.01.2005 Ne 3 "lMpo 3aTtBepaxeHHs [MpaBun nocuneHoi ceptudikauii”.
3apeecTtpoBaHo B MiHicTepcTBi tocTuuii Ykpainu 27 ciyns 2005 p. 3a N2 104/10384;

— Haka3 Aaminictpauii OepxaBHoi cnyx6u cneuianbHOro 3B'A3Ky Ta 3axucTy iHopmauii YkpaiHu
Big 18.12.2012 N2 739 "lMpo 3aTBEepaXeHHA Bumor ao opmartie KpuntorpadidyHnx noBigomMseHb".
3apeecTtpoBaHo B MiHicTepcTsi tocTuuii Ykpainu 14 ciuns 2013 p. 3a N2 108/22640;

— Hakas AgmidicTpauii depxaBHoi cnyx6u cneuianbHOro 3B'A3Ky Ta 3axucTy iHdopmauii YkpaiHu
Bia 24.07.2007 3a N2 143 «[lMpo 3aTBepaXeHHA [MofnoXeHHs Npo NOPALAOK 34iINCHEHHS AEepPXaBHOro
KOHTPONIO 3a [oAepXaHHAM BUMOr 3aKoHogaBcTBa y cdiepi HagaHHA MNoOCAyr eneKTPOHHOro
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undposoro nignucy". 3apeectpoBaHo B MiHicTepcTBi tocTuuii YkpaiHu 8 cepnHs 2007 p. 3a N
914/14181;

PernameHt pob6oTn LleHTpanbHOro 3acsigyyBanbHOrO OpraHy, 3aTBepaXeHun Hakazom
MiHicTepcTBa tocTuuii YkpaiHu Big 29.01.2013 Ne 183/5. 3apeectpoBaHo B MiHicTepcTBi tocTuuii
Ykpainn 30 ciuHa 2013 p. 3a Ne 191/22723;

Bumorn po copmaTiB, CTpyKTypu Ta MPOTOKONMIB, WO peanisyloTbCa Yy HagiiHux 3acobax
€NeKTPOHHOro umdpoBoro nignucy, 3atBepAxeHi Hakazom MiHicTepcTBa tocTuuii  YkpaiHu,
ApmiHicTpauii OepxaBHoi cnyxbu creujanbHOro 3B’A3Ky Ta 3axucTy iHdopmauii YkpaiHu Big,
20.08.2012 Ne 1236/5/453. 3apeecTtpoBaHo B MiHicTepcTBi tocTuuii YkpaiHn 20 cepnHa 2012 p. 3a Ne
1398/21710;

Po3'acHeHHs MiHicTepcTBa tocTuuii YKpaiHu Wwoao nopagky ob4mcneHHs rel-3HayvyeHHs, BUKnageHi
y Jlucti MinictepcTBa toctuuii Ykpainu Big 15.10.2012 Ne 12776-026-12/133;

IH(pbopMaLiiHa Ta TeXHOoriYHa KapTKU agMiHicTpaTMBHOI nociyru 3 Buaadi MiHicTepcTBOM toCcTuULit
YKpaiHn cBigouTtBa Npo akpeauTauilo LeHTpy cepTudikauii knodiB, 3aTBepaxeHi Hakaszom
MiHictepcTBa tocTuuii Ykpainm Big 16.05.2013 Ne 900/5;

Jlnct MiHictepcTBa toctuuii Ykpainm Ne 13.3-33/116 "Wopo iHbopmyBaHHA npo po3pobky Mopsaky
CUHXpPOHi3aLii Yacy i3 BcecBiTHiM koopguHoBaHMM vacom (UTC)",

Haka3z MiHicTepcTBa tocTuuii YkpaiHn Ta AamiHicTpauii LepxaBHoi cnyx6u cneuianbHOro 3B'a3Ky Ta
3axucty iHopmauii Ykpainm Big 05.12.2013 3a Ne 2563/5/645 "lMpo 3aTBepAXeHHA nepenikis
CTaHaapTiB y cdepi enekTpoHHOro uMd@poBOro niAnMCcy, NEpPCNeKTUBHMX AN nepernagy Ta
rapMoHi3auii 3 €BpoONencbkKMMK Ta MiXHaApoAHMMM CTaHAapTamMu BiANOBIOHO OO BCTAHOBEHMX
3aKOHO4ABCTBOM npouenyp";

Bumorun po anroputmis, cdoopmaris Ta iHTepdeENciB, WO peanidytloTbca y 3acobax wndpyBaHHA Ta
HapiHnx 3acobax enekTpoHHoro uudposoro nignucy, 3ateepaxeHi Hakasom MiHicTepcTBa toCcTumuii
YkpaiHu, AgMiHicTpauii depxaBHoi crnyx6u cneuianbHOro 3B’a3Ky Ta 3axucty iHdopmadii YkpaiHu
Big 27.12.2013 Ne 2782/5/689. 3apeecTtpoBaHo B MiHicTepcTBi tocTuuii Ykpainm 27 rpygHsa 2013 p.
3a NeNe2227/24759, 2228/24760, 2229/24761, 2230/24762;

Haka3 MinictepctBa toctuuii Ykpainm Big 30.07.2014 3a N2 1249/5 "Mpo 3aTBepaXeHHA nopsakis

BeleHHA peecTpiB LEeHTpanbHOro 3acsiguyBanbHOro opraHy". 3apeectpoBaHo B MiHicTepcTBi
tocTuuii Ykpainn 1 cepnuHa 2014 p. 3a N2 903/25680, N2 904/25681.
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2 XAPAKTEPUCTUKA OB’E€KTY BMNMPOBAOXEHHA

2.1 XapakTepucTuka aBTOMaTM30BaHOI CUCTEMWU LIEHTPY cepTudikauii KMoYiB pUHKY eneKkTpUYHOI
eHeprii

2.1.1 Onuc TexHiyHMx 3acobis

2.1.1.1 Oo cknapgy aBTOMaTM30BaHOI CUCTEMM BXOOATb Taki TEXHiYHi 3acobu (CTpyKTypHa cxema
KOMIMEKCY TEXHIYHMX 3acobiB HaBedeHa Ha puc. 2.1):

— ueHTpanbHi cepeepu (cepBepu LICK o6’egHaHi y knactep);

— BHYTpILWHE KOMYHiKaLinHe obnagHaHHs JTOM;

— [MCKOBWW Macws;

— cepBepu B3aemogii (knacrtep);

— MixmMepexHun ekpaH (ME) 3 cuctemoro nonepeaxeHHst BTpy4daHb (IPS);

— CepBep MOHITOPUHIY Ta CUHXPOHi3aLii vacy;

— obnagHaHHS cMHXpoHi3auii yacy (GPS-npuiimauv);

— obnagHaHHA cnoBilweHHs agMmiHicTpaTopiB (GSM-moaynb);

— MepexHi kpuntomoayni (knactep);

— KpunTomoayni;

— PC obcnyroBytodoro nepcoHany (agmiHictpaTopa 6e3nekn, CUCTEMHOroO agMmiHicTpaTopa,
agMiHicTpaTopa peecTpalii Ta agmiHicTpaTopa cepTudikadi);

— PC reHepadiji knto4iB kopucTtysadiB (i30/1b0BaHa);

— anapaTHo-nporpamHi 3acobu K3l.

MporpamHo-TexHiuHuin komnnekc LICK
LleHTpankHi cepBepu Ta cepeepu B3acmoaii
Knacrtep Byson 1 Byson 1 Knacrep i
| UeHTPanbHUX S | i gl cepeepis |
i i S - o £
Lt ] S B3aemoqaii
s | 3
Byson 2
% 1 Byaon 2 e -l
i}lm:l(mmu - 3
imacus l—\i | T T———— .
| Kpunto- o W
| woayne €0 N ;
KomyTaropu > 3 ME
Knacrep MepexHux R l BON3
Kpun i “\ . T : itasah )
Cepsep (ocHOBHWIA Ta pesepBHMI) T N eneKoMyHIKauInHI
MOHITOpUHIY \l mMepexi
Ta cuHXpoHizayii
vacy
BON3
R BON3
B )
IsonsoBaHe poboye PC o6cnyrosylodoro nepcoHany (po6oui Migus)
micue
.. PC renepauii %“‘u" > =8 CEPBep.M Ta
EN| wwosie i) f(“ KOpUCTyBauyi cuctem
7 KOpuCTyBauiB PC agminicrparopa 2> KomyTatop o
P iTa ‘. PC apminictpaTopa PC u&‘" P 2
CHCTEMHOTO 'g 1] Geanein §v A
S g SE
PC a‘a‘ululc‘vpampa § -
peccrpauii
GPS-npuiamay

<
GSM-mopnynk

PucyHok 2.1 - CTpyKTypHa cxema KOMMSeKcy.

2.1.1.2 PC agmiHicTpaTopa 6e3nekun npusHaveHa ans:

— BBEOEHHA peecTpaLiiHMX AaHux nocafoBux ocib (aamiHicTpaTopiB) A0 peecTpy NocafgoBux ocib;
— 3MiHy peecTpaLiiHMX faHnx nocapoBux ocib y peecTpi;
— BWAANeHHsi peecTpauiiHMX 4aHnx NocagoBuX ocib 3 peecTpy;

— BWKOHAHHS iHLIMX (OYHKL,i, NOB’A3aHUX i3 3abe3neyeHHaM Ta nigTpuMKkoto 6e3neku iHpopmauii, wo
06pobnSETLCA Y KOMMEKCI.
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.1.3 PC cuctemHoro agmiHictpatopa npusHayeHa gns:

HanarogXeHHs napameTpiB TEXHIYHMX 3acobiB  KOMMMEKCY Ta CUCTEMHOrO MpPOrpamMHoro
3abe3neyeHHs;

AiarHocTyBaHHA pob0THN TEXHIYHUX 3aC06iB KOMMNIIEKCY;
MOHITOPVHIY Ta KOHTPOSIIO CTaHy TEXHiYHWX 3acobiB KOMMNEKCY Ta BUKOHAHHS HUM OKpeMuX
dyHKLIR.

.1.4 PC apgmiHicTpaTopa peecTpauii npu3HayeHa ons:

reHepadii 0cobMcToro Ta BiAKPUTOro KItoYiB agMiHicTpaTopa peecTpalii;

nepepayi 3anuty Ha dopMyBaHHA cepTudikata agMmiHicTpaTopa peecTpauii Ha UeHTpanbHWUi
cepsep;

OTpuMaHHs, 36epiraHHsA Ta BUKOPUCTaHHA cepTudikaty agMiHictpaTopa peecrtpadii;

BBE[EHHS Ta BUKOPUCTAHHSA 0COBMCTOro Kroya aaMiHicTpaTopa peecTpallii;

BBEAEHHSA peeCcTpaLifHNX AaHMX KOPUCTYBaYiB A0 PEECTPY KOPUCTYBaYiB;

3MiHM peeCcTpaLinHNX AaHNX KOPUCTYBaYIB Y peecTpi;

BMAANEHHSA peecTpauiiHuX AaHUX KOPUCTYBaYiB 3 PeecTpy;

NPMUMaHHA 3anuTiB KOPUCTyBayiB Ha OpMyBaHHA cepTudikaTtie, WO BKIOYaAE nepesipKy
BOJOAjHHA KOpUCTyBayemM ocobucToro Knwoya, BiAnoBigHOro A0 BiAKPUTOro Kiko4a y 3anuTi;
iHiLilOBaHHA (pOopMyBaHHA cepTudiKaTiB KOPUCTYBayiB LUMAXOM BEAEHHSA Ta nepepadi 3anutis
KOpUCTyBauiB Ha (opMyBaHHA cepTuUdikaTiB OO LEHTpanbHOro cepsepa, WO BKM4Yae nignuc
3annTiB KOPMCTYBauiB agMiHiCTpaToOpoM (3 BUKOPUCTAHHSIM OCOOUCTOro Kiltoua agmiHicTpaTopa);
iHiLjilOBaHHSI CKacyBaHHsl, ONOKYBaHHA YW MOHOBMIEHHS CepTUdIKATIB KOPUCTYBAUiB LLSISIXOM
BEAEHHs Ta nepepadvi 3anuTiB Ha 3MiHy cTaTycy cepTudikaTtiB A0 LEHTpanbHOro cepsepa, Lo
BKIIIOYAE MiAnuMc 3anuTiB agMiHiICTpaToOpoM (3 BUKOPUCTaHHSAM AOro 0CoObUCTOro Kro4a).

.1.5 PC apgminicTpaTtopa cepTucpikauii npusHaveHa gns:

reHepadii ocobucToro Ta BigkpuToro kntouie LICK;
BBEAEHHA Ta BUKOpPUCTaHHSA ocobuctoro kntova LICK;

CTBOPEHHSI pe3epBHUX Koniii ocobuctoro knoda LICK, a Takox BigHOBNEHHA ocobuctoro kntouya 3
pe3epBHUX Konil;

dhopmMyBaHHA Ta Nnepepadi 3anuTy Ha popmMyBaHHsa cepTudikata LUCK po L30;

oTpuMaHHSA Ta 3anucy cepTtudikaty LICK 'y peectp cepTtudikaris;

ny6nikauii ceptudikaty LLICK Ha iHdopmaLinHomy pecypci (Ha Be6-CTOpiHLI cepBepa B3aemogji);
ny6nikaLii cn1ckiB BigkNnkaHux cepTudikaTiB Ha iHdopmalinHomy pecypci LICK (Ha Be6-cTopiHLi);
npuiMaHHa 3anuTiB  Ha OpMyBaHHS cepTudikaTiB  KOpWUCTyBadiB Ta nocagoBux Oci6
(apmiHicTpaTOpiB);

bopMyBaHHA cepTuUdiKaTiB Ha OCHOBI 3anuTy LNAXOM, WO BKAYaE nignuc ceptudikaTie (3
BMKOpUCTaHHAM ocobuctoro knioya LICK);

hopMyBaHHA CMUCKIB BIOKMMKaHUX cepTUdIKaTiB KOPUCTYBaYiB LWIMAAXOM, WO BKIYae nignuc
CMUCKIB BigKNMMKaHNX cepTudikaTis (3 BUKOPUCTaHHAM ocobucToro kntoya LICK);

py4YHOro pe3epBHOro KonitoBaHHA Ta apXxiByBaHHs peecTpy cepTudikaris;

MOHITOPUHIY Ta KOHTPOSIO BUKOHAHHA aBTOMaTMU30BaHUX PYHKLIN, 30Kpema:

— ny6bnikauji peectpy ceptudikaTiB Ha iHdopmauinHomy pecypci LICK (y LDAP-kaTanosi Ta Ha
Be6-CTOpIHLI) LeHTpanbHUin CepBEPOM;

— nyb6nikauii cnuckiB BigknuMkaHux cepTudikaTiB Ha iHoOpMaUiiHOMY pecypci LeHTpanbHUM
cepBepom;

— ny6bnikauji ceptndikaty LICK Ha iHbopmaujiiHOMy pecypci LLeHTpanbHUM CEPBEPOM.

1.6 LenTtpanbHi cepepu (cepepu LICK) npuaHaveHi ans:

ny6nikauii ceptngikaty LUICK Ha iHdopmauinHomy pecypci (y LDAP-kaTanosi);

36epiraHHA peecTpy nocagoBux ocib6 (agmiHicTpaTopiB) Ta 3abe3neyeHHs pJoctyny [o
peecTpauiiHuX faHuX;

BMKOPUCTaHHS PEECTPY NocagoBux ocib;

nepeBipKN peecTpaLinHnX JaHUX KOPUCTYBaYiB LUMAXOM NEpPEBIPKU YHIKANbLHOCTI po3ni3HaBanbHOro
iMEHi KOpUCTyBaya;

36epiraHHsA peecTpy KopuUcTyBayiB Ta 3a6e3neyYeHHsi BUKOPUCTaHHA PeECTpaLiiHUX AaHWX;
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— BWKOPMUCTaHHSA PEECTPY KOPUCTYBauiB;

— pEe3epBHOro KoNitoBaHHS Ta apxiByBaHHA PEECTPY KOPUCTYBauiB;

— nNpuUMAMaHHA Ta peecTpauii 3anuTiB Ha opMyBaHHs cepTudikaTiB KOpPUCTYBayiB Ta NOCcafgoBuX ocib
(apmiHicTpaTOpiB);

— 3bepiraHHs 3anuTiB Ha hopmyBaHHA cepTudikaTie y 6a3i AaHux 3anuTis;

— apxiByBaHHSA 6a3u gaHux 3anuTie Ha hopMyBaHHS cepTUdIKaTiB;

— MepeBipKy YHIKanbHOCTI BiAKPUTUX KIOYiB KOPUCTYBauiB;

— 3bepiraHHs peecTpy cepTudikaTis;

— BUWKOPMWCTaHHA peecTpy cepTudikaris;

— aBTOMaTM30BaHOro pe3epBHOro KONilOBaHHS Ta apXxiByBaHHA PeECTpY cepTudikaris;

— ny6nikauii peecTpy cepTtudikatie Ha iHbopmauiiHomy pecypci LICK;

— nMpuMMaHHa Ta peecTpalii 3anuTiB KOpUCTYBauiB i agMiHICTpaToOpiB peecTpalii Ha ckacyBaHHA,
61OKyBaHHS Y1 NOHOBNEHHS cepTudikaTiB;

— 30epiraHHA 3anuTiB Ha CKacyBaHHSl, GMOKYBaHHA 4M TMOHOBIIEHHA cepTudikaTtiB y 6a3i aaHux
3anuTiB;

— apxiByBaHHA 6331 faHKX 3anuTiB Ha cKacyBaHHSA, OTOKYBaHHSA YM NOHOBIIEHHA cepTudikaris;

— cKacyBaHHs, 6nokyBaHHS abo NOHOBNEHHA cepTudikaTiB Ha OCHOBI 3aNUTiB;

— BHECeHHs iHdopmaLiii Npo NOTOYHUI cTaTyc cepTudikaTta Ao peectpy ceptudikarTis;

— nyb6nikauji cnnckiB BiAKNMKaHnx cepTudikaTiB Ha iHopmaujinHomy pecypci LICK;

— npuiiMaHHe 4epes3 cepBep B3aemogii Ta 0O6pobKy 3anuTiB KOPUCTYBaYiB Ha BU3HAYEHHSA cTaTycy
cepTudikaTiB 3 BUKOPUCTaAHHSIM MPOTOKOJly BM3HAYeHHA cTaTtycy ceptudikata (OCSP), wnaxom
dopmMyBaHHSA iHpopMmaLii Npo cTaTyc cepTudikarTis;

— MpuUIAMaHHS Yepe3 cepBep B3aemopii Ta 06pobKy 3anuTiB KOPUCTyBaYiB HAa dOPMYyBaHHS MO3HA4Y0K
yacy, LwWnAXoM OpMYBaHHA MO3HAYOK Yacy Ta nepefadyy CgOpMOBaHMX MO3HAYOK Yacy
KopucTyBa4vawm;

— BHECEHHS1 chOPMOBaHNX NO3HAYOK Yacy y 6a3y aaHux;
— 3b6epiraHHs cdhopMoBaHMNX NO3HAYOK Y 6a3i AaHux;

— apxiByBaHHA 6331 JaHMX NO3HAYOK Yacy.

2.1.1.7 CepBepu B3aeMogji npusHaveHi gns:

— nMpurAMaHHA Ta nepepfadi 3anuTiB KOPUCTYBaYiB Ta agMiHicTpaTopiB peecTpauii Ha opMyBaHHSA
cepTudikaTiB KOPUCTYBaYiB Ha LLeHTpanbHWU cepsep;

— 3abe3neyeHHs [OCTYNy KOpUCTyBayiB A0 peecTpy cepTudikaTiB Ha iHopmaLiiHomy pecypci LICK
(y LDAP-kaTanosi Ta Ha Beb-CTOpiHLj);

— nMpuMMaHHA Ta nepejayi 3anuTiB KOPUCTYBayiB Ta BigfaneHux agMiHicTpaTopiB peecTpauii Ha
CKacyBaHHs1, 61TOKyBaHHs1 UM MOHOBIIEHHST cepTUIKATIB KOPUCTYBAYIB Ha LlEeHTParnbHUI CepBep;

— 3abe3neyeHHs AOCTyny KOPWUCTYBadiB A0 CMMCKIB BigKnMkaHux ceptudikaTiB Ha iHcpopmaLiiHomy
pecypci LUCK;

— 3abe3neyeHHs OOCTyny KOpWUCTyBadiB Ao iHpopmauii npo cratyc cepTtudikaTtiB 3 BUKOPUCTAHHAM
NPOTOKOJY BU3HAYEHHSA cTaTycy ceptudikata (OCSP), wnaxom npunmMmaHHa Ta nepegadi 3anuTiB Ha
BU3HAYeHHA cTaTycy ceptudikaTta Ha LeHTpanbHU cepBep Ta nepepadi iHdopmadii npo cratyc y
3BOPOTHOMY HarpsiMKy;

— nMpurAMaHHA Ta nepefadi 3anuTiB KOPUCTyBa4iB Ha YOPMYyBaHHA MO3HAYOK Yacy Ha LieHTpanbHuUi
cepsep;

— nepefavi cpopMOBaHUX Ha LEeHTpanbHOMY CepBepi MO3HAY0K Yacy KopucTyBayam;

— 3abeaneyeHHs gocTyny Ao ceptudikaty LICK Ha iHdopmauinHomy pecypci.

2.1.1.8 CepBep MOHITOPUHIY Ta CUHXPOHI3aLii Yacy Npu3HayYeHun ansa:

— CUHXPOHi3aUii yacy 3 LleHTpanbH1MM 3acBigyyBanbHUM opraHom Ta cuctemoro GPS;
— HadaHHA AaHMX TOYHOrO Yacy yCiM iHWuM koMmnoHeHTam LCK;
— 30upaHHSA i aHani3y JaHux MOHITOPUHTY.

2.1.1.9 O6nagHaHHA cuHXpoHi3auii Yacy (GPS-npuimad) npusHavyeHe AnA OTPUMaHHA CuUrHanis
TOYHOro yacy Big cuctemun GPS.

2.1.1.10 O6nagHaHHs croBilleHHsA agMiHicTpaTopie (GSM-moaynb) npu3HaveHe ansa eBignpaeku SMS-
MoBiAOMIIEHb aMiHiCTpaTopaM Npo BUHUKHEHHS MO3alUTaTHUX CUTyaLiin, abo y BiANoBiAHOCTI 4O HACTPOKBaHb
CMNOBiLLEHb CEPBEPaMOHITOPUHIY.
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.1.11 MepexHi kpuntomoayni npuaHaveHi ans:

36epiraHHsa ocobucTtux kntodis cepeepis LICK;
BMKOHAHHS KpunTorpadiyHnx onepaLiin.
1.11 Kpuntomopgyni npuaHayveHi ans:

36epiraHHsa ocobucTux knodis LICK;
BMKOHaHHSA KpunTorpadiyHnx onepatiin.
1.12 A3 K3l npuaHayveHi gns

36epiraHHsa ocobucTux kntodis nepcoHany LICK;
BUKOHaHHSA KpuntorpadivyHmx onepawin.

.1.13 KomyTaTtopu Ta iHWe BHYTpILLHE KOMYHiKaLiiHe ob6nagHaHHA Npu3HayeHe ana 3abesnedeHHs

BHYTPIiLLHbOI B3aeMofii 3acobiB koMmnnekcy Ta yTeBopeHHs JTOM.

2.1

.1.14 ME 3 IPS npusHayeHi gnsa oinbTpauii MepexHoro Tpadiky MiX TenekoMyHikauinHuMm

Mepexamu Ta cepBepoM B3aemogii. MixmepexHuin ekpaH Cisco ASA - 5512 peanisye Taki MexaHiaMu 3axucTy
iHcbopmaLii:

MOXIMBICTb aBTeHTUIKaL,i Ta aBTOpU3aLii KOpUCTyBaYiB;

dinbTpaujto iHpopMaLiiHMX MNOTOKIB BIANOBIAHO A0 MOTOYHOI MONITMKM 6e3neku Ha OCHOBI
MepexHux aTpubyTiB (Byab-AKUX MoniB MepexXHMX nakeTiB, BXIOHOTO Ta BUXIOHOTO MEPEXHOro
iHTepdecy);

3abopoHy [OCTYny HeaBTOPU30BaHMX KOPUCTYBaYiB 30BHILLUHBOI Mepexi A0 pecypciB BHYTPILLHbOI
Mepexi Ta HaBnaku;

BMKOpUCTaHHA mexaHiamiB NAT ons npuxoBaHHsS CNpaBXHIX MepeXHUX aapec;

obnik nopin 3a AONOMOrol BeAeHHA XypHany cucTemHux nopin (syslog) ta (SNMP) Ha cepsepi
MOHITOPUHTY Ta KepyBaHHA 0b6nagHaHHAM;

pO3noAineHHs1 Ha 30HM 3axucTy Ans 3abesneyvyeHHsa po3LMPEHOT NoNiTUKM 6e3neku;
MOXJIMBICTb 3aCTOCYBaHHA MEXaHi3My rapsa4oro pe3epByBaHHS.

.1.15 PC reHepaLiii knto4viB KOpUCTyBauiB Npu3HaveHa ons:

reHepadii ocobucToro Ta BiAKPMTOro KMO4iB KOPUCTYBaya Ta 3anuc oCoBMCTOro Kik4da Ha Hocin
knto4voBoi iHpopmauii (HKI);
hopMyBaHHSA Ta 3anucy Ha Hocin iHcbopmalLii 3anuTy Ha (pbopMyBaHHA cepTudikata kopuctyBaya.

2.2.1 Onuc nporpaMHoro 3abesneyveHHs

Cknap, N3 3a po3milieHHAM Ha 3acobax EOT komnnekcy:

M3 ueHTpanbHUX cepsepiB;

M3 cepBepiB B3aemogji;

M3 cepBepa MOHITOPUHIY Ta CUHXPOHI3aLji Yacy;

M3 PC agmiHicTpaTopa ceptudikadii Ta PC cuctemHoro agmiHictpaTopa;
M3 PC agmiHicTpaTopa 6e3neku;

M3 PC agmiHicTpaTopa peecTpalii;

M3 PC reHepaLii kno4iB KOpUCTYBauiB.

M3 ans koxHoro 3 3acobiB EOT nopinaetbcst Ha cucTeMHe Ta yHKLioHaNbHe.

o cuctemHoro BigHocuTbes M3, Wo 3abeaneyye 3aranbHe yHKLioHyBaHHA 3acobis EOT (OC, CYB[,
3acobu goctyny o CYB[, wratHi K33 OC, CYB[, Ta 3acobu ix agmiHicTpyBaHHA ToWLo). [0 (yHKLiOHaNnbHOro
- M3, wo 3abe3nevye BUKOHaHHSA criewjianbHux yHKLI 3acobiB y Cknaai KoMnnekcy (nporpamHi KoMnnekcu Ta
KOMMOHEHTH, WO peanidytoTb yHKLii enemeHTiB LICK).

B akocTi cepepHoi OC LeHTpanbHuX cepBepiB Bukopuctosyetbca Microsoft Windows 2012 Server R2
Standard x64.

B skocTi cepBepHoi OC cepBepiB B3aemogiji BukopuctoByetbcs FreeBSD 9.2.

Pob6oui cTtaHuii agminictpatopiB LICK dyHKuUioHytoTb nig ynpaeniHHAM OC Microsoft Windows 8.1
Enterprise.
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3 OCHOBHI TEXHIYHI PILLEHHA

3.1 PilweHHs Wwoao cTpykTypm

Mobynoea obuucnioBanbHoi Mepexi LICK Bu3HavaeTbcs 3aBpoaHHaMU, Wwo Bupiwytoteca LICK, i
3ymoBnoe cTpykTypy LJCK. B ocHoBy nobypoBu Mepexi 3aknageHui MoAynbHUA MPUHLMIM, SKUA OO3BOJSISE
FHYYKO 3MiHIOBaTW CUCTEMY B YaCTUHI ii HAPOLLEHHS Ta Nepepo3noainy NOTYXHOCTI.

3.2 Onunc KoMMnekcy TeXHiYHKUX 3acobis
3.2.1 Cknap Komnnekcy TexHiYHux 3acobis

o nporpamHo-anapaTtHux 3acobis LICK BigHocaTbcS:

aKTVMBHE MepexHe obnagHaHHS:

—  MixmepexeBui ekpaH Cisco ASA - 5512 - 1 wr.
— 3acobu 3axucTy:

—  MKM «[paga-301» - 2 wr;

— KM «I'psga-61» - 2 wr;

cepBepHa KOMMOHeHTa, 00 CKaay AKOoi BXOOATb:

—  cepepwu ueHTpanbHi LUCK - 2 wr;

—  cepsepu B3aemogii LUCK - 2 wr;

—  CcepBep CUMHXPOHi3aLjii Ta MOHITOpUHrY - 1 WT.

—  GPS - npuimay;

— GSM - moaynb.

poboui CTaHLii, Ha AKMX BCTAHOBIIEHO CUCTEMHE Ta NpPWKIagHe MnporpamHe 3abe3neyeHHa Ons
opraHizauii po6otu agminictpaTtopis LICK;

— PC reHepadii knioyis kopuctysadis LICK.

3.2.2 CtpykTypoBaHa kabenbHa cuctema

Ina 3pincHeHHs iHopmauiiHoro obMiHy Mix cknapoBumu cuctemm nobyposaHo CKC. ApxiTekTypa
CKC npumiweHb LICK - "3ipka” 3 MiHiManbHOI KinbKiCTHO MPOMIXHUX CMOSlyYeHb MiX pobounMMu CTaHLUisMuK Ta
aKTVBHUMMW MepeXHUMM npuctposmu. EnemeHTHa 6a3a cuctemu (KpocoBe ob6nagHaHHs, iHCTanAUinHWRA
(marictpanbHun) kabenb, iHdOpMaLiNHi  po3eTKWM, KpOCyBasibHi  LUHYpW) po3paxoBaHi Ha nepegaqy
iHdbopMaUinHoro curHamny 3i cmyroto 4actoT go 125MIy i npuagaTHi gna nobyooBu nokasbHOI Mepexi 3a
TexHonorieto Fast Ethernet IEEE 802.3u (3 nponyckHoto 3paTHicTio kaHanis 100 M6it/c) abo Gigabit Ethernet
IEEE 802.3ab (3 nponyckHoto 3paTHicTio kaHanie 1000 M6it/c). Komnnekc y cknagi LICK B3aemopje i3
30BHILLUHLOK TENEKOMYHIKaLIHOI Mepexero Yepes LWMPOKOCMYTOBUIN TPakT 3B’A3KY Ha LUBMOKOCTI HE MeHLle
512 kbit/c (MepepbayeHa MoOXNUBICTb pe3epByBaHHA Lboro TpakTy). EnemeHtn CKC po3TalwloBaHi B Mexax
KOHTPOJSIbOBAHOI 30HM.

3.2.3 30BHILUHI KaHanu 3B’A3KY

O6miH iHdopmauieto mix KopuctyBayamu ta LICK 34ilCHIOETECA OpeHA0BaHNUMU KaHanamMmu nepegadi
OaHuX.

3.2.4 TipcmcTema rapaHTOBaHOrO eN1EKTPOXMBIIEHHS

Mipcuctema rapaHTOBaHOro eNeKTPOXMBIIEHHS CKNagaeTbes 3 NpUCTpoiB 6e3nepebiiHoro XuBREHHS,
po3paxoBaHMX Ha 3abe3neyeHHs aKTUBHOrO MepexHoro ob6nagHaHHsA, cepBepiB, pobounx Micub
aAaMmiHicTpaTtopiB Ta 4YeproBoi 3MiHM LICK enektpoeHeprieto npotarom 15 xsBunuH npn 100% HaBaHTaXeHHi, sika
TaKoOX Mpu3HavYeHna pnsa 3axucTy obnagHaHHA Bif, 30BHIWHIX AecTabinisytoumx ¢akTopiB npu HasaBHOCTI
BigXMNEHb y MapamMeTpax enekKTPOXMBIIEHHS Yy BXIOHUX MepeXax eneKTponocTavyaHHs.

3.2.6 CepBepHa KOMMOHEHTa

LleHTpanbHi cepBepu Ta cepBepu B3aeMopii (OyHKLOHYIOTb aBTOMaTU30BaHO. cepBepu ob’efHaHi y
BiANOBIAHI KNacTepwu.

3acobu cepepy LICK migTpumyoTb MOXIMBICTb aBTOMaTMYHOIO PE3EpPBHOrO  KOMilOBaHHA pPEECTpY
cepTucpikatiB, peecTtpy KopucTyBadiB, 6a3u crnuckiB BigKNMKaHMX cepTudikaTiB Ta 6a3ym No3Hayok 4vacy Ha
30BHiLLHI HOCIT iHpopMau,ii (DVD ab0o 30BHBILIHbI XOPCTKi OUCKM).

Bci TexHiuHi 3acobu komnnekcy 3abeaneyyoTb MOXIUBICTb AiarHOCTYBaHHS Ta OTPMMaHHSA iHdopMmauii
Npo cTaH iX yHKLiOHYBaHHS 3acob6amMmn MOHITOPUHTY.
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PC agmiHicTpaTopa 6e3neku, cUCTEMHOro agMiHicTpaTopa, agMiHicTpaTopa peecTpauii, ueHTpanbHi
cepBepu, cepBepu B3aeEMOfii Ta cepBep CUHXPOHI3aUii Ta MOHITOPUHIY B3aEMOLIIOTb Yepe3 BHYTPILLHIO
TeNeKOMYHiKaLiHy Mepexy Ha OCHOBI kabenbHoi Mepexi Ta KomyTaTopa i yTeoptotoTb JTOM.

3.2.7 Cknapg Komnnekcy nporpamMmHux 3acobis

o nporpamHux 3acobie LICK BigHocATbCS:

— CUCTeMHe MnporpamHe 3abesanevyeHHs (onepadliiHi cuctemmn Microsoft Windows Server 2012 R2
Standard, Microsoft Windows 8.1 Enterprise, Linux FreeBSD 9.2;

— CYB/[, a 3acobamu ix agmiHicTpyBaHHsa Microsoft SQL Server 2012 i3 wratHum K33;

— nporpamHunii komnnekc cepsepa UCK “lIT UCK-1. Knwoui LUCK”, “lIT UCK-1. CMP-cepsep”, “lIT
LICK-1. TSP-cepBep”, “lIT LUJCK-1, OCSP-cepeep”;“lIT LICK-1. Cnyx60o8i moayni cepeepa LICK;

— HTTP-cepsep Apache 3 mogynem cpopmysaHHa HTML-gokymeHTiB PHP;

— CybA MySQL;

— LDAP-cepBep Open LDAP i3 wtatHum K33;

— MoAyfb nepepavi enekTpoHHUX nowToBux nosigomneHs (MTA) Ta nowToBun cepsep i3 WTaTHUM
K33 Exim ;

— nporpamHui komnnekc cepepa B3aemogii [IT LICK-1. Cepeep B3aemMoaii;

— 3acobu apMmiHicTpyBaHHsa Ta ayauty CYB[, cepsepa LUICK Microsoft SQL Server 2012 ta wraTHi
ODBC-gpaiisepu OC;

— 3acobwu ynpaeniHHA komyTatopoM Ta ME TepMiHanbHui knieHT SSH, HTTPS-knieHT, oKpeMi WwTaTHi
3acobu ynpaeniHHA NpUCTPOSAMU;

— 3acobu agMmiHicTpyBaHHA cuctemHoro M3 cepBepa B3aemMogii TepMiHanbHui KnieHT SSH;

— nporpamMHui Komnnekc agmiHictpatopa ceptudikauii [IT LLCK-1. AgmiHicTpaTop cepTudikalii;

— nporpamMHuii Komnnekc agmiHictpatopa peectpauii [IT LLCK-1. AgmiHicTpaTop peecTpauii;

— nporpamHui komnnekc kopuctyeaya LICK IIT Kopuctysay LICK-1;

— aHTuBipycHe M3: ESET Endpoint Security 5 abo aHanoriyHe;

— iHwe nporpamHe 3abe3neyeHHs, HeobXigHe AN (YHKLIOHYBaHHA cUCTEMM apxiBauii AaHux Ta
3axucTty iHopmaLiii.

3.2.8 AHTUBIPYCHUI 3aXUCT KOMM'IOTEPHNX CUCTEM

AHTUBIPYCHUI 3aXUCT KOMMIOTEPHUX CUCTEM BMPOBaAXEHWN 3 METOH 3AINCHEHHS OpraHi3auiiHux i
TEXHIYHUX 3axofiB wWoao 3abesneyeHHs 3axucTy TexHiuHux 3acobiB LICK Big 3apaxeHHs koMn'toTepHUMM
Bipycamu.

AHTUBIPYCHUI 3aXUCT KOMMTIOTEPHUX CUCTEM MNPU3HAYEHUN ANS 3axXUCTy LeHTpanbHUX cepBepiB Ta
pobounx ctaHuin LICK Big kKomm'loTepHMX BipyCiB Ta NepeKkpyMBae MOXIMBI LUMAXU NPOHMKHEHHS BipyciB B LICK
yepes:

— bannu, Wo BMKOHYOTbCS;

— eNIEKTPOHHY MOoLTY;

— CMCTeMHi obnacTi XOpCTKux guckis abo AMCKET, B TOMY YUCHIi i MarHiTHO-ONTUYHUX AUCKIB;
— pokymeHTn Microsoft Word;

— eneKTpoHHi Tabnuui Microsoft Excel,

— 6a3u gaHnx Microsoft Access;

— npe3eHTauii Microsoft PowerPoint;

— HTML cTopiHku i3 Java abo Active-X annetamu;

— iHLWI WAsXun 3apaXxeHHs .

EcekTMBHMIN 3axuUCT BiA4 KOMMIOTEPHMX BipyciB 3abe3neyvyeTrbcA BMPOBafXEHHAM KOMMIEKCHOT
cucTeMu aHTuBipycHoro 3axmucty. Ha pisHi LICK 3acTtocoByeTbCs ABOpiBHEBA CMCTEMA @aHTUBIPYCHOrO 3axuCTy,
Lo nepepbayae BUKOPUCTAHHA 6araTOKOMMOHEHTHOCTI 3acobiB aHTUBIPYCHOrO 3axXUCTy Ha Poboumx CTaHLisX
nepcoHana Ta cepsepax LICK. AHtmBipycHe 3, wo 3actocoByetbca B LICK, Bignoeigae Bumoram T3l Ta
NiATBEPOXEHO Y BCTAHOBNEHOMY MOPSAKY.

AHTUBIpYCHUI 3aXMCT KOMM'IOTEPHUX cucteMm pieHa LICK:

Mepwmn piBeHb - 3axuct cepeepiB LICK. AHTuBIpycHe nporpamHe 3abe3neyeHHs, WO BCTaHOBIOETLCSA
Ha LeHTpanbHi cepBepu, BUSIBRSIE cnpobu 3anucy 3apaxeHux, nigo3pinux cainie Ha Ui cepBepu, Ha SKi
BcTaHoBntoeTbeA M3 CA ESET Endpoint Security 5. AHTUBIpYCHi nporpamu, iKi BUKOPUCTOBYHOTBCSI Ha LibOMY
PiBHi, HApAITb MOXIIMBICTb NEpPEBIpKN halniB B peXuMi peasibHOro 4acy ta BUAANEHHSA 3 HUX KOMM'IOTEPHUX
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BipyciB ((pOHOBMIN pexmMm), a TakoX NepeBipku 3a 3anuTtomMm agmiHicTpaTtopa 6e3nekn. AHTMBIpyCHe nporpamHe
3abe3neyveHHs Aae MoXNUBICTb BroKyBaTh cnpobu 3anucy 3apaxeHux, nigo3pinux dannis Ha cepepu. KoxHa
Taka cnpoba dikcyeTbCcsa y NPOTOKOSax, 3BiTax aHTUBIPYCHOI Mporpamu i3 3a3Ha4yeHHsIM iMeHi 3apaXeHoro
hanny Ta Wnaxy Ao HbOro.

Ipyruin piBeHb - 3axUCT aBTOMaTU30BaHUX poboymx Miclp Ha poboumx cTaHuisx nepcoHana LICK
BCTaHoBMNOETbCA aHTuBipycHe 13 CA ESET Endpoint Security 5, BignoigHicTb sikoro Bumoram T3l
NiATBEPOXEHO Y BCTAHOBMEHOMY nopsaky. [daHe M3 mae y CBOeMy cKnagji aHTUBIPYCHWUMA MOHITOP, LWO
3anyckaeTbCs Npu BMUKaHHI KomMM'loTepa i npaLtoe NocTinHO Y (hOHOBOMY pexumi 6e3 iCTOTHOro ynoBinibHEHHS
poboTu cuctemu B Linomy abo okpemux ii foaaTKiB, @ TaKoX aHTMBIPYCHUI CKaHep, KU 3M4iNCHIOE NepeBipKy
3a 3anMToM KopucTyBa4ya abo agmiHicTpaTtopa 6e3neku. [aHa nepeBipka Mae iHiLitoBaTUCA NpyU 3aBaHTaXeHHI
OaHuX i3 Byab-AKUX 30BHIiLLHIX HociiB iHopMauji. CucTeMa aHTMBIPYCHOIO 3aXUCTY HACTPOEHA TAaKUM YMHOM,
WO BiApa3y BWIIIKOBYE ypaxeHi (hannu B pasi iXx 3HaxogxeHHsA. HacTpomka uboro aHTusipycHoro [13
BCT@HOBJIIIOETBCA 3@ 3aMOBYYBaHHSIM 3 CepBEpY aHTIBIPyCHOrO 3axXMCTy, OHOBJIEHHS BCTaHOBIIOKOTLCH
aBTOMaTU4HO.

Ha pieHi kopuctyBauie LICK cuctema aHTMBIpyCHOro 3axucty € ogHopiBHeBOW. Ha pobounx craHuisx
kopuctyBauiB LICK BctaHoBntoeTbca aHTusipycHe N3 CA ESET Endpoint Security 5. MNpu LboOMy KOXHOro pasy
nig Yac 3aBaHTaXeHHs AaHux i3 OyAb-AKMX 30BHILLHIX HOCIIB iHOpMaLji kopucTyBayeM Mae iHiujtoBaTucs
nepesipka LUuUX HOCIIB 3a JOMNOMOro0 aHTMBIPYCHOIrO ckaHepa.

BepeTbca XypHan ycix nogin, ki reHepye aHTuBipycHe 13 Ha KMIEHTCbKMX pobounx Micusx, y KoMy
3a3HayvaeTbCcs:

— y4ac Ta fata BUHUKHEHHS NoAaiT;

— piBeHb nogji (KpUTUYHMIA, iIHbopMaLiNnHUIA, NoNepeaXeHHs);

— TaKoe Be[eTbCA XypHan YCix 3HalieHuX BipyCiB, y AKOMY 3a3Ha4ya€eTbCs:
— 4ac Ta gaTy BUHUKHEHHSA nogj;

— piBeHb Nogji (KpUTUYHMIA, iIHbopMaLinHUIA, NoNepeaXeHHs);

— [Jiq, Wo 3acTocoByBanacs o 3apaxeHoro danny;

— pesynbTar fAil.

3.2.9 KoHuenuisi 36epiraHHsi paHnx

KoHuenuin 36epiraHHs [aHUX BKHOYAE MOXIMBICTb BUKOPWUCTAHHA [OEKINbKOX PiBHIB CUCTEM
36epiraHHsA Ansa pisHOMaHITHUX TUMIB AaHUX.

Bu3HayvaloTbCsa Taki OCHOBHUX PiBHSA 30epiraHHsA AaHuX:

— OCHOBHE CXOBMWLLE 3 ONepaTUBHUMM AAHMMMU, O BUKOPUCTOBYHOTHCS;
— [pyropsiiHe CXOBULLE 3 KOMiSIMW OCHOBHUX AaHUX Ta AaHMMU, LLLO Marno BUKOPUCTOBYHOTLCS.

Lli piBHi cuctemun 36epiraHHs NOBMHHI Oy T peani3oBaHi B Mexax OfgHi€l AMCKOBOI NigcmcTemMu.
IuckoBa cuctema 36epiraHHa Le RAID-macuB i3 kellyBaHHSIM.

Cucrema 36epiraHHs 3abe3neyye aBToMaTuyHe 36epiraHHs AaHUX Kelw-namMm’siTi Ha AMCKax Mpu BigMOBI
€neKTPUYHOro XMBIEHHS 3a paxyHOK pe3epBHUX GaTapen.

InckoBa cuctema 30epiraHHs nepefgbadace aBTOMATUMYHMI, MOCTIMHUIA KOHTPOMb LiNICHOCTI AMUCKIB,
aHani3 noraHux cekTopiB, NepeBipKy CTaHy pe3epBHUX 6aTapeir, 6e3 BTpy4YaHHA agmiHicTpaTopa Ta 6e3 Bnnuey
Ha poboTy KOpUCTyBauiB.

3.3 anI3HaLIeHHH Ta 3araljibHa XxapakTepuctnka KoMrsekcy

Mpu3HaveHHsM € peanisauia LICK pernameHTHuX npouenyp Ta MexaHi3amiB 06cnyroByBaHHS
cepTtucpikatie BigkpuTux kniodis kopuctysadie LICK (pani - kopucTtyBauis), HagaHHA nocnyr ¢ikcyBaHHA yacy,
HafaHHA KopucTyBadam 3acobie EL| 1a wudpyBaHHA, a Takox 3acobie reHepauii 0ocobucTux i BiakpuUtux
KnoYiB

Komnnekc 3abe3nevye peani3aio pernaMmeHTHUX npoueayp Ta MmexaHiamis poboTtu LICK, nos'asaHux
YE p p p yp p )

— obcnyropyBaHHsM cepTudikaTiB BIigKPUTMX KIOYiB (gani - cepTudikaTtiB) KopucTyBaudiB, Lo
BKJIIOYAE:

—  peecTpaLito KOpUCTyBauiB,;
— cepTudpikaLiio BiAKPUTUX KITHOYiB KOPUCTYBauiB;
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—  PO3MNOBCHAXEHHSA cepTudikaris,;

—  ynpaBsniHHA CTaTycoM cepTudikaris;

—  PO3MNOBCHAXEHHS iH(popMaLii Npo cTaTyc cepTudikarTis;
— HafaHHA nocnyr ikcyBaHHSA Yacy;

— HafjaHHA KopucTyBadaM 3acobie ELM Ta wwudpyBaHHA AaHux, a TakoxX 3acobiB reHepaduii Ta
ynpaBniHHSA Klo4yaMmu.

DyHKLioHanNbHOK OCHOBOI KOMIMIIEKCY € crieLjiani3oBaHi anapaTHi Ta nporpamMHi 3acobu K3l i Bknioyae:

— nporpamHni komnnekc LICK "lIT LUCK-1";

— kpuntomopnynb “I'paga-61” (“lIT KM MNpaga-617);

— mMepexHuin kpuntomoaynb “I'paaa-301” (“IT MKM Mpaga-3017);

— nporpamHuii komnnekc kopuctysaya LICK “lIT Kopuctysau LICK-17;

— eneKTpoHHun Kntod “Kpuctan-1” (“lIT E.kmou Kpuctan-17).

Kpuntomopynb “I'pspa-61" npusHadeHun gns anapatHoi peanisauii dpopmysaHHa ELM i y cknagi
LeHTpanbHux cepeepiB Yn PC agmiHicTpaTopa cepTtudikadii i 3abe3neyye BUKOpUCTaHHSA Ta 3aXMUCT 0cobucToro
kntoya LICK. Ocobuctun kniod LICK reHepyeTbcs, 36epiracTbCcsi Ta BMKOPUCTOBYETBCA TiMbKU Yy CepenuHi
NPUCTpPOIO.

MepexHun kpuntomoaynb “I'pspa-301" npusaHadeHud Ona anapaTHoi peanis3auji KpuntorpadivyHux
nepeTBOpeHb y cknagi ueHtpansHux cepaepis LLCK (CMP, TSP ta OCSP).

Y cknagi nporpamHoro 3abe3nevyeHHss kopucTyBaudiB LICK Moxe BMKOpPUCTOBYBATMUCS anapaTHWUR
enekTpoHHun  knod  “Kpuctan-1".  EnNekTpoHHMW K4  nNpu3HayeHun Ana  anapaTtHoi  peanisauii
KpunTorpadiyHmx nepeTBopeHb. AnapaTHa peanisauis 3abesneyvye 3axWLLEHICTb MpoLecy BUKOHAHHSA
KpunTorpadiyHMx NepeTBOpPEeHb Ta YHEMOXIIMBIOE AOCTYN A0 0cobuctmx knwdviB 3 6GOKy anapaTHo-
NporpamMHoro cepefoBuLLa.

Komnnekc BKIo4yae y CBOEMY cknagi nporpamHi 3acobu K31 (suay “b”, nigeug “B2”, kateropii “K”, “I”
Ta “lWW”, knacy B2), aki MOXyTb BUKOPUCTOBYBaTW anapaTHi Ta anapaTHo-nporpamHi 3acobu K3l (suay “B’,
nigeng “B2”, abo Buay “B”, kateropii “I1” abo “I” Ta “W”, knacy “617).

3.4 Onuc piweHb Woao KpunTorpadiyHoro 3axucTy iHdopmadii

®yHKLiOHaNbHI XapakTepUCTUKU Ta pexuMu eKcniyaTtauii KOMnfiekcy He 3anexartb Bif Tunis Ta
XapaKTepuCTMK TexHiuHMX 3acobiB (PC, cepBepiB Ta KOMyHiKaUinHOro obnagHaHHs).

B 3aco6ax KOMMNeKCy BUKOPUCTOBYIOTLCA TaKi KpUnTorpadiyHi anroputMm Ta NpoTOKOJK:

— wudpysaHHa 3a OCTY ITOCT 28147:2009 (pexum NpoCToi 3aMiHW, PEXUM ramMyBaHHA Ta pexum
BMpoGneHHs imiToBcTaBkn), TDEA Ta AES 3a ISO/IEC 18033-3;

— EUN3a OCTY 4145-2002 ta RSA 3a ISO/IEC 14888-2:2008 i PKCS#1;
— rewysaHHsa 3a [OCT 34.311-95 ta SHA 3a ISO/IEC 10118-3:2004;

— [MpOoTOKON po3nogdiny kKroyoBux paHux [iddi-fenmada B rpyni TOYOK eninTUYHOI KPUBOI
(HanpaeneHe WnNgpyBaHHSA).

[MpoTokon po3nopfiny KN4YOBUX [aHUX (HanpaeneHe LWudpyBaHHA) peani3oBaHun 3rigHo OCTY
ISO/IEC 15946-3 (nn. 8.2) Ta Bumor go dopmartiB KpuntorpadivyHnx NoBifOMIIEHb, 3aTBEPAXEHMX HAKa30M
AawmiHicTpauii Oepxcneuss’asky YkpaiHn N2 739 Big 18.12.2012 p. NeHepauis knio4oBYX AaHUX 3AINCHIOETLCSA
3riiHO METOANKN reHepaLil KIMyYoBUX AaHUX, SKa noroaxeHa 3 AgMiHictpadieto [Jepxcneu3s’asky YKpaiHu.

Y KMYoBIN cucTeMi KOMNEKCY BUAINEHI ABi NiArpyny KNIOYOBUX JAHUX:

— cnyx060Bi KNOYOBI AaHi;
— KIIOYO0BI AaHi KOpUCTyBaYiB.

[o cknaay cnyx60Bux BigHOCATbCS:

— ocobucTtun knto4y Ta ceptudikat LICK;
— ocobucTi kntoyi Ta ceptudikatn cepeepis LICK (CMP, TSP 1a OCSP);
— ocobucTi kntoudi Ta cepTudikaTM agMiHiCTpaTopiB peecTpauii Ta BigganeHWx agamiHicTpaTopis
peecTpaLii.
Ocobuctuin knou LICK 36epiraetbcsi Ta 3aCTOCOBYETLCS TiflbKM Yy KPUNTOMOAYMi, WO BXOAWUTb A0
cknagy cepeepa LICK a6o PC aagmiHicTpaTopa cepTudikalii.
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Ocobuctuin knoy  LICK  BukopuctoByeTbcss ansa copmyeaHHa ELM ceptudikaTie Ta cnuckis
BioknukaHux ceptudikaTie. Ceptucikat LLICK BukopuctoByeTbes ana nepesipku ELM, wo Haknapaetbca 3a
nornomorot ocobuctoro kntoya LICK.

OcobucTti kntoui cepeepie LICK (OCSP Tta TSP) BukopuctoByeTbcst ans copmyeanHa ELIM Big,
No3Ha4oK Yacy Ta iHdopmaLlii npo ctatyc ceptudikaTiB. CepTudikatu cepeepie LICK BMKOpUCTOBYETLCA AN
nepesipku ELIMN, wo HaknagaeTbcs 3a 4ONOMOrOto BifnoBiaHMXx ocobuctux Kntodie cepeepis LICK.

OcobucTi knoui  aamiHicTpaTtopiB  peecTpauii npusHadyeHi ana dopmyBaHHa ELMN 3anuTtiB Ha
hopmyBaHHSA cepTucpikatie, a TakoX 3anuTiB Ha 610KyBaHHS, NOHOBIIEHHA Ta CKaCyBaHHs, a cepTudpikaty - ans
nepesipku ELLN Big BKa3zaHMx TMNiB gaHUX.
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4 3AXOOU Woao BBEAEHHA B A0

4.1 lNiprotoBKa aBTOMaTN30BaHOI CUCTEMU

4.1.1 MNiprotoBKa LeHTpanbHUX CEpPBEPIB CUCTEMU

BnpoBapxeHHs KOMNNEKCY y CKnagi LeHTpanbHMX CEpBEpIB BKIOYAE:

BCTAHOBJIEHHA LeHTpasnbHUX cepBepiB B peXnmM (OyHKLIOHYBaHHA OBOXBY3/10BOr0 BiAMOBOCTINKOro
KnacTepy;

NiAKNIOYEHHA MepeXeBnX KpMnTo MoayniB (MigKMoYeHHS 30iINCHIOETLCA 3a JONOMOroK KOMYTyTOpa
JIOM UCK);

NiAKMOYEHHS KpUNTOMOAYNiB;

iHcTansauito nporpamHoro komnnekcy “lIT LLCK-1" Ha ueHTpankbHi cepeepuy;

BCT@HOBJIEHHSI MapaMeTpiB MPOrPamMHOro KOMMEKCY.

MigKnioYeHHs KpunTomoaynsa (HasiBHICTb MEPEXEBOro A0CTyny 3 LeHTpanbHOro cepsepa A0 MoAyns)
HeobOxigHe Ansi 3abe3neyeHHss BUKOPUCTAHHS MoAyna B SAKOCTi anapaTHoro 3acoby K3l ueHTpanbHUM

cepBepoMm.

MigknioyeHHA MepexeBoro KpUnToMoaynsa (HasaBHICTb MEepPeXeBOoro A0CTyny 3 LeHTPanbHOro cepeepa
0O moaynda) HeobxigHe pAans 3abe3nedvyeHHs BUKOPUCTaAHHSA MoAynsa B SAKOCTi anapaTHoro 3acoby K3l
LeHTpalbHUM CEPBEPOM.

IHcTansuia nporpamHoro komnnekcy LICK 3pifcHIOETbCA 3 IHCTansAWiMHOrO nakeTy KOMMekcy
3acobamu OC cepBepa y KaTanor nporpam.

BcTaHOBNEHHs1 NnapamMeTpiB NPOrpamMHOro KOMMeKCy 3axXucTy BKIIOYaE:

BCTaHoBneHHs napameTpis CMP-cepsepa;

BCTaHOBIEeHHA napameTpiB OCSP-cepBepa;

BCTaHOBIEHHA NapameTpiB TSP-cepBepa;

BCTaHOBIEHHA napameTpis ¢opmysaya CBC;
BCTaHOBMNEHHA napameTpiB nybnikatopa oo LDAP-kaTanory.

eHepaLia KnoYiB Ta opMyBaHHA cepTUdikaTiB 34iINCHIOETLCS 3acobaMu MPOrpamMHOro KOMMseKcy Ta
Kpuntomoaynis. [Jo cknagy HeobXigHMX KIoYiB Ta cepTudikaTiB BXOAATD:

ocobuctui kntod Ta ceptudpikat LICK;
ocobucTi kntodi Ta ceptudikatn cepeepiB LICK (3a HeobxigHicTo);
cepTudikatu LieHTpanbHoOro 3acBigyyBanbHOro opraHy (3a HeobxigHicTio).

3aBaHTaxeHHsa cepTudikaTiB LieHTpanbHOro 3aceigyyBasnibHOro opraHy Yy ¢pannoBe CXOBULLE BKMOYaE
KomMitoBaHHs1 HEOOXiAHNX cepTudikaTiB 3 HOCis iIHhopMaLLii NnoKanbHoO, BiaAaneHo Yepes Mepexy.

4.1.2 MNigrotoBKa cepBepiB B3aeMOgiji cuctemm

BnpoBaaxeHHs KOMNIEKCY Yy CKNafi cepBepiB B3aeMO/ii BKMOYaE:

BCTAQHOBIIEHHA CepBepiB B3aeMofii B pexXuM (QYHKLiOHYBaHHA [BOXBY3M0BOr0 BiAMOBOCTINKOro
Knacrepy;

iHcTansauito nporpamHoro komnnekcy “lIT LLCK-1. Cepep B3aemogii” Ha cepeepu;

BCTAHOBJIEHHS NapaMeTpiB.

4.1.3 MNigrotoBka poboyoi cTaHLUii agmiHicTpaTopa 6e3neku

BrnpoBagxeHHs koMnnekcy y cknagi poboyoi ctaHuii agmiHictpaTtopa cepepa ABC Bkrtovae:

iHCTansuito NporpaMHOro KOMMIEKCY BiffaneHoro MoHITOPUHIY 3acobiB MporpamMHoro Kommnnekcy
LCK;

BCTaAHOBJIEHHA NapameTpiB NPOrpamMHOro KOMMEKCy BignaneHoro MOHITOPUHTY;

iHcTansauia 3acobiB ynpaeniHHA komyTaTtopoM Ta ME TepmiHanbHuin knieHT SSH, HTTPS-knieHT,
oKpeMi TaTHi 3acobu ynpasniHHA NPUCTPOSIMUA.

I[HCTansAUia nporpamMHOro KOMMMEeKCYy BigganeHoro MoHiTopuHry 3acob6iB LICK 3giiicHoeTbea 3
iHcTansuinHoro nakeTty komnnekcy 3acobamu OC y katanor nporpam OC.
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BcTtaHoBNEeHHA napameTpiB  NpPOrpamMHOro  KOMMMEKCY  BigfaneHoro  MOHITOPUHIY  BKIOYae
BCTaAHOBIEHHS1 Yepe3 3acobu rpacpivHoro iHTepdency KoMnnekcy napameTpiB MeEpexeBOro MiaKMoYeHHst Ao
areHTa MOHITOPUHTY Ha LeHTpanbHOMY CeBpepi TOLLO.

4.1.4 MNigroToBKa pobo4oi cTaHLii agmiHicTpaTopa cepTudikaLii Ta cMcTeMHOro agMiHictpaTopa

BrnpoBagxeHHs KoMmnfekcy y cknafi poboyoi cTaHujii agMiHicTpaTopa cepTudikauji Ta CUCTEMHOro
aAMiHicTpaTopa:

— iHCTanAuito NporpaMHOro KOMMEKCY agMiHicTpaTop cepTudikau,i;

— BCTaHOBJIEHHS NapaMeTpiB NPOrpamMHOro KOMMMAEKCy agmMiHicTpaTopa ceptudikadii.

— iHcTansuis 3acobiB ynpaeniHHA komyTatopom Ta ME TepmiHanbHuin knieHT SSH, HTTPS-knieHT,
OoKpeMi WTaTHi 3acobu ynpasniHHA NPUCTPOSIMN.

[HCTansuia nporpamMHOro KOMMMeKcy agmiHicTpaTopa ceptudpikauii 34iMCHIOETbCA 3 IHCTaNALIMHOIoO
nakeTy komnnekcy 3acobamu OC y katanor nporpam OC.

4.1.5 MigrotoBka poboyoi cTaHuil agMiHicTpaTopa peecTpadii
BnpoBaaxeHHs1 KOMMNekcy y cknagi poboyoi ctaHuii agmiHicTpaTopa cepepa ABC Bkintoyvae:

— iHCTanAuito NporpaMHOro KOMMJEKCY agMiHicTpaTtopa peecTpalii;
— BCT@HOBMEHHSI NapameTpiB NPOrpamMHOro KOMMMEKCY agmiHicTpaTopa peecTpadii.

IHCTanAuia nNporpaMHOro KOMMIIEKCY agMiHicTpaTopa peecTpauil 34iMCHI0ETBCA 3 iHCTanAauinHOro
nakeTy komnnekcy 3acobamu OC y katanor nporpam OC.

BctaHOBNeHHA napamMeTpiB  MpOrpamMHOro  KOMMSIeKCYy aAMiHicTpaTopa peecTpauii  BKOYae
BCTaHOBMEHHA 4Yepe3 3acobu rpadpiyHoro iHTepdericy komnnekcy napametpie CMP-cepepa, karanory
ceptudikaTiB TOLLO.

4.1.6 MigrotoBka poboyoi cTaHUil reHepallji KNo4iB KOpUCTyBaYiB

BnpoBaaxeHHs1 KOMMNeKCy y cknagi pobo4oi cTaHLUii cTaHUii reHepau,ii Kno4yiB KopucTyBadiB:

— [HcTanAujilo NnporpamMHOro KOMMSEKCY CTaHLi reHepau,i Kno4diB KopUcTyBauis;
— BCTaHOBJIEHHSA NapamMeTpiB CTaHLji reHepaLil KrnoYiB KOpUCTyBauiB.

[HCTanauia nporpaMHOro KOMMMEKCY CTaHuUil reHepawii KnodiB KOPUCTYBadiB 3AJIACHIOETbCA 3
iHCTangauinHoro nakety kommnnekcy 3acobamu OC y katanor nporpam OC.

BcTaHoBneHHA napameTpis NporpamMmHOro KOMMseKCy CTaHLii reHepadji Kno4viB KOpUcTyBayiB BKIOYae
BCTAHOBMEHHs 4Yepe3 3acobu rpadiyHoro iHTepdency Komnnekcy napameTpiB o006nikoBoro 3anucy
KopucTyBaya, napameTpiB 3anvcy 3anuTis TOLLO.

4.1.8 OpraHizauifa Kfo4oBoi cucTeMu
Mpouenypa opraHizau,ii Kno4yoBoi cucTeMu AN LieHTpa cepTudikaLii Krodis BKNOYae:

— reHepaujto ocobuctoro knova LICK 3 BUkopucTaHHAM KpUNTOMOAyns;
— pe3epBHe KonmiloBaHHA ocobuctoro kntoya LICK (B Tomy uucni ana nepeHocy Ha pe3epBHUN
KpMNTOMOAYIb);
— reHepaujto ocobuctux kntovis cepeepiB LICK 3 BUKOpUCTaHHAM MepexXeBOro KpuntoMoayrnsi;
— pe3epBHe KOMiloBaHHs ocobuctux knodie cepBepie LICK (B ToOMy uucni ans nepeHocy Ha
pe3epBHUI MepexXeBuii KpUnToMoaysb);
— dopmyBaHHs cepTudikata LICK (abo 3anuTy [0 LeHTpanbHOro 3acBigyy BanbHOroO opraHy);
— dopmyBaHHsa cepTudikarie cepsepis LICK;
— reHepavujisi ocobucTumx KntodiB Ta hopmyBaHHA cepTudikaTiB aaMiHicTpaTopiB peecTpauii LICK.
eHepauis ocobucToro kntova LICK noBrHHa 34ilicHIOBAaTUCS] Y BCTAHOBIIEHOMY LIEHTPOM cepTudikaLii
knodiB  nopsaaky  (3rigHo  pernameHTty LICK). [eHepauis nOBUMHH@ BUKOHYBaTUCb 3 BUKOPUCTaAHHAM
KpMNTOMOLYNS.

eHepaLia ocobucTux kntodiB cepepiB LICK Takox noBuHHa 3gjiicHioBaTUCA 3rigHO pernameHTy LICK 3
BMKOPUCTaHHAM MEpEXeBOro KpUnToMoAyna (nporpamHo-anapatHoro 3acoby K3l).

®dopmyBaHHA cepTudikartis cepsepiB LICK noBnHHe 3aincHoBaTHCA 3rigHo pernameHTy LICK.
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4.2 MMigrotoBka nepcoHany
4.2.1 MigrotoBka agmMiHicTpaTopa 6e3neku

MiprotoBka agMiHicTpaTopa 6e3nekn BKNOYaE NPOBeAEHHA HaBYaHHS 3:

— apMmiHicTpyBaHHs i ayamty OC Ta i wraTHoro K33 cepsepis LICK;

— agmiHictpyBaHHs i ayguTty CYB[ Ta i wratHoro K33 cepeepiB LICK;

— aAMiHicTpyBaHHg i ayauTy cuctemHoro 13 Ta roro wratHoro K33 cepBepiB B3aemofii;
— yMpaBfiHHA KOMyTaTopamu;

— ynpasniHHa ME;

— NiAKMYEHHA MepeXeBMX KpUNTOMOAYMIB;

— iHcTanauji nporpamHoro komnnekcy LICK;

— BCTaHOBIEHHS NapamMeTpiB nporpamHoro komnnekcy LICK;

— HanawTyBaHHs K33 nporpamHoro 3abesneyeHHs ITC LICK;

— iHCTansAuii NporpamMHOro KoMMseKkcy BiAAaneHoro MOHITOPUHIY 3acobiB LieHTpanbHoro cepsepa (y
T.4. nporpaHmMoro komnnekca LICK Ta mepexHux kpuntomozaynis);

— BCTaHOBIIEHHA NapamMeTpiB NMPOrpaMHOro KOMMAEKCY MOHITOPUHTY;
— [Oiny BUNagKax aBapifiHMX cuTyauii Ta BiAMOB 3ac06iB TOLLO.

4.2.2 lMigrotoBka agMmiHicTpaTopa cepTtudikauii Ta cucteMHoro agmiHictparopa

MigrotoBka aamiHicTpaTopa cepTudikauii Ta CMCTEMHOrO agMiHiCTpaTopa BKMOYaE MNPOBEOEHHSA
HaBYaHHA 3:

— HanarogXeHHs napameTpiB TexHiYHMX 3acobiB KOMMSIeKCYy Ta CUCTEMHOrO MNPOrpamMHoro
3abesneyeHHs;

— [iarHocTyBaHHA poboTH TEXHIYHMX 3aCO6iB KOMMMEKCY;

—  MOHITOPUHIY CTaHy TeXHi4YHUX 3acobiB KOMMNeKcy;

— iHiyitoBaHHA nybnikauii peecTpy cepTudikaTiB y 3aranbHogocTynHux katanorax (LDAP-kaTanorax)
Ta Ha iHdopmauinHomy pecypci LCK (web-ctopiHui) cepsepom LICK;

—  po3cunaHHA peecTpiB cepTudikaTiB KopuctyBayam 3acobamu eneKTpoHHOI NOLTY;

— iHiUitoBaHHA (PhOpMYyBaHHS CMUCKIB BiAKNMKaHUX cepTudikaTis kopucTtysaudis cepsepoM LICK;

— iHiuiloBaHHA ny6nikauii crnuckiB BigknuMKaHuMx cepTudikaTiB y 3aranbHOOOCTYMHUX KaTanorax
(LDAP- kaTanorax) Ta Ha iHdopmauinHomy pecypci LICK (web-cTopiHui) cepsepom LICK;

—  OMOBILLEHHA KOPUCTYBaYiB NPO 3MiHy cTaTycy cepTudikaTiB 3acobamun eneKTpOHHOI NoLWTY;

— iHiuiloBaHHA ny6nikauii ceptudpikaty LICK y 3aranbHopgocTynHux katanorax (LDAP-kaTanorax) Ta
Ha iHdopmauinHomy pecypci LICK (web-cTopiHui) cepsepom LICK;

— TreHepadii ocobucToro Ta BigkpuToro kntouis LICK;

— BBE[EHHsI Ta BUKOPUCTaHHs ocobuctoro kniova LICK;

— CTBOpPEHHSA pe3epBHUX Komin ocobuctoro kntova LICK, a Takox BifHOBNEHHs 0COOUCTOro Kntoya 3
pe3epBHUX Konil;

— dopmyBaHHA Ta nepepadi 3anuTy Ha popmyBaHHa cepTudikara LICK go LI30;

— OoTpuMaHHs Ta 3anucy ceptudikaty LICK y peectp ceptudikaris;

— ny6nikauii ceptndikaty LLICK Ha iHbopmauiiHoMy pecypci (Ha BeO-CTOpiHLj cepBepa B3aemMogii);

— ny6nikauii cnuckiB BigknMkaHux ceptudikartis Ha iHopMmauiniHomy pecypci LICK (Ha Be6-cTopiHLi);

— npuAMaHHA 3anuTiB Ha opMyBaHHA cepTudikaTiB KOpUCTyBadiB Ta nocafoBux Ocib
(apmiHicTpaTopiB);

— (popmyBaHHs cepTudpikaTiB Ha OCHOBI 3anUTy LWNAXOM, WO BKJOYaE nignuc ceptudikatie (3
BUKOpUCTaHHAM ocobuctoro knova LICK);

— (popMyBaHHSA CMUCKIB BiOKMMKaHUX cepTudikaTiB KOPUCTYBaYiB LUMASXOM, WO BKMYae nignuc
CMUCKIB BiAKNUKaHUX cepTudikaTis (3 BUKOPUCTaHHAM ocobuctoro kntoya LICK);

— PY4YHOro pesepBHOro KonitoBaHHA Ta apxiByBaHHs peecTpy cepTudikaris;
—  MOHITOPUHIY Ta KOHTPOJI0 BUKOHaHHSA aBTOMaTu30BaHuX (pyHKUIN, 30Kpema:
— ny6bnikauji peectpy ceptudikaTiB Ha iHdopmauinHomy pecypci LICK (y LDAP-kaTanosi Ta Ha
Be6-CTOpiHLI) LeHTpanbHUin cepBepoMm;
— nybnikauji cnuckiB BigknukaHux cepTudikaTiB Ha iHOpMaLUiMHOMY pecypci LeHTpanbHUM
CcepBepoM;
— ny6nikauiji ceptudikaty LUICK Ha iHpopmaujiiHoMy pecypci LLeHTpanbHUM CEPBEPOM.
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4.2.3 lMigrotoBka agMiHicTpaTopa peecTpauii

MigrotoBka agmiHicTpaTopa peecTpaliii BKoYae NpoBeAeHHs1 HaBYaHHSA 3:

— BBEAEHHSA peecTpaLiMHUX JaHUX KOPMCTYBaYiB 0O PEECTPY KOPUCTYBauiB;

—  3MiHU peecTpaLiHNX faHuX KOPUCTyBaudiB y peecTpi;

— BUWAANEHHA peecTpauiHUX AaHUX KOPUCTYyBaYiB 3 peeCTpy;

— MpPUMAMaHHA Ta BBEOEHHA 3anuTiB KOpPUCTyBadiB Ha hopMyBaHHA cepTuUdikaTiB BiOKPUTUX KIIOYiB
Ha Hociax iHdopmallii;

— nNpuUAMaHHA Ta BBEOEHHA 3anuTiB KOPWUCTYBAudiB Ha cKacyBaHHS, GNOKYBaHHS YM MOHOBNEHHS
cepTudikaTiB Ha HociaX iHbopmaUir;

— iHiLUjloBaHHS ckacyBaHHS, 6NTOKyBaHHS Y MOHOBIEHHS cepTudikaTiB KopucTyBadiB cepsepom LICK;

— TreHepauii 0cob1CToro Ta BigKpMTOro KrtodiB agMiHicTpaTopa peecTpallji;

— BBEOEHHS Ta BUKOPUCTAHHS 0COBMCTUX KNOYiB aMiHICTpaTopa peecTpalii;

— dopmMyBaHHA Ta nepepadi 3anuTy Ha (popMyBaHHA cepTudikaTta agMiHicTpaTopa peecTpauii Ha
cepeep LICK;

— OTpMMaHHs1, 36epiraHHsi Ta BUKOPUCTaHHA cepTudikaTty aamiHicTpaTopa peecTpaliii.
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5 BUMOI' OO OBNAWTYBAHHA NMPUMILLEHb AC LICK

5.1 Bumoru po obnawtyBaHHA NpUMIiLLLEHb

5.1.1 BMKOHaHHA BMMOT MOXEXHOI 6e3neku, enekTpuyHoi 6e3nekn Ta BUKOHAHHA CaHiTapHO-TirEHIYHNX
HOPM OXOpPOHM npaui NoBMHHO 3abe3neyyBaTUCb K Ha eTani OyAiBenbHO-MOHTaXHMX, Tak i Ha eTtani
nyckKoHanarogxyBanbHUX pobiT.

5.1.2 MpumiweHHs LICK (cneuianbHi npuMilLeHHs) NOBMHHI 6yTn obnagHaHi y BignoBigHOCTI 4O BUMOT
Dilo4MX HOPMaATUBHUX AOKYMEHTIB i3 3aXUCTy iHdopMmaLii.

5.1.3 Oo cknagy npumiweHb LICK noBMHHI BXOAUTM:

— cepBepHe NpumiLLeHHA 3 wadkamu cepaepis LCK;
— poboui NpuMilLLEHHSA obcnyroByto4oro nepcoHany (npumilleHHs agmiictpatopie LICK) 3 po6ounmu
micuamu (PM).

5.1.4 Bci npuMiLLeHHA NOBUHHI ByTW po3TalloBaHi Ha 0 AHOMY NOBEPCI.

5.1.5 Y poboyomy npumilieHHi 0OCMyroBy4oro nepcoHany MnoBWHHI po3miwatuca PM 3 PC
agMiHicTpaTtopa 6e3neku, CUCTEMHOro agMiHicTpaTtopa Ta agMmiHicTtpaTopa peecTpauii. Bci PC noBuHHI 6yTn
peani3oBaHi Ha 6a3i NEOM (abo nopTaTMBHOro KoMM'ioTepa) Ta nigknwo4yatuca Ao komytatopa PC.
MpuMiweHHA NnoBMHHO ByTn obnagHaHe CUCTEMOI OXOPOHHOI Ta MOXEXHOI CUrHani3auii, a TakoX CUCTEMOLO
KOHOMLIOHYBaHHS.

5.1.6 Y cepBepHOMy MpuMilLeHHI noBMHHA ByTu po3mileHi wada 3 cepeepamu LICK - ekpaHoBaHa
wacdha LeHTpanbHMX cepBepiB Ta cepBepiB B3aemMopii (abo mMoxe OyTu CTBOpeHe eKpaHOBaHE MpUMILLEHHS).
MipknioyeHHs oo komyTtatopa PC noBuHHe 3pincHioBatuca yepe3 BOJI3. MMigknioyenHa go 3TM moxe
3pjncHioBaTUcA abo yepe3z BOJI3 abo 3a 4onomMorow enekTpuyHoro kabentw yepe3 nosamexHuin XBUNEBIA,.
MpuMiLEHHA NMOBUHHO 6YTKM 06nagHaHe CUCTEMOK OXOPOHHOI Ta MOXEXHOI CUrHanisauji, a TakoX OKpeMoto
CUCTEMOK KOHOMLIOHYBaHHS.

5.1.7 CBiTUNIbHMKM BHYTPILLUHBOrO OCBIT/IEHHS Yy npuMilleHHax LICK matoTb 6yTn BCTaHOBNEHI 3rigHO
iCHYIOYMX HOPM Y BifNoBIiAHOCTI A0 po3MiweHHA PM obcnyroBytoyoro nepcoHany, wad cepsepis TOLLO.

5.1.8 [OBepi pobo4oro npuMillEeHHS Ta [OBepi CepBEpHOro nNpuMillleHHs MakTb O6yTu obnapHaHi
€/1EKTPOHHMM 3aMKOM Ta MarHiTOKOHTaKTHUM AaTYMKOM OXOPOHHOI CurHanisaui.

5.1.9 ¥ crTiHax Bcix npumiweHb LLCK noBuHHI 6yTM nepenbaveHi oTBOpM ANA BBEAEHHA KOMYHiKaL,in
(niHin noXxeXHoi Ta OXOPOHHOI CUrHani3aLlii, 3a3eMneHHs, CUNoBux iaepis (MiHiN) eNeKTPOXUBNEHHSA Ta iH.).

5.2 Bumoru o cucteMu enekTPOXMBIEHHSA Ta eNeKTpUYHOi 6e3neku

5.2.1 Cvnosi digepu noBuHHI 6yT po3paxoBaHi Ha CTpyM He MeHwe 50 A i BUkOHaHi kabenamu Tuny
ABBIC (ABPI abo aHanoriyHumu) y rHyy4kux ekpaHax abo Tpybax. CunoBuii uT, Bif, SIKOro 3AiMCHIETHCA
€NEeKTPOXMBIIEHHS BHYTPILLIHbOrO 06n1agHaHHA NpUMILLLeHb, MOBUHEH MaTy aBTOMAaTUYHI 3anoBiXHNKM Ha CTPYM
30 A.

5.2.2 [o ekpaHoBaHOi wWwadun (UeHTpanbHUX CepBepiB Ta cepBepiB B3aeMOAil) Yy cepBepHOMY
NPUMILLEHHI ENeKTPOXMBEHHA NMOBUHHO NIABOAMTUCA TPbOXXUIIbHUM MigHUM Kabenem y ekpaHi 3 nnoiieto
nepepisy KOXHOro ApoTy He MeHwe 2,5 Mm2. EkpaH kabeno noBuMHeH OyTu 3'€¢QHaHUn 3 KOPMyCOM
eKpaHoBaHOI Wwacdwm TiNbKW Ha BBOAI (3 MeTanieBuM KOpMNycoM BHYTPILLHBbOrO (inbTpa 3aBag, y wadi).

5.2.3 Kabeni no ekpaHoBaHoi Wwadu cepBepiB B CepBEPHOMY NPUMILLEHHI NOBUHHI 6YTK NiAKMOYEH 0O
OBOX OKpeMux ifepiB eNeKTpoXMBIIEHHSA Yepe3 aBTOMAaT BBOAY PE3EPBHOIO XMUBMEHHS.

525 [Oo PC o6cnyroBylo4oro nepcoHany enekTpoXMBIIEHHA MOBMHHO MigBOAUTMCA Bif LWuTa
TPLOXXKUMBHUM MiZHMM Kabenem 3 nroLleto nepepisy KoXHoro gpoty He meHwe 1 mm2. TpeTin ("3emnaHuin")
npoeig kabenio nNigKMYaeTbcs A0 3a3eMieHHs. 3a3eMiIeHHS MOBMHHO OYyTWU BUMKOHaAHe 3a [O0MOMOror
OKpeMoro KOHTypy 3as3emneHHs. bina PC nepcoHany Ta y 3a3HaydeHMX Ha cxemMax Micusix MawTb 6yTu
BCTaHOBMEHi HABopK 3 YOTUPLOX PO3ETOK.

5.2.6 ENeKTpoXMBNEHHA KOHAULIOHEpPIB NOBMHHO 6yTW 3aiicHeHO 6e3nocepeHbo Bif, CUOBUX LLMTIB
BBOJY ENEKTPOXMBIEHHA. HaBaHTaxeHHs dha3 NoBUHHO ByTu 36anaHCcCoOBaHUM.

5.2.7 Y cepBepHOMY NMpUMiLLEHHi MOBUHEH BYTN CTBOPEHUI OKPEMUIN KOHTYP 3a3EMJIEHHS.

5.2.8 Onip 3a3eMneHHss He MoBWHEH nepeBuwyBaTn 4 OM. EnemMeHTU 3a3eMnieHHs MOBUHHI GyTu
NiAKII0YEHI 0O TOUYKU BBOAY 3a3eMIIEHHSA (PO3MOAiNbYoro WMTa 3a3eMieHHs) y OAHin Toudi. [igknioyeHHa mae



20
€AAJ1.468244.185.112

6yTu 34iICHEHO MiQHMM i30/1bOBaHNM Kabenem nepepizom He MeHLwe 3,5 MM2 3 nepexiaHMM onopoMm 3'€AHaHb
He 6inbe 600 MkOMm.

5.2.9 Kabeni 3a3emneHHa KopnyciB eKpaHOBaHMX wWad), BCiX MeTaneBuMX YacTUH efleKTponpunagis,
ApOTY 3a3eMJIEHHSI PO3ETOK NOBUHHI ByTK nigknioyeHi 4o 6onTiB (LUNUMbOK) PO3MNOAINBYOrO LWKUTKA 3a3eMIeHHS
no cxemi "3ipka". lNocnigoBHe BKOYEHHS HE A03BONAETLCS.

5.2.10 MNMpun obnagHaHHi cMCTEMUN eNeKTPOXMBIEHHS NPUMILLEHHSA NMOBUHHI 6yTn BpaxoBaHi Bumoru MYE
LLIOAO enekTpUYHOI 6eaneku, izonsauii cTpyMoBeay4YMx YacTuH, NonepeaxyBanbHUX Hanucie, TOLLLO.

5.3 Bumoru fo cuctemmn npoTUNOXeXHOT 6e3neku

5.3.1 Bci npumiweHHsa LUICK matoTb 6yTn obnagHaHi gatymkaMy noXexHoi curHanisadii (aMmoBumm ta
Tennosumu). JliHIi gaTyMKiB 3aBOAATLCS HaA LEHTpanbHWUIA MNynbT MOXEXHOI curHanizauii 6yaisni, akun
PO3MILLYETLCA Ha MOCTY OXOpOHW GyaiBni. Micua BCTAaHOBMEHHS AATUYMKIB MOBMHHI OYTWM YTOYHEHI Ha MicLj
3rigHO iICHYOUYMX HOPM.

5.3.2 MpuMileHHs matoTb OyTK obnagHaHi ByrnekUcroTHUMU BOrHeracHMKamm 3rigHo iCHYI04YMX HOPM.
5.4 Bumorn oo cuctemMum KOHOULiItOBaHHA NOBITPSA
5.4.1 Bci npumiweHHa LICK noBuHHI 6yTn obnagHaHi cucteMmamMmy KOHAMLIFOBAHHS NOBITPS.

5.4.2 Y cepBepHOMY MpUMILLLEHHi Mae ByTW BCTaHOBNEHA CUCTEMA KOHAMLOHYBaHHS, po3paxoBaHy Ha
MOTYXHICTb OXOJNIOAXEHHS!, fika 3abe3neuntb Temnepatypy nosiTps 18-24°C i BigHOCHY BonoricTe He binbLue
Hix 60% He3anexHo Big nopu poky. Buxig xonogHoro noBiTpsi 3 KOHAMLUiOHepa NoBMHEH ByTW HanpaBneHWn
6e3nocepeaHbO Ha Wwadu cepBepis.

5.4.3 Y pobounx npumilleHHAX Mae OyTu BCTaHOBIIEHA CUCTEMa KOHAMLIOHYBaHHS, pO3pax0OBaHi Ha
MOTYXHICTb OXONOOXEHHS, sika 3abe3neuntb TemnepaTypy nosiTpsa 18- 24°C i BigHOCHY Bosorictb He binblue
Hix 60% He 3anexHo Big Nopu poKy. Buxia xonoaHoOro noBiTps 3 KOHAMLOHEpPa He NOBUHEH ByTW HanpaBneHun
6e3nocepenHbo Ha PM o6cnyroByto4oro nepcoHarny.

5.4.4 30BHiWHI 6M0KN KOHAMULiIOHEPIB MaloTb OyTU BCTAHOBJIEHI B MeXax KOHTPOSbOBAHOI 30HU (Ha
30BHILLHIX cTiHax OyAiBni, SKi BUXooATb Ha NoABip'A Ta dacag 6yaisni).

5.5 Bumoru oo cuctemMm 0XopoHHOI cUrHanisawii
5.5.1 Bci npumiweHHs LICK matoTb 6yTr 06nagHaHi cucteMamm 0XOpoHHOI curHanisatii.

5.5.2. Ha Bcix gBepsix npuMilleHb MatoTb 6yTU BCTAHOBMEHI MArHiTOKOHTAKTHI AaTyMkuy, a cami aBepi
obnagHaHi eNeKTpoOHHUMU 3aMKaMK. Y BCiX MPUMILLEHHSIX MOBUHHI 6TV BCTAHOBMEHI AaT4MKU PYXY.

5.5.3. JiHii paTumkiB 3 pobounx Ta cepBEpHOro MpuMiIlLleHb MOBWHHI OyTU 3aBefeHi Ha OXOPOHHWI
NPUCTPIN (NynbT), SIKUA PO3MILLYETLCA Ha MOCTY oxopoHu Byaisni. [JoBxuHa niHin gatyukis - go 200 M. Micuga
BCT@HOBJIEHHA AaTYMKiB MOBUHHI OYyTW YTOYHEHI 3rigHO TEXHIYHMX OCOONMBOCTEN Ta BUMOr OO PO3MILLEHHS
OKpeMux TUNis JaTyuKiIB.

5.5.4. BknioyeHHs Ta BiAK/IOYEHHA CUCTEMU OXOPOHHOI CUrHanisauii NOBUHHO 3AiNCHIOBATMCA 3 MocTa
OXOpPOHM 3a [ONOMOrOH0 MyNbTY OXOPOHHOI CUrHasni3awii.

5.5.5 [nAa ono.ilweHHss oxopoHu Bypisni NoBuHHI ByTM nepenbadveHi curHanbHi NiHii Big, 0XOPOHHOMO
NMPUCTPOIO A0 LLEHTPanbHOro nynbTy, KA PO3MILLYETLCS Ha MOCTY OXOpPOHWU Gyaisni. MNMoBUHHI 6yTU BMBEAEHI
OBi NiHii, AKi BigNOBiAalTb 3a ABi OKPEMi 30HU - 3a pobOoUi NpPUMILLEHHSA (NPUMILLEHHA aaMiHicTpaTopiB) Ta
OKpPEeMO 3a cepBepHe NPUMILLIEHHS.

5.6 Bumoru po cnuctemm BiieoCnocTepexeHHs

5.6.1 CepeepHe npumiwieHHa LICK noBuHHe OyTn o6nafHaHO CUMCTEMOI BiA€OCMNOCTEPEXEHHS, sKa
npv3HadeHa A5 nocTinHoro 3anucy BigeoiHdopmadii Ha cepsep (MPUCTPIN) Bigeo3anucy.

5.6.2 JliHii Bif Bipeokamep 3 CepBepHOro NMpuMilLleHA MOBUHHI OyTW 3aBefeHi Ha cepBep (MpUCTpIn)
Bileo3anucy, KMl po3MilLlyETbCA B OKPEMOMY CepBepHOMY MpuMilLeHHi. Micua BCTaHOBMEHHA Bigeokamep
NOBUHHI ByTW YTOYHEHI 3riAHO TEXHIYHMX 0COBNMBOCTEN Ta BUMOT 40 PO3MILLLEHHS OKpEMMX TUMIB Bigeokamep.

5.6.3 3ob6paxeHHa 3 Bigeokamepu, BCTaAHOBMEHOI y CepBEepHOMY MpUMILLEHHI nNepeaaeTbcs
6e3nocepeHbO Ha BiLEOMOHITOP Y NPUMILLEHHI 06CNYroBy0HOro nepcoHany.

5.7 Bumoru go cuctemu tenecoHHoro 38'a3ky Ta JIOM

5.7.1 Oo npumiweHs LUICK mae 6yTn npoBepeHa TenedoHHa NiHis Ana nigknoyYeHHs NpsiMoro MiCbKoro
Homepa.



21
€AAJ1.468244.185.112

5.7.2 BOJII3 nokanbHOi Mepexi nepegavi gaHux (JTOM) npoknagatTbcs MO CTiHAxX poboymx
npuMiLLLEeHb, NiABICHIA cTeni Ta kabenbHMX KaHanax B CTiHaX Bif cepBepiB Ao komyTaTtopa PC 3rigHo BuMor go
CTPYKTYpOBaHMX KabenbHnx mepex. [oexuHa iHdhopmaLuinHux niHin - o 50 m.

5.7.3 Ona nigkntodeHHs cepeepiB B3aemogii 4o 3TM B cepBepHe NpUMILLLEHHS NOBUHHI ByTn npoBepeHi
iHdopMauinHi ninii (BOJ13 un enekTpnyHuUin kKabenb) Big, KoMyTauiiHoi Wadwu byaieni. JoBXnHa iHhopMaLinHKX
ninin - go 200 m.

5.7.4 GPS-npuinmay noBuHeH 6yTM 3MOHTOBaHWU Ha MeTaneBOMYy KPOHLUTEWHI AoBXWHO 1,5 M Ha
30BHIiWHIN cTiHi Oypieni. 3'egHyBanbHUI igep NoBMHEH OyTW NpoknageHui No 30BHIiWHIA CTiHi OyaiBni y
rocdopoBaHin Tpybi Ta BBOOUTLCA Yy CEpBEPHE MPUMILLEHHA 0O cepBepa MOHITOPMHIY Ta CUMHXPOHi3auii vacy
yepes OTBIp Y CTiHi.

5.7.5 o poboyoro Mmicus aamiHicTpaTopa peecTpaujii HeobxigHo nigBecTn TenedoHHy po3eTKy Bia
Micbkoi ATC. Bci iHwi poboui micus obcnyroBytodoro nepcoHany MNOBWHHI OyTu obnagHani TenedoHamm
BHYTpiWHbOi ATC 6yaieni.

5.7.6 IHdopmauinHi niHii kabento nokanbHoi Mepexi nepegadi gaHux (JTOM) npoknagatoTbCs Mo CTiHax
poboumnx npumilLeHb Big komytaTtopa PC no poboumx Micup agMiHiCTpaTopiB 3rifiHO BUMOT 4O CTPYKTYPOBaHMX
kabenbHUx mepex. JoBxunHa iHpopMaLiiHUX MiHiA - 40 25 M (YTOYHIOETLCS MO MiCL0). B Micusax BCTaHOBMEHHS
iHpopmaLiiHuX po3eToK NOBUHHI ByTW BUBeAEHi No ABi okpeMi po3eTku. Tun kabento - BUTa napa karteropii 5.



