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MNEPENIK CKOPOYEHb
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Komnnekc 3acobie 3axucty
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MporpamHe 3abe3neveHHs

MpaBuna po3mexyBaHHs AOCTyny (KOPUCTyBauiB A0 06’€KTiB 3aXMCTy)
[porpaMHO-TEXHIYHMUI KOMMIEKC
TexHi4yHun 3axumcT iHpopmaui

LleHTp cepTudikaLdiii kntoyis
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TEPMIHN TA BUSBHAYEHHA

Y UubOMY AOKYMEHTI BUKOPUCTOBYHOTLCSA TEPMiHM Ta BU3HAYEHHS 3riHO 3:

— [OCTY 3396.2-97. 3axucT iHopmauii. TexHiyHmn 3axucT iHpopmadii. TepMiHM Ta BUBHAYEHHS;

— HAO T3l 1.1-003-99. TepmiHonoria B ranysi 3axucTy iHopmalji B KOMM'IOTEPHMX CUCTEMAX BIf,
HeCaHKLIOHOBAHOro AoCTyny.
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1 3ArAJlbHI NONOXEHHA

1.1 CtBoptoBaHun LCK € iHdopmaLinHO-TENEeKOMYHIKaLinHOK cucTemor. 3rigHo 3akoHiB YkpaiHu “[po
iHdopmaui”, “INpo 3axucT iHdopmallii B iHpopmaLinHO-TeNeKOMyHikaLinHux cuctemax”, a Takox HO T31 1.4-001-
2000 B LICK nignsrae po3pobui i ctBopeHHto KC3I.

1.2 Mopsipok po3pobku i ctBopeHHs KC3I B LUICK pernameHTyeTbCA KOMMEKCOM HOPMaTUBHO-NpPaBOBUX
OOKYMeHTiB B o06nacTi TexHiyHoro i kpuntorpadiyHoro 3axucty iHdopmalii, nepenik sKux BU3HAYEHUN
AamiHicTpauieto Jepxcneuss’asky YkpaiHu.

1.3. IHdopmauinHi pecypcn LICK € neBHOW LUiHHICTIO, MalOTb BignoBigHe MaTtepianbHe BUPaXEHHs i
BMMaralTb 3axXUCTY Bif, Pi3HOMAHITHMX 3a CBOEID CYTHICTIO 3arpo3, AKi MOXYTb MPUBECTU [0 3HUXEHHS LLIHHOCTI
iHdpopMaUinHux pecypciB. 3abesneyeHHs 6Ge3neku iHdopmalii B Takii CUCTEMI BUMarae NpPOBEAEHHS LINOro
KOMIMJEKCY 3axoAiB BignoBiaHO po3pobrieHin nonituui 6esneku iHgopmadii.

1.4. Mg iHdopmauinHolo 6e3nekol poO3yMIETbCA  3axuLeHiCTb iHdopMmauii i nigTpumyoyoi
iH(bpacTpyKTypu Bif BUNagkoBmx abo HaBMUCHUX Ai npupogHoOro abo WTy4YHOro xapakTepy, ski MOXyTb 3aBpaTtu
36uTKy BnacHukam abo kopuctyBayam iHopmaLii i nigTpumytodin iHppacTpyKTypi.

1.5. Monituka 6e3neku iHdopmauii B LICK pernameHTye nopsgok o6pobku iHdopmalii i cnpamoBaHa Ha
3abe3neveHHsa 3axucTy iHdpopmadii, obpobnioaHoi B LICK i noro cknagoBux yactuHax, i npae BnacHuka LICK Big
3arpos.

1.6 HopmatuBHO-npaBoBol 0a30t0 CTBOpPeHHA nonitukn 6e3nekn iHdopmauii B LICK € HacTynHi
OOKYMEHTU:

— 3akoH YkpaiHu “Ipo iHdopmaLito”;

— 3akoH YkpaiHu “INpo 3axuct indopmalii B iHpopmaLiiHO-TeNEKOMYHiKaLinHNX cuctemax”;

— 3akoH Ykpainu ,[1po enekTpoHHUI umdpoBuii niagnmc’;

— Kopekc 3akoHiB npo npauo Ykpainu (K3nll);

— KoHuenuia TexHiyHoro 3axucty iHopmauii B YkpaiHi. 3aTBepaxeHa noctaHoBot KabiHeTy MiHicTpiB
Ykpainu Big 08.10.97 p. Ne 1126;

— [lonoxeHHA Npo TeXHiYHWUI 3axucT iHpopMalii B YkpaiHi. 3aTBepaxeHe Yka3om lNpe3ugeHTta YkpaiHu
BiA 27.09.99 p. N21229;

— HA T3l 1.1-002-99. 3aranbHi NONOXEHHS LWOAO 3axUCTy iHpopMaLii B KOMN'IOTEPHUX CUCTEMAX Bif
HecaHKLUioHoBaHoro noctyny. 3atsepaxeHun Hakaszom OCTC3I| Cb Ykpainu Big 28.04.99 p. Ne 22;

— HA T3I 1.1-003-99. TepmiHonoria y ranysi 3axucTty iHdopmaLii B KOMM'IOTEPHUX cUCTemax Bif
HecaHKLioHOBaHOro goctyny. 3atsepaxeHun Hakaszom OCTC3I Cb Ykpainu Big 28.04.99 p. Ne 22;

— HO T3l 2.5-004-99 Kpwutepii oujiHKM 3axulieHocTi iHdopmalii B KOMM'IOTEPHUX CcCUCTeMax Bif
HecaHKLUioHoBaHoro noctyny. 3atsepaxeHun Hakaszom OCTC3I Cb Ykpainu Big 28.04.99 p. Ne 22;

— HA T3l 2.5-005-99 Knacudikauia aBToMaTn3oBaHMX CUCTEM i CTaHOapTHI (PyHKUioHanbHi npodini
3axuieHocTi 0bpobntoBanbHoi iHopMaLli Bif, HECaHKLiOHOBaHOro AoCTyny. 3aTBEpAXEHUA HaKa30M
OCTC3I Cb Ykpainu Big 28.04.99 p. Ne 22;

— HAO T31 3.7-001-99 MeToguyHi BKa3iBKM WOAO pO3p06KN TEXHIYHOrO 3aBAaHHA Ha CTBOPEHHS CUCTEMMU
3axuCTy iHopMaLlii B aBTOMaTU30BaHin cuctemi. 3atBepaxeHun Hakazom JCTC3l Cb Ykpaivu Big
28.04.99. p. Ne 22;

— HA T3l 1.4-001-2000 MonoxeHHs npo cnyxby 3axucTy iHopmaLii B aBTOMaTU30BaHIn CUCTEMI.
3atBepaxeHuit Hakazom OCTC3I Cnyx6u 6e3nekn Ykpainu Big 04.12.2000 p. Ne 53;

— [lpaBuna nocuneHoi ceptudikadii. 3arBepaxeHi Hakazom OCTC3Il Cb YkpaiHn N2 50 Big 10.05.2006
p.
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2 NPN3HAYEHHA | CTPYKTYPA OOKYMEHTA

2.1 [OaHun JoKyMeHT npuaHadveHnit gns kepisHoro cknagy LICK ta cniBpobiTHukiB LICK.

2.2 B uboMy [OKYMEHTI NpMBEAEHi OCHOBHI (6a30Bi) NonoxeHHs nonituky 6e3neku iHopmadii B LICK, ki
npeacTaBneHi y BUrNAAi CTPYKTYpPOBaHOI CYKYMHOCTI [AOKYMEHTOBAHWX YMpaBfiHCbKMX pilleHb (npaBwun)
kepiBHuyTtBa LICK, crnipamoBaHux Ha 3axucT iHdopMalii i acouinoBaHux 3 Heto pecypciB. MonoXeHHs JaHoro
OOKYMEHTa € OCHOBHMMU Npu dopMyBaHHI i KOHKpeTu3aLlii nonituk 6esnekun iHdbopmaLlii gna oKpemMux CKnaaoBux
YacTuH i iHopmauinHux (pyHkLioHanbHUX) nigcuctem LICK, nocnyr, KOMMNOHEHTIB TOLLO, LUASXOM iX NoAanbLioro
YTOUYHEHHS | KOHKpeTu3aui,i.
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3 META MONITUKU BE3MNEKU IHGOPMALIJI B LICK

3.1 Metoto nonitukmn 6e3nekn iHdopmauii B LLCK € nonepepxeHHA abo 3HWXEHHA MOXIMBOCTEMN
peanizauii 3arpos i MiHimizaujii 36MTKy BrnacHuky i kopuctyBadyam LICK go gonyctumoro piBHA B npoueci 06pobkm
iHdopMauii y dyHKuioHanbHMx nigcuctemax LCK wnsxoMm KOMMIEKCHOro BUKOPUCTAHHA OpraHi3auiHux
(agMiHiCTpaTUBHMX) 3axofiB, MPaBOBUX, MOPANIbHO-ETUYHMX HOPM, QI3NYHMX | TexHiYHMX (anapaTHux i
nporpamMHux) cnocobis i 3acobie 3axucty iHbopmaLii.

3.2 O6'ekTaMy 3axuCTy €: KpuTU4Ha iHdopmauin, iHdbopmaLina 3 obmexeHum poctynom, pecypcu LICK,
npaBa BnacHukiB 06pobntoeaHoi iHdopmauii i BnacHuka LLCK, npaBa kopucTyBadis.
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4 OMNMUC KOMIMOHEHTIB LICK TA TEXHONOI T OBPOBKU IHOOPMALYT

4.1 OpraHi3zaujiHo-TononoriyHa cTpyktypa LICK

®yHKuioHanbHy cTpykTypy LCK yTBOpHOIOTE YHKL, 3agadi " iHopmauinHi 3B'A3KM NporpamHo-
TEXHIYHMX KOMMMEKCIB criewjianisoBaHux iHopmauiiHux nigcuctem LICK, wo B3aemogioTb Mix coboto, a Takox
iH(bopMaUinHKX NigCUCTEM BigaaneHMx KopucTyBadiB.

LICK Bupiwye HacTynHi LinboBi 3agaui:

obcnyroByBaHHsIM cepTudpikaTtiB KOpUCTyBauiB, LLO BKIHOYAE:

peecTpaLito KOpUCTyBauis,;

cepTudikauito BigKpUTUX KIOYiB KOPUCTYBauiB,;

PO3NOBCIOOXEHHA cepTudikaris,;

ynpaBniHHA CTaTyCOM cepTudikaTiB Ta po3noBCOAXEHHS iHhopMaLii Npo cTaTyc cepTudikarTis,
HafaHHA nocnyr dikCyBaHHs Yacy;

HagaHHA KOpUcTtyBa4aMm:

3aco6is ELM Ta wudpyBaHHa aaHux;
3aco6iB reHepalii 0cobUCTUX i BIAKPUTUX KNHOUIB.

CTpykTypa Ta cknap, ob4mcnoBanbHOi CUCTEMU, MPOrPaMHOro Ta NporpamMHo-anapaTHoro 3abe3neyeHHs
BU3Ha4vaeTbca ocobnmeoctamu MNTK LICK, wo BukopuctoByeTbes y cknagi LICK. O6uucnioBanbHa cuctema MNTK
LICK noBuHHa BignoBigaT BUMOram, Lo MIiCTSITbCA B NpaBuiax nocuneHoi ceptudikadii.

o cknapy NTK LLCK BxogaTb Taki TEXHiUHi 3acobu:

PC agmiHictpaTopa 6e3neku;

PC agmiHicTpaTopa cepTudikauii Ta CUCTEMHOro agMiHiCTpaTopa;
PC aagmiHicTpaTopa peecTtpalii;

ueHTpanbHi cepsepu LICK;

cepBepw B3aEMOL,T;

cepBep MOHITOPUHIY Ta CMHXPOHi3au,i 4acy;

KOMYHiKaLjinHe obnagHaHHA (komyTaTopu JTOM, komytaTtop PC, ME);
PC reHepauii kntoyis KOpMCTyBauiB.

LUCK cknapaetbca 3 HaCTYMHUX FOrYHO BiJOKPEMIMIEHNX CErMeHTiB, SIKi B3aeMOAiI0Tb MO BiAKPUTUM
KaHanam 3B’s3Ky:

CEepBEPHUIN CErMEHT y cKnagj:

— ueHTpanbHi cepsepu LICK;

— cepBepu B3aeMogii;

— cepBep MOHITOPUHIY Ta CUHXPOHi3aLil yacy;

— KOMyHiKaLiiHe obnagHaHHsa (komyTtaTtopu JIOM, komyTtatop PC, ME);

PC nepcoHany y cknapi:

— PC aamiHicTtpaTopa 6e3neku;

— PC agmiHicTpaTopa cepTudikalii Ta CUCTEMHOro agMiHicTpaTopa;
— PC aagmiHicTpaTopa peecTtpauii;

— PC reHepadii knto4iB KOpUCTyBauiB.

4.2 Cuctema 3B’s13Ky Ta 06MiHY AaHUMM

O6MiH paHuMn y hopMi NOBIZOMIIEHb MiX CEPBEPOM B3aeMOZIi Ta 3acobamMu nepepadi faHUxX BigaaneHmx
KopucTyBaudiB Ta nepcoHany LICK 3abe3nedyeTbcs KOMMIEKCOM KOMYHiKaLjinHux nporpam (HTTP-cepBepa, LDAP-
cepBepa, NOLITOBOro cepsepa Touwo). Npu BigpaneHoMy JOCTyni JO cepBepa B3aeMOAIl B AKOCTi MepeXeBoro
NPOTOKOJy BUKOPUCTOBYETLCA NpoTokon TCP/IP.

4.3 Kareropii kopuctyBauis LCK

Y LICK nepepn6aveHi HacTynHi kKaTeropii KOpUcTyBauiB:

Bignanexnun kopuctysay LICK, akum moxe 6yTn kopuctyBay, B3aemopis akoro 3 LICK moxnuBa nuie
3a yMoB 06MiHY AaHUMK Yepe3 cepBep B3aEMOAIT;

agmiHictpatop peectpauii LUCK skum € kopuctyBad LICK, BignoBiganbHWi 3a OTPUMaHHA Bif
aboHeHTIB 3asiBOK Ha (hOpMyBaHHs1, ckacyBaHHsA, 6I0KyBaHHsI Ta MOHOBINEHHA cepTUdiKaTiB KIoYiB;
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— apmiHictpaTtop 6e3nekn LICK, skum € agmiHicTpaTop, BignoBiganbHWA 3a AOTPUMAHHAM MONITUKK
6esneku B LICK;

— cucteMHui agmiHictpaTtop LICK, skum € agmiHicTpaTop, BignoBiganbHUi 3a opraHilauito ekcnnyartadii
Ta TeXHiIYHOro o6CnyroByBaHHS MPOrpamMHO-TEXHIYHOrO KOMMJEKCY LIEHTPY, @ TakoX BignoBiganbHUM
3a hopMyBaHHSA cepTudikatieB aboHeHTa, CNUCKIB BigKNMMKaHNX cepTudikaTiB Ta NO3HAYOK Yacy.

Cknag nepcoHany 3abesneuye uinoao6osy ekcryaTauito LICK i BU3HauyaeTbCs LUTaTHAM PO3KI1afoM.

OcHoBHi BumMoru go agmiHictpartopis LICK:

— BuwWa ocBiTa no npodinsm: iHbopmauiiHa 6e3neka, obuncnioBanbHa TeXHIKa, MporpamyBaHHS;
— MPOXOOXEHHSA KypcCy crneujianbHOI NiAroToBKW No Npodisnto AisnbHOCTI;
— MNpPOXOAXEHHA cTaxyBaHHA Ha LICK.

4.4 OpraHi3aujiiHo-TexHiyHa cTpykTypa LUCK

OpraHizaujiHo-TexHiyHa cTpyktypa LICK saBnse coboto nokanizoBaHui, 6araTomallMHHWA Ta
6araTokopucTyBaLbKUn KOMMMEKC 3 BiJOKPEMSIEHMMU pPOBGOYMMU  CTaHLUiAMW Ta cepBepaMmu, Yy SKOMY
06pobntoeTbea iHopMaLis pi3HMX KaTeropin i icHye HeobXiAHICTb il Nnepegayi Yepes He3axuneHe cepegoBULLLE.

3rigHo HL, T31 2.5-005-99 LICK i noro cknagosi 4aCcTUHU KNnacudikyloTbCA HAaCTYNMHUM YNHOM:

— UCK B uinomy BigHocuTbes Ao 3 knacy - nigknac 3. KU,
— cepsepHun cermeHT LICK, PC agmiHicTpaTopis BigHOCHTbLCS A0 2 knacy - nigknac 2.KU;
— poboua cTaHLjis reHepauii kno4iB KopuctyBadiB oo 1 knacy - nigknac 1.KL.
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5 OMNMNC OCHOBHUX 3AIrPO3 AJ1A LICK

5.1 Onuc ocHoBHux 3arpo3 ans LICK HaBemeHo B okpemoMy [okyMeHTi “Mopenb 3arpo3 6e3neku
iHdbopmaLii”.
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6 BUMOI' O 3AXUCTY BIA SArPO3

6.1 3axuct KpuTnyHOI iHdopmaLji i pecypciB noBMHEH 3abe3neyyBaTUCA Ha BCiX TEXHOMOMYHUX eTanax
06pobku i BCix pexunmax dyHKuUioHyBaHHs LICK.

6.2 3axuct iHdopmaLii noBMHEH 3abeaneyyBaTuCs Bif, MOMEHTY CTBOPEHHSA 06'ekTy 064YMCntOBaNbHOI
cuctemu abo Moro iMNopTy B CUCTEMY i ax [0 MOro 3HuLEHHst abo ekcrnopTy 3 cuctemu. Bei 3anuTu Ha goctyn Ao
06'ekTy i 06'€KTY Ha AOCTYN A0 iHLWKMX 06'EKTIB MOBUHHI KOHTpontoBaTuca K33.

6.3 Ona peani3auii nonitnkn 6e3nekn K33 noBuHeH 3abe3neunTu izonsuito 06'ekTiB ycepeauHi ccepu
ynpasniHHa KC3l i rapaHTyBaTM po3MexyBaHHs 3anuTtiB AOCTYMy i ynpaefiHHA notokamu iHdopmauii Mix
o6'ekTamu. [Ins uporo KOXHU 06'eKT NOBUHEH MaTK NeBHUIA Habip aTpubyTiB AOCTYNY, AKi BKMIOYaOTb YHiKanbHUA
iaeHTUIKaTop i iHWY iHdopMaL,ito, LO3BOMAYM NEPEBIPATU NeranbHICTb 3anNuTiB 4OCTYNY | BU3Ha4aTu MOro npaea
poctyny i/abo npaBa AOCTyny A0 HbOrO.

6.4 [Ons peanizauji nonitnkn 6e3nekn K33 noBuHeH 3abeaneunTu isonsuito o6'ektie mepexi LICK i
rapaHTyBaTu po3mMeXxyBaHHs 3anuTiB AOCTYNY i ynpaeniHHA NoTokamu iHopmaluii mix o6'ektamu LICK. Onsa usoro
ansa koxHoro 06’ekty LUICK cknagatoTbcs CnUCKU JOCTYNY, SIKi BU3HAYaloTb nNpaBa AOCTYNy iHWKX 06’eKTiB Mepexi
[0 Hboro. MpaBa gocTyny NOBWMHHI HagaBaTuCcs y MiHiManbHO HeobxigHOMY Ans dyHkuioHyBaHHA LICK o6’emi. Y
BCix cknagoBux 4actuHax LICK noBuHHa 3abe3nevyBaTuCA LiMICHICTb i AOCTYMHICTb BCiX 0OO'€KTiB 3axucry.
IopatkoBo, B npoueci pyHKuUioHyBaHHA Mepexi LICK noBuHHa 3abe3nevyBaTucsa KoHdigeHUinHicTb iHbopmalii 3
obmexeHum goctynom (130[0).

6.5 K33 noBuHHi 3abe3nevyyBaTv agMmiHicTpaTMBHE ynpaBfiHHA AOCTYNOM 3a [OMNOMOrol MnaponiB i
NpWU3HaYeHOoro Ans KoOpUCTyBaya imeHi (YHikanbHoro igeHTudikatopa).

6.6 Maponi kopucTyBayiB MOBMHHI MaTW LOBXMHY He MeHLUe 8 cumBoniB i 36epiratucs B 3awndpoBaHOMy
Burnsai B obnacti nam'siTi, WO HeAOCTynHa KopucTyeady. [Maponb KopucTyBauda, MOro AOBXWHA i TepMiH ngji
npu3HavaloTbCcs agmMiHictpaTtopom 6e3nekn LICK .

6.7 Yac i gHi TUXHS, KON KOpPUCTyBa4Y Mae NpaBo BXOAUTW B CUCTEMY, MPU3HAYAETLCA aaMiHICTPaToOpoM
6e3nekn LICK. KopuctyBady He MOBMHEH HagaBaTucs AOCTYN npu crnpobi Bxogy B cucteMy B OyOb-sKUIM iHLLMIA
yac. Cnpobu AocTyny NOBMHHI peecTpyBaTUCS B CUCTEMHOMY XYypHani 6e3neku.

6.8 Komnnekcy 3acobiB 3axuCTy MOBMHHI 3abe3neyyBaTn peecTpaLilo NpM3Ha4yeHoro ANs KopucTyBaya
iMeHi, AaTu i Yacy OCTaHHbLOro BXoAdy/BMXOA4Y B(3) cuctemy(un).

6.9 Komnnekcu 3acobiB 3axucTy NoBUHHI 3abe3nedyBaTn peecTpallito CNpob HecaHKLIOHOBaHOro JOCTYNY i
6nokyBaHHA cuctemu abo KnaeiaTypu nicnsg neBHOI  KinbkocTi cnpob. Yucrno cnpob npusHavaeTbcA
agMiHicTpaTtopom 6e3neku LICK.

6.10 Ona 3abesneveHHa 6Ge3neku iHdopmauii nig yac ii 06pobku B LICK ctBOptoeTbca KC3I, ska
npeactaense cobol CyKynHICTb OpraHi3auiiHux i iHXeHepHUX 3axoAiB, MporpamHo-anapaTtHux 3acobiB, AKi
3abe3neyyoTb 3axucT iHgopmauii B LICK.

6.11 KC3I B LLCK noBuHHI 3abe3nevyBaTtu pyHKLiOHanbHi Nocnyr 3axucty (nocnyrn 6e3nekun) i nocnyru
CMoCTEepeXeHOCTi.

6.12 Bumoru po 3axucty koHdpigeHuinHoi indopmalii i apxitektypa KC3I LUICK BuaHavatoTbca cryx6oto
3axucty iHdopmauii LCK i 3atBepaxytotbca kepiBHuutBom LICK y BignoBigHOCTI 3 BMMOram 3akOHOAaBYMX i
iHLWINX HOPMATUBHUX AOKYMEHTIB YKpaiHu.

6.13 OnepaujniHi cuctemmn i CYB[, sKi BUKOpMCTOBYKOTbCA B iHdopmMauinHux mepexax LICK, noBuHHi
MICTUTU iHTErpoBaHy CUCTEMY 3axUCTy iHdOpMaLli, OCHOBHUM MPU3HAYEHHAM HAKOI € KOHTPOMb i YnpaBniHHSA
noctynoMm Ao ob'ekTiB cuctemu. IHTerpauia cuctemm 3axucty iHopmalii o3Hayae, WO BOHa BMAMBAE Ha BCHO
onepavujiHy cucteMmy. KOMMOHEHTU CUCTEMM 3axucTy iHdopmaLlii, AKi BUKOHYIOTbCA B MNPU3HAYEHOMY |
npuBiNenoBaHOMyY Ansl KOPUCTYBaya pexmmax, NMOBMHHI rapaHTyBaTu, WO JNokKanbHi pecypcu i pecypen LICK He
MOXYTb BMKOpUCTOBYBaTuUCs 63 BignoBigHOro 40380y .

6.14 KpuntorpacdiyHuin 3axuct KoHMIAEHUINHOI iHopMaLii Nnpyu nepepadi y kaHanax 3B’A3KY AOLMbHO
34iNCHIOBATU Ha MpUKNagHoOMy (CeaHCOBOMY), MepexeBOoMy i/abo KaHanbHOMY PpiBHAX 3 BUKOPUCTaHHSM
MeXaHi3MiB CUMETPUYHOro i acUMeTPUYHOro LngpyBaHHA, (OpMyBaHHS €NeKTPOHHOro LUudpoBoro nignucy i
aBTeHTUIKaLil.

6.15 KC3I LICK noBuHHa 3abe3nevyBaTyi BUKOHAHHSI TAKMX OCHOBHUX (DYHKLLiNA:

— KOHTpOJIb BXoAy (peecTpaliii) KOpUcTyBadiB B CUCTEMY;

— ipeHTudiKaLUia i aBTeHTUiKauisa KopucTyBayis npu JOCTYNi B CUCTEMY;

— peecTpalifi cnpob 6e3nocepeAHbOro A0CTYNy KOpUCTyBaya Ao 06'eKTiB CUCTEMM | HENPSIMOro AOCTYNy
(3pobrneHoro npoLecoMm, IKMin BUKOHYETLCS Ha KOPUCTb KOpUCTyBaya);
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—  KOHTPOJSib KOPEKTHOCTI JOCTYMNYy KOpMCTYyBaYiB [0 06'eKTiB cuctemu;

— CMOCTEepPEXEHHS i ynpaBniHHA AOCTYNOM KOpUCTyBayiB A0 06'ekTiB (Tuny dannis, katanoris, NpUHTEpiB
Ta iH.);

— BW3Ha4eHHA NpaB i cnocoby AOCTyny 3anexHo Big TNy 00'eKTy cUCTeMU;

— CTBOpEHHS, pefaryBaHHs i 36epexeHHsi 06nikoBoi iHpopMaLii Npo KopucTyBayiB, rPynu KOPUCTYBaYiB i
006'eKTH;

— CMOCTEPEXEHHS i peecTpalilo fK CUCTEMHUX MNOAiN (BUKOPUCTaHHS cuctemn abo iHAMBIAYyanbHUX
[oAaTkiB), Tak i nogin, noe'a3aHnx 3 6e3nekoto cucTemu;

— curHanizauis (CnoBilieHHs) Npo cnpobu NopyLUEHHS 3aXUCTY;
—  KOHTPOJSib BUKOHAHHS BCTAHOBMNEHOI NONITUKN 6e3neku;
— aHani3 i yToYHeHHs nonitTukn 6esneku;

— KOHTPOJb LifiCHOCTI NOKarbHOro i MEPEXHOro nporpaMHoro 3abe3neyeHHs (BKKYAYM NporpamHe
3abe3neyveHHs K33);

—  KOHTpPOJIb LjinicHOCTI KoHirypauii iHdpopmauinHnx mepex LICK;

—  3axwucT Bif BipycCiB;

—  ynpaBiHHS NOriYHO0 CTPYKTYpOto iHpopMmaLinHux mepex LICK.

6.16 [Jo cknagy LICK Bxogatb PC Ta cepBepu, siki B3aEMOAiIOTb TiNlbkM B MeXax HeobXigHux ans
dyHKuioHyBaHHA LICK.

6.17 BipmaneHui pocTyn KOpUCTyBaYiB NMOBUMHEH 3MiNCHIOBATMCS TiNbKM OO CepBepy B3aeMoAii, 4O YCiX
iHwnx cknagosux LUCK BigoaneHun goctyn 3a60poHeHUN.

6.18 MixmepexHui ekpaH LCK noBmHeH peanidyBaTu Taki OCHOBHi (pyHKLii:

— inbTpauilo MepexeBoro Tpadiky MiX 30BHIWHIMWM TENEKOMYHIKaUinHUM/1 Mepexamun Ta cepBepamu
B3aEMO/T;

— BMABNEHHSA Ta 6NOKyBaHHA aTak CpsAMOBaHUX Ha cepBep B3aemMopii Ta Ha JIOM cepBepHOro cermeHTy
LICK.

6.19 Apminictpatop 6e3nekn LICK mae ctatyc “BnacHuka” BCbOro (yHKLiOHaNbHOro (MpuKnagHoro,
cneuianbHOro i CMCTeMHOro) nporpamMHoro 3abesneveHHs i pecypciB (dainnis, npuHTepiB Towo) Ha Bcix PC Ta
cepBepax LICK. Ha agmiHicTpaTopa 6e3neku LICK noknagaetbcs BUKOHaHHS TaKuX KaTeropii yHKL,in:

— aAaMiHicTpyBaHHA 06MiKOBMX 3anuCiB KOPUCTYBaYiB i rpyn;

— apMiHiCTpyBaHHA Ta MOHITOpUHT 6e3nekn Ha poboymx cTaHuiax Ta cepepax LICK;

— agMiHIiCTpyBaHHA Ta MOHITOPUHT NOAIN i pecypciB Mepexi;

— agMiHiCTpyBaHHA Ta MOHITOPUHI MiXXMEPEXHOro eKpaHy Ta KaHaniB 3B’A3KY;

— aAMiHIiCTpyBaHHA Ta MOHITOPUHI pe3epBHOro KOMitoBaHHS i BiAHOBMEHHA AaHUX.

6.20 Apamidictpatop 6e3nekn LICK noBuMHEH KoOHTponoBaTu BCi nogii, siki nos's3aHi 3 6e3nekoto,

onepaTMBHO KOPEKTYBaTW CMUCOK KOHTPONbOBaHWX MoAin 6e3neku, nepernsgatv, BuaaBaTtu Ha npuHtep i/abo
3aHOCUTU B apxiB. [JOCTyN A0 LMX KOHTPOSNbHMX AAaHUX NOBUHEH ByTU o6MeXeHWN.

6.21 lMapameTpu pobodyoro cepepoBuia Oyab-AKoro TexHiyHoro 3acoby LICK noBWHHI BU3HauaTucs
npodginem kopuctyBaya. KoxHomMy 061nikoBoMy 3anucy KopuctyBaya NnoBMHEH BifnoBigaTu Noro npodineb.

6.22 Apminictpatop 6e3nekn LJCK Ha ocHoBi npodinto KopucTyBava NMOBUMHEH MaTtu Harogy ob6MexuTu
OOCTyn KOpUcTyBaya A0 AOLATKIB i NapamMeTpiB cepeJoBULLLA OTOYEHHS.

6.23 YnpaBniHHA npuBineamMu i npaBamu AOCTYNy KOPUCTyBauiB (rpyn) 4O MEPEXHUX i TOKanbHUX pecypciB
LICK noBuHHe 3gicHioBaTUCS TiNlbku agMiHicTpaTopom 6e3nekn 3 PC agmiHicTpaTopa 6e3neku abo nokansbHo.
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7 NPUHUMMN YMPABMIHHA OOCTYNOM KOPUCTYBAUIB O IHOOPMALLIT

7.1 BignosigHo npuaHadeHHs LUCK BuainaTbca Taki rpyny KOPUCTYBaYiB B LLiNOMY:

— KopucTyBadi 3i cknagy o6cnyroByloHoro nepcoHany, siki 3a6eanedyoTb pobOTy CKNagoBUX 4acTWH
LCK;

— KOpuCTyBaui 3i cknagy TexHiyHoro obcnyrosytoyoro nepcoxany LICK;

— KOpUCTYBaui, SKi BUKOPUCTOBYIOTb iHdopmaLito LICK;

[na rpyn KopucTyBayiB HeObXiAHO NiATPUMYBaTK TaKi OCHOBHI piBHi MOBHOBaXeHb:

— BMWLWOro KepiBHULUTBA, fAKe Ma€e NpaBO MepeBecTu cucteMy 3axucty iHdopmadii LUCK B pexnm
3'AcyBaHHs apbiTpaXxHuUx cutyawii;

— apMmiHicTpaTopa 6e3neky;

— CWUCTEMHOro agMiHicTpaTopa;

— iHWwMX agMmiHicTpaTopiB Ta onepaTopis.

7.2 Y LUCK noBuHHO 6yTn peanizoBaHe agMiHicTpaTMBHe ynpaBriHHa goctynom. Kopuctyeayi He NOBUHHI
MaTu nNpaBa 3MiHoBaTK aTpubyTK JOCTYMY.

7.3 Bci cnpobu 6yab-akoro cy6'ekta oTpumaTty 4octyn 0o 6yab-akoro o6'ekty iHdopmauinHoi mepexi LICK
MOBUHHI 06pO6NATUCS MOHITOpOM 6e3nekn, SAKUA MNOBUHEH MOpiBHIOBATU iHdopMaujio 6e3nekn cyb'ekTa-
KopucTyBaya 3 iHopmauieto 6e3nekn CnMCcKy KOHTPOSo AocTyny o6'ekTy i 4o3BonsATM abo 3abopoHATH OOCTyn
BiANOBigHO noniTuuj 6esneku.

7.4. [103BONM KOpUCTYBa4yaM Ha BMKOHaHHA Oyab-IKMX Ai 3 MepeXHUMU i nokanbHumu pecypcamm LICK
MOBWHHI perynioBaTuUcA npusineamu i npasamu goctyny. [pusinei peryniooTs npaBa KOpUCTyBava Ha BUKOHAHHS
cucteMHux onepadin. [lpaBa pocTyny Bu3HA4yalTb MPaBOMIPHICTL BUKOHAHHA KOpUCTyBadeM (rpyrnoto
KOpWCTyBaYiB) KOHKPETHUX Ain 3 pecypcamu (pannamu, npuHTEPaMn TOLLO).

7.5 lpaBa pocTyny A0 3arafibHUX PEecypciB MOBWHHI AiATW Nuwe npu nigknioveHHi KopuctyBadis Ao
pecypciB Oyab-AKOro TEXHIYHOro 3acoby Mo Mepexi i Hisk He obmexyBaTu NoKanbHUI JOCTYN OO0 3aranbHOro
pecypcy, po3TalloBaHOro fI0KasnbHo.

7.6 YnpaBniHHA npusinesamMu i npaBamu JOCTYny KOpUCTyBadiB (rpyn) A0 MEPEXHUX i NOKanbHUX pecypcis
LICK noBuHHEe 3AiMCHIOBATUCS LEeHTpanisoBaHo Tifbku agMiHicTpaTtopom 6e3neku 3 PC agmiHicTpaTtopa 6e3neku
abo nokanbHo.

7.7 Ha Bcix poboumux craHuiax LCK possin kopucTyBadam (rpynam) Ha [OCTyn OO pecypciB (namnok,
danniB, MPUHTEpPIB i T.M.) MOBMHEH BM3HA4YaTUCA BUKOHYBaHMMK cnyxboBumu oboB'A3kamMu i HapaBaTUCA B
MiHiManbHO HeobXxigHOMY 06'eMi.

7.8 Bci kopucTyBayi pobounx CTaHui MOBWHHI MaTu NpaBo 3anyckaTu BUKOHYBaHi Koy pyHKLiOHaNbHUX
3apau ceoix APM, ane He 3MmiHI0BaTH iX.

7.9 [Oo3Bonun Ha MepexHuii JocTyn KopucTtysadis Ao cepeepy LICK noBuHHI HagaBaTuca Tinbkun A0 AaHuX,
LLIO CMiflbHO BUKOPUCTOBYHOTbLCA.

7.10 Ona HapaHHA ofHaKoBMX MNpas i npusineiB goctyny Ao pecypcis cepsepy LICK Biapa3sy nekinbkom
KOpWUCTyBa4aM OCTaHHi NMOBUHHI OyTU opraHisauiiHo 3'egHaHi B nokasbHi rpynu. Kopuctysay moxe 6yTu yrneHom
[AEeKiNbKOX rpyn ogHo4acHo.
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8 ONnC NPABUIT POSMEXYBAHHA IHOOPMALIMHUX NOTOKIB

8.1 O6'ekTamu gaHux npaeun € iHbopmaLiiHi NOTOKMK:

—  BHYTPILWHi (MiXX akTUBHUMM | nacnBHMMM 06'ekTamMmn ycepeamHi ogHiei MEOM);

— nokanbHi (06MiH M pobounmMu cTaHuisMK | cepepamMi);

— MiXmepexHi (BignaneHoro) obmiHy 3 kopuctyBayamu i cnoxusadamu mepexi LICK.

8.2 JlokanbHi i MixmepexHi iHbopmaLiiHi NOTOKKU, AKi MICTATb iHdopMmaLilo 3 0OMeXeHUM [OCTYMnomM,
NoBUHHI ByTK BigOKpemneHi Bif iHpopmauiiHMX NOTOKIB 3 BiAKPUTOR iHhopMalLiieto.

8.3 Y cBolo 4yepry, nokanbHi i MixmepexHi iHdopmauiiHi notokn 3 130/, noBuHHI 6yTN BigoKpeMneHi Big
iHdopMaUiHMX NOTOKIB onepaTUBHO-CIYX60B0i iHdopMalLlii.

8.4 Po3mexyBaHHA MOBWHHO 3AINCHIOBATMUCS Ha MPUKNagHOMY PiBHI LUMSIXOM 3aCTOCYBaHHSl Pi3HMX
ineHTndikaTopie 6e3nekun, MepexHux NopTiB, 0COBUCTUX KItOYiB aBTEHTUIKaL,i TOLLO.

8.5 BuxigHui/BXigHUn MixmepexHuin obMiH 3 BigganeHMMy KopucTyBadamu MOBUMHEH 3AiMCHIOBATUCA
TiNbKKM Yepes cepeep B3aEMO/AIi Ta MiXMEPEXHUIN eKpaH.

8.6 BuxigHi iHpopmauinHi notokn Big cepeepiB LICK Ha nepepavy BigoaneHoMy KoOpucTyBaudy MOBUHHI
NPoOXoaMTUN TiflbKN 4Yepe3 cepBep B3aeMOAil Ta MiXMepeXxHW ekpaH. BigoaneHi kopuctyBadi He NOBWHHI MaTun
6e3nocepeaHLOro (NpsAMoro) AocTyny Ha cepeepu LICK.

8.7 3anyck npoueciB BXigHOro MixXMepexHoro o6miHy 3 BigaaneHVMM KopucTyBavyamu MNOBUHEH
34ifcHIoOBaTUCA 3 TeXHIYHUX 3aco6iB kopuctyBadis LICK, npaBa sikux Bu3HayeHi pernameHTom LICK.
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9 ONUC NPABUIT MAPKYBAHHSA HOCIIB IHOOPMALLIT

9.1 Bci poboTtu, noe'a3aHi 3 pilweHHsaM Ha poboumx cTaHuisx Ta cepsepax LICK 3apgaud cnyx6oBoro
XapakTepy 3 BUKOPUCTAHHAM iHdopmaLii 3 obMexeHUmM LOCTynoM, i Bugada pesynbTaTiB NMOBUHHI NPOBOANUTMCSA
TiNIbKN 3 BUKOPUCTAHHAM BpaxoBaHWX B YCTAHOBNIEHOMY MOPAAKY HOCIIB iHpopMauii (MarHiTHi gUCKeTU, OUCKKU Ta
€NeKTPOHHI Hocii iHdbopMaLii Towo).

9.2 MarHiTHi AMCKeTHn, BUCKN Ta eNeKTPOHHI HOCIT iHdopMallii, WO He MICTATb KOHIAEHLiNHOT iHbopMmaLii,
NMOBWHHI BPaxoByBaTUCSA B 3BU4ANHOMY MOPAOKY.

9.3 MNpwn poboTi Ha PC Ta cepeepax LJCK kKopucTyBay Hece nepcoHanbHy BiAnoBifanbHiCTb 3a AOTPUMAHHS
BCTa@HOBIEHOI agMiHicTpaTopoM 6e3nekun nonitukn 6e3nekn (Bkova4ym BU3HAYEHHSA HeOoOXiQHOCTI KonitoBaHHS
(3HULLIEHHSA) KOHDIAEHLiMHOT iHpopMaLii, NpaBUNBbHICTb BU3HAYEHHSA rpuda KOHMIAEHLINHOCTI BXiAHMX Ta BUXIOHUX
OaHuX, HoCIlB iHdbopMaLii Towo), a TakoX BeAEeHHS XypHany o6niky po6oTu.
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10 OMNMNC OCHOBHNX ATPUBYTIB OOCTYIY

10.1 lpeHTudikauinHe iM'a i naponb KopucTyBaya B CUCTEMi BBOAATLCA B Ait0, MOAUMIKYOTbCA i
BiMiHSIlOTbCA aAMiHiCTpaTopoM 6e3neku.

10.2 lMaponb KOXHOro KOpWCTyBaya MOBWHEH MaTW Taki aTtpubyTu: MiHiManbHO AOMycTMMa [OBXMWHA
napons; MakcumanbHUi i MiHiManbHUIA TepMiHM Aii napons; YHiKanbHICTb Maporns; napaMeTpu 610KyBaHHS
obnikoBoro 3anucy; napameTpu poboTun 3 naponem.

10.3 lpeHTucbikatop 6e3nekn kopuctyaya abo rpynu kopuctysadiB LICK noBuHeH 6yTu yHikanbHWi B Yaci
i B IpocTopi, TO6TO iCHYBaHHSI [BOX OLHAKOBMX iAeHTUdikaTopiB 6e3nekn NoBMHHE BYTW BUKITIOYEHO.

10.4 lMpwn cTBOPEHHI HOBOrO 06MIKOBOro 3anncy cuctemm 3axmcty iHgopmauii, OC noBuHHa aBTOMaTUYHO
reHepyBaT HOBUI YHiKanbHWUi igeHTUdikaTop, AKUA NMOBUHEH 3aCTOCOBYBaTUCA SK iaeHTUdikaTop obnikoBoro
3anuncy KopuctyBava B 06'eKTi-KOpUCTYBaYi i cnnuckax KOHTPOJSI AOCTyny.

10.5 lgeHTndikaTop 06NIKOBOro 3anucy KOpucTyBaya He NMOBMHEH 3anexaTu Bif Moro igeHTudikauinHoro
iMEHi.

10.6 MNpy 3HWLWEHHI 06NiKOBOro 3anucy 3 AKUM-Hebyab iM'sM KOpUCTyBaya i HacTynMHWM CTBOPEHHSIM
HOBOro O06niKOBOro 3anncy 3 TUM Xe iaeHTUdIKauinHUM iM'AM NOMY NOBMHEH OyTWM MpUBNACHEHUI HOBWIA
ineHTMdikaTop 6e3 BiAHOBNEHHS NpaB AOCTYNy A0 PecypciB, K paHille.

10.7 OO6'ekT-KOpUCTyBa4 MOBUHEH MICTUTU iaeHTudikaTopu 6e3nekn KopucTyBaya, igeHTudikatopu
6e3nekun rpyn, Ao cknagy siKMx BiH BXOAMTb, | MPUBIIACHEHI NpaBa AoCTyny i NpuBineto.

10.8 Bci 06'ekTM 3aXMUCTy NOBMHHI ONNCYBaTUCA TaKUMU OCHOBHUMU aTpubyTamun 6e3neku:

— ineHTudpikaTop 6€3neKkn BNacHnka, akuii BKasye Ha kopucTyBada abo rpyny, ska € BNacCHUKOM 00'eKTy
3axucTy iHpopmauiiHoi mepexi LICK;

— igeHTudikaTop 6e3nekun rpynu;

— CMMCOK YMnpaBsniHHA AOCTYNOM, SIKWA MOBWHEH MICTUTU MpaBa KOPWUCTyBadiB i rpyn Ha AocTtyn Ao
06'ekTy. CNMCOK MOBMHEH CKNaaaTUCa 3 OKPEMMUX 3aMmnCiB KOHTPOSIIO JOCTYNY, KOXHUIA 3 AKUX BKIOYaE
Macky AOCTyny, sika BU3Hayae MOXNuBI Aii KopuctyBaya abo rpynu AnA KOHKPETHOro Tuny ob'ekTy
3axucTy. [Jo3Bonu NOBUHHI HafaBaTUCA Ha OCHOBI Ljel Mackun goctyny. CnNncok ynpasniHHA AOCTYNOM
NOBMHEH 3aJaBaTucsa agMiHicTpaTopomM 6e3neku.

10.9 B obnikoBux 3anmcax KOpUcTyBadiB MOBUHHI MICTUTUCS TaKi BIiGOMOCTI:

— iM'a KopucTyBaya;

— napornb AocTyny;

— npasuna mogudikadii napons;

— npodinb Kopuctysaya;

— [03BOJIEHUN Yac poboTu (OHi | roguHn);
— TepMiH Aii 3anucy.
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11 ONMNC NPABUIT PO3MEXYBAHHA OOCTYTTY

11.1 OnAa peecTpalii B cCUCTEMi KOXHWIA KOPUCTYBa4y MOBUHEH MaTu igeHTudikauiiHe iM'a i naponb, sKi
Npv3Ha4valTbCs, MOANMDIKYTLCA i BigMIHSAOTLCA agMiHicTpaTopom 6e3neku.

11.2 KopucTyBaui He MOBUHHI MaTy NpaBa 3MiHIOBaTW iAeHTUIKaLiNHe iM'a, 3Ha4YeHHsA | TepMiH aji napons,
AIKMI BCTAHOBNEHWI agmiHicTpaTopom 6e3nekun LICK.

11.3 KopuctyBaui abo rpynu kopuctysadie LICK noBuUHHI igeHTUdIKyBaTUCA B CUCTEMi 3@ A0OMNOMOrOH0
yHikanbHoro igeHTudikatopa 6e3nekun (SID). KopuctyBayi He NMOBWHHI MaTu npaBa 3MiHIOBaTU iaeHTUdikaTop
6e3neku.

11.4 MosunHeH 6yTn 3abopoHeHUn Byab-Akuii 6esnocepenHin goctyn ao npuknagHoro M3 i nokanbHMx 6a3
OaHux cdyHKuioHanbHMXx 3apaay LICK 6yab-skoro kopuctyBada abo rpyn KOpuUCTyBauiB, SKi € 30BHILLHIMWU BiGHOCHO
LICK.

11.5 Mepepn oTpumaHHaM poctyny o PC, cepBepiB abo KOMyHiKauiiHOro o6nagHaHHS KOXHUA
KOpUCTyBa4 NoBUHEH ineHTudikyBatn cebe, BBoAsuM iaeHTUdiKaLinHe iM'a Bxody B cuctemy i naponb. Cuctema
NMOBUHHA BUKOPUCTOBYBATM L0 YHiKanbHy igeHTUdiKaLito ans KOHTPOnio Ain KopucTyBaya.

11.6 Onsa koxHoro kopuctyBaya abo rpynu KopuctyBadis NoBMHHI OyTn BcTaHOBMEHi poboyi ctaHuii LICK 3
AKUX BiH(BOHW) MatOTb NPaBO BUKOHYBATM BXiJ B CUCTEMY.

11.7 Micna 3giACHEHHNA yCnilWHOro BXoAy KOpUCTyBaya B CUCTEMY, NMOBMHEH CTBOPHOBATUCA BiAMOBIAHWNA
06'eKT-KOpUCTYBaY, AKU yocobrntoe kopuctyBada npu Oyab-IKOMy 3BEPHEHHI 10 PECYPCIB CUCTEMMN.

11.8 O6'ekT-KOpMCTYBaY NOBUHEH OYTU MOB'A3aHUI 3 KOXHUM O6'€KTOM-NPOLIECOM, SIKUIA 3amnycKaeTbCcs
KOpUCTyBa4veM.

11.9 IHcbopmaLis, Aka MicTUTbCSt B 06'EKTi-KOPMCTYyBaYi, NOBMHHA BMAMBaTK Ha BCi Aji kopuctyBada abo Ha
6yab-AKi npouecu, AKi BUKOHYIOTbCA KOPUCTYBayeM.

11.10 Bci 06'ektn PC Ta cepeepie LICK noBuHHI MiCcTUTU aTpubyTu OOCTYNYy B A€CKPUNTOpPI 06'EKTY.

11.11 Hoctyn kopwuctyBaya (06'ekTy-mpouecy) [0 O06'eKTy MOBMHEH [03BONATMCA 3a pe3yfibTatamu
nopiBHAHHA aTpubyTiB gocTyny ob'ekTa-kopucTyBaya (ob6'ekTa-npoueca) 3 aTpubyTtamy JOCTyny B OECKPUMNTOPI
06'exTy.

11.12 B cuctemi 3axucty iHdopmauii OC LUCK noBuHHa 6yTn nepepbaveHuint MOXIUBICTb CTBOPEHHS
06nikoBMx 3anuciB Ta 36epexXeHHs BifLOMOCTEN, HEOBXiAHNX AN ynpaBniHHA AOCTYNOM A0 pecypciB cuctemun. B
cucTeMi NoBUHHI ByTK NnepenbaveHi 06NikoBi 3anNncy KOpUCTyBaYiB Ta rpyn KOpUCTyBaYiB.

11.13 KoxHun kopuctyBad, akun npauioe B LICK, noBuHeH maTtu nokanbHUi 06nikoBun 3anuc. JTokanbHumn
06niKOBUI 3anMc MOBMHEH MICTUTM BIJOMOCTI NPO KOpPUCTyBaya i po3MilllyBaTUCs B JlOKamnbHin 6asi o6nikoBmx
3anuciB 6e3neKn KOHKpPeTHOro Komm’'iotepa.

11.14 O6nikoBi 3anucK Ansa BCiX KOPUCTyBa4iB MOBUHHI CTBOPHOBATUCA, MOAUIKYBATUCS | 3HMLLYBaATUCA
TiNbKK agMmiHicTpaTtopom 6e3neku LICK.

11.15 O6'ekTamu 3axucty € nporpamMmHo-iHpopmauiiHi pecypeun NTK LICK, B sikux 3HaxoauTbesi, abo moxe
3Haxo4MTuCh iHOpMaLif, Aka nignArae 3axucty, a TakoX nporpamHe 3abes3nedeHHs, Lo peanidye TeXHOOorii
06pobneHHa Takoi iHpopMaLii, ons BukoHaHHA MTK LLCK cBoix dyHkuUin. [Jo nporpaMHo-iHpopMaLiiHux pecypcis
MTK UCK, wo nignsrawTb 3axucTy, BiAHOCUTbCSI CYKYMHICTb AaHUX NEBHOI NOriyHoi CTpykTypu (cbann, 6asa
AaHux), aki umpkyniotoTb B LICK abo okpemux Noro KOMMNoHeHTax. BignoBigHo Ao gyHKLiOHaNbHOro NpUsHaveHHs,
MicLs pO3MiLLLleHHS Ta BUAY NPeACTaBneHHs NporpamHo-iHchopmaliiHi pecypcu HaBefieHi B Tabn. 11.1.

3a piBHEM MOBHOBaXeHb 040 AOCTYMNYy A0 TEXHIYHUX Ta NporpamMHmMx 3acobis, iHhopmaui, WO LMpPKYoe
Ta HakonuuyeTbea B MTK LICK, xapakTtepom Ta 3MicTOM poOiT, siki BUKOHYHOTBCA B Mpoueci (yHKLiOHYBaHHS,
cy6’eKTM [OCTYNy NOAINATLCA Ha rpynu, siki HaBeaeHi B Tabn. 11.2.

Tabnuuga 11.1 - NporpamHo-iHdopmaiHi pecypen MTK LCK, ski € 06'ektamn 3axmcTy

{0_BEB} 3aranbHogocTynHa iHpopmalisi Be6-CTOpiHKK

{O0_XYPr} XKypHanu ayguty, wo BegyTtbcs K33 PC reHepalii knodis

{0_XYPo} XypHanu ayguty, wo BegyTtbest K33 PM obcnyrosyto4oro nepcoHany

{0_XYPc} KypHanu ayauty, wo Beaytbcs K33 JIOM cepsepis LICK

{0,_3KCC} 3anunTt Ha KepyBaHHSA CTaTycoM cepTudikaTta

{0_3KdC} 3anut Ha hopmMyBaHHSA cepTudikaTy

{0_3MY} 3anuT Ha MITKy Yacy

{d_3CC} 3anut cTtatycy ceptudikata

{0 KOA} KntoyoBa chpaza aBTeHTUdiKauji, aAka Moxe 6yTn BUKOpUCTaHa nianvcyBavyemM Aans
— noJaHHA 3anuTy Ha 6N10KyBaHHsA/cKacyBaHHsA CBOro ceptuadikaTy (no TenedoHy)
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{0_Mu} MiTka vacy
{0_OKKk} OcobucTi Koy 3asBHMKIB, L0 reHepytoTbest Ha PC reHepalii kntodiB
{0_OKI1} OcobucTi kntoui nepcoHany ITC LICK
{0_OKL} OcobucTi kntovi LICK Ta cepeepis LICK
{O0_PM} PeecTp nignucysadyis
Ceptudcpikatn LICK, cepsepis LICK, nepconany LUICK Ta kopucTtyBauis, cnucku
{O0_CEP} . N
BiJKITMKaAHUX cepTuikaTiB
{0,_CC} CTtartyc cepTudikara
{O_TIKr} TexHonorivyHa iHdpopmauia K33 PC reHepadii kntovis
{0_TIKo} TexHonoriyHa iHgopmauig K33 PM o6cnyroBytoyoro nepcoxHany
{0_TIKc} TexHonorivyHa iHdopmauia K33 JTOM cepeepis LICK
{0_TIyr} TexHonorivyHa iHdopmMauisa ynpasniHHs PC reHepalii knodyiB
{O0_TIYo} TexHonoriyHa iHgopmalis ynpaeniHHa PM o6cnyroByoyoro nepcoxHany
{0_TlYyc} TexHonorivyHa iHdopmaLia ynpasniHHg komnoHeHTamn JIOM cepsepis LICK

Tabnuusa 11.2 - Cy6’ektn poctyny o pecypcis MTK LICK

P_AP AawmiHictpaTop peectpauii LICK

P_AP4Y3 AamiHicTpaTopu peecTpalii (4eprosa 3miHa)
P_AL ApMiHicTpaTop cepTudikauii

P_3Mn KopucTtyBaui LICK

P_3AH AHOHiMHI KopucTyBayi LICK

P_AB AamiHictpaTop 6e3neku

P AC CucteMHuin agMiHicTpaTop

P 334 3asaBHUKMK

11.16 Ons kopuctyBauis LUICK 3a BukntoyeHHam P_3MMM, P_3AH aTpubytamn gocTtyny € peectpauiiHui
3anuc kopuctyBada. Ons kopuctyeaviB P_AB, P_AC atpubytamu poctyny € HagaHe NOMy B CUCTEMi iM's
ob6nikoBoro 3anucy, Nnaposib Ta Mepexesa agpeca. [na kopuctyeadis P_3AH atpubytamn goctyny € nuiwe 1noro
MepexeBa agpeca.

11.17 Ona npouecis, Wwo dyHKUiOHYOTb Ha obnagHaHHi MNTK LICK, atpubytamu goctyny €:

CMUCKU nepcoHanbHUX ineHTndikaTopiB KOPUCTYBauiB, WO MOXYTb OTpUMaTu AOCTYN A0 BiAnOBiAHOIo
npouecy;

TMN gocTyny (YMTaHHA, MoaudiKaLlis, CTBOPEHHS, BupganeHHsa ob’ekTa) Ans KOXHOro i3 KOMMOHEHTIB
CIUCKY.

11.18 Onsa iHdpopmauinHux pecypcis MNTK LUCK atpubytamu goctyny €:

CMUCKN MNepcoHanbHUX iaeHTUdIKaToOpiB KOPUCTYBAYIB, WO MOXYTb OTpUMATU OOCTYN OO KOXHOro
iHdbopMaLinHoro pecypcy;

TMN JocTyny (YMTaHHA, MoaMdikalis, CTBOPEHHS, BupaneHHs ob’ekta) Ans KOXHOro i3 KOMMNOHEHTIB
CIMUCKY.

11.19 Bzaemogia cy6’ektiB poctyny i o6’ektiB 3axucty B [TK LCK 3piiicHioeTbCa 3rigHo 3
agMiHICTPaTMBHMM MPUHLUMNOM KepyBaHHA AOCTynoMm. Tinbkyu agMiHicTpatop 6e3nekn mae npaBo 3A4iMCHIOBATU
peecTpauito 06’eKTiB, WO NiAnArawTb 3axXUCTy, NpuM3Ha4yaTU KOpPUCTyBayYam MOBHOBAaXEHHA Ta npaBa AOCTyny.
3aranbHi npaBuna po3MeXyBaHHA LOCTYNy KOPUCTYBa4iB 0O PECYPCIB BU3HAYAKTLCS HACTYMHUM YMHOM 3rigHO 3

Tabn. 11.3.

Tabnuua 11.3 - 3aranbHi NpaBuna po3MexyBaHHSA AOCTYMNYy KOPUCTYBaYiB 10 pecypcis

lMpaBo goctyny

Ne Mo3HaueHHs YuTaHHsa CTBOpEHHA Mogudikauis BupaneHHs'
1 | {0 _TIKc} P_AB P_ABb P_ABb P_ABb
2 | {O0_TIKo} P_AB P_ABb P_ABb P_ABb
3 | {0 _TIKs} P_B3lI P_B3l P_B3lI P_B3lI
4 | {0_TIKr} P_ABb P_AB P_ABb P_ABb
5 [ {O Tlyc} P_AB, P_AC P_AB, P_AC P_AB, P_AC P_AB, P_AC
6 | {0 TIYo} P_AB, P_AC P_AB, P_AC P_AB, P_AC P_AB, P_AC
7 1 {O_TI¥r} P_AB, P_AC P_AB, P_AC P_AB, P_AC P_AB, P_AC
8 | {O_XYPc} P_AB, P_AC - - P_AB, P_AC

! iz npaBom "Bupmanenns" s { XKVYPc}, {A XKVYPo}, {I XKYPs}, {{I )KYPr} maerscs Ha yBa3i ix

IIOBHC OYHUIICHHA
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[MpaBo goctyny
Ne Mo3HaueHHs YuTtaHHsa CTBOpEHHA Mogudikauis BupaneHHs'
9 | {O_XYPo} P _Ab,P_AC - - P Ab, P _AC
10 | {O0_XYPr} P _Ab,P_AC - - P Ab, P _AC
11 {,EI,_OKI'I}2 P_AU, P_AP, P_APY3 P_AlU, P_AP, P_APY3 - P_;\Lklfqu,
12 | {O0_OKL} P AL’ P_AB, P_AL* - P_AB
13 | {O_OKKk} P 334 P 334 - -
14 | {0_K®DA} P_AP, P_APY3 P_AP P_AP P AP, P
15 | {O0_Pmn} P_AlU, P_AP, P_APY3 P_AP P_AP P_AP
16 | {O0_CEP} YCI P_AL - P_AP, P_ALl
17 | {O_BEB} P_3AH, P_AL| P_AL P_AL P_AL
18 | {O_3M4} - P_3AH - -
19 | {0_M4} P_AB, P_AC - - -
20 | {O_3CC} - P 3AH - -
21 | {0 _CC} P 3AH - - -
22 | {O_3KCC} P_AB, P_AC P_AP, P_APY3, P_334 - -
23 | {O_3K®dC} P_ABb, P_AC P_AP, P_334 - -

11.20 Cneujanictn, AKi 34iMCHIOITE PO3POOKY Ta CynpoBOAXEHHs 13, MOXYyTb OTpUMATM Ha MOMEHT
npoBefeHHs HeobxigHMX pobiT Byap-aKi poni Ta NnpaBa AOCTYNY, BUKOHAHHA AKUX 3AINCHIOETBCA Mif, KOHTponem
BiZNOBIgHOIro agMiHicTpaTopa.

11.21 TexHiyHUM 06CNyroByOUYMIn NepcoHan Moxe oTpuMaTu AOCTYN TifbKK A0 iHopMaLiiHuX 06’eKTiB,
WO MICTATb TEeXHiYHy, NPOEKTHy, eKCrnnyaTauiHy [AOKyMeHTauilo, A0 BiAMOBiAHMX TexXHiYHMX 3acobiB Ta
HeobXxigHoro Anst npoBeAeHHs pobiT 3 ix obcnyrosyBaHHs 13.

11.22 Cneujanict, ski 3giicHOOTE po3pobky Ta cynpoBoaxeHHs [13, 3amiHy abo MopepHizauio
anapaTHux 3acobie MTK LICK oTpumyloTb [OCTYN fMwWE Ha MOMEHT NpoBefeHHs HeobxigHux pobit i nig
KOHTpPOJiEM BiZAMOBIAHOrO agMiHicTpaTopa.

11.23 HapaHHS kopwcTyBady MeBHOI poni, aTpubyTiB JOCTyny A0 MEBHOrO pecypcy Ta MOro npas no
[OCTYNy 3A4INCHIOETBLCA TiNMbKW Y BUNaAaKax BUKOHAHHSA Takux yMOB:

— KaTeropia kopucTyBada BignoBigae Tuny ob'eKTa 3axMCTy fK Le BU3HA4YeHO B 3aralibHUX npasBuiax
po3mexyBaHHs gocTyny (tabn. 11.3);

— [OCTYn o AaHoro 06'ekTa 3axXMCTy BUSHAYEHO CNyXO00BMMU 060B’A3KaMM KOPUCTYBaYa;

— BWA B3aemMogii kKopuctyBada 3 06’ekTOM 3axucty (nepenik A Hapg 06'eKTOM) BCTaAHOBIIEHO
cneuudikauismu nocnyr 6e3nekun sk 4o3sosieHun (tabn. 11.4);

— BMQA B3aeMofii kopuctyBaya 3 06’eKTOM 3axuUCTy (TUM JOCTYny) BU3HAYEHO cnyx60BuMn 060B’si3kaMm
KopucTyBaua.

2
3

KosxeH kopucTyBau Mae npaBa JOCTYITy TUIBKH JJO BIACHOTO 0COOMCTOrO KIII04a
[Tix npaBoM "unTaHHS" MaeThCS Ha yBa3l NMPaBO Ha IHILIIOBAaHHS NPOLECY 3 BHKOPUCTaHHS OCOOHCTOTO
KJTFOYa BiAmoBigHUM 3acobom K31

Ipouenypa renepanii {JI_OKI} 3miliCHIOETBCS CHIUTBHUMU 3YCHUIIMU KOPUCTYBadiB 3 poismu P_AB Ta
P_AIl
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12 NPABUIA AOMIHICTPYBAHHA K33 | PEECTPALIIT O KOPUCTYBAUYIB

12.1 AaMiHicTpyBaHHA 06MiKOBMX 3anucis

Mepen cTBOpeHHsAM (Moamdikauieo) 06nikoBux 3anuciB KopucTyBadiB agmiHictpatop 6e3neku LICK
NoBUHEH cdopMyBaTH BUMOIM A0 KOpUCTyBauiB yHKuUioHanbHUx PC Ta cepBepiB y BUrnsaai obnikoBoi cTpareril.
Mpu copmyBaHHi cTpaTerii 06nikoBMX 3anuciB KopucTyBadiB agmiHictpaTop 6e3nekn LICK noBuHeH kepyBaTucs
TaKMMu peKkoMeHaaUigaMu:

1) fo imeH KopucTyBauiB:

— 06nikoBi iMeHa Kop1CTyBauiB NOBUHHI ByTW yHIKanbHUMMU;

— iMeHa KopucTyBauiB MOXyTb MiCTUTM Ao 20 Oyab-AKMX CMMBONIB, OKPiM CryX60BUX, HA BEPXHbOMY
ab0o HUXHbOMY pericTpax;

2) 0o naporniB KOpUCTYBauiB:

— Mapofib NOBMHEH MICTUTK HE MeHLIe 8 CMMBONIB;

— KOpMUCTyBa4y He Mae€ npaBa 3MiHIOBaTX Napofib, NPU3HavYeHnin aaMiHicTpaTopom He3neku;

— TepMmiH pji napons gna obmnikoBOro 3anucy KOXHOro KopucTyBaya MOBMHEH BCTAHOBIIOBATUCS He
binblue 45 pHig;

— ON1s 3axucTy Bif MOBTOPHOrO BMKOPUCTOBYBaHHA MOXYTb 36epiratMca He MeHLIe MEeBHOro 4ucna
naponis, BAKOPUCTaHUX paHille;

— napori NOBUHHI 6YTW KOHMIAEHUINHUMM | BUOABATUCA KOPUCTYBa4yaM Mig, poO3nuckys;

—  CMWCKM HOBWX NMaporiB Nepes BBEAEHHAM B fjl0 aAMiHiCTpaTopoM 6e3nekun NoBuHHI 6yTu 3aTBEpAXEHI
BCTaHOBIIEHUM MOPALKOM;

3) oo obmexeHb Ha poboui micus:

— poboTa KopucTyBada A03BOSISIETLCS TiNbKM 3 BNacHoro yHkuioHansHoro APM.

Micns nnaHyBaHHA | 3aTBepPOXEHHA B YCTAHOBSIEHOMY MoOpsAAKy obnikoBa cTpareria (nonituka) noBuHHa
6yTun ocHoBOW N 6e3nocepeaHbOI poboTH 3 06IKOBMMM 3anncamm KOp1cTyBadiB.

12.2 AgMiHicTpyBaHHA npodinto Kopuctyeava

[Onsa  KoXHOI YyHKUiOHanbHOI rpynu KOpUCTyBadiB, #Ki npauipoTs Ha opgHomy APM, noBuHHa
BCTaQHOBIIOBATUCA €[MHA CUCTEMHA MNOSiTMKa MOCNyrn Ana rpyn, ska Moxe aBTOMaTtU4YHO 3aBaHTaxyBsaTucs npu
ycTaHoBUi cuctemu. Bci dhainu rpynoBoi cuctemHoi nonitukn gna Bcix APM noBuHHI 6yTu 3as3ganerigb
nigrotoeneHi agmiHictpatopom 6e3neku LICK i po3tawoByBaTtuca Ha PC agmiHicTpaTopa 6e3nekn.

Ona 6yppb-akoro APM apgmiHicTpaTtopoM 6e3neku noBuMHEH OyTWM CTBOPEHMI OKpemuii 0OOB'A3KOBUN
€OVHUIA Npodinb ANs BCiX IPpyn KOpUCTyBauiB, SKi npautooTb Ha gaHomy APM. lMpu HacTponui 060B'SA3KOBOro
npocpinto Ana KoxHoi poboyoi cTaHuii agmiHictpaTtop 6e3nekn NoBuHeH B 0OOB'I3KOBOMY MOpPSAKY 3abopoHMTH
3aranbHuin AOCTYN A0 aAMiHICTPaTUBHOMO iIHCTPYMEHTapIto.

12.3 AamiHicTpyBaHHSA rpyn

Mepepn cTBOpeHHAM (MoaudikaLiieto) rpyn kopuctyBadiB agMiHicTpaTop 6e3nekun LICK noBMHeH po3pobuTu
nnaH CTBOPEHHA foKanbHUX rpyn. [pu dopMyBaHHI nNnaHy CTBOPEHHs rpyn agMiHicTpaTtopy 6e3neku [ouinbHO
KepyBaTUCA HAacTyNHUMU NapamMeTpamMi o4O BU3HAYEHHSA YNeHCTBa KOPUCTYBaYiB B rpyni:

— MNpUHAanEeXHICTIo A0 CTPYKTYPHOro oyHKLioHanLHoro nigpo3ainy;

—  BMKOHYBaHMMM NocafoBnmMun 060B's3kamu;

— CKNnafoM i BapiaHTOM (yHKLioOHanbHUX 3aaay Ha KoHKpeTHin PC uu cepsepi;

—  (PYHKUiAMUK, SIKi BUKOHYIOTBCSA NPU piLLEHHI, K OKpeMOi 3aadi, TaK i BCIiEl CYKynHOCTi 3aaavy;

12.4 ApMiHiCcTpyBaHHA 3aranbHUX pecypcis

Mepen 3miHOW (MpU3HAYeHHAM, BuAaNeHHAM, [AoAaBaHHAM) npaB [AOCTyny KopucTysauiB (rpyn)

apMmiHicTpaTop 6e3nekn LLCK noBMHEH BUKOHATK NnaHyBaHHA 3aranbHUX pecypciB (3aranbHuUX Nanok), Kepyyncb
TaKMMM peKkoMeHaaLigsMu:

— CKnacTu iepapxidyHy CTPYKTypy pecypciB (4oAaTkiB, OaHWX, KaTanoris i T.M.) i BU3HAUUTU, AKi 3 HUX
NOBWHHI 6yTW 3aranbHUMU;

— pecypcuv 3 eEAUHUMUN BUMOraMy 10 3aX1CTY NOBUHHI pO3TalLOBYBaTUCA HA OQHOMY iEpapXiYHOMY piBHi;
—  BUAINUTK rpynu, AKUM HeobXigHW AOCTYN A0 3aranbHUX PecypciB, i BUHAYUTM TUNWU AOCTYNY;
—  [ANS KOXHOro 3aranbHOro pecypcy CTBOpUTU Ha BigNoBiAHOMY KOMM'IOTEPI NOKanbHy rpyny;

— npaBa [oCTyny A0 3aranbHOro pecypcy MNOBWHHI HajaBaTUCA TiNbKW TUM rpynam, SKi OiNCHO
BMMarawTb AOCTYNy;

— BuBpaT MakcUMasibHO MOXIMBI NMpaBa AOCTyny;



21
€AAJ1.468244.185.12.01

— Ansa 3abe3neyeHHs MaKCMMarnbHOro PiBHSA 3aXUCTY MOBWUHHI OYTW BMKITIOYEHI NpaBa AOCTYNy Ha NOBHUM
KOHTpOnb rpynam “Bci”, “kopuctyBadi”, “rocTi’;

— HeobxigHo odhopMuUTK CBOI pilLieHHs y BUrnAAi NnaHy CTBOPEHHS 3aranbHuX pecypcis.
12.5 AgMiHicTpyBaHHA ayguTy

PeecTpauis Bcix nos'azaHux 3 6esnekot noain B LICK noeuHHa 3gjiicHioBaTuca cnyxo6ot ayanty OC.
AyauT NoBMHEH peani3oByBaTUCA Ha TOMY TexHiYHOMy 3acobi, nogii skoro HeobxiaHO BigcTexysaTtu. [MpaBuna
ayouTy, Wo BcCTaHoBneHi Ha PC abo cepBepax, MOBWUHHI po3MnoBcloaXyBaTUCA Tinbkn Ha Wi PC (cepsepw).
KoHTponboBaHi nofji NOBWMHHI 3aHOCUTUCA B NOKanNbHUIM XypHan 6e3neku. AgmiHictpatop 6e3nekn LICK moxe
nepernsHyTM XypHan abo nokansHo, abo 3 PC agmiHicTpaTopa 6e3neku. B cuctemi noBnHeH 3abe3nevyBaTucs
ayauT SK Ha piBHI CUCTEMHUMX Mofil, Tak i Ha o6'ekTHOMY piBHi. Tunu nopjii, AKi MNOBWHHI peecTpyBaTUCH i
MPOTOKOSOBATUCA B CUCTEMI, MOBMHHI BU3HA4YaTUCHA HACTPOWMKOK CUCTEMU ayauTy. HacTponka npaBwun ayguty
[03BONAETbCA TiNbKM aamiHicTpaTopy 6e3neku LICK. [Ins 3abe3neyeHHs BUCOKOro piBHA 3aXWUCTy B CUCTEMI
MOBUHHI BiACTEXYBaTUCS:

— HeBgani i ycniwHi cnpobu peecTpalii KOopucTyBauiB;
— ycnilwHe i HeBoane BUKOPUCTaHHA Byab-AKNX pecypcis;
— HeBpani i ycniwHi cnpobu 3miHu cTpaTterii 6e3neku i aaMiHiCTpaTUBHOI NOMITUKMU.
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13 3ArAllbHI MPABUINA BUKOPUCTOBYBAHHA KPUMNTOI PA®IYHNX 3ACOBIB

13.1 BukopuctaHHs KpuntorpadiyHmx meTogiB i 3acobiB B 060B'A3KOBOMY MOPSAKY 3AIMCHIOETLCA Ha
OCHOBI | 3 ypaxyBaHHAM KepiBHMX AOKYMeHTIB AgMiHicTpauii Jepxcneuss’asky YkpaiHu.

13.2 [Onsa peanisaudii nocnyr KOHMIAEHWINHOCTI, UiNICHOCTI, aBTeHTUdikauii, ynpaBniHHA [OCTYMNOM
3aCTOCOBYIOTbCA KpunTorpadiuHi 3acobu 3axucTty iHdopmauii Ha OCHOBi CUMETPUYHOI Ta acUMETPUYHOI
KpunTtorpadii.

13.3 Mpun poboTi 3 KNHYOBUMU [OKYMEHTAMMW MOBWHHI AOTPUMYBATUCS afMiHiCTpaTUBHO-OpraHisaLiiHi
BMMOrM, 06yMOBIIEHI KEPIBHUMU AOKYMeHTaMun AgmiHicTpauii [depxXcneuss’'asky YKpaiHu.

13.4 Bci onepadii, SKi BMKOHYIOTbCA KpunTorpadiyHMmm 3acobamu, i Aii Hap Knovamu nignaraloTb
0060B'AI3KOBOMY KOHTPOJO i peecTpalii B crneuianbHUX XypHanax. YnpaBniHHA Knodamu 3piicHioeTbes MNTK i3
cknagy LICK. MMig ynpaBniHHSAM KniovYamu po3yMmiloTbCs Aji, NOB'A3aHi 3 reHepawi€lo, po3noginom, A0CTaBKOH,
BBEAEHHAM B A0, 3MiHOW, 306epexXeHHsAM, 06MikOM, a TaKoX 3HULLEHHAM KIHUYOBUX AaHWUX i HOCIIB KIOYOBUX
OaHuXx.

13.5 B LICK MOXNMBO BMKOPWUCTOBYBAHHSI TiNbkKKU cepTudikoBaHMx abo [o3BoneHux AMiHicTpadieto
Jepxcnewsp’asky YkpaiHu oo 3acTocyBaHHA 3acobiB kpunTorpadivyHoro 3axmcty iHopmaLii.

13.6 KpunTtorpadiyHi 3acobu MmoxyTb OyTK peani3oBaHi nporpaMHO, NpPorpamMHo-anapaTHUN i anapaTHUN.
HaninpuinHATHILWMMK oNa 3acTOCyBaHHSA € NporpamMHo-anapaTHi Ta anapaTHi 3acobu.

13.7 Bci kpuntorpadiyHi NepeTBOPEHHsI MOBUHHI BMKOHYBATUCA Tak, WWOO BMKNoYanacss MOXIIMBICTb
nepexonneHHs abo MmoandikaLii Aitounx Knodis i naponis.

13.8 Bci Bunagku 3sepHeHHs 0o kpuntorpadiyHnx 3acobiB 3axucty iHgopmalii i pe3ynbtatv BUKOHaHHS
HUMW DYHKLIV NOBUHHI peECTpyBaTUCH B CUCTEMI.
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14 NOPAOOK NMPOBEOEHHA POBIT MO 3ABE3MNEYEHHIO ®YHKLIIOHYBAHHA

14.1 Mpu poboti LICK BMKOPUCTOBYETLCS MporpamHe 3abe3neyeHHs Ta TexHiYHi 3acobu  pi3HuX
BMPOOHWMKIB Ta Pi3HOro NpuaHa4veHHs. MNepenik nporpamMHoro 3abesneyeHHs Ta TeXHiIYHKUX 3acobiB NOBUHEH ByTu
HaeefeHui y nacnopTi-cbopmynsapi LICK i3 cknagy AokymMeHTauii TeXHOpo6o4oro npoeKTy.

14.2 3acobamu 3abes3neyeHHs BiAMOBOCTINKOCTI i 3axucTy iHcdopmaujii B pi3Hii Mipi ocHaleHe Bce
cucteMHe nporpamHe 3abesneyeHHs (onepaujiiHi cuctemn i MepexHi 3acobu). [puknagHe nporpamHe
3abe3neyveHHss TakoX MoBMHHE ByTW OcHalleHun 3acobamm 3abe3neyeHHs BigMOBOCTINKOCTI. Ona AeTanbHOro
O3HaloMNeHHa 3 MeTodamu 3abe3neyeHHs BiAMOBOCTIMKOCTI i 3axucTy iHdopmalii, a Takox 3 nopsagkom
NpoBefeHHS pobiT Mo BigHOBMEHHIO i 3abe3neyeHH0 6e3nepepBHOCTI PYHKLOHYBaHHSA, HEODXiAHO KepyBaTuCA
[OKYMeHTaLi€to, Ska NoCTaBNSETLCS Pa3oM 3 BiAMNOBIAHUM NPOrpaMHUM 3a6e3MNeYeHHs M.

14.3 lMopapok npoBefeHHs pobiT No BigHOBMEHHIO Ta 3abeaneyeHHo 6e3nepepBHOCTI (YHKLIOHYBaHHSA
LICK noBuHeH GyTu BM3HaAYeHMIn Yy BiAMoBiAHOMY nnaHi NpoBeAeHHs BigHOBMOBaNbHMX PO6IT i 3abe3neyeHHs
HenepepBHOro yHKuioHyBaHHA LICK.
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15 BIAMNOBIJAITbHICTb 3A 3ABE3MNEYEHHA BE3MEKM IHOGOPMALIT B LICK

15.1 Cnyx6a 3axucty iHdopmauii B LLCK i kepiBHMKM BinbLl BUCOKOro piBHSA BignosigatoTb 3a:

npoBeAeHHsA e(PeKTUBHOIo yrnpaeniHHA pU3nKoMm (iAeHTMdiKaLilo LiHHOCTEN, AKi NignaranTb 3axUCTy,
BU3HAUYEHHSA BPasnMBUX PECYpCiB, aHamnisy pusnKy, iX BMKOPUCTAHHA | peanisauii peHTabenbHuX
3acobiB 3axucTy);

BU3HAYeHHS i hopmyBaHHA edheKTUBHOI NOMITUKM Be3neku;

CBO€YacHe iHopMyBaHHS criBpobiTHMKIB WOAO i€l NoniTUKu;

3[iMCHEHHA MporpamMu HaB4YaHHSA OCHOBaM 6e3neku pNs KOpUCTYyBadiB, sika rapaHTye 3HaHHA HUMMU
[irymx nonitTuk 6esneku i npaeun poboTu;

rapaHTito Toro, Wo Becb nepcoHan LICK 3Hae nonituky 6e3neku iHopmalii, NpunHATY Ha AaHomy
piBHi;

cBoeYvacHe iHhopMyBaHHS agMiHicTpaTopiB 6e3Mnekn i CUCTEMHMX afMiHiCTpaTopiB NPO 3MiHM B CTaTyCi
byab-skoro kopucTtyeaya LICK.

15.2 Agminictpatopu 6e3neku LICK Bignosigatots 3a:

BMNpOBaOXEHHS i peani3aujilo 3aTBEpAXEHOI NMOMITUKN Be3nekn, onepaTUBHE ynpaeBniHHA | NiATPUMKY
peani3oBaHUX 3aX0AiB 3aXUCTY;

KOPEKTHE 3aCTOCYyBaHHA AOCTYMHUX MEXaHi3MIB 3aXUCTy ANA peani3aLii YacTKoBUX NoniTuk 6e3neku;
iH(bopMyBaHHA KepiBHULTBA NpPO Npaue3faTHiCTb iCHYIYMX NOMiTUK 6e3nekun i NiaAroToBKy TEXHIYHMX
npono3uuin, ki Mornu 6 NigBULLMTK il e(PEKTUBHICTB;

3axuweHictb cepegosuwa LUCK i iHTepdencis 3 iHWMMK nigcuctemamu i 30BHILLHIMKU Mepexamu;
BUSABMNEHHS | YCYHEHHSA NopyLleHb 6e3nekuy;

BUKOPUCTAHHA [OOCTYMHUX | HafiiHux 3acobiB ayauTy [AOnA MoserileHHA BUABMEHHS MopylleHb
be3neku;

NpoBefeHHs CBOEYACHMX NEePEBIPOK CUCTEMHUX XYpHariB i XypHanis 06iky nopylueHb 6e3neku;
KOpPEKTHe 3aCTOCyBaHHs CBOIX MPaB i MOBHOBAXEHb;

po3poOKy BIAMOBIAHMX Mpouedyp Ta IHCTPYKUiA wopo 3anobiraHHsi, BUSIBNEHHSA | BigdaneHHs
HecaHKLiOHOBaHOro (3T0BMUCHOI0) MPOrpamMHoro 3abe3neyvyeHHs;

CBO€YacHe CTBOPIHHA pe3epBHUX KOMii BCiX AaHUX i MporpaMHoro 3abe3neyveHHs;
NiATPUMKY OYHKLIOHYBaHHS MakeTiB aHTUBIPYCHUX Mporpam;
po3pobKy npouenyp iHPOpMyBaHHA KOPUCTYBaYiB NPO BUSIBIIEHI MOPYLLUEHHS 6e3nekuy;

HaflaHHS [A0MOMOrM NpU BU3HAYEHHi Axepena 3f10BMUCHOMO NporpamMHoro 3abeaneyeHHsl, 30Hu oro
PO3MOBCIOAXEHHS | HACTYMHOrO BiAAaNEHHS.

HaaHHA KopMCTyBayaM JOCTyny A0 HeobXiAHMX JaHux, nporpam, dyHKLUin i pecypciB mepexi LICK;
HafaHHA/BIAMIHY NpaB i NTOBHOBaXeHb, HACTPOWKY pobouMx NapameTpiB 3acobiB 3axUCTy;

KOHTPOSb 3a BCiMa MOB'A3aHUMM i3 3aXUCTOM MOAIAMM i 3a po3cnigyBaHHAM Oyab-AKux peanbHux abo
Nif03poBaHNX NOpPYLUEHD;

ornepaTuMBHE NPUMUHEHHS NOpYLLEeHb 6e3nekun, AKi BUHMKaIOTb B OKpeMmnx komnoHeHTax LICK B npoueci
dyHKuUioHyBaHHS LICK;

NiATPUMKY | 3axXUCT nporpaMHoro 3abesnedveHHs i BignoeigHUX cannie Ha cepBepax i poboumx
cTaHuiax LICK, BukopucToBytoum JOCTYMNHI MexaHi3mu i npouenypu 3axucTy;

perynspHy nepeBipky cepBepiB i poboumx ctaHuin LICK 3a gonomoroto 3anycky aHTMBIPYCHOrO
nporpamMHoro 3abe3neyeHHs;

NPUCBOEHHS ifeHTUIKaLiiHNX aTpMByTiB KOXHOMY KOPUCTYBauy;
cBo€vacHe iHpopMyBaHHA KepiBHULTBA NPO BCi NopyLUeHHsA 6e3neku iHpopmallii.

15.3 KopucTtysaui LICK BignosigatoTb 3a:

PO3YMIHHA | OOTPUMaHHA BiAMNOBIAHWX 3aKOHOAABYMX akTiB YKpaiHW, HOpMaTUMBHUX [OOKYMEHTIB,
nonituk 6e3neku i NoB'A3aHNX 3 HUMK Npouenyp, NpunHaTUx B LICK;

npaBuiibHE BUKOPUCTAHHSA [OCTYMHWX MexaHi3miB 6e3neku pnsg 3axucTy KpUTUYHOI iHopmauii i
pecypcis LICK;

npaBuribHe BUKOPUCTaHHA anapaTHO-NporpamMHmnx komnoHeHTiB LICK B uWinomy BianoBiaHO Ao Ajtoyoi
noniTmkn 6e3neku;

JOMoMora iHLWKWM KOpucTyBayam Y BUKOPUCTAHHI MEXaHi3MiB 3aXUCTy HaNeXHMM YMHOM, B 3axXWUCTI
pecypciB iHLLIMM KOpUCTyBa4vaMm, iHHOOpMyBaHHS NPO HE3axXULLEHICTb iX pecypcis;

cBOeYacHe iHhopMyBaHHS agMiHicTpaTopie 6e3nekn Npo 6yab-aKy Nigo3py Ha NOPYLUEHHS 3aXUCTY;
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— 3HaHHS | BUKOPUCTaHHA BiANOBIAHMX NOMITUK i Npoueayp Ana 3anobiraHHsA, BUABMIEHHSA i BigoaneHHs
3M10BMWUCHOTO NPOrpaMHoOro 3abesneyeHHs;
— 3HaHHS | NpaBunbHe BMKOHaHHA npoueayp wono 3abeaneyeHHs 6e3nepepBHOi poboTH i BiAHOBNEHHS
Npu NOTEHUINHUX IHUMAEHTAX.
15.4 Ocobu, BMHHI B NopylleHHi nopsaky i npaeun 3axucty obpobntoBaHoi B LICK iHdopmalji, HecyTb
OVCuUMnniHapHy, aaMiHiCTpaTUBHY, KpuMiHanbHy abo MatepianbHy BiANOBIAANbHICTL BIAMOBIAHO A0 YMHHOMO
3aKOHOAABCTBaA YKpaiHu.
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16 MOPAOOK PO3POBKMU | CYNPOBOAY KC3I

16.1 3rigHo OCTY 3396.0-96 i CTY 3396.1-96 3abe3neyeHHs 6e3nekun iHdopmaluii B LLCK 3aiicH0eTbCA
noeTarHo.

1 eTan — BM3Ha4YeHHS i aHani3 3arpos;

2 eTan — po3pobka cuctemm 3axucty iHopmadii;

3 eTan — peanisaujis nnaHy 3axucTy iHdopmaui;

4 eTan — KOHTPOSb PYHKLLIOHYBAHHS i yNpaBniHHA CUCTEMOIO 3aXUCTY iHopmMaLi.

16.2 Ha nepwomy eTani 34ilcHIOETbCS 06CcTeXeHHs 06'ekTiB iHopmauinHoi aisnbHocTi (06'ekTiB EOT). B
npoueci obcTexeHHA HeobXigHO 34iNCHWUTM aHani3 06'ekTiB 3axucTy (igeHTMdikauito LiHHOCTERN), CUTyaLinHOro
nnaHy i ymoB ¢yHkuioHyBaHHs LICK, aHani3 3arpos i ix HacnigkiB (ouiHka pu3uKiB), BU3HAYEHHSA cnabkocTi B
3axucTi. 3arpo3n NoBUHHI ByTN BU3HAYeHi B TepMiHax BiporigHOCTI ixX peanisauii i BENMYMHU MOXNUBOrO 36UTKY.
Pusuk € dyHkuieto BiporigHocTi peanizauji neBHoi 3arpo3un, BUrnsQy i BenMumMHM 3anopgisHoro 36utky. OujiHka
PU3MKY 3LIMCHIOETBCA Ha NiAcTaBi aHamidy 3arpo3s, ICHYyH4YMX B CUCTEMi Bpas3nMBOCTEN, e(EKTUBHOCTI BXe
peanizoBaHux 3axopfis 3axucty pecypcie LICK. BennuuHa pusnky moxe 6yTu BU3Ha4YeHa B rpoLLIOBOMY BUMIpi abo
y Burnagi dopmanbHoi OuUiHKM (BUCOKWUIA, HU3bKWMIA i T.n.). 3a HacnigKkamum OGCTEeXEHHs CKNafaeTbCsl akT,
30JACHIOETBCS KaTeropitoBaHHA 00'ekTiB EOT, po3pobnseTbca moaenb 3arpo3 iHgopmauii B LICK i dopmyeTbes
nonituka 6eaneku iHopmaliji.

16.3 Ha pgpyromy eTtani, Ha nigcTaBi NpoBeAeHOro aHanisy pusukie i cpopMynboBaHoi NONITUKK 6e3neku,
34incHIoeTbeA BUBIp hyHKUioHanbHoro npodinto 3axuweHocti LICK Big HecaHKLioHOoBaHOro goctyny i BUMOru Ao
3axuLWEeHOoCTi iHopMaLii Big, BUTOKY TEXHIYHUMW KaHanamu. PyHKLUioHansHUn Npodinb 3axuwieHocTi iHdopmalii B
LICK BusHavaetbcesa BignosigHo HI, T31 2.5-005-99 Ha nigcTasi knacy AC. Bumoru go 3axuiieHocTi iHdopmalii Big
BUTOKY TEXHIYHMMM KaHanamMmm BU3Ha4valoTbCAa Ha nigcTasi MNMpaBun nocuneHoi ceptmdikadii.

IOns peani3ayii dyHKUioHanbHOro npodinto 3axuweHocTi LICK 3aincHioeTbea BUOGIp eeKTUBHUX i
E€KOHOMIYHUX 3aXMCHUX 3axX0fiB i MexaHi3MiB i po3pobndaeTbes nnaH 3axucty iHgopmauii B LICK, skuin Bu3Havae
NOCNiAoOBHICTb | 3MiCT eTaniB pobiT no BrnpoBagxeHHo i ekcnnyaTtauil KC3l. B OoNoBHEHHI OO KOMMMeEKCy
NporpaMHoO-TEXHIYHMNX CNocobiB 3axmncTy iHhopMaLlii BU3HaYaTbCA OpraHi3aLiHi, isnyHi i iHWi 3axoam 3axucTy,
AKi peanisytoTbcs no3a obuncnoeansHoto cuctemoto LICK. o cknapy KC3l NoBUHHI BKtOYaTUCA 3aXMUCHi 3axoaM i
MexXaHi3Mu, peanisauis skMx 4o3sonuna 6 NoOHN3UTK piBeHb OCTAaTOYHOIrO PU3NKY A0 AONYCTUMOrO piBHA. BapTicTb
3axogiB Woao 3axucTy iHdopmalii B LLICK noBuHHa 6yTn agekBaTHa BENNYMHI MOXIIMBOIO 30MTKY.

16.4 TpeTin etan pobiT no 3abe3neyeHHio O6e3nekn iHdopmauii B LICK nondrae B peanizadii nnaHy
3axucTty iHdopmauii. B npoueci BMKOHaHHA po6IT 3AINCHIOETbCA peanisauis i nepesipka BMOpaHUX 3axopfiB i
MeXaHi3MiB 3axucTy. 3a Hacnigkamu peanisauii 3axoAiB 3axucTy iHdpopMalii cnig cknactv B AOBIMbHIN popMmi akT
npuiMaHHea pobiT, AKUA NoBMHEH ByTW nignucaHuin BUPOOHUKOM poBIT, MOroAXeHUN 3 HavanbHUKOM Crnyxotu
3axucty iHdopmauii (C31) UCK i 3aTBepaxeHun kepisHuutsom LICK.

16.5 YetBepTuin etan — KOHTponb yHKUIOHyBaHHA i ynpasniHHa KC3l - peanidyetbcsa Ha crapgii
ekcnnyatauii LCK i nonarae B aHanisi dyHkuioHyBaHHA KC3I| 3 meTol OuiHKK 1i epeKTUBHOCTI i po3pobku
0oAaTKOBUX (YTOYHIOIOYMX) BUMOr AN AOpOOKM nMpy 3MiHIi MOYaTKOBUX YMOB (XapakTepuUCTMK O64MCnioBanbHOI
cucteMmu, obpobnioBaHoi iHdopmali, isuyHoro cepepoBuLLa, nepcoHany, npusHadeHHs LICK, nonitvkm 6e3neku
i T.n.). Mpouec ynpasniHHa KC3I (ynpaBniHHA pu3mkamu) NOBUHEH MiATPUMYBaTMCA NPOTArOM BCbOrO XUTTEBOIO
uukny LICK .

16.6 Peanizauia dyHkuin i 3apay KC3l LCK noBuHHa 3abe3neyyBatuca KOMMIEKCHUM
BMKOPUCTOBYBaHHAM METOZIB i 3ac06iB KpunTorpadiyHoro i TExHIYHOro 3axucTy iHopmadii.
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17 NOPAOOK PEAIYBAHHA HA MOPYLLEHHA BE3MNEKA

17.1 Tpn nOpylweHHi BCTaAHOBMIEHMX MONITUKOI npaBun 6e3nekn iHgopmauii  (MopyLieHHs
KOHDIAEHLIMHOCTI, LOCTYNHOCTI, CMOCTEPEXEHOCTI, LiNICHOCTI faHux, iHdopmauinHnx pecypciB) HeobxigHo:

— HeramHO 3YMUHWUTWU MpPOLEC, B XOAi SKOro BCTaHOBMIEHO MNOpYyLUEeHHA 6e3nekn (obpobka, nepepava
iHcbopmaLii i 7.1.);
— ©GnokyBaTu NnporpamMHo-anapaTHi 3acobu JOCTyny B CUCTEMY;

— B py4yHOMy abo aBTOMaTUYHOMY pexuMi JOMOBICTM NPo akT NOpYLUEHHS aaMiHicTpaTopy 6e3neku i
KepiBHUKY (DYHKLIOHaNbHOro Nigpo3ainy, Ae Mmas Micue akT NopyLUEHHS.

17.2 3a cdakToM nopyleHHs 6e3nekn NoBMHHE NPOBOAUTUCS aAMiHICTPaTMBHE PO3ChifyBaHHS KOMiCIEt,
sika nNpu3HavaeTbca KepiBHMkoM LICK. PesynbTatm po3cnigyBaHHSA 0pOpMIIaiOTLCS akTOM 3a nignucamu YneHiB
Komicii. AKT 3aTBepaxye kepiBHUK LICK, sikuii nucbmoBo abo B yCHi cpopMi fae po3nopsaXeHHs KepiBHUKY
(yHKLIOHaNbHOro Niapo3ainy Npo yCyHEeHHs BUSIBNIEHUX HeAonikiB abo nopylleHb 6e3neku.

17.3 KepiBHUK (pyHKLiOHaNbLHOro Migpo3ainy, B AKOMy Mano Micle nopylieHHs 6e3neku, BiAnoBigHO A0
po3nopsaaxeHHs kepiBHuka LICK po3pobnsie nopaaok, TepMiHM | 3aX0Au LWoA0 YCYHEHHS] BUSIBIIEHMX HeforikiB abo
nopyLeHb 6e3neku.

17.4 3anexHo Big xapakTepy nopylweHb (HaBMUCHI abo BMMagKosi), iX Barum (HaHeceHoro 30UuTKY)
npunMaloTbCAa BiANOBIAHI 3axoan pearyBaHHs. [1o ocib, SKi BUHHI B NOpyLUEeHHi 6e3nekun, NOBUHHI 3aCTOCOBYBaTUCS
3axoav AucuuMniiHapHoi, agMiHiCTpaTMBHOI, KpuMiHanbHOi abo maTepianbHOI BignoBiganbHOCTI BignoBigHO [o
YMHHOro 3aKoHoAaBCTBa YKpaiHu. BignosiganbHicTb 3a nopyweHHsa 6e3nekn kopuctyBadamu LICK i 3acTocyBaHHSA
BigMoBigHMX 3axofiB Aii MOBUHHI OyTM pernaMeHTOBaHi OKPEMWUMM MONOXEHHSIMU, 3aTBepXeHUMKU 3a
BCT@HOBIEHUM MOPALKOM.
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18 OPI'AHI3ALIIA HABYAHHA | MEPENIATOTOBKU NMEPCOHAITY

18.1 3aTBeppxeHa nonituka 6e3nekn B LICK, a Takox cnocobu i 3acobu 3axmcTy, NOBUHHI [OBOAUTUCA [0
BifOMa BCix KopucTyBauiB i nepcoHany LICK 3 BMKOpUCTaAHHAM Ppi3HUX (DOPM HaBYaHHA (Hanpuknag, nekuii,
ceMiHapu, iHCTpykTaxi, camocTiiHa poboTa 3rigHO 3aBgaHb KepiBHMKIB dYHKUiOHanNbHUX nigpo3ainie, Aki
noroaxeHi 3 cnyxo6oto 3axucty iHdopmadii B LICK, npakTuyHi 3aHATTA i T.0.).

18.2 Mornu6neHe HaBYaHHs i NepeniaroToBka NepcoHany i KOpUCTyBadiB MOBMHHE NPOBOAUTUCSA Ha:

— Kypcax, ki cTtBoptototbea O "EHEPITOPUMHOK" cninbHO 3 nignpueMcTBamu-po3pobHMKamu
NpUKNagHoOro NporpamMHoro 3abe3neyeHHst i anapaTHO-NpPorpaMHMX 3acobiB 3axucTy;
— basax kadedp BULIMX HABYaNbHUX 3aKnafie, siki 3iACHIOTL NiAroToBKy daxisuiB B obnacti 6e3neku
iHcbopMmaLlii.
[NepcoHan i KopuctyBayi N0 3aBepLUEHHIO Pi3HMX dOPM HaBYaHHSA | NepeniaroToBKM MNOBMHHI o4epXyBaTu
BiANOBIAHI cBigOLTBA.



