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BCTYMN

Y ubOMYy [OKYMEHTI BUKNaAeHi OCHOBHi TEXHiYHi pilleHHs, NPUAHATI WoAo opraHisauii Ta cknagy
KomnnekcHoi cuctemm 3axucTy iHdopmalii B LEeHTpi cepTudpikaLii Kno4viB puMHKY enekTpuYHOi eHeprii, ii
yHKLiA, NpuHUMNiB NobynoBu Ta apxiTeKTypu. MNponoHYyeTbCA psAf, iHXEHEPHO-TEXHIYHUX Ta OpraHisaLiiHux
3axogis, AKi NOBUHHI ByTK BUKOHaHI Ha eTani CTBOPEHHSA Ta y npoueci ekcrnyaTauii KC31 LICK.

Mpu3HayeHuin ana BuKopucTaHHsA ocoboeum cknagom LICK, skuin 6epe yyacTb y nobyposi KC3I LICK.

ﬂ,OKyMeHT MOXe nepernagaTtucb abo AonoBHIOBATUCS npu 3MiHi cuctemn abo BUMOT 0 Hel.

MNEPENIK CKOPOYEHb

ABIM3 AHTUBIpYCHe nporpamHe 3abe3neyeHHs
APM ABTOMaTn3oBaHe poboye micue

K33 Komnnekc 3acobiB 3axucty

KC3I KomnnekcHa cuctema 3axmcty iHopmali
JIOM JlokanbHa ob4mncnoBanbHa Mepexa
HCO HecaHkuioHoBaHuin gocTtyn

ocC OnepauinHa cuctema

MeX MpucTpint 6e3nepebiinHOro XnBNEHHs
n3 MporpamHe 3abe3neyveHHst

MPA IMyHKT peecTpau,ii aboHeHTIB

PC Pob6ouya cTaHuif

C3l Cnyx6a 3axucty iHpopmaui

CKC CTpykTypoBaHa kabenbHa cuctema

T3 TexHivyHe 3aBAaHHSA

T3l TexHiyHMn 3axucT iHopmaui

Tr TexHiYHUn NpoeKT

ub LleHTpanbHa 6a3a gaHux

LCK LleHTp cepTudikauii kntouis
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1. SArAbHI MONMOXEHHA

1.1. NoBHe HalMeHyBaHHA aBTOMATM30BaHOI CUCTEMMU, LLIO PO3POONAETLCA

[MoBHe HalMeHyBaHHS: KOMMJIEKCHA cucTeMa 3axucTy iHdopmaldii LeHTpy cepTudikavii knwodis (gani -
KC3I UCK).

1.2. MeTa CcTBOpeHHS Ta ronoBHe npuaHayeHHss KC3I LICK

MeTtoto ctBopeHHss KC3I LICK € 3abe3neyeHHs 3axucty iHdopmauji, wo obpobnsaeTbes, nepenaeTbes
Ta 306epiraetbca B Mexax LCK Big HecaHKUiOHOBaHOro [AOCTyny, MOpPYLIEHHA KOHMIAEHUiAHOCTI,
HecaHKLioHOBaHOI MoandikaLii Ta 3HULWEHHS, a@ TakoX 3abe3nevYeHHs AOCTYMHOCTI 3a3HaveHoi iHdopmalii ana
kopuctyBauis LICK, a came:

3abesneyveHHs 3axucTy iHdopmalii, Wwo o6pobnseTbcs, nepenaeTbca Ta 36epiraeTbcsi B Mexax
LCK;

3abe3neveHHs 3axueHocTi 6a3un gaHux ceptudikarie LICK Big HecaHKLiOHOBaAHOro AOCTyny Ta Big,
HEe3aKOHHOro BUKOPUCTaHHSA NEPCOHanbHMX AaHux aboHeHTiB LICK;

3abe3neyvyeHHa UiNICHOCTI BiAOMOCTEN, €Ki 3HAXOAATbLCA B ENIEeKTPOHHOMY BUMNSAAI B 3MICTi
ceptudikaty aboHeHTa LICK, wnsxom 3axucty 6a3u gaHux ceptudikatis LJCK 3 noBHUM obcsrom
BigOMOCTel Npo aboHeHTa, iX KOPEKTHICTIO;

3abe3neyeHHs OOCTYMHOCTI BiAOMOCTEN peecTpy cepTudikaTiB y 3aranbHOAOCTYMHUX KaTarnorax
(LDAP-kaTanorax) Ta Ha iHdpopmaujiiHomy pecypci LUICK (web-canTi);

3abe3neveHHsa 3axncTy iHdopMauii Npu peecTpalii 3asiBHUKIB Ha PC agmiHicTpaTopa peecTpalii Ta,
PC reHepauiji kntoyiB KopuctyBadis, Ta 36epiraHHi NepcoHanNbHUX JaHNUX 3asiBHUKIB;

3abe3neyeHHs 3axucTy iHcbopMalLiii npyu CTBOpPEHHI pe3epBHUX Koni 6a3n gaHux ceptudikatis LICK
npw nepiognyHin abo iHiuiaTMBHIN akTyanisauii 6a3n aaHux;

3abe3neyeHHs 3axucTy iHdopmalii Bif NOpyLUEHHs UiNiCHOCTI anapaTHOro 4u MporpamMHoro
3abe3neyeHHs LICK wnaxom 3actocyBaHHA 3acobiB TEXHIYHOro 3axucTy iHdopMmaLii, BiAnoBigHNX
OopraHi3auifHO-NpaBoOBUNX 3aX0f4iB.

"onoBHMM npusHayeHHsam KC3I LICK e:

3axucT KOHQIAEHUINHOCTI, UiniCHOCTI, AOCTYNHOCTI KOHiAeHUinHOT iHdopmauii (B ToMy uucni
nepcoHanbHUX AaHux), wo umpkynoe B LICK;

3axXUCT  KOHMIAEHUINHOCTI, UuinicHOCTI Ta [OCTYMHOCTI  TEeXHOMOoriyHoi iHdopmauii  woao
dyHKuioHyBaHHA LICK, fika noBuHHa 6yTW [OCTynHa TiNbKM YMNOBHOBaXeHOMYy MepcoHany, Lo
3abesneyye ynpaeniHHSA NporpaMHMMKM Ta TeXHiYHUMK 3acobamu LICK;

3axUCT LiNiCHOCTI Ta OCTYMHOCTI BigKpuWTOI iHcbopMmaLii, wo uupkynioe B LICK.

1.3. MNMepenik kepiBHMX AOKYMEHTIB, Ha NifcTasi Akux cTBoptoeTbe KC31 LCK

3akoH YkpaiHu ,[Mpo iHdopmau,o”;

3akoH YkpaiHu ,Mpo 3axuct iHdopmalii B iHpopmMaLiiHO-TENEKOMYHIKaLLIMHUX cucTemax’;

3aKkoH YkpaiHu ,[Mpo enekTpoHHMi umdposui nignuc’;

KoHuenuia TexHiyHoro 3axucTy iHdopMmauii B YkpaiHi, 3aTtBepaxeHa [loctaHoBow KabiHeTy
MiHicTpiB YkpaiHu Big 08.10.97 N2 1126;

[MonoxeHHA Npo TEXHiIYHMM 3axucT iHdopmauii B YKpaiHi, 3atBepaxeHe Ykaszom [lpe3ugeHTa
Ykpainu Big 27.09.99 Ne 1229/99;

LOCTY 3396.0-96. 3axuct iHdopmalii. TexHiuHun 3axucT iHdopmalii. OCHOBHI MONMOXEHHS;

LOCTY 3396.1-96. 3axuct iHdopmalii. TexHiuyHun 3axumcT iHdopMmalii. Nopsaok npoBeaeHHs pobiT;
OCTY 3396.2-97. 3axuct iHdopmauii. TexHiyHun 3axuct iHdopmadii. TepMiHn Ta BUSHAYEHHS;
OCTY 3918-99. IHdopmaLinHi TexHororii. [pouecn XUTTEBOro LUMKIy NporpamMHoro 3abesne-4eHHs;
HI T3I 1.1-002-99. 3aranbHi NONOXEHHA WOA0 3aXMCTy iHbopMaLii B KOMM'IOTEPHUX CUCTEMAX Bif,
HEeCaHKLiOHOBaHOro AoCTyny, 3aTBepaxeHuin Haka3om OCTC3I CBY Big 28 keiTHa 1999 poky Ne 22;
HO T3l 1.1-003-99. TepmiHonoria B ranysi 3axucTty iHdopMaLii B KOMN'IOTEPHUX CUCTEMax Bif
HEeCaHKLiOHOBaHOro AoCTyny, 3aTBepaxeHnin Haka3om OCTC3I CBY Big 28 kBiTHsa 1999 poky Ne 22;
HO T3l 3.7-001-99. MeToan4Hi BKasiBKM LIOAO PO3POOKM TEXHIYHOro 3aBAaHHS Ha CTBOPEHHS
KOMMMEKCHOI cucteMmy 3axucTy iHdopmauii B aBTOMaTu3oBaHin cuctemi (i3 3miHamuy,
3aTtBepoxeHumun Hakazom OCTC3I1 CBY Ne 37 Bsig 18.06.2002).

HO T3l 1.4-001-2000. TunoBe nofioXeHHs Npo cnyxby 3axucTy iHdopMaLii B aBToMaTU30BaHin
cuctemi, 3aTBepaxeHe Hakasom [JCTC3I CBY Big 4 rpyaHa 2000 poky Ne 53;
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— HO T3l 2.5-004-99. KpuTepii OUiHKM 3axuLLeHOCTi iHopmaLii B KOMMN'IOTEPHUX CUCTEMAX Bif
HeCaHKLiOHOBaHOro AocTyny, 3ateepaxeHi Hakasom JCTC31 CBY Big 28 ksiTHA 1999 poky Ne 22;

— HA T3l 2.5-005-99. Knacudikalis aBToMaTn3oBaHMX CUCTEM i CTaHAAPTHI PyHKLiOHaNbHI Npo-gini
3axuweHocTi 06pobntoBaHoi iHopMalii Bif, HeCaHKLOHOBAHOro A0CTYNY, 3aTBEPAXEHUA HaKa3oMm
OCTC3I CBY Big 28 kBiTHa 1999 poky Ne 22;

— HAO T3l 2.5-008-2002. Bumoru i3 3axucTty KOHiOeHUiNHOI iHdopMaLlii Bif HeCaHKLiOHOBaAHOro
JocTyny nig Yac o6pobrieHHst B aBTOMATM30BaHMX cCUCTEMaXx Knacy 2;

— H[ T31 3.6-001-2000. TexHi4HMi 3axucT iHpopmau,i. Komn'totepHi cuctemu. MNMopsiaioK CTBO-PEHHS,
BMPOBALXEHHS, CYNPOBOOXEHHS Ta MOAEPHi3aLjii 3aco6iB TexHiYHOro 3axucTy iHdopmauii Big
HEeCaHKLiOHOBaHOro AocTyny, 3aTBepaxeHuin Hakazom OCTC3l CBY Big 20 rpygHs 2000 poky
Ne 60;

— HO T3l 2.1-001-2001. CTBOpEHHA KOMIMMEKCIB TEXHIYHOro 3axucTy iHdopmauii. ATtecTauis
komnnekciB. OCHOBHI MONMOXEHHS.

— [paBuna nocuneHoi ceptudikauii, 3atBepaxeHi Hakazom [CTC3I| Cb Ykpainu Big, 13.01.2005 Ne 3,
3apeecTpoBaHi B MiHicTepcTBi tocTuuii YkpaiHu Big 27.01.2005 3a N2 104/10384 (i3 3miHamum).

1.4. MNepenik HOpMaTUBHO-TEXHIYHUX LOKYMEHTIB, L0 BpaxoByBanucb npu po3pobui KC31 LICK

— [lonoxeHHA Npo TexHiYHUM 3axucT iHdopmauii B YKpaiHi, 3aTBepaxeHo Yka3om [lpesungeHta
YkpaiHu Big, 27 BepecHsa 1999 poky Ne 1229.

— T[lonoxeHHA nNpo OepXaBHY ekcnepTudy y cdepi TEXHIYHOro 3axucTy iHdopmaLlii, 3aTBEpPAXEHO
Haka3om [epxcneuas’asky Big 16 TpasHa 2007 poky N2 93 Tta 3apeectpoBaHo B MiHicTepcCTBi
tocTuuii Ykpainn 16 nunHa 2007 poky 3a Ne 820/14087).

— HO T3l 1.1-002-99. 3aranbHi NONOXEHHSA WOAO 3axXuUCTy iHOopMaLii B KOMM'IOTEPHUX CMCTEMaX Bif
HeCaHKLIOHOBaHOro AoCTymny.

— HO T3l 2.5-004-99. KpuTtepii ouiHKM 3axuwieHocTi iHdopMalii B KOMMIOTEPHUX CUCTEMAX Bif
HeCaHKLIOHOBaHOro AOCTymny.

— H[A T3l 2.5-005-99. Knacudikaujis aBToMaTM30BaHNX CUCTEM i CTaHAApTHI yHKLioHanNbHI npodini
3axueHocTi o6pobntoBaHoi iHbopMaLii Bif HeCaHKLiOHOBAHOro AOCTyny.

— HO T3l 3.7-001-99. MeToguyHi BKa3ziBKM LWO[0 PO3POOKM TEXHIYHOrO 3aBAaHHSA Ha CTBOPEHHS
KOMMSEKCHOI CUCTEMM 3axXUCTY iHopMaLLii B aBTOMaTMU30BaHil CUCTEMI.

— HO T312.5-010-03. Bumoru go 3axucTy iHdopmaliii Beb-CTOpiHKM Bif, HECAHKLiOHOBaHOro AOCTYyry.

— HA T3l 3.7-003-2005. Mopapok npoBefeHHs1 pobiT i3 CTBOPEHHSI KOMMEKCHOI CUCTEMU 3aXUCTY
iHdopmMaLii B iHpopmMaLiiHO-TENEKOMYHiKaLIiNHIA cUCTEMI.

— OCTY 3396.0-96. 3axucT iHdopmadii. TexHiyHni 3axucTt iHdopmauii. OCHOBHIi  MONOXEHHS,
3aTBEpAXEHO i BBeAEHO B Aito Haka3om OdepxcraHgapty Ykpainu Big 11.10.96 poky Ne 423.

— OCTY 3396.1-96. 3axuct iHcpopmalii. TexHiuHun 3axuct iHdopmaLii. Mopspok NnpoBeaeHHs pobiT,
3aTBepaXeHOo Ta BBeAEHO B Aito Haka3oM [depxctaHpapTy Ykpainu Big 19.12.96 poky Ne 511.

— IOoCT 34.201-89. MHpopmaLumnoHHas TEXHOMorus. Komnnekc CTaHpapToB Ha
aBTOMaTU3UPOBaHHble CUCTEMbl. Buabl, KOMMANEKTHOCTb W 0603HaYeHWe [OKYMEHTOB Mpu
CO34aHUN aBTOMaTMU3MPOBAHHbLIX CUCTEM.

— IOoCT 34.601-89. MHdopmaLumnoHHas TEXHOMOrus. Komnnekc CTaHOapToB Ha
aBTOMATU3MPOBAHHbIE CUCTEMbI. ABTOMATU3NPOBaHHbIE cucTeMbl. CTaann Co3naHus.

— TOCT 34.602-89. MHpopmauunoHHas TEXHOSOorus. Komnnekc CTaHpapToB Ha
aBTOMaTU3UPOBaHHbIE CUCTEMbI. TEXHMYECKOe 3ajaHue Ha Cco3haHue aBToMaTU3MPOBaHHOM
CUCTEMBbI.

— TOCT 34.003-90. MHdopmaumoHHas TEXHONOorus. Komnnekc CTaHAapToB Ha

aBTOMaTU3nNpoBaHHbIE CUCTEMBbI. TepMI/IHbI nonpegeneHna.

2. OMNMUC NPOLIECY POBOTU KC3I LICK

2.1. XapakTepucTuka iHgpopmalii

BignosigHo A0 dyHKUioHanbHoro npusHayeHHs y LICK nepepbavaeTbca nepepada, obpobka Ta
36epiraHHa iHopMaLinHKUX pecypciB, Ski € o06'ekTamu 3axucty. B Tabnuui 1 HaBepeHi iHdopmauinHi pecypcu
LICK, ski € 06'ekTamm 3axucry.
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Tabnuusa 1
CryniHb
Ne | TlNo3HauveHHs Ha3sga obMexXeHHs
gocryny

1 | {0_TIKc} TexHonorivyHa iHdopmauia K33 JTOM cepsepis LICK 130/,

2 | {O_TIKo} TexHonoriyHa iHdopmaLia K33 PM obcnyroBytoyoro nepcoHany 130[,

3 [ {0 _TIKr} TexHonorivyHa iHdopmauia K33 PC reHepadii kntouis 130
TexHonorivyHa iHdopmaLia ynpasniHHA koMmnoHeHTamu JIOM

4 | {0 TIye) coppopin LICK y 1304,

5 | {O_TIYo} TexHonoriyHa iHdopmaLia ynpaeniHHa PM o6cnyroeytoyoro 1300
nepcoHany

6 [ {0 _TIyr} TexHonorivyHa iHdopmauia ynpasniHHa PC reHepalii knovis 130

7 | {O_XYPc} KypHanu ayguty, wo segyTtbca K33 JIOM cepsepis LICK 1304,

8 | {0_XYPo} XKypHanu ayguty, wo segytbcs K33 PM o6cnyrosytovoro 1300
nepcoHany

9 | {O_XYPr} XKypHanu ayguty, wo segyTtbcsa K33 PC reHepauii kntoyis 1304,

10 | {d_OKI1} OcobwucrTi kntoui nepcoHany ITC LICK 130[,

11 | {0_OKL} OcobwucTi kntovi LICK Ta cepepis LLICK 130,

12 | {0_OKk} KOnC}gSiV;CTi KITtoui 3asBHUKIB, WO reHepytoTbest Ha PC reHepadil 1300, (M)
KntouoBa cppasa aBTeHTUIKALI, sKa MOxe ByTW BUKOpUCTaHa

13 | {O0_K®A} nignucyBayem Ans nogaHHA 3anuTy Ha 6oKyBaHHS/CkacyBaHHS 1304 (MNQa)
cBoro ceptudikaty (no TenedoHy)

14 | {O0_PI} PeecTp nignucysadyiB 130 (NnQ)

15 | {0_CEP} CemecpiKaTm1LLCK, cepqepiB LICK, nepcoHanny L_I,CK Ta BinkpuTa
KOPWUCTYBaYiB , CMUCKM BigKNUKaHWUX cepTudikaris

16 | {0_BEB} 3aranbHoAoCTYyMHa iHdopMaLis Be6-CTOpiHKM Bigkputa

17 | {O0_3M4} 3anunt Ha MiTKy 4yacy Bigkputa

18 | {0_MU} Mitka yacy Biokputa

19 | {Od_3CC} 3anut cTtaTtycy ceptudikata Bigkputa

20 | {O0_CC} CTtartyc ceptudikara Bigkputa

21 | {O_3KCC} 3anuT Ha KepyBaHHSA cTaTycoM cepTudikaTta Bigkputa

22 | {O0_3KadC} 3anut Ha hopmMyBaHHSA cepTudikaTy Bigkputa

TexHonoriyHa iHdopmaLis 36epiraeTbca y BUrNAAi NOCTiMHUMX abo TUMYacoBUX CTPYKTYp y nam'aTi
npucTpoiB. TexHonoriyHa iHopmMauia nignarae 3axucTy, OCKINbKW Bif, Hel 3anexuTb QYHKLIOHYBaHHS
enemeHTiB LICK. TexHonoriyHa iHdopMaLlia npuaHavyeHa Ansi BUKOPUCTAHHS afMiHicTpaTopom 6e3neku,
aAMiHiCTpaToOpoM peecTpalii, agMiHicTpaTopoM cepTudikaLii Ta CUCTEMHMUM afMiHICTPaTOPOM.

IHpopmauia 3 obmexeHum poctynoMm 36epiraetbeca y Burnagi 3anucie B basi gaHux ceptudikaTis
aboHeHTiB LUCK, no AKOi BigHOCATbCA - iH(popMaLLiiHi 06’eKTH, WO MICTATb NepcoHanbHi aaHi aboHeHTiB LICK,
iHpopmaLiiiHi 06’eKTH, WO MICTATb NepcoHanbHi AaHi daxisui LICK Ta dannu enekTpoHHoi Konii 6a3n aaHux
LICK, ski 36epiratoTbes y 3anucax bJ1.

Binkputa iHdopmalis, oo kol BigHocATbcs iHopMmauiiHi 06’ekTW, WO MICTATb MaTtepianu
iHdbopMaLinHO-A0BIAKOBOro xapakTtepy, abo Ti, o He BigHOCATLCS A0 KOHMIAEHUINHOT iHopmaLlii.

IHdopMmaLia, sKka HapaeTbCs MpU peecTpauii 3asaBHUKOM Ta Aka 36epiraetbcs B Tini  ceptudikaTy
aboHeHTa LICK BigHOCUTLCS A0 iHdopMaLii npo ocoby (nepcoHanbHi aaHi). 3rigHo CtatTi 23 3akoHy YkpaiHu
«Mpo iHdopmauito» Bia 2 xoBTHA 1992 poky Ne2658-XI1 (BpaxoByloun odiuiiHe TrymadeHHa B PilweHHi
KoHctutyuiviHoro Cyay Ykpainm Big 30.10.1997 p. N2 5-3n1) Bka3aHa iHdhopmaLia € KOHDIAESHLUINHOL.

2.2. KaTeropii Kopuctysayis

3a piBHEM MOBHOBaXeHb BIAMOBIAHO OO XapakTepy Ta cknagy pobiT, WO BUKOHYIOTbLCSA B MPOLECI
dyHKuioHyBaHHA LICK, ocobu, aki MmatloTb AoCcTyn A0 TexHiyHux 3acobiB LICK Ta iHdopmalii, wo umnpkyntoe B i
obuuncnioBanbHii Mepexi, NoAiNsaTbCA HACTYMHI KaTeropii, siki npeacTasneHi B Tabnuui 2.

! Ceprudikati KopucTyBauiB, myOsikaumis sikux Ha BeO-cropinui ado aupekropii LICK 3aboponennit ix

BIIACHUKAMH, BiAHOCATHCS 10 130/
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Tabnuusa 2

P_Ab AnMiHicTpaTop 6e3neku

P_AC CuctemMHum agMiHicTpaTop

P_AP AOMiHicTpaTop peecTpauii

P_AL ApMiHicTpaTop cepTudikau,i

P_APY3 AOMiHicTpaTop peecTpalii (4eproa 3miHa)
P_3IM Mignucysaui

P_3AH AHoHIMHI KopucTyBadi LICK

P 334 3asaBHUKMN

Ona kopuctyBauvie LICK 3a BukniodeHHam P_AP, P_APY3, P_3MM, P_3AH (tabn. 3) atpubytamu
OOCTYMy € peecTpauinHni 3annc Kopuctysaya.

Tabnuua 3 - Onuc atpubyTiB gocTtyny, Wwo MatoTb kopuctysadi ITC LICK 3rigHo HagaHux ponen

Ponb kKopuctyBaua ‘;? ClT|ox
nlio|lJla|la|C|l<| ™
H 6 <I <I <I <I <I A
asBa aTtpubyTty ol ol ol ol adl al al a
loeHTndikaTopy NoKanbHUX ponen Ta naposni Ao 06iKoBUxX R I I B I
3anucie OC ueHTpanbHNX cepBepiB
laeHTndikaTopy NoKanbHUX ponen Ta naponi 4o 065iKoBKX + |+ |+
3anucie OC cepBepiB B3aemogii
laeHTndikaTopy NoKanbHUX ponen Ta naponi 4o 06MiKoBMX + |+
3anucie OC cepBepa MOHITOPUHIY Ta CUHXPOHIi3aL,ii Yacy
laeHTndikaTopy NoKanbHUX ponen Ta naponi 4o 065iKoBKX R I I B I
3anucie OC PM ob6cnyroByto4oro nepcoHany
laeHTudikaTopu nokanbHUX ponei Ta naponi Ao 06nikoBux
3anucis OC PM BigaaneHux agmiHicTpaTopiB peecTpaii
laeHTupikaTopu nokanbHUX aaMiHiCTpaTUBHUX ponen Ta + |+
naponi go obnikosux 3anucie OC PC reHepalii kntouyiB
laeHTndikaTopM NoKanbHOI KOpMcTyBanbHULBKOI poni OC PC +
reHepadii Knouis
laeHTudbikaTopu nokanbHUX ponei Ta naponi Ao 06nikoBux + |+
3anucie CKB[, ueHTpanbHux cepeepis
laeHTudbikaTopu nokanbHUX ponei Ta naponi Ao 06nikoBux + |+
3anucis CKB[ cepBepiB B3aemogji
laeHTndikaTopy NOKanbHUX ponen Ta naponi 40 KEPOBAHOro + |+
KOMyTaLjiiHoro o6nagHaHHs
lneHTUdiKaTopn NokanbHMX ponen Ta naponi Ao 06MiKoBKX + |+
3anucis N3 LDAP-cepsepy
lneHTudpikatopu nokanbHux ponen MNK LueHTpanbHMX + + |+ |+
cepBepiB
Maponi oo obnikosux 3anucie MK LeHTpanbHMUX cepBepiB + +
laeHTudbikaTopu nokanbHUX ponei Ta naponi Ao 0bnikoBmx + +
3anucis K cepsepis B3aemogii
™
Ponb kKopucTyBava Sl o
niolJdJla|la|E|l<| ™
| << | << | < | <<| OO | ™
Hassa aTpubyty [ [ [ [ | | | |
O |lojajlo|oa|a|a|la

2 IMapons 1o oGmikoBoro 3amucy OC PC renepanii xmodwiB Bij iMmeHi sikoro 3amyckaetbesi 11K PC

reHepauii kio4iB BBoauThes cripoditarkoM ITC LICK
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lneHTudikaTopu nokanbHUX ponei Ta naponi Ao 06niKoBux
3anuciB N3 MOHITOpUHryY

laeHTndikaTopy NokanbHUX ponen Ta naponi go 3A3 gns
LueHTpanbHux cepeepiB Ta 3A3 gna PC reHepauii kntouis

MepexHa agpeca + | +

Ocobuctun kntoy ELM

Maponb go ocobuctoro kntoya ELM

+ |+ |+ +
+ |+ |+ +
+ |+ |+ +
+
+

CepTtudikaT BigKpUTOro Knw4a

lneHTudikaTopun nokanbHUX ponei Ta naponi Ao 06MiKoBux
3anucis ME

loeHTUdiKaTOpK NOKanNbHUX ponen Ta naponi 4o
KpunTomMoAaynis

laeHTUdIKaTOpU NOKaNbHNX posien Ta Naposni 4O MepexXHNX
KpunTomoAaynis

Ins iHopmauinHux pecypceis MTK LUCK aTtpubyTtamu goctyny €:

— CMUCKM NepcoHarnbHUX iAeHTUdIKaTopiB KOPUCTYBaYiB, WO MOXYTb OTpUMaTh AOCTYN A0 KOXHOro
iHcbopmauinHoro pecypcy;

— Tun goctyny (YMTaHHs, Mmoamdikalis, CTBOPEHHS, BUAaneHHs o06’ekta) ans KOXHOro i3 KOMMOHEHTIB
CIMUCKY.

AnminictpaTtop 6e3neku P_AB: 3giiicHioe agMmiHicTpyBaHHA 3acobiB 3axucTy (Kpim MmepexHux 3acobis
3axucTy) Ta 3aranbHUi KOHTponb 3a cTtaHoMm 6e3neku B LICK, KOHTpOMIOE BiAMOBIAHICTb HACTPOKOBaHb
NPOrpaMHUX Ta TEXHIYHMX 3acobiB NPUNHATIN noniTuui 6e3nekn. [Onsa 3ab6e3neyeHHss MOXITMBOCTI KOHTPOJO
P_AB moxe matu obMexeHi 0OnikoBi 3anmMcu Ha BCiX KOMMOHEHTax CUCTEMM, LLO AO3BOSIAIOTb MOMY TiNllbKu
nepernsg neBHOI KOHQIrypauiiHoi i 3BiTHOI iHopMaLii Ha cepBepax Ta aKTUBHOMY MepEeXHOMY obnagHaHHi
cuctemn. P_AB mae agMiHiCTpaTMBHI NpaBa B onepauinHux cuctemax 3a3HavyeHux TexHiYHUX 3acobi..

CuctemHuin agmiHictpatop P_AC: 3pilicHi0e aaMiHicTpyBaHHA Beb-cepBepa, MepexHoro obnaaHaHHsA
Ta MepexXHUx 3acobiB 3axucty, 3acobis, WO BUKOPUCTOBYHOTLCA AN YNpaBiHHA 3a3Ha4YeHUM obnagHaHHAM
(cepBep cucTeMu ynpaseniHHA MepPeXHUM 0bnafHaHHAM 3axuUcTy, 3acobu ynpaeniHHA, Lo BCTaHOBNEHi Ha APM
agMiHICTPyBaHHS aKTMBHOIrO MepeXHoro obnagHaHHa). CUCTEMHUI agMiHiCTpaTop Mae agMiHICTpaTUBHI NpaBa
B onepauifiHMX CUCTEMax 3a3Ha4yeHuUx TEeXHiYHUX 3acobiB Ta, BiAMOBIAHO, MOBHWMA AOCTYN A0 TEXHOMOriYHOI
iHdopMaLii, Wo Ha HUX 36epiraeTbcst Ta 06pPobNAETLCS.

ApwmiHicTpaTop peectpadii P_AP: € kopuctysay LICK, skin 3ajMcHIOE npouec peecTpalLii 3adBHUKIB.

AgmiHicTpaTtop peecTpalii (Yeprosa 3miHa) P_APY3: € kopuctyBau LICK, fKin 34incHI0E npouec 3MiHn
cTaTycy cepTudikaTiB 3asBHUKIB.

AHoHiMHI KopucTyBadi LICK - kopuctyBay LICK, akii Mae MOXNUBICTb nepeBipuTn ctatyc ceptudikaty
B Peectpi ceptudikaTtiB Ta oTpumatu Crnucku BigKnNukaHux cepTudikaTiB y 3aranbHOLOCTYMHUX KaTtanorax
(LDAP-kaTanoru). lNpaBa poctyny UMX KOPWUCTyBaydiB MOBWUHHI [0O3BOMATM CTBOPKOBATU 3anuTWM Ha MOLUYK
cepTudikaTiB B 3aranbHOOOCTYNHUX KaTtanorax cepTudikatiB aboHeHTiB LICK. YuTaHHs Ta 36epiraHHs y
okpemMoMy daini Ha ocobuctomy pecypci ceptudikatie aboHeHTiB LICK 3 3aranbHogocTynHux katanorie LICK,
LLL0 po3TalloBaHa Ha Beb-caiTi LICK.

Mignucysau - KiHueBuin kopuctyeay LICK, akin € BignosigansHUM 3a HaknagaHHa ELIM Ha enekTpoHHi
OOKyMeHTW. [NpaBa AocTyny uux KOpUCTyBaYiB NOBMHHI LO3BOMATA CTBOPIOBATK 3anMTU Ha NoLyk cepTudikaris
B 6asi maHux ceptudikatiB aboHeHTiB LJCK, cTBOptoBatn 3anutn go LICK Ha oTpymaHHA no3Hayku 4acy nig
OOKYMEHTOM, Ha SIKOMy MocTaBneHui ocobucTtui nignuc. YutaHHA Ta 36epiraHHa y okpemomy daini Ha
ocobucTtomy pecypci ceptudikatie aboHeHTiB LICK 3 6a3u gaHux LICK, wo posTtawoeaHa Ha Be6-canTi LICK.

MpumiTka. [103BONSAETLCA CYMilLEHHA OAHMM CniBpOoGITHMKOM ABOX abo Ginblle 3 BULEe3a3HayYeHuX
agMiHiCTpaTUBHUX ponen, KpiM poni agMiHicTpaTopa 6e3neku.

2.3. MNMpaBuna po3mexyBaHHA AOCTyny

Mopsgok poctyny Ao npumilieHb, obnagHaHHs Ta iHdopMalii, Wo UupKynoe B 064YMCROBanbHUX
mMepexax LICK, ocobam pisHUX KaTeropii BU3HAa4YaeTbCA NpaBuiaMym po3MeXyBaHHSA AOCTYMy, WO HaBedeHi y
Tabnuui 4.
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Bzaemopis cy6’ekTiB goctyny i 06’ekTiB 3axucty B [NTK LUCK 3ajiicHI0ETLCS 3rigHO 3 agMiHICTPaTUBHUM
NMPVHUMMNOM KepyBaHHS AOCTyrnoM. Tinbku apMiHicTpatop 6e3nekun Mae npaBo 3AiMCHIOBATU peecTpaLito
06’eKTiB, WO NigNaralTb 3axMCTy, NMpU3HayaTu KOpMCTyBayaM MOBHOBAXEHHS Ta npaBa [OCTyny. 3arasbHi

npaBuna po3mexXyBaHHSA AOCTYNy KOPUCTYBayiB 10 PECYPCiB BU3HAYAOTbCA HACTYMHUM YMHOM.

Tabnuuga 4

MpaBo goctyn
Ne | MosHaqeHHs YutaHHsa CTBOpEHHSA Mogudikauis BupaneHHs"
1 [ {0 TIKc} P_AB P_AB P_AB P_AB
2 | {0_TIKo} P_ABb P_ABb P_ABb P_ABb
3 | {0 _TIKs} P_B3l P_B3l P_B3l P_B3lI
4 | {0 _TIKr} P_AB P_AB P_AB P_AB
5 [ {O_Tlyc} P_AB, P_AC P_AB, P_AC P_AB, P_AC P_AB, P_AC
6 | {0 _TIYo} P_AB, P_AC P_AB, P_AC P_AB, P_AC P_AB, P_AC
7 | {0_TIyB} P_B3l, P_BCA P_B3l, P_BCA P_B3l, P_BCA P_B3l, P_BCA
8 | {O_TIyr} P_AB, P_AC P_AB, P_AC _AB, P_AC P_AB, P_AC
9 | {O_XYPc} P_AB, P_AC - - P_AB, P_AC
10 | {O0_XYPo} P_AB, P_AC - - P_AB, P_AC
11 | {O0_XYPsB} P_B3l, P_BCA - - P_B3l, P_BCA
12 | {0 _XYPr} P_AB, P_AC - - P_AB, P_AC
13 | ¢0_oKny* P_AL, P_AP, P_APY3 | P_AL, P_AP, P_APY3 - P_F,:-\Ll,, quP,
14 | {0_OKL} P AL P _AB, P_ALI° - P_AB
15 | {O_OKKk} P_334 P_334 - -
16 | {0_KDA} P_AP, P_APY3 P_AP P_AP P_AP
17 | {0 _Pr} P_AL, P_AP, P_APY3 P_AP P_AP P_AP
18 | {O_CEP} YCI P_AL - P_AP, P_AL|
19 | {O_BEBE} _3AH, P_AL| P_AL P_AL P_AL
20 | {O_3M4} - P_3AH - -
21 | {O0_M4} P_AB, P_AC - - -
22 | {0_3CC} - P_3AH - -
23 | {0_CC} P_3AH - - -
24 | {0 3KCC} P_AB, P_AC PAL F;—B’QIP%’ ; ;
25 | {0_3K®dC} P_AB, P_AC P_AP, P_334 - -

Doctyn po B[ LUCK HapaeTbca agmiHicTpaTopam peecTtpauii Ta ceptudikauii uinogoboBo. TexHiuHi
3acobu 3axucty LICK, 3acobu 3abezneveHHst pyHkuioHyBaHHs B LICK dyHKuUioHy0Th Linogo6oso. MNMepepsu
B poboTi LUICK MOoXnuBi nviie Ans BUKOHaAHHA HEOOXiAHUX TEXHOMOrYHNX NPOLECIB Ta B pasi HacTaHHA dopc-
MaXOpHUX 06CTaBUH.

O6cnyroeyroumin NnepcoHan Mae AoCTyn A0 NPUMILLEHb, B AKMX po3TalloBaHo obnagHaHHa LICK, Tinbku
B MPUCYTHOCTI agMiHicTpaTopa 6e3neku, CUCTEMHOro agMmiHictpatopa, abo agMmiHicTpaTopa peecTpauii Ta
cepTudpikauii. O6cnyrosytoumini nepcoHan goctyny ao obnagHaHua LICK He mae.

2.4. ®yHKuUii, Aki BUKoHytoTbcsa KC31 LICK

[na 3a6e3neyeHHs1 HEO6XiAHOroO PiBHA 3aXUCTY BIAKPUTOI i TEXHONOriYHOI iHcbopmaLii npwu ii 36epiraHHi,
06pobui, ctBopeHHi Ta nepepavi KC3I LLICK peanisye:

— KOHTpOnb BXoAy (peecTpaliii) KopucTyBayiB B CUCTEMY;
— ipeHTudikauifa i aBTeHTUIKaLis KopucTyBadis Npu A0CTYNi B CUCTEMY;

3 ITig mpaBom "Bumanennsa" mia {J XKVYPc}, {I XKVYPo}, {I XVYPs}, {I KXVYPr} maerscs Ha yBa3i ix
TIOBHE OYMIICHHS
KosxeH kopucTyBau Mae 1paBa JOCTYITy TUIBKH JI0 BIIACHOTO OCOOHMCTOTO KIIro4ya
[Tix npaBom "uutaHHA" MaeThcs HA yBa3i MPaBO Ha IHIIIIOBAHHS IPOLECY 3 BUKOPUCTAHHSI 0COOMCTOrO
KJIFo4a BiJmoBigHuM 3acobom K31
Ipouenypa reneparii {J_OKII} 3niliCHIOETECS CIUTLHUMH 3yCHIUIIMU KOPUCTYBaYiB 3 possimu P_AB Ta

5

P_AI]
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— peecTpauis cnpob 6e3nocepenHbOro AOCTYMNY KopucTyBada [0 OO'EKTIB CUCTEMM | HEMpAMOro
noctyny (3pobrieHoro NpoLecomMm, ikl BAKOHYETBLCSA Ha KOPUCTb KOPUCTYBaya);

— KOHTPOSb KOPEKTHOCTI AOCTYNYy KOPUCTYBaYiB [0 06'EKTIB cuctemu;

— CMOCTEepeXeHHs i ynpaBniHHA AOCTYNoM KOpUCTyBadiB Ao o6'ekTiB (Tuny dainie, kaTtanoris,
NPUHTEPIB Ta iH.);

— BM3HaYeHHs NpaB i cnocoby AOCTYNy 3arexHo Bifg, TUNY 06'eKTY cuCTeMU;

— CTBOpEHHsi, pefaryBaHHs i 306epexeHHs o6nikoBoi iHdopmauii npo KopucTyBadiB, rpynu
KopuCTyBauiB i 06'eKTH;

— CMOCTEpPEXEHHS i peecTpaLilo Ik CUCTEMHUX MOAIN (BMKOPUCTAHHA cucteMu abo iHaMBIAyanbHUX
AopaaTkiB), Tak i nogdin, Noe's3aHux 3 6e3neKo cuctTemu;

— cwurHanizauif (cnosilLleHHs) Npo cnpobu NOopyLUEHHS 3aXUCTY;

— KOHTPOIb BUKOHAHHSI BCTAHOBNEHOI NOITUKM Be3neKku;

— aHani3 i yToYHeHHs noniTuku 6eaneku;

— KOHTPOMb LiMiCHOCTI NOKanbHOrO i MepexHOro mnporpamMHoro 3abes3neyeHHs (BKIOYaun
nporpamHe 3abeanedeHHa K33);

— KOHTpO-b LinicHOCTi KoHdirypaujii iHdopmauiiHmx mepex LICK;
— 3axucT Bif, BipyCiB;
— yNpaBriHHS JTOTiYHOI CTPYKTYpPOto iHpopmaLiiHux mepex LICK.

2.5. Cknag KC3I UCK
2.5.1. Cnucrema ynpaeniHHa KC31 LLICK

LleHTpanizoBaHe ynpaeniHHAa KC3l, BWKOHaAHHS OpraHi3auilHUX i TeXHiYHUX 3axofiB i3 3axucry
iHdbopmaLuii, mogepHizauia KC3I, ii ekcnnyaTtauia Ta ob6cnyroByBaHHs, NigTpUMKa npaue3faTHOCTi TEXHIYHMX
3acobiB KC3I, koHTponb 3a cTaHoM 3axuuieHocTi iHdopmauii B LICK 3giiicH0ETbCA cnyx60t0 3axucTy
iHdpopmauii. JoknagHy iHdbopmauito npo C31 HapaHo y MNonoxeHHi npo cnyx6y 3axucty iHchopmaliii.

2.5.2. AHTUBIpYCHWI 3axUCT iHopMmaLii

[lo aHTMBIpYCHOro 3axucTy BiAHOCUTbLCA:

— BCTaHOBfIEHHsA Ta cBoeyacHe OHoBreHHA Ha APMax UCK aHTuBipycHOro nporpamHoro
3abe3neyeHHs;

— BCTaHOBJIEHHS Ta CBOEYACHe OHOBIIEHHS aHTUBIPYCHOro MporpamHoro 3abesneyeHHs Ha cepeBepax
LICK.

Ona antmeipycHoro 3axucty cepepiB LICK Bukopuctosyetbeca 13 CA ESET Endpoint Security 5.
KoHdirypauis 3acobiB aHTUBIpYCHOrO 3axuCTy BKIIOYAE CUCTEMY PErynsipHMX MOHOBJIEHb @HTUBIPYCHUX 6a3.
Takox cucteMHi 3acobu aHTMBIpYCHOro 3axMCTy peani3yloTb MOXIMBICTb MEPEBIPKM pecypcy 3a 3anuToMm
(ckaHyBaHHs1 KOMMOHEHTIB (pannoBoi CUCTEMMU).

[Onsa aHTusipycHoro 3axucty APMis BukopuctoByeTbea 13 CA ESET Endpoint Security 5.
2.3.5. TexHiuHi 3acobu

Peanizauia HaBegeHux y n. 2.4 yHKUiA OOCAraeTbCA LIMAXOM BUKOPUCTAHHA 06 €QHaHUX B €OUHY
cucteMy BOyaoBaHMX nocnyr 6esnekun onepauinHnx cuctem pobounx cTaHLin, cepBepiB, akTUBHOIO MEPEXHOro
obnapHaHHA, KpunTorpadiyHux 3acobiB  3axuUCTy, MOXIMBOCTEN CheLujiani3oBaHOro i aHTUBIPYCHOMO
NporpaMHoro 3abe3neyeHHs], a TaKoX BUKOHAHHS crevjianbHUX opraHi3auiiHux, iHXeHepHUX Ta TEXHOMOTiYHMX
3axopfiB i3 3axucty iHdopmauii. KomnoHeHTn LICK, wo 6epyTb yyacTb B peanisauii nonituku 6esneku
iHdpopmalii, € cknagosumn KC3I LICK.

na edektnBHoro BupiweHHA noknageHux Ha KC3l LICK 3aBgaHb, cucTteMa OXOMSIOE KOMMOHEHTU
LUCK wo Bkntovae:

— poboui cTaHuji, Ha AKX BCTAHOBMIEHO CUCTEMHE Ta MpuKNagHe nporpamHe 3abe3neyvyeHHs ans
opraHisauii po6oTn agMiHicTpaTopiB;

— CepBepu, Ha SKUX BCTAHOBIIEHO CUCTEMHe nporpamMHe 3abesnedveHHs pna poboTu cuctemmu
MOHITOPUHTY Ta KepyBaHHS enemeHTamu LICK, a Takox npuknagHe nporpamMHe 3abe3neyeHHs;

— CTpyKTypoBaHa kabenbHa cuctema (kabenbHa cucTemMa, NacuBHE MepexHe obnagHaHHs, LWo
06’eaHye poboui cTaHuji Ta cepsepu LLCK);

— 30BHILLHI KaHanu 3B’3KY;
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adKTBHE MepexXHe obnagHaHHS, Wo 3a6e3r|eqye 06MiH AaHUMM Ta pPO3MeEXYyBaHHA O0CTYyNy;

creujanizoBaHe MepexHe obnagHaHHs, Ake 3abes3nedye 3axuct MepexHux ob’ekTiB Ta
BMNPOBafXEHHS NONITUKK 6e3nekun (MepexHi 3acobu 3axucTy);

3acobu kpunTorpadiyHoro 3axucTy iHdbopmallii;
3acobu 3abe3neyeHHn 6e3nepepBHOro XUBIEHHS.

2.6. 3axogum i3 3axucTy iHcpopmaui

2.6.1. OpraHisaujiHi 3axogu

OpraHizaujiiHi 3axoan 3axucTy iHopmauii - ue KOMMMEeKC afaMiHiCTpaTUBHUX Ta 0O6MeXyBanbHUX
3axopfiB, CrNpsAMOBaHUX Ha onepaTMBHE BUPIWIEHHA 3afad 3axucty iHdopMmalii WnaxoMm pernameHTauii
[iAnbHOCTI mepcoHany i nopsaky gyHKLUiOHyBaHHA 3acobiB 3abesneyeHHsA iHOpPMAUINHOI AisnbHOCTI Ta
3acobiB 3abe3neyeHHss TexHiYHoro 3axucTy iHdopmalii. 3 meToto 3abesnedeHHs 6e3nekun iHdopmauii B LICK
3[iNCHEHO HaCTYNHI 3axoau:

CtBOpeHo Cnyx6y 3axucTy iHpopmallii, OCHOBHMMW 3aBAAHHAMM SKOI €:

ekcnnyaTauisi Ta 06cnyroByBaHHs, NiATPMMKa npawe3aaTtHocTi komnoHeHTiB KC3l;
LeHTpanisoBaHe ynpaeniHHA TexHiYHUMK 3acobamu KC3I;

KOHTPOJIb 33 CTaHOM 3axuLLeHOocCTi iHdopmalii B LICK;

BMKOHaHHA NepioAWYHNX OpraHisauiiHuX i TEXHIYHMX 3aX0pAiB i3 3axMCTy iHdopMmaLlii.

Po3pobneHi Ta goKkyMeHToBaHi NpaBuna 3abeaneyeHHst isnvHoro 3axmcty obnagHaHHs LICK.

Po3pobrneHi Ta AOKyMeHTOBaHi npaBuna, WO pernamMeHTyoTb AOCTYN KOPUCTYBadYiB YCix KaTeropin oo
nporpamMHo-TexHi4Hmnx 3acobis LICK Ta iHchopmauii, wo 36epiraetbca Ta 06pobnseTsca B LICK.

Po3pobneHi Ta 4OKyMEHTOBaHi NpaBuna, WO pernamMeHTyoTb AOCTYN CTOPOHHIX ocib6 Ao mporpamHo-
TexHi4yHoro komnnekcy LICK (goctyn oo npuMillieHb, B KX pO3TalloBaHi TEXHIYHi 3acobm).

Bu3HaueHi Ta [OKyMEHTOBaHI NepiofMyHi opraHi3auinHi i TEXHIYHI 3axogu i3 3axucTy iHdopmallii.

[JoknagHuin onuc 3a3HavyeHuMX OpraHi3auiiHux 3axofiB 3axucTy iHdopmalii BuKnageHo vy
KaneHngapHoMmy nnaHi pobiT i3 3axucTy iHdopmaliii.

2.6.2. 3axoau TEXHIYHOro 3axuCTy

o TexHiYHNX 3axofiB 3aXMCTy BiAHOCATLCA:

BMSABNIEHHS Ta 6nokyBaHHA (yCyHeHHs1) 3arpo3 6e3neui iHdopmauii 3a gonomorow cuctem
BUSIBNEHHS BTPy4YaHb (MepPEeXHi Ta CUCTEMHOIO PIBHSA);

BUKOPUCTAHHA MOXIIMBOCTEN, $Ki HagalTbCA CUCTEMHMM Ta MpPUKNagHUM NporpaMmHUM
3abe3neyeHHsaM, WO BUKOpUCTOBYlOTbCcs B cknagi LICK, ana po3mexyBaHHs poctyny p[o
obnagHaHHS BiANOBIAHO 0O NpaB AOCTYMNY, BU3HAYEHMX Y NYHKTI 2.3.

nepesipka npaue3naTtHOCTi 3aco6iB 3axMcTy iHdopMaLlii;

BMKOPUCTAHHSA NporpamMHmnx 3acobiB 3axmcTy B 3acobax 064MCnoBanbHOI TEXHIKY;
BCTaHoBneHHA Ha APM Ta cepBepax aHTuBipycHoro [13;

cBoevyacHe oHoBreHHA 13 (y Tomy vncni aHTusipycHoro) Ha APMax Ta cepBepax;
CBO€YacHe pe3epByBaHHA KPUTUYHUX CUCTEMHUX AaHMX;

BMKOPUCTAHHSA CUCTEMU rapaHTOBAHOIO €NEKTPOXMUBIEHHS.
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3. OCHOBHI TEXHIYHI PILIEHHA

3.1. PiweHHsa wopno ctpyktypn KC3I

MobynoBa obuucnioBanbHoi Mepexi LICK BM3HauaeTbca 3aBoaHHsaMK, wWo Bupiwytotbes LCK, i
3ymoBnoe cTpyktypy KC3l LICK. B ocHoBy nobynoBu Mepexi 3aknafeHun MOAYNbHWA MNPUHLMM, SIKWRA
[O3BOJISE FHYYKO 3MiHIOBATU CUCTEMY B YaCTUHI Il HAPOLLEHHSA Ta Nepepo3noaisly NOTYXHOCTI.

3.2. Onuc KoMMekcy TeXHIYHMX 3acobiB
3.2.1. MNpoeKTyBaHHA cUCTEMM

Mepen npoekTyBaHHAM cuUCTeMU Oyno nNpoBeAeHO OBCTEXEHHs TeXHiYHMX 3acobiB Ta cuctem
3abesneyveHHs iHopMaLinHOi AianbHOCTI CTPYKTYpHMX enemeHTiB LICK, BusiBneHi moxnuei 3arpo3u 6e3newi
iHdbopMaLii, npoBeaeHuit ix aHania Ta ctBopeHa mogenb 3arpo3 LICK. Ha ocHoBi BcebiuHoOro i noBHoro aHanisy
3arpos 3ajficHeHnin BMbip HeobxiaHoro nepeniky dyHKUioHanbHMX nocnyr 6e3nekun, 3acobiB i 3axoaiB 3axucTy,
Lo noBuHeH peanidyeatnca KC31 LICK.

3.2.2. Cknap Komnnekcy TeXHi4YHuX 3acobis

o nporpamHo-anapaTtHux 3acobis LICK BigHocsTbCS:

— aKTMBHEe MepexHe obnagHaHHs:
—  MixmepexeBui ekpaH Cisco ASA - 5512 - 1 wr.

— 3acobu 3axucTy:

—  MKM «paga-301» - 2 wr;

— KM «['psga-61» - 2 wr;

cepBepHa KOMMOHeHTa, 00 CKnaay AKOoi BXOOATb:

—  cepepwu ueHTpanbHi LUCK - 2 wr;

—  cepsepu B3aemogii UCK - 2 wr;

—  CcepBep CUMHXPOHi3aLjii Ta MOHITOPUHrY - 1 WT.

—  GPS - npuinmay;

— GSM - moaynb.

— poboui cTaHLUii, Ha SIKUX BCTAHOBIIEHO CUCTEMHE Ta MpUKNagHe nporpamHe 3abeaneyeHHs Ans
opraHizauii po6otu agminictpaTtopis LICK;

— APM reHepadii knioyis kopuctysadis LICK.

3.2.3 CtpykTypoBaHa kabenbHa cucrema

Ina 3pincHeHHs iHopmauiiHoro obMiHy Mix cknapoBumu cuctemmn nobyposaHo CKC. ApxiTekTypa
CKC npumiweHb LICK - "3ipka” 3 MiHiManbHOI KinbKiCTIO NPOMIXHUX CMOfyYeHb MiX pobounmm cTaHuiamMm Ta
aKTVBHUMMW MepeXHUMM npuctposimu. EnemeHTHa 6a3a cucrtemu (KpocoBe o0b6nafgHaHHA, iHCTanAuiiHWiA
(marictpanbHun) kabenb, iHdOpMaLiNHi  po3eTKWM, KpOCyBasibHi LUHYpW) po3paxoBaHi Ha nepegaqy
iHdbopMauinHoro curHamny 3i cmyrotw 4vactot o 125MIy i npuaaTHi ans nobynoBu NokanbHOI Mepexi 3a
TexHonorieto Fast Ethernet IEEE 802.3u (3 nponyckHoto 3aaTHicTio kaHanis 100 M6it/c) abo Gigabit Ethernet
IEEE 802.3ab (3 nponyckHoto 3paTHicTio kaHanie 1000 M6it/c). Komnnekc y cknagi LICK B3aemogie i3
30BHILLUHBOK TENEKOMYHIKaLIHOI Mepexer Yepes LMPOKOCMYTOBUN TPakT 3B’A3KY Ha LUBMOKOCTI HE MeHLle
512 kbit/c (MepepbayeHa MoXnNUBICTb pe3epByBaHHA Lboro TpakTy). EnemeHtn CKC po3aTalwoBaHi B Mexax
KOHTPOSIbOBaHOI 30HM.

3.2.4 30BHiILLUHI KaHanNu 3B’A3KY

O6miH iHdopmauieto mMix Kopuctysayamu ta LICK 34ilCHIOETECA OpeHA0BaHNUMKU KaHanamMmu nepegadi
OaHuX.

3.2.5 lMipcmuctema rapaHTOBaHOrO eNEKTPOXMBIIEHHS

Mipcuctema rapaHTOBaHOro eNeKTPOXMBIIEHHS CKNafaeTbes 3 NpUCTpoiB 6e3nepebiiHoro XuBneHHs,
po3paxoBaHMX Ha 3abe3neyeHHs aKTMBHOIO MepexHoro o6nagHaHHsA, cepBepiB, pobounx Micub
aAamiHicTpaTtopiB Ta 4YeproBoi 3miHM LICK enekTtpoeHeprieto npotarom 15 xsunuH npu 100% HaBaHTaXeHHiI, AKa
TaKoOX Mpu3HavyeHna pnsa 3axucTy obragHaHHA Bif, 30BHIWHIX AecTabinisytoumx ¢akTopiB npyu HasaBHOCTI
BiOXMIIEHb Y MapamMeTpax eNeKTPOXMBIIEHHS Yy BXIOHUX MepeXax enekTponocTavyaHHs.

3.2.6 CepBepHa KOMMNOHEHTa

LleHTpanbHi cepeepn Ta cepBepu B3aeMOpii (PYHKLiOHYHOTb aBTOMaTM30BaHO. cepBepun ob’efHaHi y
BiANOBIgHI KNnacTtepw.
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3acobu cepeepy LICK nigTpumyoTb MOXMMBICTb aBTOMaTUYHOIO PE3EPBHOIO  KOMilOBaHHS peecTpy
cepTucpikarie, peecTpy KopucTyBayiB, 6a3u crnmckiB BigknmkaHux ceptudikaTiB Ta 6a3m No3HaAYoK Yacy.

Bci TexHi4Hi 3acobu komnnekcy 3abeaneyyoTb MOXUBICTb AiarHOCTYBaHHA Ta OTPUMaHHS iHcbopmaui
Npo CTaH iX (PYHKUIOHYBaHHS.

PC apmiHicTpaTopa 6e3neku, cUCTEMHOro agMiHicTpaTopa, agMiHicTpaTopa peecTpauii, LeHTpanbHi
cepBepu, cepBepu B3aEMOfii Ta cepBep CWUHXPOHI3auii Ta MOHITOPUHIY B3aEMOLIIOTb 4Yepe3 BHYTPILLHIO
TEeNEeKOMYHiKaLilHy Mepexy Ha OCHOBI kabenbHoi Mepexi Ta KomyTaTopa i yToptotoTb JTOM.

3.2.7 Cknapg KoMmnnekcy nporpamMmHux 3acobis

o nporpamHux 3acobis LICK BigHocsaTbCS:

CUCTEMHEe MporpamHe 3abeaneyeHHs (onepauiriHi cuctemmn Microsoft Windows Server 2012 R2
Standard, Microsoft Windows 8.1 Enterprise, Linux FreeBSD 9.2 i3 wtatHum K33;

CYB[, i3 wratHum K33 Ta 3acobamu ix agmiHictpyBaHHsA Microsoft SQL Server 2012 i3 wraTtHUM
K33;

nporpamHuin komnnekc cepsepa LUCK “lIT UCK-1. Knwoui LUCK”, “lIT UCK-1. CMP-cepsep”, “lIT
LICK-1. TSP-cepBep”, “lIT LUCK-1, OCSP-cepeep”;“lIT LICK-1. Cnyx608Bi mopyni cepsepa LICK;
HTTP-cepeep Apache 3 moaynem cdopmyBaHHs HTML-gokymeHTiB PHP i3 wratHum K33;

CYb[ MySQL i3 wrtatHum K33;

LDAP-cepsep Open LDAP i3 wratHum K33;

MoAynb nepepadi enekKTPoHHUX NOoLTOBUX noBigomieHb (MTA) Ta nowToBMIiA cepBep i3 WTaTHUM
K33 Exim ;

nporpamHun komnnekc cepsepa B3aemogii lIT LLCK-1. Cepsep B3aemogii;

3acobu apgmiHicTpyBaHHA Ta ayauty CYB[ cepsepa LICK Microsoft SQL Server 2012 Ta wTtaTHi
ODBC-gparisepu OC;

3acobu ynpasniHHa komyTaTopom Ta ME TepmiHanbHui knieHT SSH, HTTPS-knieHT, okpeMi wraTHi
3acobu ynpaBniHHA MPUCTPOSIMY;

3acobu agmiHicTpyBaHHA cuctemHoro N3 cepepa B3aemopii TepmiHanbHuiM knieHT SSH;
nporpamMHuin Komnsnekc aamiHictpatopa ceptudikadii lIT LCK-1. AgminicTpaTop cepTtudikadii;
nporpamMHuin KomMnnekc agmiHictpatopa peectpauii [IT LLICK-1. AgmiHicTpaTop peecTpalii;
nporpamMHuin komnnekc kopuctysaya LICK IIT Kopuctysau LICK-1;

aHTuBipycHe M3: ESET Endpoint Security 5;

iHWwe nporpamHe 3abe3neyeHHs, HeobXigHe AnSA (OYHKLIOHYBaHHA cucTeMu apxiBauii AaHux Ta
3axucTty iHopmaLiii.

3.2.8 AHTUBIPYCHUI 3aXUCT KOMM'IOTEPHNX CUCTEM

AHTUBIPYCHUI 3aXUCT KOMMIOTEPHUX CUCTEM BMNPOBALXEHWUA 3 METOH 3[iMCHEHHA OpraHi3auinHux i
TEXHIYHUX 3axofiB wWoao 3abesneyeHHA 3axucty TexHiuHux 3acobiB LICK Big 3apaxeHHs koMn'toTepHUMM

Bipycamu.

AHTUBIpYCHUI 3aXUCT KOMITIOTEPHUX CUCTEM MPU3HAYEHWUI AN 3aXUCTy CEpBepiB Ta PO6oYMX CTaHLiN
LICK Big KoMM'loTEpHUX BipyCiB Ta NepekpmMBae MOXIMBI LUMASXWN NPOHUMKHEHHSA BipyciB B LICK yepes:

hannu, L0 BUKOHYIOTHCS;

€IeKTPOHHY MOLUTY;

CUCTEMHI 06nacTi XOpCTKUX AUCKiB abo OUCKET, B TOMY YMCHIi | MarHiTHO-ONTUYHUX AUCKIB;
nokymeHTn Microsoft Word;

eneKTpoHHi Tabnuui Microsoft Excel,

6a3u naHux Microsoft Access;

npeseHTadii Microsoft PowerPoint;

HTML cTopiHku i3 Java abo Active-X annetamu;

iHLWI LWNSAXWU 3apaXxeHHs .

EcekTMBHMIN 3axuCT Bif4 KOMMIOTEPHMX BipyciB 3abe3neyvyeTrbcA BMPOBafXEHHAM KOMMIEKCHOT
cuctemMu aHTmBipycHoro 3axucty. Ha piBHi LICK 3acTocoByeTbCcsa ABOpiBHEBA CUCTEMA aHTUBIPYCHOMO 3aXUCTY,
Lo nepepbavae BUKOPUCTAHHA 6araTOKOMMOHEHTHOCTI 3aco6iB aHTMBIPYCHOro 3axmUCTy Ha poboUYNX CTaHLsAX
nepcoHana Ta cepsepax LICK. AHtmBipycHe M3, wo 3actocoByeTbca B LICK, Bignosigae Bumoram T3l Ta
NigTBEPOXEHO y BCTAHOBIEHOMY MOPAAKY.
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AHTUBIPYCHUI 3aXMCT KOMM'IOTEPHUX cucTeM piBHs LICK:

MepLwmin piBeHb - 3axuct cepeepis LICK. AHTuBIpycHe nporpamHe 3abe3neyeHHs, WO BCTaHOBIOETLCSA
Ha LeHTpanbHi cepBepu, BUSIBMSE CnNpobu 3anucy 3apaxeHux, nipo3pinux dannie Ha Ui cepBepu, Ha AKi
BctaHoBnoeTbesa M3 CA ESET Endpoint Security 5. AHTUBIpycHi nporpamu, siki BUKOPUCTOBYIOTLCSA Ha LibOMY
piBHi, HAQATb MOXIMBICTb NEPEBIPKN (hainniB B peXnMi peanbHOro Yacy Ta BMAANIEHHA 3 HUX KOMM'IOTEPHUX
BipyciB ((pOHOBMIN pexunm), a TakoxX NepeBipku 3a 3anuTomM agmiHicTpatopa 6e3nekn. AHTUBIpYCHE NporpamHe
3abe3neyeHHs Aae MOXNUBICTb GrOKyBaTK cnpobu 3anucy 3apaxeHux, Nigo3pinux dannie Ha cepeepu. KoxHa
Taka cnpoba dikcyeTbCcsa y NPOTOKOMax, 3BiTax aHTUBIPYCHOI Mporpamu i3 3a3Ha4yeHHsIM iMeHi 3apaXeHoro
channy Ta Wnaxy Ao HbOro.

Opyrvin piBeHb - 3axUCT aBTOMaTU30BaHUX pobouMx Micub Ha poboumx cTaHuisx nepcoHana LICK
BCTaHoBNOETbCA aHTuBipycHe 13 CA ESET Endpoint Security 5, BignosigHicTb sikoro Bumoram T3l
NiATBEPOXEHO Y BCTAHOBNEHOMY nopsaky. [daHe M3 mae y CBOeMy cKnagji aHTUBIPYCHWMA MOHITOp, LWO
3anyckaeTbCcsi NPy BMUKaHHI KoMN'toTepa i npaLtoe NocTinHO Yy (DOHOBOMY pexuMi 6e3 iCTOTHOrO YrnoBiNbHEHHS
po6oTu cuctemu B LinomMy abo okpemux ii oaaTKiB, @ TaKoX aHTUBIPYCHUI CKaHep, KU 3AiCHI0E nepeBipKy
3a 3anMToM KopucTyBaya abo agmiHicTpaTopa 6e3neku. [laHa nepesipka Mae iHiLitoBaTUCS NpU 3aBaHTAXEHHI
JaHuXx i3 6yap-SKMX 30BHILLHIX HOCIIB iHhopmaLii. Cuctema aHTUBIPYCHOrO 3aXMCTy HacTpPOEHA TakKUM YMHOM,
WO Bigpa3y BWMIKOBYE ypaxeHi pannn B pasi ix 3HaxogxeHHs. HacTtponka uboro aHTtusipycHoro [13
BCT@HOBJIIOETbCA 3@ 3aMOBYYBaHHAM 3 CEpBEPY aHTIBIPYyCHOrO 3axXMCTy, OHOBMIEHHSA BCTaHOBIOKTHCA
aBTOMaTU4HO.

Ha piBHi kopuctyBauie LICK cuctema aHTUBIpYCHOIro 3axXucTy € ogHOpiBHEBOW. Ha poboumnx crtaHuisx
kopuctyBauiB LICK BcTtaHoBntoeTbecsa aHTusipycHe N3 CA ESET Endpoint Security 5. Npu LboOMy KOXHOro pasy
nig Yac 3aBaHTaXeHHs AaHux i3 6yAb-AKMX 30BHILLHIX HOCIIB iHOpMaLji kopucTyBayeM Mae iHiujtoBaTucs
nepesipka LMX HOCIiB 3a JOMOMOIrol0 aHTUBIPYCHOroO CKaHepa.

BepeTbca XypHan ycix nogin, aki reHepye aHTuBipycHe 13 Ha KMiEHTCbKUX pobounx Micusax, y skomy
3a3HayvaeTbCcA:

— Yyac Ta AaTa BUHUKHEHHS nogji;

— piBeHb NOAii (KpUTUYHUI, iHOpMaLNHNIA, NONepPeaXEHHS);

— TaKoe Be[leTbCA XypHan YCix 3HalleHuX BipyCiB, Yy AKOMY 3a3Ha4ya€eTbCs:
— Yyac Ta paTy BUHUKHEHHS Nopail;

— piBeHb nogji (KpUTUYHUI, iHbopMaLiNHWA, NoNepeXeHHs);

— [Jif, Wo 3acTocoByBanacs 4o 3apaxeHoro danny;

— pesynbTar gji.

CTpykTypa nporpamMHo-TexHiuyHoro kommnnekcy LICK HaBeneHa Ha pucyHKy 1.
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MporpamHo-TexHiuHum komnnekc LICK

LleHTpanuHi cepBepu Ta cepBepu B3aemogil
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PucyHok 1. CTpykTypa nporpamHo-TexHiyHoro komnnekcy LICK
3.2.9 KoHuenuisi 36epiraHHsi paHnx

KoHuenuin 36epiraHHs [aHUX BKMOYAE MOXIMBICTb BWKOPUCTaAHHS [EKiNbKOX pPIiBHIB CUCTEM
36epiraHHs aAns pisHOMaHITHUX TUMIB AaHUX.

Bu3HayvaloTbCsa Taki OCHOBHUX PiBHSA 30epiraHHsA AaHuX:

— OCHOBHE CXOBWLLE 3 ONePaTUBHUMN AAHVMMU, LLO BUKOPUCTOBYIOTLCS;
— [pyropsiiHe CXOBWLLE 3 KOMiSSMW OCHOBHUX AaHUX Ta A@HUMWU, L0 Mario BUKOPUCTOBYOTLCS.

Lli piBHi cuctemun 36epiraHHs NOBMHHI OyTU peani3oBaHi B Mexax OfHi€l ANCKOBOI NiACUCTEMM.
IuckoBa cuctema 36epiraHHa Le RAID-macuB i3 KellyBaHHSIM.

Cuctema 36epiraHHsa 3abe3neyye aBTomaTuyHe 36epiraHHa AaHux Kelwl-nam’aTi Ha AMckax npuv BigMOBI
€NEeKTPUYHOrO XUBJEHHS 3a paxyHOK pe3epBHUX baTapeii.

InckoBa cuctema 30epiraHHs nepefbadac aBTOMATUYHMI, MOCTIMHWA KOHTPOSb LiMiCHOCTI AUCKIB,
aHani3 noraHux cekTopiB, NepPeBipKy CTaHy pe3epBHUX 6aTapel, 63 BTpyyYaHHs aaMiHicTpaTopa Ta 6e3 BnMBy
Ha poboTy KOpUCTyBauiB.

3.3. Onuc mexaHi3MmiB 3axucTy iHcbopmau,i
3.3.1. CepBepHa KOMMNOHEHTA
3.3.1.1. MexaHi3mu, Wwo peanizoeaHi 3acobamn OC

CepBepu nig, ynpaeniHHAM onepauiviHoi cuctemm Microsoft Windows Server 2012 peani3ytoTb Taki
MeXaHi3Mu 3axucTy iHopmMmaLii 3a gonomoroto B6yaoBaHUX 3acobie onepauinHoi cuctemu :

— 3anobiraHHa [OCTYny HeaBTOPM30BaHMX KOPWUCTYBa4iB [O WOro BHYTPILIHIX pecypciB (LNsAxXom
HacTpoloBaHHSA napameTpiB KoHdirypauii OC);

— pO3MexyBaHHsi [AOCTyny Ao nporpaMm Ta [AaHux cepeepa (peanidyetbcs 3acobamm OC Ta
BMKOHYETbCA agMiHicTpaTopom 6e3nekn);

— cepBepu OOMeEHYy 3AINCHIOITb aBTeHTUdIKaLilo Ta aBTopu3auito kopuctysadiB ITC Ha oOCHOBI
aTpubyTiB pocTyny;

— 06nik iHdopmaLii 3a AONOMOrolo BEAEHHSI XypHany CUCTEMHUX Mopfii (3a AOMOMOrol Ccrnyx6
EVENTLOG);
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— @inbTpauia iHdopMaUiHMX MOTOKIB BiAMOBIAHO [0 MNOTOYHOI MOMITMKM Ge3nNeKn Ha OCHOBI
MepexHux atpubyTiB (Oyab-SKMX MNOMIB MEPEXHUX NakeTiB, BXiAHOrO Ta BWUXiOHOTO MOTOKIB)
3acobamu onepaLjiiHoi CUCTEMMU.

3.3.1.2. MexaHi3mu, Lo peani3oBaHi 3acobamu NpVKagHoOro NporpamMHoro 3abesneyeHHs:

— CepBepU MOHITOPUHTY:

— pO3MEeXyBaHHsi [OCTYNy A0 HanalwTyBaHb 0b6nagHaHHs;

— Bi[ICTEXEHHSI Ta CBOEYACHOro pearyBaHHs Ha MOXIMBI 3MiHW y cTaHi poboTtu cepeepi LICK;

— 36epiraHHsa AaHNX MOHITOPUHIY AN NOAANbLIOro aHanisy;

— pO3MexyBaHHsi AOCTYNy A0 CUCTEMU MOHITOPUHIY Ha OCHOBI aTpubyTie gocTyny (iaeHTudikatop Ta
naponb);

— BigAaneHe kepyBaHHs 06ragHaHHAM.

3.3.2. MepexHi 3acobu 3axucTy

MixmepexHui ekpaH Cisco ASA - 5512 peanidye Taki MexaHi3Mu 3axucTy iHopmalji:

— MOXNUBICTb aBTEHTUIKAL,ii Ta aBTOpMU3aLii KOpUCTyBaYiB,;

— inbTpauito iHPopMaLiHMX MOTOKIB BIAMOBIAHO A0 MNOTOYHOI NONITUKM 6e3Mnekn Ha OCHOBI
MepexHUx atpubyTiB (OyAb-AKUX MOMiB MEpPEeXHUX MNakeTiB, BXIAHOrO Ta BUXiOHOrO MEPEXHOro
iHTepdeicy);

— 3abopoHy AOCTyny HeaBTOPM3OBaHMWX KOPUCTYBa4iB 30BHILUHbOI MEpexi A0 pecypciB BHYTPILLUHbOI
Mepexi Ta HaBnaku;

— BWKOpUCTaHHA MexaHiamiB NAT aAna npuxoBaHHA CripaBXHiX MepeXHWX agpec;

— 006nik nogi 3a ONOMOrol0 BeAeHHS XypHany cucteMHux nogin (syslog) ta (SNMP) Ha cepsepi
MOHITOPUHIY Ta KepyBaHHSA 0bnagHaHHSM;

— PpO3MNOJiNeHHs Ha 30HM 3axXuUCTy Ang 3abesnedyeHHs po3LLMPeHOol NoNiTUKK 6e3neKku;
—  MOXIUBICTb 3aCTOCYBaHHSA MEXaHi3My rapsyoro pesepByBaHHs.

3.3.3. ABTOMaTK30BaHi poboyi micus

APMuwu nig ynpasniHHAM onepauinHoi cuctemn Microsoft Windows 8.1 Enterprise peanisyloTb HacTynHi
MexaHi3Mu 3axucTy iHpopmaLiii 3a gonomoroto B6yaoBaHMX 3acobie onepauinHoi cuctemu:

— cucremy 6e3nekun APM, o 3anobirae [OCTyny HEaBTOPM3OBAHMX KOPUCTYBaYiB 0 NOrO BHYTPILLIHIX
pecypcis;

— aHTuBipycHun 3axuct APM.

3.3.4. MNporpamHo-anapaTtHuii 3acib ineHTudikauii

3abe3nedye MOXMBOCTI ABohakTOpHOI aBTeHTUIKaLT KopucTyBadiB npu ix goctyni o pecypcis OC
APMie Ta go cneuianisoBaHoro 13, wo nepepbayae B3aemogito nocagosux ocié LICK 3 B/1.

3.4. PO3MilLLeHHS KOMMEKCY TEXHIYHUX 3acobiB

LICK 3Haxoautbcs Ha TexHiyHux nrowax [N "EHEPITOPUHOK", wo 3HaxopATbCs 3a agpecor: M.
Kwis, Byn. CumoHna lNetntopum, 27.

O6napHaHHa LICK po3MmilwieHe y NpUCTOCOBAHUX MPUMILLLEHHSIX, YKOMMMEKTOBaAHUX HeobXigHMMM
3acobaMy  eneKTpoXMBIIEHHA (B TOMYy u4ucni npuctposmu 6e3nepebiiHOro  XUBMEHHS), OXOPOHHO
curHanisauieto, MOXEXHOK curHanisauieto, 3acobamy 3B'sI3KYy, [OMOMIXHMMW TEXHIYHUMM 3acobamum,
cucteMamm xuTTtesabesneyeHHa (CUCTEMU KOHAMLOBaHHA Ta onanexHs). Bci enementn LUCK, 3a BUHATKOM
KaHanis 3B’A3Ky, po3TalloBaHi B MeXax KOHTPOSIbOBaHOI TEPUTOPII.

3 meToto 3anobiraHHa HCL, oo iHdopMmalii akTuBHe MepexHe obnagHaHHS po3MillleHe B MOHTaXHMX
wadax i3 3amkom. Joctyn o npumiwieHb LICK, y Akux 3HaxoasaTbcs enemeHTy LLCK KOHTponoeTbeS.

3.5. Onuc peanizauii dyHKUioHansHUX nocnyr 6e3neku, wo peanizoaHi K33 LICK

HenTpanizauja 3arpo3 HecaHKLiOHOBaHOro [octyny p[o iHdopmauii 3abesnedvyerbca peanisalieto
noniTuKM hyHKLIOHaNbHUX NOCNyr, SKi BU3HayatoTbea npodinem 3axuweHocTi MNTK LICK sig HCA.

TexHiyHum 3aBgaHHaM Ha KC3I MTK LICK BusHaueHi Tpu  dyHKuUioHanbHMX npodini 6e3neku
iHcbopmaLii:

— dyHKUioHanbHWI Nnpodinb 6e3nekn iHdopmadii TOM MTK LCK;
— doyHKUioHanbHWI Nnpodinb 6e3neku iHopmadii poboyoi cTaHuii reHepauii kntovis LICK;
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— NPOrpamMHoO-TEXHIYHU KOMMSEKC B3aEMO/II 3 30BHILLHbOI TENEKOMYHIKaLLINHOK Mepexeto
3 piBHEM rapaHTii OUiHKN KopeKTHocTi 2 3rigHo 3 H/, T31 2.5-004-99.
dyHKUioHanbHi nocnyru 6e3nekun nokanbHoi o6uncnoBansHoi Mepexi MTK LICK

{KA-2, KO-1, KB-1, LA-1, LiB-1, AC-1, A3-1, A3-2, AB-2, AP-1, HP-3, HW-2, HW-3, HK-1, HO-3, HLJ-1,
HL-2, HT-3, HB-1, HA-2}.

K33 PM BigaaneHoro agMiHicTpaTtopa peecTpaLii peani3oBye Takui Npoqisib 3aXmULLEHOCTi:
{KA-2, KO-1, KB-1, LUA-1, UB-1, OB-2, HP-2, HN-2, HK-1, HO-2, HU-2, HT-2, HB-1, HA-2}.

3.5.1 Cneumdikauii Bumor ans K33 ueHtpanbHoro cermeHty ITC LICK

3.5.1.1 ba3oBa agmiHicTpaTuBHa KOHDIAeHUiNHICTL (KA-2)

K33 ueHTpanbHoro cermeHta ITC LICK Hapae aamiHicTpaTopam MOXIIMBICTb KepyBaTU MOTOKaMu
iHdpopMalii Bif nacuBHUX OG’€KTIB 3axXMUCTy A0 O6’EKTiB-KOPUCTYBauyiB 3 METOK 3axUCTy NacuBHUX OO6’eKTiB
3axUCTY Bif HECAHKLLIIOHOBAHOro 03HANOMJIEHHS 3 IX BMICTOM (KOMMnpoMeTau,i).

MoniTka Nocnyru BiAHOCUTBLCSA A0 HACTYMHUX NIAMHOXWH NAacMBHMX 06 €KTIB 3aXUCTY:

— {0 _TIKc}, {O_TIyc}, {O_XYPc}, {0_K®A}, {O0_PM}, {0 _CEP} (nig yac ix o6pobkn 3acobamu JIOM
cepeepis LICK);
- {O_TIKo}, {O_TIYo}, {O_XYPo}, {[_OKM}, {A_OKL};
— {O_TIKr}, {O_TIYr}, {O0_XYPr}.
K33 ueHtpaneHoro cermeHty ITC LICK 3piiicHI0OE po3mexyBaHHA [OCTyny Ha niactasi aTpubyTis
[ocTyny 06’eKTiB-KOPUCTYBaYiB i MacUBHMX 06’EKTIB 3aXUCTY.

K33 ueHTtpanbHoro cermenTy ITC LICK aHanisye yci 3anutn Ha AoCTyn Bif, iMeHi 00’eKTiB-KOPUCTyBauiB,
O HapalTbCA 3 METOK ofepXaHHsa iHdopmalii, gka MicTUTbCa B nacuBHMX ob6’ekTax 3axucty. K33
ueHTpanbHoro cermeHty ITC LICK 3abopoHsie/Hapae BignoBigHW p[oCTyn 3rigHO 3aranbHUX npaswun
po3mexyBaHHsA goctyny (Tabnuui 4), a TakoX 3Ha4YeHb, L0 MICTATLCS Y CMUCKaX KepyBaHHSA AOCTYMOM.

3anutn Ha 3MiHy nNpaB [OCTyMy A0 NacuBHMX 06’€KTiB 3axucty obpobnsatwTbes K33 LeHTpanbHOro
cermeHTy ITC LCK Tinbku y TOMy BMnNagky, AKLO BOHU HAAXOAATh Big KopucTyBaya 3 ponnto P_AB.

K33 ueHTpanbHoro cermeHTy ITC LCK Hapae MoxnuBicTb kopucTyBady 3 ponnto P_AB BusHauvatu
KOHKPETHUX KOpUCTyBadiB Ta/abo poni (rpynv KopucTyBadiB) siKi MaloTb NpaBo Ha OfepXaHHs iHdopmallii, Lo
MICTUTbCA B MACMBHMX 00’EKTax 3axmcCTy.

MpaBa kopuctysauis ITC LICK, Ha BuKopucTaHHsi 06’eKTiB-NPOLECIB, LLLO MOXYTb BYTU BUKOPUCTaHI Ans
OOCTYyny A0 nacuMBHUX OO’€KTIB 3axXWUCTy, BU3HA4alOTbCA HasiBHICTIO aTpubyTiB AOCTyny, WO 3BeAeHi Ao
Tabnuui 3.

Mpun ekcnopTi (pe3epeHoMy KoritoBaHHi) 06’ekTiB {1 OKLI} 36epiraeTbca aTpnbyT fOCTYNY - Naposb.
3.5.1.2 MNoBTOpHE BUKOpUCTaHHsA 06’ekTiB (KO-1)

K33 ueHTpanbHoro cermeHta ITC LICK 3abe3neyye KOpPEKTHICTb MOBTOPHOIO BWKOPWCTAHHS
MOAINIOBaHNX PECYPCiB, rapaHTyouu, WO Yy BUNaAKY, AKLLO NOAINOBaHUA pecypc BUAINSETLCA HOBOMY O6’EKTY-
KopucTyBady abo npouecy, BiH He MicTUTb iHdopMaLji, Wo 3anuwunaca Big nonepegHboro ob’ekTa-
KopucTyBayda abo npoLecy.

Y AKOCTi NOAINIBaHOro pecypcy po3rnsafaalTbes :

— onepaTMBHa NaM'ATb KOMMOHEHTIB uUeHTpanbHoro cermeHty ITC LICK (ueHTpanbHux cepsepis,
cepBepiB B3aeMof;ji, cepBepy MOHITOPUHIY Ta CUHXPOHi3aLii yacy, PM obcnyroBytoyoro nepcoHany);
— Tumyacosi 3MiHHi MK PM reHepalii knio4iB B AKUX MicTaTbca 3HaueHHA {,_OKKk}.
Mepw HiX npouec, WO npaule 3 npaBaMu OO’€KTa-kOPUCTyBaya, 3MOXE oOfepXaTu B CBOE
pPO3MOpPSAAXEHHA 3BiNIlbHEHWUI iHLWIMM MNPOLECOM MacuBHUA 06'eKT, BCTAHOBMEHI ANs nonepegHboro ob’ekTa-
KopucTyBaya abo npoLecy npasa AOCTYyNy A0 AAHOro NacuBHOro 06'ekTa CKaCoBYOTHCS.

Mepw HiX npouec, WO npaule 3 npaBamMu 0O’€KTa-KOpUCTyBava, 3MOXE OAepXaTu B CBOE
PO3MOpPSAAXEHHA 3BiNlbHEHUI iHLIUMM MPOLIECOM MacuBHUI 06'eKT, BCA iHopMaLia, Wo MICTUTLCA B JAHOMY
nacuBHOMY 06'€KTi, 3HMLLYETLCS.

3.5.1.3 MiHimanbHa KoHdigeHUinHicTb Nnpy 06MiHi (KB-1)

MoniTvka KoHdigeHUinHoCTI npyu 0bMiHi, wo peanisyetbca K33 ueHTpanbHoro cermeHty ITC LICK,
BiQHOCUTbCA [0 HACTYMHUX NiAMHOXMWH NacUBHUX 06’EKTIB 3aXUCTY:
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- {0 TIKec}, {O_Tiyc}, {O_XYPc}, {O_PM}, {0 _K®A}, {O CEP} (nig uyac ix nepegadi Mix
komnoHeHTamu JIOM cepeepie LJCK Ta PM ob6cnyroBytoyoro nepcoHany);

— {O_TIKc}, {O_TIYc}, {O_KYPc} 3acobis K3I (MepexHux kpuntomoaynis, kpuntomoaynis, A3 K3I)
(nig vac ix nepegaui mix BignoeigHumn 3acobamu K3l Ta nporpamHumm 3acobamu, Lo BCTAaHOBIEHI
Ha KOMMOHeHTax LeHTpanbHoro cermeHTy ITC LICK (ueHTpanbHUX cepBepax, cepBepax B3aEMOfi,
PM o6cnyroeytoyoro nepcoHany);

— {O_Pny}, {O_K®A} (nig vac ix nepepaui mix komnoHeHtamm J1IOM cepsepis LICK).

Mpwn peanizauii nonituku nocnyru K33 ueHtpansHoro cermenTy ITC LICK BukopucToBye:

- {0_OKn}, {A_OKLU} {A_CEP}.

MoniTvka KoHdigeHUinHOCTI npyu 0bMiHi, wo peanisyetbca K33 ueHTpanbHoro cermeHty ITC LCK,
peani3yeTbCA 3a paxyHOK BUKOPUCTaAHHA QYHKLiN wudpyBaHHsa 3a anroputmom OCTY FOCT 28147:2009
(pexum npocToi 3aMiHN, peXxnm ramyBaHHs1). Kopuctysadi He MaloTb MOXIJTMBOCTI BIJIMBATU HA PiBEHb 3aXUCTY.

K33 ueHTtpanbHoro cermeHTy ITC LICK 3abesneuye 3axucT Big 6e3nocepefHbOro 03HaAMOMIEHHSA 3
iHdbopMalieto, Wo MiCTUTLCS B 06'EKTI, AKMIN NepeaacTbes.

3.5.1.4 MiHimanbHa agmiHicTpaTusHa uinicHictb (LA-1)

K33 ueHTtpancHoro cermerta ITC LUCK Hapae apgmiHicTpatopaM MOXIMBICTb KepyBaTu MOTOKamu
iHpopmalii Bif 06’€KTiB-KOPUCTYBauYiB A0 MacMBHUX OO’EKTIB 3axXMCTy 3 METOK 3axXMCTy MacuMBHUX OO’EKTIB
3axUCTY Bif HECaAHKLLIIOHOBAHOro CTBOPEHHS, Moandikauii abo BuaaneHHs.

MoniTuka nocnyru BiAHOCUTLCSA [0 HACTYMHUX NiAMHOXWH NAcUBHUX 00’EKTIB 3aXUCTY:

— {O_TIKc}, {O_TIYc}, {O_XYPc}, {O_K®A}, {0 PN}, {O_CEP}, {O_M4y}, {O0_3KCC}, {O_3KPC} (nig,
yac ix 06pobku 3acobamu JIOM cepeepis LICK);
- {A_TIKo}, {O_TIYo}, {[l_XYPo}, {[_OKM}, {A_OKL;
— {0 _TIKr}, {O_TIyr}, {O_XYPr}.
K33 ueHTpanbHoro cermeHty ITC LICK 3piicHioe po3mexyBaHHA AOCTYMNy Ha nigctasi aTpubyTiB
[ocTyny 06’eKTiB-KOPUCTYBaYiB i MacUBHMX 06’EKTIB 3aXUCTY.

K33 ueHTtpanbHoro cermeHTy ITC LICK aHanisye yci 3anutu Ha gocTyn Bif iMeHi 06’eKTiB-KOpUCTyBauiB,
WO HapatTbca 3 MeTow Mopmdikauii iHpopmalii, sika MicTuTbcA B nacuMBHMX o6’ekTax 3axucTy. K33
ueHTpaneHoro cermeHty ITC LICK 3abopoHsie/Hagae BignoBigHUA [OCTYyN 3rigHO 3arafibHUX npasun
po3MeXxyBaHHS AocTyny (Tabnuui 4), a TakoX 3Ha4YeHb, Lo MICTATbCA Y CNNCKax KepyBaHHA AOCTYMNOM.

3anuMTn Ha 3MiHy npaB AOCTyMy A0 NacuMBHWMX OB’ekTiB 3axucty o6pobnsioTbcs K33 ueHTpanbHoro
cermeHTy ITC LCK Tinbkn y TOMy BMnNagky, AKLLO BOHU HAAXOAATb Big KopucTyBaya 3 ponnto P_AB.

K33 ueHtpanbHoro cermenTy ITC LUCK Hapgae MOXnuBiCTb kopucTyBady 3 ponnto P_AB BusHauyatu
KOHKPETHUX KOpUCTyBauyiB Ta/abo poni (rpynu KopucTyBadiB) siki MaloTb NpaBo Ha Moamdikauito iHbopmali, Lo
MiCTUTbCA B NacUBHNX 06’€KTax 3axmuCTy.

Mpun ekcnopTi (pe3epeHoMy KonitoBaHHi) o6’ekTiB {{,_OKL}, {0 _OKKk} 36epiraetbca atpubyT goctyny -
naponb. Bumor wopo 36epexeHHa aTpubyTiB AOCTYNY A0 iHWKWX NacMBHMX 00'EKTIB 3aXMCTY Nif, Yac iX eKCcnopTy
Ta iMNOpPTY HE BUCYBAETHLCH.

3.5.1.5 MiHimanbHa uinicHicTb npy o6MmiHi (LB-1)

MoniTuka winicHocTi Npu 0bMiHi, Wwo peanisyetbcst K33 ueHTpansHoro cermenTy ITC LICK, BigHOCUTLCA
[0 HACTYMHUX NiAMHOXMH NacuUBHUX 06’EKTIB 3axXMCTy:

— {0 _TIKc}, {O_TIyc}, {O_XYPc}, {O_Pr}, {O_K®A}, {0 _CEP}, {O0_3KCC}, {O_3K®dC} (nig yac ix
nepepayi Mixx komnoHeHTamu JIOM cepeepiB LICK Ta PM o6cnyroBytoyoro nepcoHany);

— {0 _TIKc}, {O_TIYc}, {O_XYPc} 3acobis K3l (MepexHux kpuntoMmoynis, kpuntomoaynis, A3 K3l)
(nig vac ix nepeaavi mix BignosiaHMMu 3acobamu K3l Ta nporpamHumm 3acobamu, WO BCTAHOBEHI
Ha KOMMOHeHTax LeHTpanbHoro cermeHTy ITC LICK (ueHTpanbHUX cepBepax, cepBepax B3aemMogii,
PM ob6cnyrosyto4oro nepcoHany);

— {O_Pn}, {O_K®A}, {0, 3KCC}, {O_3K®dC} (nig yac ix nepepadi mix komnoHeHtamu JTOM cepsepis
LICK).

Mpu peanizauii nonitnkn nocnyrn K33 ueHTtpanbHoro cermeHTy ITC LUCK BUKOpPUCTOBYE:

- {A_OKn}, {A_OKU}, {A_CEP}.

MoniTMka wujinicHocTi npu 06MiHi, wWo peanisyetbca K33 ueHTpanbHoro cermeHnty ITC LCK,
peani3yeTbCs 3a paxyHOK BUKOPUCTaHHS pyHKUi obuncneHHs imitoBcTaBku 3a anroputmom LOCTY FOCT
28147:2009. KopucTyBadi He MaloTb MOXJIMBOCTI BMAMBATH Ha PiBEHb 3aXUCTY.
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K33 ueHtpanbHoro cermeHTy ITC LICK 3ab6e3neyye MOXIMBICTb BUSIBNIEHHS MOPYLUEHHS LiNiCHOCTI
iHdopMalLii, o MiCTUTbCA B 00'eKTi, AKMIA NepeaacTbCs.

3.5.1.6 CrikicTb npn obmMexeHux Bigmosax (AC-1)

K33 ueHTtpanbHoro cermeHty ITC LICK 3abeanevye, Wwo BigMOBa MNiIAMHOXWHW KOMMOHEHTIB
ueHTpanbHoro cermeHTta ITC LICK He npu3Bene 40 HEMOXIIMBOCTI (DYHKLIOHYBAHHS LIEHTPAlibHOro CerMeHTa
ITC LICK y uinomy.

BiamoBa oaHoro i3 3aay6nboBaHMX KOMMOHEHTIB LeHTpanbHoro cermeHTy ITC LICK:

— OC ueHTpanbHux cepBepis;

— OC cepBepiB B3aemogii;

— OC PM obcnyrosytodoro nepcoHany;

— CKB[, cepBepiB B3aemogii;

— TK ueHTpanbHUX cepBepis;

— [1K cepBepiB B3aemogji;

- ME;

— KomyTaTopis JTOM;

— MEpEeXHUX KpUnToMopyriB

— KpunTtorpadivyHux moaynis;
He npu3BOOUTbL OO0 HEAOCTYMHOCTI MOCNYr, WO HagalTbCsa MignucyBayam, 3asiBHUKAM Ta aHOHIMHUM
kopuctyBadam LICK. ¥ ripuomy BunaaKy nonyckaeTbca 36inbLUeHHS Yacy ix 06cnyroByBaHHs.

BiamoBa PC reHepauii knoyiB NpM3BoguTb NULLE OO HEMOXITMBOCTI reHepauji Ko4diB KOpUCTYBauiB y
LICK, ane He 0o noriplieHHsA XxapakTepucTuMK o6cnyroByBaHHS iHLUMX KOPUCTYBaYiB.

BiomoBa cepBepa MOHITOPMHIY Ta CUHXPOHi3auii 4yacy npu3BOAWTbL nuWwe [0 HEeMOXMBOCTI
MOHITOPUHIY uUeHTpanbHoro cermeHTty ITC LICK Ta HEMOXNMBOCTI CMHXPOHI3aLji yacy 3 cepBicamMu TOYHOro
yacy.

TexHiyvHi 3acobu K33 ueHTpanbHoro cermeHTy ITC LICK matoTb 3acobu ingukauii Ta/abo onoBileHHs
agMiHicTpaTopiB Mpo BiAMOBY OyAb-AKOro 3axuLEHOro KOMMoHeHTa. Takox [13 MOHITOpMHry npoBOAWTb
nepioanyHy nepeBipKy [OCTYMHOCTI OCHOBHUX TEXHIYHWX Ta MporpamMHux 3acobiB, a TakoX CurHanisawito
apMiHicTpaTopam y BUNaaKy BTpaTu AOCTYMHOCTI.

3.5.1.7 MogepHizauis (O03-1)

K33 ueHTtpanbHoro cermenty ITC LICK Hapae MOXNUBICTb MPOBEAEHHS MOAEPHi3aLlii KOMMOHEHTIB
ueHTpanoHoro cermeHTty ITC LICK, npn upoMy MoaepHi3aujis He Npu3BoAMTb A0 NepepuBaHHA BUKOHaHHSA K33
ueHTpaneHoro cermeHTy ITC LICK dyHKuUin 3axucTy Ta HeobGXigHOCTI MpoBeAEHHSA AOLATKOBOI AepXaBHOI
ekcneptnaun KC3lI.

K33 ueHTtpansHoro cermeHTy ITC LICK Hagae MoxnuBicTb 3aMiHW/MofepHi3saLlii:

a) 3acobiB K3l Ha Taki cami abo aHamnoriyHi 3acobu, 3a yMOBU HAsIBHOCTiI Y OCTaHHiX €KCnepTHOro
BMCHOBKY AaMiHicTpauii Jepxcneuas'asky y cdepi K3I Ta goTpumaHHA BUMOTr BU3Ha4yeHux y T3 Ta TEeXHIYHMX
ymoBax Ha 3aci6 K3l, wo npoxoantnme BunpobyBaHHA B xofi aepxaBHoi ekcneptuan KC3I B LeHTpanbHoOMy
cermeHTi ITC LICK.

6) 3acobis T3l (ME, komyTaTopu JTOM, 3A3 ueHTpanbHux cepepiB, 3A3 ana PM reHepalii kntodiB) Ha
Taki cami abo aHanoriyHi 3acobu, 3a yMoBU pearnizaLii ocTaHHIMW OYHKLiA 3aXUCTy (L0 BUMaralTbCs Y LbOMY
T3). BignosigHicTb yHKUiA 3axucTy Mae 6yt niaTBepaXeHa eKCcnepTHMM BUCHOBKOM AfMiHicTpauii
Oepxcneuss'asky y cdepi T3l.

3amiHa KOMMNOHeHTIB Mae 6yTn foCcTynHa kopuctysayam 3 ponnto P_AB Ta/abo P_AC.

Mopsagok MopepHi3auii Ta 3AidcHeHHA BunpobyBaHb nicna MoAepHi3auii cknagy KOMMOHEHTIB
ueHTpaneHoro cermeHTy ITC LLCK mae 6yTn BU3HayeHuin y MeToauLi MogepHizaliii.

3.5.1.8 ObmexeHa rapsya 3amiHa (03-2)

K33 ueHTpanbHoro cermenTy ITC LICK 3abe3nedye [OCTYMHICTb MOCAyr i pecypciB LEeHTpanbHoro
cermeHta ITC LICK nig yac 3amiHM MOro OKpeMux KOMMOHEHTIB (3a paxyHOK AyO6ntoBaHHS KOMMOHEHTIB,
opraHizauji knacrtepis).

MoniTuka nocnyru NOLWMNPIOETLCS Ha TaKi KOMNOHEHTU LieHTpanbHoro cermenty ITC LICK:

— UeHTpanbHi cepBepu;
— cepBepwu B3aemMogii;
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— PM obcnyroByto4yoro nepcoHany;

— CKB[, ueHTpanbHux cepBepis;

— CKB[], cepBepiB B3aEMOL,i;

— komytaTopu JTOM,;

— MepexHi Kpuntomoayni;

— KpunTomopgyi.

3amiHa KOMMOHEHTIB A0CTYyMHa KopucTyBayam 3 ponnto P_AB Tta/abo P_AC.

MogepHisalis He npu3BoaUTbL A0 HEObXiAHOCTI NPoBeAEHHNA A0AaTKOBOI AepxaBHoi ekcrnepTnsn KC3lI
B LeHTpanbHoMy cermeHTi ITC LICK.

3.5.1.9 ABTomMaTun3oBaHe BigHoBMeHHs (OB-2)

K33 ueHTpanbHoro cermeHty ITC LICK 3abesnedye [OCTYMHICTb MOCAYr i pecypciB LIEHTpanbHOro
cermeHTa ITC LICK wnaxom aBToOMaTU30BaHOIO BiAHOBIIEHHS MiCMA BigMOB OKPEMUX KOMIMOHEHTIB, @ CaMe:

— OC ueHTpanbH1X cepsepis;

— OC cepBepiB B3aeMOL,i;

— OC cepBepa MOHITOPUHTY Ta CUHXPOHi3aLii vacy;

— OC PM obcnyroBytodoro nepcoHany;

— OC PM reHepalii knto4is;

— CKB[ ueHTpanbHux cepsepis;

— CKB[, cepBepiB B3aemogii.

Y pasi HeMOXNMBOCTI BiAHOBUTU MNpaue3naTHICTb KOMMOHEeHTa, o BigMoBuB, K33 ueHTpanbHOro
cermeHTy ITC UCK nepeBoauTb BiAnMoOBigHIi KOMMOHEHTM OO CTaHy i3 SKOro NOBEPHYTW A0 HOPMAsIbHOMo
(YHKLIOHYBaHHs1 MOXe TinbKu kopucTyBaui 3 ponnto P_AB ta/abo P_AC.

K33 ueHtpanbHoro cermeHTy ITC LUICK Hagae mMoxnuBicTb KopucTyBadam 3 ponnio P_AB Ta/abo
P_AC BigHOBUTM Mpaue3aaTHICTb KOMMOHEHTIB, WO BiAMOBUNKN, Yy PYYHOMY PeEXMMi i3 3acCTOCyBaHHSM
pe3epBHMX/eTanoHHMX Konii. PeanizoBaHi py4yHi npouenypuw ans:

a) BigHOBNEHHA 6e3neyHnx NapameTpiB:

— OC ueHTpanbHuX cepBepiB;

— OC cepBepiB B3aemogii;

— OC cepBepa MOHITOPUHTY Ta CUHXPOHi3aLii vacy;
— OC PM obcnyrosytodoro nepcoHany;

— OC PM reHepalii kntouis;

— CKB[, ueHTpanbHux cepsepis;

— CKB/[, cepBepiB B3aemogii;

- ME;

— KomyTaTopis JIOM.

6) BiAHOBNEHHSI OCOBUCTUX KITHOMIB:

—  MEepeXHUX KpUnToMoayris;
— KpuntTomogaynis.
3.5.1.10 Keotu (OP-1)

K33 ueHTpanbHoro cermeHTty ITC LICK 3abesnedye [OCTYMHICTb MOCHYr i pecypciB LEHTpanbHOro
cermenrTa ITC LCK wnsaxom KkepyBaHHA 06CSAroM pecypciB, LLO BULINSATLCA KOPUCTYBaYaM.

O6mexeHHs Ha pecypcu CKB[, ueHTpanbHux cepeepiB Ta CKB[ cepBepiB B3aemogii:

— MakcuMManbHWA Yac BUKOHaHHSA 3anuTis, WO HAAX0AATL 3 BigAaneHoro By3na;
— MakcuMmarsbHa KinbKiCTb KOHKYPEHTHUX 3'eQHaHb.
O6mexeHHs Ha pecypcu N3 HTTP-cepeepy:

— MakcuMmarnbHa KifbKiCTb KOPUCTYBauyiB, L0 MOXYTb OAHOYAcHO oTpumyBaTtu goctyn go M3 HTTP-
cepsepy;
— Kinbkictb 06po6HuKiB 3anuTiB KopucTyBadis N3 HTTP-cepsepy.
3anuMTn Ha 3MmiHy BCTaAHOBINEHUX O0BMexeHb 06pobnsawTbcs K33 ueHTpanbHoro cermeHty ITC LICK
TiNbKK B TOMY BUNaKy, AKLLO BOHU HaaxoaaTh Big P_AB abo P_AC.

3.5.1.11 CurHanizauia npo Hebesneky (HP-3)

K33 wueHTpanbHoro cermeHty ITC LICK 3giiicHioe peecTpaujlo nogin, wo mawTb 6Ge3nocepenHe
BigHOLWEHHA [0 6e3neku, a came:
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— OTPMMaHHS 4n cnpoba OTpUMaHHA KOpPUCTYyBaveM JoCTyny (6yab-AKoro Buay) Ao 06’eKTiB 3aXMCTy;

— pesynbTaTu ineHTudikadii Ta aBTeHTudikadii kopuctysauis ITC LICK;

—  BUKPUTTA MOPYLUEHHS LinicHOCTi abo BiAMOBA KOMMOHEHTIB, L0 BXOASTb A0 CKnagy LeHTpanbHOro

cermenTy ITC LICK;

— BIAHOBMNEHHA NpaLe30aTHOCTI KOMMOHEHTIB, WO BXOAATb A0 CKNafy LeHTpanbHoro cermeHty ITC

LICK.

XKypHan peecTtpauii MiCTUTb iHOpMaLilo Npo AaTy, Yac, Micue, TMN i YCRIWHICTb YM HEYCMiLWHICTb
KOXHOI 3apeecTtpoBaHoi nogji. XypHan peecTpauii MicTUTb iHdopMaLilo, AOCTaTHIO AN BCTAHOBSIEHHSA
KopucTyBa4da (06’ekTa-KopucTyBayda), NporpaMHoro 3acoby 3i cknagy ueHTtpanbHoro cermeHty ITC LCK, wo
Marnu BiIHOLLEHHS O KOXHOI 3apeecTpoBaHoi nogji

K33 ueHTpanbHoro cermeHTy ITC LICK KoHTpontoe oanHmyHi abo noBTOptoBaHi peecTpauinHi nogji, Aki
MOXYTb CBiAYMTU Npo npsAMi (icToTHI) nopylieHHs nonitnkn 6eanekn ITC LICK, a came BiaMoBa KOMMOHEHTIB,
LLIO BXOAATb A0 CKnapy ueHTpanbHoro cermenty ITC LICK.

K33 ueHTtpanbHoro cermeHnTy ITC LLCK HeranHo iHpopmye kopuctyBaudie 3 ponamu P_ABb, P_AC npo
nopaii 3acobamun enekTpoHHOI NOLWTU/MOBINBLHOrO 3B'A3KY (SMS).

KopuctyBaui 3 ponsmu P_AB, P_AC maloTb B CBOEMY pO3MNopsaXeHHi 3acobu nepernsagy i aHanisy
XypHany peecTpadii.

K33 ueHTpanbHoro cermeHty ITC LCK 3abe3nevye 3axuct XypHany peecTpauii  Big
HecaHKLiOHOBaHOro AocTyny, mopaudikauii abo pynHyBaHHA. 3abOpPOHEHO peaaryBaHHA BMICTYy XypHanis
peecTpauii. €anHO0 onepaui€lo, WO BU3HavYeHa Hap ob’ekTam TUMy XypHan peecTpauil, Wo npu3BoguTb A0
3MiHW ii BMiCTY Ma€ 6yTV NOBHE OUNLLEHHSI.

3.5.1.12 OgnHouHa ipeHTudikauisa i asteHTudikauia (HAN-2)

K33 ueHTpanbHoro cermeHnty ITC LICK Bu3Hayae i nepesipse 0ocobBUCTICTb KOpUCTyBauya, LO
HamaraeTbCA ofepxaTu OOCTyn A0 anapaTHO-NporpaMHMX Ta anapaTtHux KoMnoHeHTiB ITC LCK wnaxom
6e3nocepeHbOrO NiAKMOYEHHA abo MiAKNIOYEHHST Yepe3 KOHTPOSIbOBaHE CEPeAOBULLE.

ATpubYTH, O BUKOPUCTOBYETLCA AN ifeHTUdIKaLii Ta aBTeHTUdiKauii KOpUcTyBaYiB y KOMMNOHEHTaXx
ueHTpaneHoro cermenTa ITC LUCK HaBeneHi y Tabnunui 3.

Mocnyra peani3syetbca K33 ueHtpanbHoro ITC LICK i3 3acTocyBaHHSIM 3aXULLEHOr0 MexaHi3My OfHOro
3 Tunis.:

— "3HaHHSA Yorocb", a came: norid Ta/abo naponb;
"BonofjiHHA Ynmocs", a came: AlN3 K3I.
KoxHui  KopucTyBa4y, [O KOO BifHOCUTbCA MONITMKA MOCMYruM, MOBWHEH OOHO3HA4YHO
ineHTudikyBatTuca K33 ueHTtpanbHoro cermenTa ITC LICK.

K33 ueHTpanbHoro cermeHty ITC LICK 3abe3neyye 3axuct p[aHux aBTeHTUdikauii  Big
HeCcaHKLiOHOBaHOro YNTaHHA Ta Moandikauii.

3.5.1.13 MHoxwuHa igeHTudikauis i asTeHTudikauia (HA-3)

K33 ueHTtpanbHoro cermenty ITC LICK Bu3Hauae i nepesipse 0ocoBUCTICTb KOpUCTyBaya, LLO
HamaraeTbCa ofepxaTu AOCTYyn [0 anapaTHO-nporpaMHux Ta anapaTtHux komnoHeHTiB ITC LCK wnaxom
NigKMIOYEHHA Yepe3 HEKOHTPOSIbOBaHE CEPELOBULLE.

ATpnbyTH, O BUKOPUCTOBYETLCA ANA iaeHTUdIKaLii Ta aBTeHTUdIKaLii KOpUCTyBayiB y KOMMOHEHTaXx
ueHTpanbHoro cermenTa ITC LUICK HaBeneHi y Tabnuui 3.

Mocnyra peanisyetbca K33 ueHTpanbHoro cermeHta ITC LICK i3 ogHoyacHMM  3acTOCyBaHHAM
3axMLLEHMX MEXaHi3My TakuUx TUNIB:

"3HaHHSA Yorock", @ came: noriH Ta/abo naporsb;
"BonopiHHA Ymmocs”, a came: AlN3 K3I.
KoxHuii  KopucTyBay, [O KOO  BifHOCUTbCA MONITMKA MOCMyrM, MOBWHEH OLHO3HA4YHO
ineHTndikysatuca K33 ueHtpanbHoro cermeHTta ITC LICK.

K33 wueHTpanbHoro cermeHty ITC LICK 3abe3neyye 3axuct p[aHux aBTeHTUdikauii  Big
HecaHKL,iOHOBaHOro YNTaHHA Ta Moaudikadii.

3.5.1.14 OpgHoHanpasneHuin goctoBipHui kaHan (HK-1)

K33 ueHTpanbHoro cermeHty ITC LICK rapaHTye KopucTyBayam MOXNUBICTb 6e3nocepenHboi
B3aEMO/IT 3 HAM.
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MoniTuka nocnyru NOLWKNPHOETHCA Ha:

— BHYTPILLHIX KOPUCTYBauiB yCix KaTeropiun;

— 3asiBHUKIB.

BcTaHOBNEHHA LOCTOBIPHOrO 3B'A3KY MiX KOPUCTYBayeM [0 SKOro MOLUMPIOETBCS MOMITUKA NOCnyru, i
K33 ueHTtpanbHoro cermeHTy ITC LICK, 3AINCHIOETLCA 3 BUKOPUCTAHHAM 3aXMULLEHOro (Bifl MEPEXOMNEHHSA YN
NigMiHN) MexaHi3My BBEEHHSA KOPUCTyBa4yem CBOro Naporsito.

[ocToBipHMn KaHan BMKOPUCTOBYETLCA AN1A NOYaTKOBOI iAeHTuUdiKauii i aBTeHTudikauil kopuctysadis,
00 AKMX BifHOCUTbCA MOMiTUKa nocnyru. 3B'A30K 3 BUKOPWUCTAHHAM [AaHOr0 KaHasy iHIiLilOETbCA BUKITIHOYHO
KOpUCTyBayeM.

3.5.1.15 Posnopgin o6oB'a3kiB Ha niacTasi npueineis (HO-3)
K33 ueHTtpansHoro cermenTy ITC LICK nigTpumye :

— apmiHictpaTtusHi poni (P_AB, P_AC);

— KopucTyBanbHuUpbKi poni (P_AP, P_ALl, P_3IMM, P_3AH, P_33A).

Kopuctyeau ITC LICK mae MOXnuBiCTb BUCTynaTu B MEBHIiA poni TiflbKW MiCns TOro, sk BiH BUKOHaE
neBHi Aiji, Wo NigTBepaXyTh NPUAHATTSA iM L€l poni.

3.5.1.16 K33 3 koHTponem uinicHocTi (HU-1)

K33 ueHtpanbHoro cermenty ITC LICK peanisye mexaHi3amMy KOHTPOMO LiMICHOCTI NiAMHOXWHU CBOIX
KOMMOHEHTIB 3 METOI0 BUABIEHHSA (DaKTiB iX HECAHKLIOHOBaHOI Moandikauii.

MoniTuka nocnyru NoWwnpreETbCA Ha:

— 3A3 ueHTpasnbHNx cepsepis;

- ME;

— KomyTaTopu JIOM;

— MEepEeXHi Kpuntomoayni;

— KpunTomopgyni;

- A3 K3l

— T3 kopuctyBaya LICK;

— 3A3 gna PM reHepadii kntoui..

Y pasi BUABNEHHS MOPYLIEHHA LinicHOCTi cBoro koMmnoHeHTy K33 ueHTpanbHoro cermeHTy ITC LICK
noeigomsie kopuctyeaya 3 ponno P_AB a6o P_AC i nepeBoanTb 06’€KT, LiNiCHICTb SKOro 6yno nopyLieHo, Ao
CTaHy 3 sIKOro NOBEPHYTU MOro 10 HOPMasibHOro (PyHKLiOHYBaHHSA MOXe TiNbku kopuctyBay 3 ponnio P_AB a6o
P_AC.

3a pgonomoroi opraHisauinHux 3axodiB 3abe3nevyeHo HEeMOXNUMBICTb 3aBaHTAXeEHHs CepBepiB Ta
pobounx Micub 3i CKnagy KOMMeKcy TexHiYHMX 3acobiB LeHTpanbHoro cermeHTy ITC LICK i3 30BHiLHiIX HOCIIB
abo yepes3 MmepexeBuin iHTepdec.

3.5.1.17 K33 3 rapaHToBaHo0 uinicHicTio (HL-2)

K33 ueHTpanbHoro cermenty ITC LICK niaTpyumye [OOMEH AnA BMKOHAHHA MNiAMHOXWMHU CBOIX
KOMMOHEHTIB 3 METOK 3axMCTy Bif 30BHilIHIX BNAMBIB i HecaHKLioHOBaHOI Mopaudikauii Ta/abo BTpaTtu
KepyBaHHS.

MoniTuka nocnyrn NOWUPKOETbCA Ha:

— K33 OC ueHTpanbHux cepBepis;

— K33 OC cepgepiB B3aemo;i;

— K33 OC cepBepa MOHITOPUHIY Ta CUHXPOHIi3aL,ii 4acy;

— K33 OC PM obcnyroeytoyoro nepcoHany;

— K33 OC PM reHepadii kntouis
Ta yci nporpamHi 3acobw, wWwo BxoaaTb Ao cknagy K33 ueHTtpanbHoro cermenTy ITC LICK Ta dhyHKUioHYy0Tb Mig
X KEpyBaHHSAM.

3a ponomoro opraHisauiiHux 3axofiB 3abe3nevyeHo HEMOXIMBICTb 3aBaHTaXeHHs cepBepiB Ta
pobounx Micub 3i CKnagy KOMMekcy TexHiYHMX 3acobiB LeHTpanebHoro cermeHTy ITC LICK i3 30BHiLHiIX HOCIIB
abo yepes3 MmepexeBuin iHTepdec.

3.5.1.18 CamoTecTtyBaHHA B peanbHomy yaci (HT-3)

K33 ueHTtpanbHoro cermeHty ITC LICK nepeBipsie i Ha nmigcTaBi LbOro rapaHTye MNpaBWIbHICTb
OYHKLIOHYBaAHHS i LiMICHICTE NEBHOI MHOXMHM pyHKLiN K33 ueHTpanbHoro cermeHty ITC LICK.
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Mpoueaypamu, O BUKOPUCTOBYIOTLCA AJ1A OLiHKM MpaBUNbHOCTI OyHKLiOHYBaHHSA K33 ueHTpanbHoro
cermeHTy ITC LUCK €:

— TecCTyBaHHSA Ha NpegMeT BipyCHOro 3apaXeHHS;
— nepe.ipKa KOPeKTHOCTI KOHirypauinHux ainie oKpeMmx nporpamHux 3acobis;
— TeCTyBaHHS MNpaBWIbHOCTI KpunTorpadiyHMx NepeTBOpeHb, WO peani3oBaHi y 3acobax K3l 3i
cknagy K33 ueHTtpanbHoro cermeHnTy ITC LCK;
— hiarHocTuka (pyHKLiOHYBaHHS MepeXHUX By3fiB Ta nepeBipka dyHKLIOHYBaHHA chewianizoBaHux
nporpamMHuX CepBeiciB.
K33 ueHTpanbHoro cermeHty ITC LCK 3pgaTHWiA BMKOHyBaTM Habip TecTiB 3 METOK OLiHKK
NpaBuIbHOCTI (OYHKLiOHYBaHHSA. TeCTM BUKOHYIOTLCA NMpU 3anycky Ta 3a 3anMToM KopucTtysada 3 ponnio P_AB,
P_AC abo iHWworo ynoBHOBaXeHOro Kop1ucTyeaya.

3.5.1.19 AeTeHTudikauisa sysna (HB-1)
K33 ueHTtpanbHoro cermeHTa ITC LICK nepea noyatkom ob6MiHy 3abesneyye :

— ipeHTndpikauito Ta aBTeHTUdikauito K33 PM BigoaneHoro agmiHictpatopa peecTtpadii;

— B3aeMHy igeHTudpikauito Ta aBTeHTudikauito anapaTHo-nporpamHmx 3acobie K3l (mepexHi
KpunTomopayni, kpuntomogyni, AMN3 K3I) Ta nporpamHux 3acobiB, LLO BCTAHOBMEHi HA KOMMOHEHTaxX
ueHTpaneHoro cermeHty ITC LICK (ueHTpanbHMX cepBepax, cepBepax B3aemogji, PM
ob6cnyrosyto4oro nepcoHany).

ATpnbyTamum [oOCTyny, WO BMKOPUCTOBYHOTbCA NpW peanidauii nocnyrm € ocobuctun i Bigkputun (y

cknagi ceptudikaTa) Kroui enekTpoHHoro undgposoro nignucy komnoHeHTiB K33 ITC LICK, wo B3aemogitoTb.

MiaTBEpPAXEHHS iAEHTUYHOCTI 34iMCHIOETLCS HA OCHOBI 3aTBEPAXEHOro NpPoToKoNy aBTeHTMdIKaLil, Wwo
BMKOPUCTOBYE MexaHi3m ELIIT.

3.5.1.20 AsTeHTudikauia BignpaBHuka 3 nigTBepaxXeHHam (HA-2)

K33 ueHTtpanbHoro cermeHta ITC LUICK 3abesnedye 3axucT Bif BiAMOBM Bif, aBTOPCTBA i OAHO3HAYHO
BCTaHOBJIIOE HaNEeXHiICTb NeBHOro ob'ekTa NeBHOMY KopucTyBauy (npouecy), Tob6To Ton akT, wo ob'ekT OyB
CTBOPEHW MEBHUM KOPUCTYyBayeM (NpoLLEeCOM).

MoniTuka nocnyru BigAHOCUTLCSA O0:

— KopucTtyBauis 3 ponamu: P_AL, P_AP, P_BAP, P_3I1I, P_334;

— npouecis: MK ueHTpanbHUx cepsepis;

— ob'ekTiB 3axucty: {0,_CEP}, {0_MU4}, {0 3KCC}, {O,_3K®dC}.

ATpnbyTOoM, WO [O03BONSIE OOHO3HAYHO BCTAHOBUTM, LLO OO'€EKTM 3aXUCTYy A0 SKUX BiOHOCUTbCSA
nonituka nocnyru, 6ynu cTBOPEHi 0AHMM 3 KOPUCTYBaYiB (MpoLeciB) A0 AKWUX BiAHOCMTLCA NOMiTMKA NOCNyru €
ELM.

ATpnbyTamu KopuctyBadiB (MpOLECiB) Ha AKUX MOLUMPIOETLCA MOMITUKA MOCNYrn € OCOBUCTUIA KItou
ELIM Ta cepTudikaT BigKpMTOro Kniova.

Mpouenypoto, Wo [03BONAE OAHO3HAYHO BCTAHOBUTHU, WO OO’eKT 3axucTty OyB CTBOPEHMIN MEBHUM
KopucTtyBadem (npouecom), € nepesipka ELI Big faaHux, Wo nepesipaoTbea 3a KpuntorpadiyHnM anropmuTMom
ELM, wo BusHaveHun OCTY 4145-2002. [Ona 3abe3neyeHHss MOXIMBOCTI OAHO3HAYHOrO MiATBEPOXEHHS
HanexHocCTi 06'ekTa He3aneXxHOW TPEeTbO CTOPOHOM, Y cknaai K33 ueHTtpanbHoro cermenTa ITC LICK npu
dopmMyBaHHi Ta nepeBipsHHi ELIMT BukopucToBylOTbCA HagivHi 3acobu ELM Ta nocuneHi ceptucpikatu
BiAKPUTUX KIIOYiIB.

Y AKOCTi He3anexHoi TpeTboi CTOPOHU BUCTYNae akpeaAUTOBaHWUIA LLeHTp cepTudikadii Knoyis.
3.5.2 3axoam 3axucTy Big BUTOKY iHpopMmalii no kaHanam NEMBH Ta Bif cneujianbHUX BNAuBiB

3.5.2.1 UeHTpanbHi cepBepu Ta KpunTomogyni pO3MillleHi Yy ekpaHoBaHivi wadi, ska Bignosigac
Bumoram [JopaTky 1 go Npasun nocuneHoi ceptudikatdii.

3.5.2.2 EneKTpPOXMBIEHHSA LEHTpanbHMX CepBepIB Ta KpMNTOMOAYNIB 3AiNCHIOETbCA Yepe3 inbTpu
€eNeKTPOXMBIEHHSA, SKi BianosiaatTb BuMoram Joaatky 1 ao MNpasun nocuneHoi cepTudikaldiii.

3.5.2.3 [Onsa 3'egHaHHA obnapHaHs, sike 3HAaXoouTbCA Yy eKpaHoBaHin wadi, 3 obnagHaHHAM, fKe
3HaxXoauTbCS 3a MeXaMu eKpaHoBaHOI LWadu, BUKOPUCTOBYIOTbCS ONTOBOMOKOHHI NiHii 3B’A3KY.



