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MNEPENIK CKOPOYEHb

B - ba3za paHunx

EOM - EnekTpoHHO-064MCcoBaribHa MalluHa
EOT - EnekTpoHHO-064McoBasnibHa TEXHika
ELMN - EnekTpoHHWi umndposui nignuc

3T™ - 30BHiLWHi TENEKOMYHiKaLinHi Mepexi

ITC - |HdopmauinHo-TenekoMyHikauinHa cuctema
K33 - Komnnekc 3aco6iB 3axucTy

K3l - KpunTtorpadiyHumn 3axuct iHpopmauii

KT3 - Komnnekc TexHiuHMx 3acobiB

KC3I - KowmnnekcHa cuctema 3axucty iHpopmadlii
JIOM - JlokanbHa obuuncnoBanbHa Mepexa

ME - MixmepexHun ekpaH

HKI - Hocin knoyoBoi iHchopmaui

oC - OnepauintHa cuctema

n3 - [lporpamHe 3abe3neyeHHs

PC - Poboua craHuin

CKbB, - Cwucrema KepyBaHHa 6a3amMu aaHux

LICK - LleHTp ceptudikauji knoyis

HTTP - Hyper Text Transfer Protocol

TSP - Time-Stamp Protocol (npoToKon OTpMMaHHs NO3Ha4YoK Yacy)
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1 CTPYKTYPA NMPOIrPAMHOIO SABE3MNEYEHHA

Ctpyktypa nporpamHoro 3abesneuyeHHs ([13) komnnekcy 3acobie 3axucty (K33) HaBogutbca 3a
NMPVHLUMMOM LiNIbOBOro BUKOPUCTAHHS.

Onuc KT3 K33 HaBepeHo y aokymeHTi EAA.468244.185.119.02.

Mpue’sa3ka A0 KOHKpeTHuMx 3acobiB LICK Ta onuc komnnekcHoi cuctemu 3axucty iHdopmauii (KC3I)
HaBe[EeHO y 3aranbHOMy onuci cuctemn (qokymeHT €AAL.468244.185.11.02).

Jo cknagy nporpamHoro 3abeaneyeHHss K33 BxoanTb:

K33 onepauinHoi cuctemu (gani - OC) 3 niHivikn Windows gna PC;
K33 onepauinHoi cuctemun 3 niHinku Windows ans cepsepis;

K33 onepaujiHoi cuctemu 3 niHiky Linux ansa cepeepis.;

K33 cepsepis, WO CKNagaeTbca 3:

— K33 IK ueHTpanbHUx cepBepis;
— K33 T1K cepBepiB B3aemogii;

— K33 CKB[, Microsoft SQL;

— K33 N3 LDAP-cepBepy;

— K33 CKb[ MysSQL;

— K33 HTTP-cepBepa Apache.

K33 N3 mMoHiTOopuHry;

K33 MK PC reHepauii kntouis;

K33 N3 kopuctyBaya LCK;
nipcucTeMa aHTUBIPYCHOrO 3aXUCTY.
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2 OrNncC NPOrPAMHOI'O 3ABE3MNEYEHHA KOMIMIEKCY 3ACOBIB 3AXUCTY

2.1 K33 onepauiiHoi cuctemu 3 nininkn Windows

Pob6oui cTaHUji Ta cepBep 3acTocyBaHb MpUMaloTb yy4acTb y npouecax 3 o6pobku iHdopmalii. B skocTi
OC po6ouux ctaHuinn BukopuctoByeTbes MS Windows 8.1 Enterprise, y skocti OC cepBepiB BUKOPUCTOBYETLCS
MS Windows Server 2012 R2 Standard. Tak gk MS Windows 8.1 Enterprise, MS Windows Server 2012 R2
peanisyloTb ifEHTUYHI MexaHi3amu 3axucty, aani nig OC 6yayTb maTuca Ha yBasi onepadinHi cucremu MS Windows
8.1 Enterprise Ta MS Windows Server 2012 R2 Standard.

K33 OC peanisye Taki dyHKuUji:

— 3abesneyeHHs 3axucTy Big HecaHkuioHoBaHoro poctyny (HCLO) po o6’ektiB 3axucty LICK, wo
36epiratotbes y pannosin cuctemi PC;

— 3abe3neyveHHs 6e3nepepBHOCTI pyHKUioHyBaHHA OC;
— BE[EHHs XypHaniB ayauTy;
— 3abe3nevyeHHs MOXNNBOCTI agMiHiCTpyBaHHS, KepyBaHHs i nigTpumkn OC.

2.1.1 3abe3neyeHHs 3axnUCTy Bif HecaHKLjioHoBaHoro pocTyny (HC[) no o6’ekriB 3axucty LICK

OnepauinHa cuctema (OC) Hagae OocTyn OO CBOIX PecypciB TiflbKM aBTOPU30BaHUM KOpUCTyBayam.
Cnvcok gocTyny BKOYae nepenik KopucTyBauiB, AKMM J03BOSIEHO AOCTYN 00 06'eKTa, a Takox Habip JO3BONEHNX
Hap, 06’eKTOM AN, Wo y ABHOMY BUINaAi € enemeHTamu 3axucTty sig HCL.

Ins cnpouweHHsa KepyBaHHsM AocTyrnoM no ob'ekTiB i 3axucty Big 3axucty Big HCL, OC posBonsie
cTBOptOBaTU rpynu 6e3neku, 4O3BONAYM NpU3HaAYaTN AO3BOMM i NpaBa And rpynu KOPUCTyBaYiB, @ HE OKpEMOMY
obnikoBoMy 3anucy kopuctyBaya. [na HafaHHA AOCTyny A0 pecypciB, obnikoBui 3anuc moxe 6yt nobaBneHui
abo BupaneHun 3 rpynu kopuctysadis. Nicna iHctanauii OC B HbOMy CTBOpIOIOTECA BOyaOBaHi rpynu, siKi AakoTb
npaBo Ha BUKOHaHHA HanepeaBU3Ha4YeHNX CUCTEMHMX 3aBAaHb.

Ona npopatkosoro 3axucty Big HCL dannm cucteMn MoxyTb LLIMPYBATUCA NPO30OPUM ANS KOpUCTyBaya
cnocoboM 3a JOMOMOroK Kink4a, KU reHepyeTbcs BunagkoBum YnHoMm. OC possonse 3abe3neunty [octyn o
uux cannie AeKiNbKOM KOpUCTyBayam.

3a pgonomorot nonituk obmexeHoro BukopuctaHHa B OC peanisyetbca cnocib izonsuii nigospinoro,
NoTeHLiHO Hebe3ne4yHoro Koay, 3aBOAKM KoMy 3abe3neyyeTbca 3axXUCT KOMM'loTepa Bif BipycCiB, "TPOAHCbKMX
KoHen" i "uepsiB". Lli noniTMkn HagaloTb KOpUcTyBavy MOXNMBICTb obpaTu cnocib, 3a Aonomoroto AKoro BiH 6yae
30JACHIOBATN KepyBaHHA MporpamMHMMM MNpoAyKTamMu Ha CBOEMY Komn'tloTepi. [MporpamHuii NpoAaykT Moxe
KepyBaTUCA "XOpCTKO" (agMiHiCTpaTop caM BUpILLYE, AKMM YMHOM, Konu i ae 6yae 3AiNCHIOBaTUCA BUKOHAaHHA
Kopy) abo B3arani He KepyBaTUCs (BMKOHAHHA KOHKPETHOrO Koy 3abOpOHEHO), L0 MOXE MOBHICTb 3abOpoHUTH

HeCcaHKLiOHOBaHWI A0CTyn A0 06'eKTiB y hainosiin cuctemi.

2.1.2 3abe3neyeHHsn 6e3nepepBHOCTI PyHKLiOHyBaHHA OC

BaxnueuMm, a iHogi HeobxigHum ans pobotu OC e 3abe3neyeHHs Ge3nepepBHOCTI (DYHKLiOHYBaHHS.
HeBWKOHaHHS L€l YyMOBU MOXe NMPUBECTU A0 BTpaTW BaxnuBoi iHdopmauii. FTonoBHUMKU ymoBamMu 6e3nepepBHOMo
(OYHKLiOHYBaHHA € KOHTPOSb BUXOAY i3 Nlagy KOMMOHEHTIB CUCTEMM, LLIO MOXE MPUBECTM A0 3aBEPLUEHHS poboTU
OC, i, y BunagKy Buxogy, MaTu MOXJUBICTb LUBUAKOIO BiffHOBMEHHSA pOOOYOro CTaHy.

Jo cknagy OC Bx0OouTb MOHITOPUHI 3aBeplUeHHs poboTw, sikuii 3abesnevye MexaHiam [eTanbHoro
OOKYMEHTYBaHHA NPUYUH BIOKMIOYEHHS i nepe3anycky kKomm'toTepa. Lii AaHi BUKOPUCTOBYKOTBCA ANS aHanily
MPUYMH aBapinHOro 3aBepLUeHHs poboTu komn'toTepa i GinbLl NOBHOrO aHanily CUCTEMHOIO CepefioBuLLa.

Y OC BxoasTb cTaHOapTHi 3acobu 3anobiraHHA BTpaTi faHux i iXHbOMy BigHOBIEHHI. MNMporpama apxisauii
i cucteMHi 3acobu HafalTb KOPUCTYBaYaM MOXITMBICTb BUKOHYBATU apxiByBaHHA ¢hainis i nanok Ha He3MiHHi abo
3MiHHI npucTpoi 36epexeHHA. OpHumM 3 edeKTUBHMX BapiaHTIB 3acTocyBaHHA ULux 3acobiB apxiBauil €
HanarogXeHHs ix Ons perynsapHoi apxisauii okanbHux ¢annis Ha cepsepi, AaHi 3 AKOro 3rogoM apXiBYylOTbCS
BiZNOBIAHO 0O NOPSAKY, NPUAHATOMY B OpraHi3adji.

3acobu nepeBipkuM pOpariBepiB NpUCTpPoiB 3abe3nevyrTb MOXIMBICTb BCTAHOBMIEHHSA TiflbKM  TUX
OpanBepiB, WO NpoWWM BignoBigHi BUNpobOyBaHHA ANA NiOTBEPOXEHHA AKOCTi. Bigkat apanBepiB [03BOSSE
nosepHyty OC B nonepepHiin CTtaH Micnsa HeBOANOro BCTAHOBMEHHA ApanBepy. [JaHa MOXNUBICTb cripusie
3abe3neyeHH0 HagiHocTi poboTH (CTIMKOCTI) cucTemu.

®yHKLiOHaNbHa MOXIIMBICTb BiAHOBIIEHHA CUCTEMU A03BOJISIE MOBEPTATM KOMM'IOTEP Y TOM CTaH, B AIKOMY
BiH 3HaAxoAMBCA A0 BUHWKHEHHS npobnemu. MNpu uboMy He BiobyBaeTbcs BTpaTM 0cobucTux dainie AaHux, Lo
MOXYTb MICTUTW, HaNpuknag, AOKYMEHTWU. [lpuM BUKOPUCTaHHI AAHOI MOXIMBOCTI 3[iNCHIOETBCA aKTUBHUN
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MOHITOPVHI 3MiH CUCTEMHUX XapaKTepUCTUK i geskux ¢anniB 3acTocyBaHb, @ TaKOX aBTOMATUYHE CTBOPEHHS
KOHTPOJIbHMX TOYOK BiJHOBJIEHHS.

2.1.3 BepeHHs XypHanis ayguTy

B OC npwucyTHin Habip 3acobis ayauTy, Npu3HaYeHnX AN MOHITOPUHIY Ta BUSIBMIEHHS YMOB i Mo Lo
noe'asaHi 3 moxnmeum HCL, abo € HebaxaHUMK, AKi BUHUKAOTb B o64yMcnioBanbHoOMY cepefoBuLli. MoHITOpUHr
CUCTEMHMX MNOAIN [O03BONSAE BUSBMATU MOPYLUHUKIB, WO 34ilcHIoTL cnpobu HCI, a Takox cikcyBat cnpobu
HC/[, 3 meToto chanbcudikalii Ta BuaaneHHa gaHux, ki 3HaxogAaTbCs Ha NNOKanbHOMY KOMMN'tOTepi.

Mpu ayauTi, vacTilwe 3a Bce, peecTpylTbCA Taki MoAji K AOCTyn A0 O6'eKTiB, KepyBaHHA rpynamu
KoOpuCTyBayiB i 06MiKoBMMU 3anmncamm rpyn, a Takox BXif, KOPUCTYBauiB B CUCTEMY i BMXif, 3 Hel. AyauT A03BONSE
BECTM MOHITOPUHI KOHKPETHUX MNOAjil, Hanpuknag, HeycnilwHux cnpob Bxody Ao cuctemu. [Nepernsag xypHany
6e3nekn BUKOHYETbLCS 3a AONOMOror 3acobis nepernagy nogin. Monituka ayputy [O3BONSE BU3Ha4YaTu nogii, pns
SKUX MOBUHEH NPOBOOUTUCA ayauT.

2.1.4 3abe3neyveHHa MOXIIMBOCTI aaMiHICTPYBaHHSA, KepyBaHHs i niaTpumkn OC

OnepauinHa cuctema Windows Bonogie 6araTtbMa MOXIMBOCTAMU aAMiHICTPYBaHHSl, KepyBaHHA Ta
nigTpyumkn. CuctemMn agMmiHiCTpyBaHHA HajaloTb MOXIIMBICTb KepyBaTu (DanfioBOK CUCTEMOIO, YCTaHOBKOK Ta
BMAANEHHAM nporpaMHoro 3abe3neyeHHs, HanalTyBaHHA XypHaniB 6e3nekn Ta 6arato iHLWmX.

OC mae Kinbka OCHACTOK ANA KepyBaHHA i agMiHICTPyBaHHS NOKanbHOro Ta BigdaneHnx Kommn'ioTepis.
OcHacTtka «KepyBaHHsi KOMM'IOTEPOMY» MOEAHYE Kinbka 3acobiB aaMiHicTpyBaHHs OC B ofiHe AepeBO KOHCOMI, WO
3abe3neyye nerkui JOCTyn A0 BNAacTMBOCTEN agMiHICTPYBaHHA KOHKPETHOro KoMn'totepa.

Mepernsg nofin CUCTEMU BUKOPUCTOBYETLCA ANA MEPErnsfy i KepyBaHHSA XypHanamMu CUCTEMHUX i
NporpamMHUX Nofin, a Takox nogin 6e3nekn Ha komn'toTepi. Y BiKHI nepernagy noain 36upatTbcsa BigOMOCTI Npo
HeCcnpaBHOCTI YCTaTKyBaHHSA i HEMNONaAKW NporpamMmHoro 3abeaneyeHHsi, a Takox BifobpaxarTbcsa nogii 6e3neku.

OcHactka "lMokanbHa nonitTuka 6e3nekn" OO3BONSE HanawToByBaTM MapamMeTpu 6e3neku nokanbHoro
Komn'toTepa. 3a 4ONOMOro Hei MOXIIMBO HanalwiTyBaTV NONITUKY NaponiB, NOMiTMKY 06NiKoBMX 3anuciB, NOMiTUKY
ayouty, nonitmky 6e3nekn [P, BM3HaAYeHHsT MNpaB KOPWUCTYBa4iB, MPU3HAYEHHS areHTiB BiAHOBMEHHS
3awndpoBaHNX AaHuX. AKWO KOMM'IOTEP € YNIEHOM AOMEHy, Ui napameTpu MOXyTb O6yTuM nepeBu3HayeHi B
noniTukax, oTpUMaHnX 3 JOMEHY.

OC mae cuctemHy cnyx0y, sika J03BONAE KOPEKTHO BCTAHOBMIOBATW, Hanaro4xyBaTu, BiACNiAKOBYBaTHU Ta
BMAanaTu nporpamHe 3abesneveHHa (M3). Lle pos3Bonse MiHiMi3yBaTU 4Yac MpPOCTOK CUCTEMMW, NIABULIMTK i
cTabinbHicTb Ta 6e3neky.

KoHconb KepyBaHHSl fo3BONSE 36epirat i BigKpnBaT OCHacTKM agMiHicTpyBaHHs (koHconen MMC), saki
KepylTb yCTaTKyBaHHAM, NPOrpaMHUMM i MepexHuMn komnoHeHtamm OC.

Maiictep nepemilleHHA anniB i KoHirypadii fo3Bonsde nepeHocutn poboui i KoHdirypauinHi cdannu
KopucTyBada 3 opfHiei poboyoi cTaHLii Ha iHWY LINSXOM BUKOHAHHS iHCTpYKUin. Maictep po3Bonse Bubpatu
npu3HadeHi Ansa nepeHocy dawnum, ixHi Tunu i nanku. [ligTpMMyeTbCca TakoX MEepeHOC HacTpolBaHb AN
obMexeHoro Habopy 3acTocyBaHb, BKtoyatoum 3actocyBaHHsa Microsoft Office.

OyYHKLiS WBUOKOFO NepekrtloyeHHs KOpUCTyBadiB [03BONSE [OeKinbkoM ocobam npaupBatn 3
KOMN'IOTEPOM Tak, Hibu BiH Hanexutb KOXHOMY 3 HuUX. Hemae HeobxigHoOCTi 3abe3nevyBaTtu BuXig i3 cuctemum
iHWoro kopuctyBada abo 36epiratm noro dannu. 3amictb uboro B OC 3acTOCOBYETLCS TEXHOMOrisA CryX6u
TepMiHaniB ana 3anycky YHiKanbHUX CeaHCiB KOpUCTYBauiB, WO [A03BOMASE LINKOM PO3AINUTU AaHi Pi3HMX
KopucTyBayiB. AKLLO 3aCTOCOBYOTLCS Naponi KOpUCTYBauiB, Lii ceaHcu € B3aEMHO 6e3neyHnMN.

LleHTp OoBiaku Ta niaTpumkm 06’eaHye BianoBigHi dyHkuii OC, wo nigsuLlye AOCTYNHICTbL AOKYMeHTaLi Ta
nonomorun. OC 3abeaneyye NiATPMMKY AiarHOCTYBaHHSA Ta YCYHEHHSI HEMOMaAoK KOpUCTyBayeM CUCTEMM.

OC Hapae moxnueicTb BigaaneHoro kepyBaHHsa OC CnifbHO 3 iHLWUMM KOpUCTYBayeM, KOMM'IoTep SKOro
NigKnoYeHnn oo mepexi. AgMiHicTpatop Moxe 6aunty ekpaH KoOpucTyBayda 3i CBOro KOMM’roTepy i gonomarati B
YCYHEHHI TeXHIYHMX HENonaaokK 3a A0NOMOrol CBOEI KnaBsiaTypy Ta «MuLLi».

3 po3Bony kopuctyBaya, OC 3aBaHTaXy€ KPUTMYHO BaX/MBi OHOBIIEHHA 3 IHTEpHETY B (POHOBOMY
pexumi. 3aBaHTaXeHHs1 He NoTpebye Big KopucTyBaya AoAaTKOBUX 3ycuib abo nepepmBaHHs B poborTi.

2.2 K33 CKB[ Microsoft SQL Server 2012

Y akocTi cepBepy B[] y K3I BukopuctoByetbcss MS SQL Server 2012. WratHun K33 cepeepa b MS SQL
Server 2012 € iHTerpoBaHum 3 K33 onepavuiiHux CUCTEM.

2.2.1 KepyBaHHs 6e3nekoto cepeepa B[l Ha ocHoBI ponen
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Ha piBHi cepeepa cuctema 6e3neku onepye TakumMm NOHATTAMMU:

— aBTeHTUdikauis;
— obnikoBuiA 3anuc;
— BbypoBaHi poni cepsepa.

KoxHomy

KOpWUCTyBa4dy MpPUCBOKETLCA OOMIKOBMI 3annc 3 BM3HAYeHUMM npaBamu. ABTeHTUdpikaujn

KopucTyBauiB npoBogutbcsl abo 3a obnikoBum 3anucom OC MS Windows 8.1 Enterprise/Server 2012, a6o B
3MillaHOMy pexumi - 3a obnikoBum 3anucom OC abo o6nikoBMM 3anucomM Ha piBHi cepBepa. TobTo cuctema
ayTeHTudikauii MS SQL Server 2012 BUKOPUCTOBYE CUCTEMHI MeXaHi3amu Wob niguwmnTy piseHb 6e3nekun. Maponi
KOpMCTYyBauYiB Ta iHLWIi AaHi Npo HKUX 36epiraloTbCsl Ha cepBepi B cMCcTeMHIN 6a3i gaHnx Master B Tabnuui SysLogins.
Maponi MoxyTb 36epiratuca sk B 3awnMpoBaHOMY, Tak i B He3alumgpoBaHoOMy, ane creLianbHO NepeTBoOpPeEHOMY
Burnagi. Mpu iHcTansAuii cepBepa aBTOMAaTMYHO CTBOPKETLCA OONIKOBUIA 3anmMc CUCTEMHOro aaMiHicTpaTopa
cepBepa sa, Naposib A0 AKOro He MOXHa 3anuwatu nyctum. OBnikoBi 3anMcu KopucTyBadiB opraHi3oBaHi B porii
(ananor rpyn B niHinui OC Windows NT), Habip skux € dikcoBaHUM. Huxye HaBefieHO CNMCOK poriel cepeepa.

Ha piBHi 6a31 AaHUX BUKOPUCTOBYIOTHCS MOHATTS:

— KkopucTyBad 6as3u gaHux;

— cbikcoBaHa ponb 6a3n gaHux;

— KOpucTyBaLbka ponb 6a3u gaHux;
— pOrnib 3aCTOCYBaHHS.

Tabnuua 2.1 BéygoBaHi poni cepBepa

BbynosaHa Onwvc npaB unexis poni

ponb cepsepa

sysadmin MatoTb abcontoTHi npaBa B SQL Server 2012.

setupadmin lMpaBa no kepyBaHHIO 3B’A3aHUMUK cepBepamMu, KOHirypyBaHHio npoueanyp, Wwo 36epiratotbes,

AKi 3anyckalTbcs Ha cTtapTi SQL Server 2012, npaBo gogasatu ob6nikoBi 3anvMcuM B ponb
setupadmin .

serveradmin

MpaBo Ha 3yNWMHKY cepBepa, 3MiHYy napameTpiB poboTu cryx6, 3acTOCOBYBaHHSA 3MiH,
KepyBaHHA MOBHOTEKCTOBUM MOLUYKOM. 3a3Bu4all BUKOPUCTOBYETbLCA KOpUCTYBayaMu, SKi
BUKOHYIOTb afIMiHICTPyBaHHs cepBepa.

securityadmin

MoxnuBicTb CTBOpIOBaTM HOBI 0OMiKOBI 3anucu, HagaBaTu iM nNpaBa Ha CTBOpeHHs B[, Ta ix
06’eKTiB, KepyBaTu 3B’A3aHNMKN cepBepamMu, BKNOYaTK 06nikoBi 3anmcu B ponb securityadmin,
ynTaTtu XypHan nomunok SQL Server.

processadmin

KepyBaHHA npouecamu, siki peanizye SQL Server 2012, To6To BUKOHaHHs komanan KILL.
MpaBo BKNo4YaTn 06iKOBI 3anncK B ponb processadmin.

dbcreator MpaBo cTBOptoBaTU HOBI B/, BUAanaTn abo nepeiMMeHoBYBaTH BXe iCHYtoMI, BigHoBMoBaTU BL
3 pe3epBHUX KOmMii
bulkadmin MpaBo BcTaBNsaTH AaHi 3 4ONOMOro 3acobiB MacoBoi 3akayvkm 6e3 6esnocepeHbLOro AoCTyny

Jo Tabnuub

Y MS SQL Server 2012 aBToMaTMyHO CTBOPIOIOTLCA [Ba KOpUCTYBaya.

— Bnachuk B[, (dbo). BnacHuk B[ mae abcontoTHi npaBa 3 KepyBaHHIO Hek. 3a 3aMOBYYBaHHSIM B
kopuctyBaya dbo BigobGpaxaeTbcsi 06NiKOBUIA 3anuc sa, AKOMYy TUM CaMWUM HafarTbCs MaKCUMarbHi
npaBa B 6asi gaHux. Kpim TOro, BCi 4nenu ujiei poni BBaxatTbca BnacHukamun BL. Kopucrtysay dbo
BKIoYeHui po poni db_owner i He Moxe 6yTn BuoaneHum 3 Hel.

— Tictb (guest). Akwo obnikoBoMy 3anucy fIBHO He HapgaHo goctyn go B[, To BoHa aBTOMaTWM4YHO
BinoBpaXxXyeTbCa cepBepoM B KOpucTyBada guest. 3a AONOMOrot Lboro o6ikoBoro 3anucy MoxinBo
HafgaBaTu npaBa Ha poctyn o ob’ektiB B[, wWo HeobxigHi KOXHOMY KopucTyBady. [JO3BONMBLUM
OOCTyn KopucTyBady guest, agMiHicTpaTop, TMM caMWM, Hafa€ aHasnoriyHi npaeBa AOCTyny BCiM
obnikoBum 3anucam, 3aBegeHuM Ha SQL Server 2012. [Ons nigBuileHHa 6e3nekn iHdopmauii, wo
36epiraetbca B B, pekomenao0BaHO BUAANUTU KopucTyBada guest 3 6a3u gaHux.

[na BupilleHHa CcTaHOapTHUX 3a4ad 3 PO3MeXyBaHHA npaB AOCTYNy BMKOPUCTOBYIOTbCA dhikcoBaHi poni
B. Kpim Ttoro B K33 cepepa B[l peani3zoBaHO MOXNUBICTb CTBOPHOBATU POfib KOPUCTyBaya i3 3agaHumm

npaBamu.

Tabnuuga 2.2 Pikcosati poni B,

HanmeHyBaHHA
poni

Ctucnumn onuc

db_securityadmin

UneHn poni MOXyTb KepyBaTu npaBamu goctyny go ob’ektie B[ iHWMX kopucTyBadiB Ta ix
YIEHCTBOM B iHLUMX PONSIX
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db_owner YUneHn poni MaloTb NpaBa BNnacHuka, T06To MOXYTb BUKOHYBaTU AOBINbHI Al

db_denydatawriter YUneHam i€l poni 3a60poHEHO 3MiHIOBaTU AaHi He3anexHo Bif BUOaHUX [O3BONIB

db_denydatareader | YneHam uj€i poni 3a60pPOHEHO YMTATK AaHi HE3aNeXHOo Bif BUAaHUX 403BONiB

db_ddladmin YneHn poni MOXyTb CTBOPtOBaTU, 3MiHIOBaTH | BUAansaTh o6’ektn B

db_datawriter YneHwn poni MOXyTb 3MiHIOBaTK AaHi B 6yab-akiv Tabnuui i Hagarin B

db_datareader UneHn poni MOXyTb YuTaTh faHi 3 6yabp-akux Tabnuup i HapaHin B[,

db_backupoperator | YneHu poni BUKOHYOTb pe3epBHe KonitoBaHHA 6a3u faHux

db accessadmin UneHn poni MawTb NpaBoO KepyBaTu KopuctyBadyamu bB[: cTBOptoBaTW, BMAAnNAtTn i
3MiHIOBaTMW.

Poni 3acTocyBaHb 403BONATL HanawTyBaT OAHAKOBI NpaBa Afs BENWKOI KinbKOCTi KopucTtysadis. [Npu
LbOMY BiANOBIAAMNbHICTL 3@ aBTEHTUIKALi KOPUCTYBaYa, SKUN KOPUCTYETLCA 3aCTOCYBaHHAM MOKMafa€eTbCa Ha
came 3actocyBaHHA. Ona MS SQL Server 2012 BBaxaeTbcsi AOCTaTHIM, Wo6 OyB npep’sBNEHUA Naponb, AKWRA
Bignosigae poni. Maponb Moxe BBOAUTUCS KOpUCTyBayeM abo 36epiratucst y 3aCTOCyBaHHI.

2.2.2 MNpaBa gocTtyny, wo peanisytoTbcs WtaTHUM K33 cepeepa b/

Yci icHytoui B B[] npaBa AocTtyny po36mBatoTbCs Ha TpU Knacu:

— npaBa JoCTyny A0 AaHWUX;

— npaBa Ha BMKOHaHHA npouenyp, LWo 36epiratloTbcs;

— npaBa Ha BMKOHaHHA KoMaHp Transact-SQL.

2.2.2.1 TMpaBa gocTyny 0O AaHUX

MpaBo «INSERT» po3Bonse BCTaBnAaTU B Tabnuuto abo B nogaHHa. Ak Hacnigok, npaBo INSERT moxe
6yTn BUOAHoO TiNbKKN Ha piBHI Tabnuui abo nogaHHs, i He Moxe 6yTy HagaHe Ha piBHI CTOBMLS.

MpaBo «UPDATE» Bupaetbca abo Ha piBHi Tabnuui, abo Ha piBHi cTOBMLS.

MpaBo «DELETE» no3sonse BuaansTtu pagky 3 Tabnuui abo noganHa. Ak i npaso INSERT, npaso DELETE
Moxe 6yTu BUAaHO TinbKy Ha piBHI Tabnuui abo noaaHHs i He Moxe ByTy BMAAHO Ha piBHi CTOBMLSA.

MpaBo «SELECT» po3Bonsie 3ainicHioBaTu BUBipKY aaHux. Moxe BugaBaTucs sIK Ha piBHI Tabnuui, Tak u Ha
piBHi OKpEMOro CTOBIMLS.

MpaBo «REFERENCES» Hagae MOXNMBICTb NOCUNaTUCS Ha BKasaHui 06’ekT. BigHocHO Tabnuub fo3Bonse
KOpWCTyBa4y CTBOPIOBATK 30BHILLUHI KIOYi, SIKi MOCUMIaOTbCA Ha MNEPBUMHHUIA KoYy abo yHiKanbHun ctoBbeupb Ui€i
Tabnuui. BigHocHo nogaHHa npaBo REFERENCES fo3Bonsie 38’a3yBaTh iX 3i cxemamu Tabnuup, Ha niacTaei akux,
CTBOPIOKOTBCA Ui NnofaHHsA. Lle nae MOXnuMBICTb BiACMiAKOBYBATM 3MiHU CTPYKTYPY BUXIAHUX Tabnuup, sKi MOXYTb
BMSIMHYTU Ha poBOTY NOAAHHS..

2.2.2.2 TpaBa Ha BUKOHaHHS npoueayp i QyHKLii, Wwo 36epiratoTbes

€avHe nNpaBo pocTyny, ke Mmoxe O6yTu HafjaHo BiAHOCHO npoueaypw, Wo 36epiraetbca - Le npaBo Ha i
BukoHaHHA (EXECUTE). Kpim Toro, BmacHuky npouenypu, wo 36epiraetbcs, [O3BOMAETHCA NPOAUBRATUCA Ta
3MiHOBaTK i Kof.

2.2.2.3 lNpaBa Ha BUKOHaHHA kKomaHp, Transact-SQL.

MpaBa Ha BMKOHaHHA komaHp Transact-SQL npusHayeHo Ofisi KEPYBaHHS MOXIIMBOCTSMU KOPWUCTyBaya
CTBOpIOBATK HOBI 06’ekTn B[,

MpaBo « CREATE DATABASE» no3Bonsie cTBoptoBaTu 6a3u gaHux.

MpaBo « CREATE TABLE» po3sBonsie ctBoptoBaTh Tabnuui.

MNpaBo « CREATE VIEW» po3Bonse cTBoOptoBaTy NOAAHHSA.

MpaBo « CREATE PROCEDURE» no3Bonsie cTBoptoBaTh Npoueaypu, Lo 36epiraoTbes.
MNMpaBo «CREATE FUNCTION» nosBonse ctBoptoBaTu yHKLii KOpUCTyBaYiB.

lNMpaBo «CREATE RULE» po3Bonsie ctBoptoBaTV NpaBuiio.

MpaBo « CREATE DEFAULT» po3Bornsie cTBOptoBaTU 3HAYEHHA 3@ 3aMOBYYBaHHSAM.
Mpaso «BACKUP DATABASE» no3Bsonse ctBoptoBaTu pe3epBHy konito BJ1.

MpaBo «BACKUP LOG» po3Bonsie CTBOpHOBATW pe3epBHY KONIto XypHany TpaH3aKL,ii.
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MNpaBo «ALL» Hapae MOXIMBICTb KOPUCTYBaTUCA YCiMa BULLLE NepeniYeHMM npaBamMu.

YUneHn BbygoBaHoi poni cepepa «sysadmin» Ta BbygoBaHoi poni B[ «dbowner» aBTomMatuyHo MatoTb
npaBo ALL. YneHu iHWKnx BByQoBaHNX ponen maloTb Habip npae, BianoBigHO A0 dyHKLUiN poni.

2.2.3 IHWwi 3acobwm wratHux K33 cepeepa b,

o iHwmnx 3acobis wtaTtHUXx K33 cepsepa B, cnig BigHecTu:

— wudpyBaHHA 06’ekTiB BL;
— 3abopoHa gocTyny Ao ob’ekrie b/;
— 3acobu ayauTy.

[opaTkoBMM 3acobom 3axucTy iHdopMmalii € BUkopuctaHHa BbyaooBaHUX 3acobiB wndpyBaHHSA 06’ekTiB
B[. o6 3awmndpyBaTn 06’eKT, Npu oro cTBOpeHHi HeobxiaHo BkasaTtu onujto « WITH ENCRYPTION».

WratHi K33 cepeepa B[ no3BONSATL BCTAHOBMOBATM [iBa TUMNK 3ab0OpPOHU AOCTYMy: fBHA Ta HesBHA.
Pi3Hunua MiX HUMKM B TOMY, WO Y pasi ABHOI 3a60POHi KOPUCTYBay He oTpuUMae [octyny Ao o6’ekty B, Hi 3a akux
yMOB. 3a HesBHOI 3abOpOHM KOPUCTYBay Moxe oTpumatu poctyn ao ob’ekty B. Hanpuknag y Bunagky, sKLio
KOpUCTyBad Ma€ HesiBHy 3abOpoHy Ha OOCTYM, ane Moro poni HagaHo sIBHWWA OO3BiN, To BiH oTpumae goctyn. |
HaBMaku, SKWO pori KOpMUCTyBaya HeABHO 3a060pPOHEHO AOCTYM, ane KOpUCTyBay Mae IBHWUIM AO3Bifl, TO BiH TAKOX
oTpumae goctyn oo ob’ekty b,

Y MS SQL Server 2012 peanizoBaHo 3acobu ayauta. [Ona HanawTtyBaHHSA 3acobiB ayauty HeobXxigHo
BM3HAuNTK sKi cnpobu gocTyny cnif BiACniAKOBYBaTK:
Onuisa «None» BKa3ye Ha HENOTPIGHICTb NPOTOKONOBaTK CNpobu AoCTyny KopucTyBadiB Ao b[.

Onuis «Success» BU3Havae, wo cepeep b mae 3anucyBaTu oo XypHany Tinbku Ti cnpobu peecTpaldlji, SKi
3aBepwnnnuch Boano. Y uboMy BUNagKy XypHan MICTUTMME Mnepenik ycix KOpUCcTyBadiB, AKi NpauioBanu 3 gaHumu
cepsepa b[l.

Onuis «Failure» BKkasye Ha HeobXigHICTb BiACNiAKOBYBaATY TiNbKW HEBAANM cnpobu oTpuMaHHA goctyny. Lle
[03BONSAE BUSBUTY cnpobu 311oMy cucTemu Lwisixom nigbopy naponis.

Onuisa «All» Bu3Hauyae pexum B sikomy cepsep B[ 36epirae iHpopmalito sik npo Baani, Tak i npo Heeaani
crnpobu oTpUMaHHs [ocTyny.

IHdopmaLia cuctemnm ayauTa B 3anexHOCTi Bif KoHQirypauii cepBepa 36epiraetbcss abo B XypHani
3actocyBaHb OC, abo B xypHani nomunok B[, (error log), abo B 060x ogpa3y. PekoMeHOoyeETbCA BUKOPUCTAHHSA
XypHany 3actocyBaHb OC, OCKinbKu Npu BuAaneHHi iHdhopmauii 3 LbOro XypHany 3anuiiaetbcsa 3anuc npo aaTy i
Yyac O4YNCTKM XypHany. HasBHicTb Takoro 3anucy 6e3 BigmnoBiAHOro akTy KOMiloBaHHS BMICTY i OUMCTKM XypHany €
NiACTaBol ANA po3cnifyBaHHA AiSNbHOCTI aaMiHicTpaTopa.

2.3 K33 CKb MySq|
Y akocTti cepsepy B[] y K3I Bukopuctosyetbca MySQL Server. K33 CKB[, npusHayeHa ans:

KepyBaHHs1 6e3nekoto cepBepa B[] Ha ocHOBI 06NikOoBUX 3anuCiB;

— PpO3MexyBaHHs NpaB AOCTYNy Ha BUKOHAHHS KomaHa SQL aa BMKOHaHHSA npoueayp, Lo 36epiralotbes;
3abe3neveHHs WwndpyBaHHA 06'ekTiB BL;

— 3abe3neyeHHs 3abopoHu goctyny o ob'ekrtis B,

Ha piBHi cepeepa cuctema 6e3neku onepye Takumu NOHATTAMU:

— aBTeHTUdikauis;
— 06nikoBuUIA 3anNuc;
— BGypoBaHi poni cepeepa.

KoxXHoMy KOopucTyBayy NpUCBOIETBCA 0OMiKOBUIA 3anuc 3 BM3HAYeHMMK MpaBamMu. ABTeHTUdikaLis
KopucTyBayiB NpoBoanTbCcsA abo 3a 0b6nikoBMM 3annucom Ha piBHi cepeepa. [Naponi kopucTyBaudiB Ta iHLWi AaHi Nnpo
Hux 36epiraTbCcA Ha cepBepi B cUCTEMHIN 6a3i gaHux. Maponi MoxyTb 36epiratuca sik B 3aindpoBaHOMy, Tak i B
He3awudpoBaHOMy, ane cneujanbHo nepeTBopeHoMy Burnagi. [py iHCTanauil cepBepa aBTOMaTU4HO
CTBOPHETLCA 0OMIKOBUI 3aMMc CUCTEMHOrO afiMiHicTpaTopa cepBepa /oo, Naposb A0 AKOro He MOXHA 3anuiiaTu
nyctum. O6NiKoBi 3anncy KOpUCTyBaYiB NOAINATLCA HAa agMiHICTPaTMBHI Ta KOPUCTYBaLbKI.

Ponb agmiHicTpaTopa 6a3u gaHmx mae abontoTHi npaesa y CKB[ MySql:

— npaBa MO KepyBaHHIO 3B'AA3aHUMMM cepBepamu, KoHQirypyeBaHHIO npouenyp, Wo 36epiraioTbes, AKi
3anyckalTbCs Ha CTapTi ceBpepa;
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— TMpaBO Ha 3YMNWHKY cepBepa, 3MiHy napameTpiB po6GoTu Cnyx0, 3aCTOCOBYBAHHSI 3MiH, KepyBaHHS
NOBHOTEKCTOBUM MOLLIYKOM;

— MOXI/MBICTb CTBOPIOBATK HOBi 0BNiKOBI 3anucy, HagaBaTu iM npaBa Ha cTBoOpeHHs B[, Ta ix 06’ekTiB,
KepyBaTu 3B’si3aHUMM CepBepamy;

— npaBo cTBoptoBaTM HoBi B[, Buaansatu abo nepeiMeHoByBaTWM BXe iCHywudi, BigHoBnoBatn B[ 3
pe3epBHMX Konii;

— npaBoO BCTaBMSATM [aHi 3 AOMNOMOrol 3acobiB MacoBoi 3akayku 6e3 6e3nocepegHbOro AocTyny Ao
Tabnuupb.

Y cepBepi MySql aBToOMaTU4YHO CTBOPIOETLCA KOPUCTYBAY:

— AgpminictpaTtop B[l mae abcontoTHi npaBa 3 KepyBaHHIO Hetlo. 3a 3aMOBYYBaHHAM Yy KOpUCTyBava
Bifo6GpaxaeTbca 0b6nikoBUA 3anunc roof, SKOMy TUM CaMMM HafalTbCA MakcumanbHi npaBa B 6asi
OaHuX.

[na BupilleHHs CTaH4apTHUX 3a4ad 3 PO3MEeXyBaHHA npaB AOCTYNy BMKOPUCTOBYIOTbCA ddiKCcOBaHi poni
B. Kpim Ttoro B K33 cepsepa B[] peanizoBaHO MOXNUBICTb CTBOPIOBATU POfb KOPUCTyBaya i3 3agaHumu
npasamu.

2.3.1 MNpaBa pocTyny, Wo peanidyoTbea wratHuMm K33

Yci icHytoui B B[] npaBa gocTyny po36uBatoTbCs Ha TpU Knacu:

— npaBa JOCTyny A0 JaHuX;

— npaBa Ha BUKOHaHHS npoueayp, Wwo 36epiraloTbes;
— npaBa Ha BMKOHaHHA komaHg SQL.

2.3.1.1 MpaBa gocTyny 0O AaHUX

MpaBo «INSERT» posBonsie BcTaBnsaty B Tabnuuto abo B nogaHHsa. Ak Hacnigok, npaso INSERT moxe
6yTV BUAAHO TiNbKKW Ha piBHI Tabnuui abo nogaHHs, i He Moxe 6yTn HafaHe Ha PiBHI CTOBMLS.

MpaBo «UPDATE» BupaeTbcsa abo Ha piBHi Tabnuui, abo Ha piBHi cToBMLSA.

MpaBo «DELETE» po3eonse Buaanatu pagky 3 Tabnuui abo nogaHHs. Ak i npaeBo INSERT, npaso DELETE
MOXe OyTu BUAaHO TifbKK Ha piBHI Tabnuui abo nogaHHA i He Moxe 6yTW BUOAHO Ha piBHI CTOBMLSA.

MpaBo «SELECT» po3Bonse 3gincHioBaTh BMOipKY aaHux. Moxe BugaBaTUCA SK Ha piBHI Tabnuui, Tak u Ha
piBHI OKPEMOro CTOBMLSA.

2.3.1.2 lMpaBa Ha BUKOHaHHSA npoueayp i MyHKLUin, Wwo 36epiratoTbes

€avHe npaBo JOCTyny, ke Moxe 6yTu HafgaHo BIAHOCHO npouenypw, Lo 36epiraeTbcs - Le npaBo Ha ii
BukoHaHHA (CALL). Kpim Toro, BnacHuky npoueaypu, Wwo 36epiraetbcs, [LO3BOMAETLCA NPOAMBAATUCA Ta
3MiHOBaTK i Kof.

2.3.1.3 lNpaBa Ha BUKOHaHHA kKomaHg, SQL.

MpaBa Ha BuUKOHaHHA KomaHz SQL npusHayeHo [Ana KepyBaHHA MOXIIMBOCTAMM KOPWUCTyBaya
CTBOpIOBATK HOBI 06’ekTn B[,

MpaBo "CREATE DATABASE" no3Bonse ctBoptoBath 6a3u AaHux.

Mpaeo "CREATE TABLE" po3Bonsie cTBOptoBaTH Tabnuui.

MpaBo "CREATE VIEW" no3Bonsie cTBoptoBaTu NOAaHHS.

Mpaeo "CREATE PROCEDURE" go3Bonse cTBOptoBaTV NPoLLeAypH, Lo 36epiratoTbes.

Mpaeo "CREATE FUNCTION" go3sBonse ctBoptoBaTn OyHKLii KOpUCTyBaYiB.

Mpaso "ALL" Hapae MOXIMBICTb KOPUCTYBaATUCA yCiMa BULLLE NepeniYeHnMn npasamu.

Agnminictpatop B[, aBTomaTnyHo mMae npaBo ALL. YneHu iHwumx obnikoBux 3anuciB mawTb Habip npas,
BiANOBIAHO 00 (PYHKLiN poni.

2.3.2 |HwWi 3acobwm wratHux K33 cepeepa b,

o iHwmnx 3acobis wtaTtHNXx K33 cepsepa B[ cnig BigHecTu:

— wudpyBaHHS 06’ekTiB BL;

— 3abopoHa gocTyny Ao o6’ekTie BL;
— 3acobu ayaury.
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[opaTkoBMM 3acobom 3axucTy iHdopMmalii € BUkopucTaHHa BbyooBaHUX 3acobiB wndpyBaHHSA 06’ekTiB
B[. o6 3awmndpyBaTn 06’eKT, NpU Oro CTBOPEHHI HeobxiaHo BkasaTtu onujto "ENCRYPTION".

WraTHi K33 cepeepa B[, 003BONSIOTL BCTAaHOBMOBATU ABa TUMNM 3ab0pPOHM AOCTYMy: fIBHA Ta HesBHa.
PiHnua Mix HUMKM B TOMY, WO Y pasi ABHOI 3a60POHi KOPUCTYBay He oTpuMae [octyny Ao o6’ekty B, Hi 3a akux
yMOB. 3a HesiBHOI 3a60pOoHM KOpUCTyBay MOXe oTpumaTu goctyn o ob’ekty B[. Hanpuknag y Bunagky, sKwo
KOpuCTyBa4y Ma€ HesiBHy 3abOpOHY Ha [OCTYM, ane Woro posi HagaHo SIBHUI [03Bifn, TO BiH oTpumae gocTtyn. |
HaBMaku, SKWO porli KOpUCTyBaya HEIBHO 3aB60OpPOHEHO AOCTYM, ane KOpUCTyBay Mae SIBHUI [O3Bif, TO BiH TAaKOX
oTpumae goctyn go ob6’ekty b,

2.4 K33 HTTP-cepBepa Apache

Y K3l B akocTi Beb6-cepBepa BUKOpUCTOBYETLCA Apache.

2.4.1 KaTteropii iHdhopmalLii, o obpobnsaersca Beb-cepBepoM.
IHbopmalis, Wwo 06pobnaeTbea Be6-cepBepoM: TeXHOMOriYHa iHhopmaLis.

[lo TexHonorivHoi iHopmaLii Be6-cepBepy BiAHOCUTLCS TexHonoriyHa iHdpopmauisa KC3I Ta TexHonorivHa
iHdbopMaLifl Woao agMiHICTPYBaHHA Ta ynpaBniHHA 064MCNOBaribHOK CUCTEMOLO | 3acobammu 06pobku iHdopmaLii
- [AaHi Woao MepexeBux appec, iMeH, nepcoHasbHUX igeHTUdIKaTopiB Ta MnaponiB KoOpuUCTyBadiB, IXHi
MOBHOBaXEeHHA Ta MpaBa [ocTyny Ao o6'ekTiB, iHdopMauis XypHaniB peecTpauii Al KopucTyBauiB, iHWa
iHpopmauis 6a3 gaHux 3axucTy, BCTAHOBMEHI pobo4i napameTpu OKpeMux MexaHiamiB abo 3acobiB 3axucTy,
iHcpopmalis Wwopao npodinis o6nagHaHHA Ta peXuMis KOro QyHKUIOHYBaHHs, poboyi napameTpu yHKLioHaNbHOro
M3 Towo.

TexHonoriyHa iHdopmauia npusHavyeHa O BUKOPUCTAHHSA TiflbKM YNOBHOBAXEHUMU KOpUCTyBayaMu 3
uncna cnispobitHukie AN “EHEPTOPUMHOK” Ta nepcoHany, wo 3abe3nevye dyHKuUioHyBaHHSA LICK.

2.4.2 MeTtoam 06pobku iHdopmalii Be6-cepsepa

Y Apache peanizoBaHO nepeBipKy BMICTy 3anuTiB, WO HaAxoAsaTb. [1pn HAAXOAXKEHHI 3anuTy Ha CTaTU4Hy
html-cTopiHKy (CcTOpiHKy, fika MicTUTbCst B html-dbaini), Be6-cepBep Hapcunae BiAnoBiaAHUIA hanin KopuCTyBaYeBi,
Npyv HaAXOOXEHHI 3anuTy Ha AMHaMIUHY CTOPIHKY (SKa (PopMYy€eTbCA 3a 3arnMTOM KOPUCTyBaya) - 3anyckae CKpUnT i
nepepae nomy 3anut Ha 06pobky. CkpunT moxe 6yTu HanucaHo moBamu PHP, Perl, ASP Towo.

Pe3ynbtatn 00pobKM nNOBepTalOTbCA KOpPUCTyBayy $SK [AMHAMIYHO 3reHepoBaHa html-cTopiHka i
(HeoboB’I3KOBO) 36epiraloTbCA Ha cepBepi. Y LbOMY BWMAOKy KOPUCTYBay MOXE 3MiHIOBaTW BMICT CTOPIHOK
BiANOBIAHO A0 CBOIX MOBHOBaXeHb. Y LbOMY BUMAaAKy BiAnoBiAanbHICTb 32 KOHTPOb NOBHOBaXeHb KOpUCTyBaya i
KOPEeKTHY 06pobKy AaHMX 3anuTy NOKMafaaeTbCa Ha CKpMNT 06pobKu.

Yci MexaHi3Mu 3axucTy, OnucaHi HUX4e, BUKOPUCTOBYKOTbCA Nulie npu poboTi 3 KopuctyBavyamu Mo
MepeXxi i BigHOCATbCA A0 cTaTuYHNX html-CTOpiHOK.

Cneumdikauji MmexaHi3aMiB 3axXMCTy MiCTATb onucu pyHKLin 6e3neku.

2.4.3 OcHoBHi cyHkuUii wTaTHoro K33 Beb-cepBepa

OcHoBHVMMK byHKUiaMKu wiTaTHOoro K33 €: KepyBaHHA AOCTYNOM OO pecypciB Beb-cepBepa Ha OCHOBI
o6nikoBMx 3anucie Ta rpyn;

— ayauT nopin 6eaneku;

— MiHimMi3aLia npuBineis;

— 3axMCT uinicHOCTI KOHQirypauinHux dannis;
— KOHTPO&b BUKOPUCTAHHSA pecypcis;

— ineHTuUdikaujin Ta aBTeHTMdIKaLis Npy 06MiHi.

2.4.3.1 KepyBaHHsi [OCTYNoM [0 pecypciB Be6-cepBepa Ha OCHOBI 06NiKOBUX 3anu1ciB Ta rpyn

Beb-cepBep Apache mae cBolo cuctemy obmnikoBux 3anuciB, He3anexHy Big obnikosux 3anucis OC, nig
KepyBaHHsIM AKOi BiH npautoe. O6nikosi 3anMcn OC BUKOPUCTOBYHOTLCS ANA KOHTPOMO AOCTYNy A0 KOMaHAHOro
iHTepnpetaTopa OC, Toai Ak obnikoBi 3anucu Apache BMKOPUCTOBYHOTbLCH AJ1si OOMEXEeHHs AOCTYny [0 MEBHMX
BE6-CTOPIHOK.

®yHKLiS KepyBaHHA 06MnikoBMMM [AaHuMu 3abesnedyye 6es3neyHe 36epexeHHs 06nikoBuMX [aHuX
KopucTyBada. O6nikoBi naHi kopucTtyBada 36epiraloTbcs y 3axuiLieHoMy daini B TeKkcToBoMy Burnsagi. MNpu ubomy
BVKOPUCTOBYETLCSA Takui hopmaT 3anucy: NocnifoBHO 3anucaHi iM’a KopucTyBaya i rewl - 3Ha4eHHsA Naponio.

O6nikosi 3anucu Apache i [o3BOMKM, NOB’A3aHI 3 HAMK, BUKOPUCTOBYIOTLCSA JMLLIE NPU 3anuTi BE6-CTOPIHKM
no mepexi. HapaHHa abo 3abopoHa KOHKPETHOro BWAYy AOCTYMY 3AINCHIOETbCA HA OCHOBI 3iCTaBMEHHS iMEHI
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KopucTyBaya i npaBun AOCTYNY A0 3aXMLLEHOro 06’ekTy, LWo 3anucaHi y danni .htaccess. [JocTyn [o 3axuLeHoro
006’eKTy HaflaeTbCA CUCTEMOIO N1LLEe Y pasi, akwo B danni .htaccess BkazaHo BignosigHe npaBuno AOCTyny Ans
KopucTyBaua.

dain mae TekcToBui hopmart, sikuii Moxe 6yTu BigpegarosaHo 3acobamu OC. dopmaT canny .htaccess.

Cuctema obnikoBux 3anuciB Apache niatpumye ob’egHaHHA KopwucTyBadiB y rpynu. Hassa danny 3
rpynamu 3agaetbes anpektuoto AuthGroupFile B daini .htaccess. IcHye ogHa BbypoBaHa rpyna ALL - To6To Bci
KopucTyBaui. [paBa gocTtyny Ons rpyn BCTAHOBMIOKTLCA TakKMM XE€ YMHOM, K i Ana KopucTtyeadiB. ®Pann 3
rpynamu Mae TeKCToBumn chopmMaT, B SKOMY NPOCTO nepeniyeHi rpynu Ta ix cknag,

2.4.3.2 AyauT nopain 6eaneku

Y wratHoMmy K33 Beb-cepBepa peanizoBaHo Habip 3acobiB ayauTty, WO NPU3HAYeEHi Ans MOHITOPUHIY Ta
BUABNEHHS] HeBaxaHuX YMOB i NoAiN, AKi BUHUKATb B 064MNCOBaNIbHOMY CEpPeAOBULL.

MOHITOPUHI CUCTEMHUX NOZIN [O3BOSISE BUABNATA NOPYLUHMKIB cucTemMn 6e3nekn. Ayaut JO3BOJSISIE BECTU
MOHITOPVHI KOHKPETHUX NOAIN.

Mepernan xypHany 6e3neku 3AiNCHIOETbCA 3@ LOMOMOrow cTaHaapTHux 3acobis OC ana nepernsgy
cdannis. XypHann 6e3neku 36epiraloTbCa y TEKCTOBUX dainax, WO PO3MILLYTbCA Yy 3axuULLeHoOMYy KaTanoai
/var/log/. JocTtyn go cpannis Ta Katanory A03BOJSIEHO NuMLIE YneHam rpynu agmiHictpaTtopis OC i3 3acTocyBaHHAM
3acob6iB po3mexyBaHHsa goctyny OC.

MoniTuka ayguty 3apaetbca y TekcTtoBoMy chamni /usr/local/httpd.conf i go3Bonse Bu3HayaTu nepenik
nogji, Ans SKMX MNOBWHEH NPOBOAUTMCS ayauT. [na BKIOYEHHS MOXIIMBOCTI BeAEeHHs ayauTy HeobXigHo
nigkniountn  mopynb config_log_module Ta BHecTM BIgnNOBiAHI HanawTyBaHHSA (nMepenik nogin, LWo
BiACNiAKOBYOTbCA, i popmaT npeacTaBneHHs pe3ynbTtatiB) B httpd.conf. Beb-cepBep npu 3anycky nepesipsie
npaBunbHicTb anny httpd.conf, Ta y BUNagKy BUABIEHHA HE KOPEKTHOCTI BMAAE afMiHICTPaTopoOBi BignoBsigHe
nonepeaXeHHs.

2.4.3.3 MiHimizauja npusineis

[Npn oTpuMaHHi 3anuTy Ha 3’eQHaHHSA rofloBHUM MNpouec Apache CTBOpKE AOYipHIN Npouec 3 npaBamu
KopuctyBada nobody, ana skoro B OC BCTaHOBNEHO MiHiManbHO MOXNMBMA Habip npas. Libomy npouecy i
nepepaeTbcs 06pobka 3’egHaHHA. [na KOXHOro 3anuTy Ha 3’€QHaHHA CTBOPHETLCA OKPEMWI LOYipHiA npoLec,
TOMY Y BUNaAKy YCNilHOI aTaku 3f10BMUCHWUK OTpUMaEe npasa hobody i He 3MoXe HiskuM YmHoM 3alukoantu Hi OC,
Hi 3’€QHaHHAM iHLWIMX KOPUCTYBaYiB, siki 06po6Ns0TLCS iHLWMMM KOMisiMM MpoLLeCy.

2.4.3.4 3axucT uinicHocTi KoHdirypauiHmx daunnis

Apache mae BbyaoBaHi 3aco06u KOHTPOSO KOHirypauinHux dannis. Y Bunagky BUSBNEHHS CUHTaKCUYHUX
NOMUIOK Y KOHdirypauinHux ¢amnnax (.htaccess ta httpd.conf) Apache BupacTb NOBILOMMNEHHSA NPO NOMUKY i
NPOAOBXUTb BUKOHAHHA 3 MpaBWUSIbHUMW 3HAYEHHAMU MNapameTpiB KoHirypadii. NepeuntyBaHHA i KOHTPOMNb
BinOyBalTbCA Npu 3anycky (nepesanycky) Beb-cepBepa Apache abo nicns KoMaHOU Ha NepeynTyBaHHSA
KOHdirypauii. Takmn mexaHiam A03BOSISE BUSBUTM NOMUIIKU aAMiHicTpaTopa.

Mpu cnpobi poctyny po channis, ocTyn Ao sAkux 3abopoHeHo B daiini .htaccess, Be6-cepBep NoBepHe kopf,
nomunku 403 Forbidden (noctyn 3a60poHeH0).

2.4.3.5 KoHTpornb BUKOpPUCTaHHA pecypcis

MexaHi3Mn KOHTPONI0 BUMKOPUCTAHHA PeCcypcCiB BKMOYalTb Taki NOriYHO BigoKpeMneHi (PyHKUiOHambHi
KOMMOHEHTU:

— KOHTPOnb KifnbKOCTi 0gHOYaCcHUX 3’€QHaHb, WO 06pobntoThes;

— KOHTPOJb KiflbKOCTi 04HOYaCHO BiAKpUTKX hannis;

— KOHTPOJb KifnlbKOCTi onepaTMBHOI NaM’siTi, WO BUAINAETbCA ANna 06pobku 3’eaHaHb;
— KOHTPOJb KiflbKOCTi MPOLLECOPHOro yacy.

Apache wmicTutb 3acobu obmexeHHs Ha KinbKicTb OgHO4YacHO 06pobnioBaHMX 3'eaHaHb. Y danni
KoHdpirypauii httpd.conf HasBHui napametp MaxClients, akuin o6Mexye MakcumarbHy KifbKiCTb OAHOYacHO
obpobnioBaHux 3’egHaHb. CTaHaapTHe 3HaveHHs 150 pekomeHpoBaHe ans GinblocTi cepepiB. OAMH OOYipHIn
npouec Apache 3aiimae B nam’aAti npnbnusHo 21 M6. IcHye MOXnMBICTb po3paxyBaTu Ginbll TOYHE 3HAYEHHS
napameTpy MaxClients Buxoasum 3 HassBHOro obcsary BinlbHOI onepaTMBHOI Nam’siTi.

Yci podipHi npouecu Apache npautoloTb Bif iMeHi KopuctyBada nobody, ansi skoro 3acobammu OC
BCT@HOBIIETLCA OOMEXEHHA HA MaKcumarsbHy KifbKiCTb ogHOYacHO BiaKpuTux dannis. HanawTyBaHHA UbOro
napameTpy NpoBOAUTLCA B TeKCTOBOMY pauni /etc/login.conf 3miHOO 3HaueHHA napameTpa openfiles.

Yci pouipHi npouecu Apache npautotoTb Bif iMeHi kopuctyBada nobody, ans skoro 3acobamm OC
BCTAHOBIOETLCS OOMEXEHHSA Ha MaKCUManbHYy KifbKiCTb OnepaTuBHOI NamM’aTi, ska BUAINAETbCA ons o6pobku
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3’eAHaHb. HanawTyBaHHS LbOro napamMeTpy NpoBOAUTLCA B TeKCcToBOMY chamni /etc/login.conf 3MiHOWO 3HAYEHHS
napamMmeTpa memoryuse.

Yci pouipHi npouecu Apache npautotoTb Bif, iMeHi kopuctyBada nobody, ans skoro 3acobamm OC
BCTAHOBJIOETLCS 0OMEXEHHS Ha MakKCUmMmarbHY KinbKiCTb NPOLLECOPHOro Yacy. HanawTyBaHHA LUbOro napameTtpy
NpoBOAMTbLCA B TEKCTOBOMY channi /etc/login.conf 3miHOO 3Ha4YeHHA NnapameTpa cputime.

2.4.3.6 |lgpeHTndikauis Ta aBTeHTUIKaUia npy 0OMiHI

O6MiH Mix komnoHeHTamu LICK 3giiicHI0ETbCA 3a NpoToKonoMm hitp noBepx MpoTokony ynpasmiHHSA
nepepaveto TCP 3 niaTBepOXeHHSM MPUAOMY AaHWUX, MEXaHi3MM SIKOro peanisytoTb yHKUii igeHTudikauii i
aBTeHTUdiIKaUii Mix K33 BignpaBHuka Ta K33 ogepxyBaya Ha nigcTasi ix imeH Ta/abo |IP-agpecu.

Ona obmexeHHa poctyny 3a IP-agpecoi oo dainiB NeBHOro Kartanory y HbOMy HeobXifgHO CTBOPUTM
dann .htaccess 3 nepenikom npaBun goctyny. MoxnuBe TakoX OOMeXeHHS [AOCTyny Ans KOHKPETHOro
KopucTyBaya.

Mpn obMexeHHiI gocTyny 3a iMeHeM KOpUCTyBaya MOXJIMBE BUKOPUCTaAHHA ABOX TUMIB aBTeHTUdiKaLil:
"basic" Ta "digest".

Npun BUKopunCTaHHi aBTeHTUdIKaUii "basic" naponb KopucTtyBaya nepefaeTbCs y BiAKpuTOoMy Burnsgi. Tomy
Takui TUN aBTeHTUdiIKaLii € Hebe3neyHum.

Mpun BUKopucTaHHi aBTeHTUdikauii "digest" naponb KopucTyBaya nepefaeTbes y BUrNaAi relw-3HavyeHHs 3a
creujanbHMM MPOTOKOSIOM 3 BUKOPWUCTAHHAM BUMAAKOBUX AAHMX, L0 YHEMOXIMBAIOE BiGHOBMNEHHS naponsa abo
NOBTOPHE BMKOPUCTAaHHA NepexonsieHnx aaHnx aBTeHTudikauii. OTxe takui Tun aBTeHTUIKaLUii € 6e3neyHinm.

2.5 lMigcnctema aHTUBIPYCHOIO 3aXUCTy

Y gKocTi 3acoby aHTuBipycHoro 3axucty BukopuctoByeTbest "ESET Endpoint Antivirus". MNporpamHuin 3aci6
AaHTMBIPYCHOMO 3aXMCTYy Mae YNHHUIA, MO3UTUBHMI €KCNEePTHMIN BUCHOBOK AAMiHicTpauii Jepxcneu3s’a3ky YkpaiHu
y ccpepi T3l.

3acobu aHTMBIPYCHOro 3axMCTy peani3oByrOTb TaKi PyHKLI:

— 3aCToCyBaHHA €BPUCTUYHUX METOLIB 3aXUCTy Y NpoLueci BUKpUTTA wkignusoro M3;
— 3axucT annoBoi CUCTEMMU;
— OHOBEHHS aHTUBIPYCHUX 6a3.

2.5.1 3acTtocyBaHHS €eBPUCTUYHMX METO/IB 3aXMCTY Y NpoLeci BUKpUTTS wWKianueoro M3

3acTocyBaHHsi €BPUCTUYHMX METOZIB 3aXMCTy [03BoSiAe 3abe3neuntn 3axucT Big wkignueoro M3, onnc
AKUX LWe BIiACYTHIN y 6a3i. MeToan rpyHTYyIOTbCH Ha aHanisi npoueciB 3anyweHux y OC Ta [o3BONAOTb
nonepeanTy KOPUCTYyBaya NpPo MOXNuBY Hebe3neky Ta 3anobirTu in.

EBpuCTMYHUMIA aHani3 rpyHTYeTbCA Ha (BENbMW MpaBAOMOAIGHOMY) NMPUMNYLLEHHI, O HOBI Bipycu 4yacto
BUABMAIOTBCA CXOXi Ha fKi-Hebyab 3 BXe BijoMUX. Take nNpuMyLLEeHHs BWMNPaBOOBYETbCA HASBHICTIO B
aHTMBIpyCHMX 6a3ax curHaTyp A1 BU3HAUYEHHS He OJHOro, a Bigpa3y AEKiNbKoX BipyciB. 3aCHOBaHWMN Ha Takomy
NPVNYLLEHHI €BPUCTUYHUI METOop, Nonarae B NOWyKy danrniB, AKi He MOBHICTIO, ane ayxe 6nM3bko BignoBigaTb
curHatypam BiJOMUX BipYyCiB.

[103UTMBHUM edeKTOM Bif, BUKOPUCTAHHS LIbOr0 METOAY € MOXJSIUBICTb BUABUTU HOBI Bipycu e A0 TOro,
K Ana HUX 6yayTb BUAINEHI curHaTypum.

2.5.2 3axuct gannosoi cuctemm

3axuct cannosoi cuctemm 6a3yetbcs Ha Tomy, Wwo CA3 PC 3pjiicHi0e aHTUBIPYCHY NepeBipKy ycix dannis
nig, Yac ix CTBOPEHHSA, 3anycky abo moaudikaLii. PeanizoBaHa MOXNMBICTb NepeBipKN okpeMux danniB, KaTanoris,
ONCKIB (JTOKanbHUX, MEPEXEBUX).

AHTUMBIpYC 3axuLiae annosi CXOBULLA B PEXUMI peanibHOro yacy, BMAansyun Bipycu, TPOAHCBbKI Ta iHLi
LWKigNuBi nporpamu.

3a 3aMOBYyBaHHAM aHTMBIPYC NepeBipse Tinbkyu HOBi abo 3MiHeHi channu, To6To channu, aki gopanucs
abo 3MiHMNUCA 3 Yacy OCTaHHLOrO 3BEpPHEHHsI [0 HuX. MNpouec nepeBipku dainy BUKOHYETLCA 3@ HACTYMHUM
anropuTMom:

— 3BEpPHEeHHA KOpucTtyBaya abo pgeskoi nporpamMmm Ao KOXHOro q)a17|ny nepexornyiieTbCcA KOMMOHEHTOM;

— aHTMBIpYyC nepeBipsie HasiBHICTb iHdopMmauii npo nepexonneHun cain y aHTuBipycHux 6Gaszax. Ha
nigcTasi OTpUMaHOI iHpopMaLii NpMNMaEeTbCA pilleHHs Npo HeObXiAHICTL NepeBipku hanny.
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Cnovatky chaitn aHani3yeTbCsl Ha NPUCYTHICTb BipyciB. Po3nizHaBaHHS LWKigNMBMX 06'ekTiB BigOyBaeTbCH
Ha nigcTasi 6a3 BipyciB nporpamu. Basu MicTATb onuc BCiX BigOMUX Ha AaHUA MOMEHT LWKIANMBMX Mporpam,
norpos, MepexeBux aTak i cnocobiB X 3HELLKOOXEHHS.

B pesynbTaTti aHanisy MOXnuBI HaCTyMHi BapiaHTW MNOBEAiHKW nporpamu: SKWo y anni BUABNEHO
LWKigNMBUIA Kof, aHTUBIpyC 6nokye dann i Hamaraetbes i nikysaTu. B pe3ynbTaTi yCcnilWHOro nikyBaHHs chann crtae
OOCTYNHUM Aana poboTtu. AKWo NikyBaHHA NpOBeECTM He Baanocs, dann supansietbcs. MNpy BUKOHAHHI NikyBaHHSA
dainy abo noro BuaaneHHi konis danny NoMilLlaeTbCs B pe3epBHE CXOBMULLE.

Akwo y danni BUABNEHO KOL, CXOXWW Ha LUKIAIMBUIA, ane CTOBIACOTKOBOI rapaHTii Uboro Hemae, cann
NnoMmillaeTbCa B CreljanbHe CXOBULLE - KapaHTuH. [Mi3Hile MoxHa crnpobyBaTu BUMiKyBaTU MOro 3 OHOBMEHUMM
0azamu.

AKLWwo y hanni He BUSBNEHO LUKIANMBOro KoAy, BiH Bigpa3y X cTae AOCTYMHUM Aa poboTu.

2.5.3 OHOBREHHA aHTMBIpyCHKX 6a3

AHTMBIpYC BMKOHYE MOLUYK LWKIAMMBUX MpOrpam i fikyBaHHSA 3apaxXeHunx oO6'ekTiB Ha nigctaBi 3anucis
aHTUBIpycHMX 6a3. Bkpan BaxnMBO NigTPUMyBaTWM aHTUBIPYCHi 6a3yM B aKTyanbHOMY CTaHi, OCKINIbKW LLOAHS
3'ABNATLCA HOBI BipyCU, TPOAHCHKI Ta iHLWI LWKIANMBI Nporpamu.

OHoBneHHs aHTuBipycHMX 6a3 BinbyBaeTbca oppaldy nicna iHcTanauii aHTMBipycHoro 3acoby. 3a
3aMOBYaHHAM npoueaypa OHOBIIEHHA MPOXOAMTb Yy aBTOMAaTMYHOMY PEeXWMi MpU HanexHOCTi Ha Komn'toTepi
3'eAHaHHA 3 [HTepHeTOM. TOMy, ANA KOPEKTHOI pO6OTH aHTMBIPYCY i aBTOMATUYHOrO OHOBJIEHHS aHTUBIPYCHUX 6a3
HeobOXigHO HanaroguTu 6e3nepewwkogHMn [JOCTyn A0 Mepexi |HTepHeT aHTMBIpyCHOMY MpOorpamHoMy
3abe3neyeHHto.

2.6 K33 onepauinHoi cuctemu 3 fiHivikm Linux gnsa cepeepis
Y skocTi OC cepBepiB B3aemogii BukopucTtoBytoTbcst OC 3 niHinkn Linux - auctpubytne FreeBSD 9.2.
K33 OC peanisye Taki QyHKLUji:

— 3abeaneyeHHs 3axucTy Big HecaHkuioHoBaHoro poctyny (HC[L) po o6’ektiB 3axmucty LICK, wo
36epiratoTbesa y hannosin cuctemi;

— 3abeaneyeHHs 6e3nepepBHOCTI PyHKLioHyBaHHA OC;
— BEOEHHSA XypHaniB ayauTy;
— 3abeaneyeHHs MOXIMBOCTI agMiHICTPyBaHHs, KepyBaHHs i niaTpumku OC.

2.6.1 3abe3neyeHHs 3axnUCTy Bif HecaHKLjioHoBaHoro poctyny (HC[) oo o6’ekriB 3axucty LICK

OnepauinHa cuctema (OC) Hapae AOCTyn A0 CBOiX pecypciB Tiflbku aBTOPU30BaHWM KOPUCTyBa4vaMm.
Cnvcok JocTyny BKIOYae nepenik KopucTyBauiB, AKMM J03BOSIEHO AOCTYN 0 06'ekTa, a TakoxX Habip [O3BONEHNX
Hag 06’eKTOM Jin, Wo y ABHOMY BUINAAi € enemeHTamum 3axucty Big HCLI.

[na cnpoweHHA KepyBaHHAM [OCTYNoM Ao o6'ekTiB i 3axucTy Big 3axucty Big HCO, OC possonse
CTBOpPIOBATKM rpynu 6e3nekun, 4O3BONAKYM NpM3HaAYaTN [O3BOMM i NpaBa Ans rpynu KOPUCTYBauiB, a He OKpEeMoMy
o6nikoBoMy 3anucy KopucTyBaya. [ns HagaHHsA fOCTyny Ao pecypciB, 06nikoBuin 3anmMc moxe 6yTn gobaeneHui
abo BupaneHuin 3 rpynu kopuctysadis. Micna iHctanauii OC B HbOMy CTBOpIOIOTLCA BOyAOBaHi rpynu, siki fatTb
NpaBO Ha BMKOHaHHA HanepeaBuU3Ha4YeHNX CUCTEMHUX 3aBAaHb.

2.6.2 3abe3neyeHHs 6e3nepepBHOCTI yHKLioOHyBaHHA OC

Baxnueum, a iHogi HeobxigHum pna pobotn OC e 3abe3neyeHHa 6Ge3nepepBHOCTI PYHKLOHYBaHHS.
HeBWKOHaHHS L€l YyMOBU MOXe MPUBECTU A0 BTpaTW BaxnuBoi iHdopmauii. FTonoBHUMKU ymoBamMu 6e3nepepBHOro
YHKLiIOHYBaHHSA € BUKOPUCTAHHA XypPHamneMoi (pannoBoi cuctemum.

XypHantoema daiinoea cuctema [03BOJSiE 3abe3neynTu TPaH3aKLUiAHICTb 3anuMcy AaHuX 3a paxyHoK
dopMyBaHHSA XypHany A nepep, 34iCHEHHAM 3anucy.

Y Bunagky 36ois gpansep OC aHanisye XypHan ¢annoBoi cuctemu i abo 3aBepluye TpaH3akuito, abo
nosepTae hannoBy cucTemMy y nonepenHin CTaH.

2.1.3 BepneHHs xypHanis ayauTy

Y OC npucyTHiin Habip 3acob6iB ayauTy, NpU3HAYeHNX AN MOHITOPUHIY Ta BUSIBIIEHHA YMOB i nopfjii Wwo
noe'asaHi 3 moxnmeum HCL, abo € HebaxaHuMK, ki BUHUKAOTb B o64yMcnioBanbHOMY cepegoBuii. MoHiTopuHr
CUCTEMHMX MNOAiN [03BONSAE BUABMATU MOPYLUHUKIB, WO 34iicHioTb cnpobu HCL, a Takox cikcyBatu cnpobu
HC[, 3 meToto chanbcudikallii Ta BuaaneHHa faHux, ki 3HaxoaaTbCs Ha NoKanbHOMY KOMN'IOTepi.
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Mpu ayauTi, vacTilwe 3a Bce, peecTpylTbCA TaKi nogii Ak [OCTyn [0 06’eKTiB, KepyBaHHs rpynamm
KopuCTyBayiB i 06MiKoBMMU 3anmncamm rpyn, a Takox BXif, KOPUCTYBauiB B CUCTEMY i BMXif, 3 Hel. AyauT A03BONSE
BECTW MOHITOPUHI KOHKPETHMX MOAiA, Hanpuknag, HeycniwHux cnpob Bxoay Ao cuctemu. epernag XypHany
6e3nekn BUKOHYETLCS 3a JOMOMOroL 3acobiB nepernagy nopin. MNonituka ayputy [O3BONSE BU3Ha4YaTu nogii, pns
SKUX MOBUHEH NPOBOOUTUCA ayauT.

2.1.4 3abe3neyveHHa MOXIIMBOCTI aAMiHiCTpyBaHHS, KepyBaHHs i niaTpumku OC

OnepauinHa cuctema Linux (anctpubytms FreeBSD 3okpema) Bonogie 6aratbMa MOXIMBOCTAMU
agMiHiCTpyBaHHsA, KepyBaHHA Ta nMigTpuMkn. CuctemMu agMiHIiCTpyBaHHA HapaloTb MOXIMBICTbL KepyBaTu
(halnoBo CUCTEMOID, YCTaHOBKOK Ta BWAANIEHHSIM MpOrpamHoro 3abeaneyeHHsi, HanawTyBaHHA XypHanis
6e3neku Ta 6araTo iHLKX.

HanawTtyBaHHs ycix nporpam Ta cnyx6 OC 36epiratoTbea y KOHirypauinHmx gannax y karanosi /etc y
nerke BHECEHHS HanawTyBaHb 3 BUKOPUCTAHHAM JULLIE TEKCTOBOro pegakropa.

OC Hapae mMoxnuBicTb BigaaneHoro kepyBaHHss OC cnifnbHO 3 iHWKWM KOpPUCTYBa4yeM, KOMM'IoTep sKOro
NigKMOYEHMIA A0 MEPEXI.

3 posBony kopucTtyBada, OC 3aBaHTaxye KpUTUYHO Bax/MBi OHOBMEHHA 3 |HTepHeTy B (pOHOBOMY
pexuMi. 3aBaHTaXeHHs1 He NoTpebye Big, KOpUCTyBaya AOAATKOBUX 3ycunb abo nepepuBaHHs B poboTi.



