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NEPEJIIK CKOPOYEHb
B - basza paHux
BOJI3 - BOROKOHHO-OMTUYHI MiHii 3B’A3KY
OBX - Oxepeno 6e3nepebiliHOro XmBNeHHs
EOM - EnekTpoHHO-064McCnoBanbHa MallnHa
EOT - EnekTpoHHO-064YMCnOBanbHa TEXHiKa
ELM - EnekTpoHHUN umdpoBun nignuc
€Crng - €puHa cuctema nporpamMHoOIl AOKyMeHTaLii
3T™ - 30BHiLHI TENEKOMYHIKaLinHi Mepexi
ITC - IHdopmaLinHo-TenekomyHikKaLinHa cucrema
K33 - Komnnekc 3acobis 3axucty
K3l - KpuntorpaciyHuin 3axmucT iHpopmadii
KT3 - Komnnekc TexHiuHux 3acobiB
KC3I - KowmnnekcHa cuctema 3axucTty iHdopmaii
JIOM - JlokanbHa ob4yucntoBanbHa mepexa
ME - MixmepexHui ekpaH
HKI - Hocin knto4yoBoi iHdopmaLji
HMC - HakonunuyBay Ha MarHiTHin cTpiyuj
oC - OnepauinHa cuctema
MEOM - T[lepcoHanbHa EOM
n3 - [lporpamHe 3abe3neyeHHs
Mn3n - [llocTinHmn 3anam’ATOBYIOYMI NPUCTPIN
nePa - [paBuna po3mexyBaHHA JOCTyny
NTK - [NporpamMHO-TEXHIYHMI KOMMIEKC
PC - Poboua cTaHujqa
CYbL - Cwucrema ynpaeniHHA 6a3amMu gaHux
T3l - TexHi4yHun 3axucT iHdopmaluii
LICK - UeHTp cepTudikauii kntoyis
CMP - Control Messages Protocol (npoTokon ynpaBnsao4ymx NoBiAOMIEHD)
GPS - Global Positioning System (rnobanbHa cucteMa No3uLLioHyBaHHS)
HTTP - Hyper Text Transfer Protocol
LDAP - Lightweight Directory Access Protocol (npoTokon noctyny Ao katanory)
MTA - Mail Transfer Agent (Moaynb nepepayi eneKTPOHHMX NOLUTOBUX MOBIAOMIEHD)
OCSP - Online Certificate Status Protocol (npoTokon BU3Ha4YeHHS cTaTycy ceptudikara)

TSP - Time-Stamp Protocol (NpoTOKON 0TpMMaHHA NO3HA4oK Yacy)
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1 CTPYKTYPA NMPOIrPAMHOI'O 3ABE3IMNMEYEHHA

CTpykTypa nporpamHoro 3a6esneyeHHs (I13) HaBeaeHa 3a NPUHLMUMOM MOr0 BUKOPUCTaHHAM Ha TEXHIYHUX
3acobax (3acobax EOT) komnnekcy.

®yHKLUiOHanbHa CTPYKTypa KOMMMEKCY HaBegeHa Ha cxeMi (YHKUiOHanbHOI CTPYKTYpU (OOKYMEHT
€AA[1.468244.185.C2).

®yHKuii KT3 BM3HaueHi B 3aranbHomy onuci cuctemu (qokymeHT €AAL.468244.185.M0.01).
CtpykTypa KT3 HaBefgeHa Ha cTpyKTypHin cxemi KT3 (mokymeHT €EAALL.468244.185.C1)

[etanbHuin onuc Ta xapaktepuctukn KT3 (3acobie EOT Ta KoMyHikaLiiiHOro obnagHaHHs1) HaBeAeHun y
onuci KT3 €EAAL.468244.185.119.01.

Cknap, N3 3a poamiwieHHAM Ha 3acobax EOT komnnekcy:

— 3 ueHTpanbHUX cepBepiB;

— T3 cepBepiB B3aemogji;

— 13 cepBepa MOHITOPUHIY Ta CUHXPOHI3aLlii yacy;

— M3 PC aagmiHicTpaTopa cepTtudikadii Ta PC cuctemHoro agmiHictpatopa;
— M3 PC aagmiHicTpaTopa 6e3neku;

— T3 PC apgminicTpaTopa peecTpaldlii;

— M3 PC reHepauii knto4iB KopucTyBadiB.

M3 ansa koxHoro 3 3acobiB EOT noainaetbca Ha cuctemMHe 1a OyHKLiOHanNbHe.

o cuctemHoro BigHocuTbea 13, wo 3abesnedye 3aranbHe yHKLUioHYBaHHA 3acobie EOT (OC, CYB/,
3acobu pgoctyny go CYB[, wraTtHi K33 OC, CYB/[, Ta 3acobu ix agMiHicTpyBaHHsA Towo). [Jo dyHKLiOHanbHOro -
M3, wo 3abe3neyye BMKOHaHHA crewjanbHUx yHKUIN 3acobiB y cknaai koMmnnekcy (MporpamMHi KOMMiekcu Ta
KOMMOHEHTH, o peani3ytoTb yHkLUii enemeHTis LICK).
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2 CKINAA TA Ornuc nPOrrPAMHOIO 3ABE3IMEYEHHA

2.1 N3 ueHTpanbHux cepepiB LICK

o CKnaay CMCTeMHOro nporpamMHoro 3abe3neyeHHs cepBepa BXOoAATb:

— OC i3 wratHum K33;

— CYB[L, i3 wratHnm K33;

— 3acobu goctyny go LDAP-cepsepa.

OC i3 wratHuM K33 npusHayeHo ans 3abe3neyeHHs 3aranbHOCUCTEMHOroO pbyHKLIiOHYBaHHS cepBepa Ta
3axucTy pecypcis cepsepa Big HC[.

CYB/[, npusHayeHo ansa 36epiraHHs Ta 3abe3neyeHHs AocTyny Ao Tabnuub Ta iHWKux pecypciB B, 3 60ky
M3 PC agmiHicTpaTopa 6e3neku, agmiHicTpaTopiB peecTpauii Ta cepTudikallii.
[o cknagy cneuianbHOro NporpamHoro 3abesneyeHHs cepepa BXOAATh:

— nporpamHuii komnnekc kniovie LICK Ta cepsepiB LICK;
— nporpamHuin komnnekc cepsepis LICK.
MporpamHi komnnekcu cepsepa LICK npusHayeHo ana peanisauii pyHKUiOHanbHUX 3aBgaHb cepeepa.

2.2 M3 cepsepiB B3aeMogii

[o cknagy cuctemHoro N3 cepeepa BXoaATh:

— OC i3 wratHum K33;
— HTTP-cepBep 3 CYB[], Ta mogynsimu popmyBaHHss HTML-gokymeHTiB i3 wtatHum K33;
— LDAP-cepsep i3 wratHum K33;

— Mopysb nepepadvi eneKTpoHHUX MoWTOoBMX MNoBigomneHb (MTA) Ta MOWTOBMI cepBep i3 WTaTHUMMU
K33.

OC i3 wratHum K33 npusHadeHo ans 3abe3nedyeHHs 3aranbHOCUCTEMHOIO (PyHKLIiOHyBaHHS cepBepa Ta
3axucTy pecypcis cepsepa Big HC[I.

HTTP-cepBep npu3HayeHo pana 3abe3neyeHHs poctyny Ao iHdopmauii Ha cepBepi B3aemopii 3a
npotokonom HTTP wnaxom npeactasneHHsA iHopMmauii Ana KiHUEBOro KopucTyBaya y BUrNAfi web-CTOpiHKK
(HTML-gokymeHTa).

CYB/[, npuaHayveHo ana 36epiraHHa Ta 3abe3neyeHHA AOCTyny Jo Tabnuup Ta iHWKux pecypcis B, 3 6oky
HTTP-cepBep Anda 3anoBHEHHS YM 3UNTYBaHHSA iHdopMaLii Ans web-CTOpiHKU.

Mogyni dopmysaHHa HTML-A0OKyMeHTIB nNpu3Ha4YeHO AN BWMKOHAHHA Ta iHTepnpeTauii CKpunTiB
AnHamivyHoi web-cTopiHKM 3 BUKopucTaHHam gaHux 3 B, ana popmysaHHa HTML-aoKyMeHTiB, WO nepeparoTses
KiHLLeBOMY KOpUCTyBauy.

Mogaynb nepepayi enekTpoHHUX NowWTOoBUX nosigoMneHb (MTA) Ta nowToBWUiA cepBep NpU3HAYeHO AN
36epiraHHa, BignNpaBKM Ta NPUAOMY €ENEKTPOHHUX MOLWTOBUX MOBIAOMIMEHb MixX 3acobamum EOT JIOM Ta
30BHiLLHIMM KiHLEBMMN KOPUCTYBavYaMu.

o cknapy dyHKuUioHanbHoro N3 cepBepa BXoAUTb NPOrpamMHUN KOMMJIEKC cepBepa B3aEMOog;i.

Mporpamuun komnnekc cepsepa LICK npusHaueHo ana peanisauii pyHKUiOHanbHUX 3aBAaHb cepBepa.

YnpaeniHHA cepBepoM B3aeMopji 3AINCHIETLCA NokanbHo abo 3 PC apmiHicTpatopa 6e3neku um
CUCTEMHOrO agMiHicTpaTtopa.

2.3 M3 N3 cepBepa MOHITOPUHIY Ta CUHXPOHIi3aLlii Yyacy

[o cknapy cuctemHoro N3 cepBepa BXOAATb:

— OC i3 wratHum K33.

OC i3 wratHum K33 npusHadeHo ans 3abe3neyeHHs 3aranbHOCUCTEMHOIO (PyHKLIOHYBaHHS cepBepa Ta
3axucTy pecypciB cepepa Big HC[I.

o cknapy dyHkuUioHanbHoro 13 cepBepa BXoantb

— nporpamHuii komnnekc NTP-cepBepa;
— NpOrpamMHuMini KOMMIEKC MOHITOPUHTY.
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Mporpamuunin komnnekc NTP-cepBepa Npu3Ha4YeHo Af1s HAa4aHHA YCiM iHWKMM KoMmnoHeHTam LICK curHanis
TOYHOrO Yacy AN CUHXPOHi3aLlii.

[porpaMHU KOMMNAEKC MOHITOPUHTY NPU3HAYeHO ANA NepeBipKU LOCTYMHOCTI YCIX iHWWX KOMMOHEHTIB
LICK.

YnpaeniHHA CepBEPOM MOHITOPUHIY Ta CUHXPOHi3auii 4acy 3aifcHIETbCA nokanbHo abo 3 PC
apgMiHicTpaTopa 6e3nekun Yn CUCTEMHOro agmiHicTpaTopa.

2.4 M3 PC agmiHicTpaTopa cepTudikauii Ta cucteMHoro agmiHictparopa

o cknapy cuctemtoro N3 PC BxogATh:

— OC i3 wratHum K33;

— 3acobu aHTUBIPYCHOrO 3aXMUCTY;

— 3acobu poctyny go B[ cepeepa LICK;

— 3acobu enekTPOHHOI NoLwTY;

— 3acobu agMmiHicTpyBaHHA cucteMHoro 13 cepBepa B3aemMogii.

OC i3 wtatHMM K33 npusHayeHo pna 3abes3neveHHs 3aranbHOCUCTEMHOro (yHkKUioHyBaHHA PC Ta
3axucty pecypcis PC sig HCL.

3acobu pgoctyny go b[, cepeepa LICK € yactuHoto OC a6o N3 CYB/[, Ta npu3HayeHi ona 3abesneyeHHs
poctyny dyHkuioHanbHoro N3 go Tabnuub Ta iHwKx pecypcis B, cepsepa LICK.

3acobu enekTpoHHOI MOWTW MNpuU3Ha4yeHi AnA BiANpaBKM Ta MNPUAOMY E€MEeKTPOHHMX MOLUTOBUX
NnoBiAOMIEHb Yepe3 cepBep B3aEMOfii, Ha AKOMY BUKOHYETbCA MOAyMb nepefadi NowToBUX MNOBIAOMIIEHb
(nowToBWMI cepBep).

o cknapy dyHkuUioHanbHoro M3 PC BxoguTb NporpaMHuii KOMMNJEKC aaMiHicTpaTopa cepTudikadli.

[porpamHun KOMMNMEKC agMiHicTpaTopa cepTudikauii npu3HayeHo AnNs peanisauii yHKUiOHaNbHUX
3aBpaHb PC.

3acobu apmiHicTpyBaHHs cuctemHoro [13 cepBepa B3aemMoAii nNpu3HayeHo Ans  iHcTanauii Ta
KoHdpirypyBaHHsa cuctemHoro N3 cepBepa B3aemogii i € yacTuHoto M3 cepBepa Ta BUKOHYOTbCA 6e3nocepesHbo
Ha cepBepi. [Ana aamiHicTpyBaHHS Yyepes JIOM BUKOPUCTOBYETLCA NporpaMHU TEpMiHan, Lo eMyIioe NoKanbHUN
TepmiHan cepsepa.

2.5 M3 PC agmiHicTpaTopa 6e3neku

Ho cknagy cuctemuoro N3 PC BxogATh:

— OC i3 wtatHum K33;

— 3acobu aHTUBIPYCHOIO 3aXM1CTY;

— 3acobu agmiHicTpyBaHHa Ta ayamTy OC Ta i wraTtHoro K33 ueHTpanbHux cepsepis LICK;

— 3acobu agMmiHicTpyBaHHa Ta ayauty CYB[ Ta i wraTHoro K33 ueHTpanbHux cepsepis LICK;

— 3acobu agMmiHicTpyBaHHA Ta ayguTy cuctemHoro M3 Ta noro wratHoro K33 cepBepa B3aemMogii;
— 3acobu ynpaeniHHs komyTaTtopom JIOM;

— 3acobu ynpasniHHs ME.

OC i3 wratHum K33 npusHadeHa Ana 3abe3neyeHHs 3aranbHOCMCTEMHOIO (yHKLioHyBaHHA PC Ta
3axucty pecypcis PC sig HCL.

3acobu agMinicTpyBaHHA Ta ayauty OC Ta i wtaTtHoro K33 cepsepiB LLCK € yactuHoto OC cepepis LICK
Ta BUKOHYHOTbCH 6e3nocepeiHbo Ha cepBepax. [na aamiHicTpyBaHHS Yyepe3 JIOM BUKOPUCTOBYETLCA NPOrpamMHUiA
TepmMiHan, Wo emyre NIoKanbHUA TepMiHan cepeepa.

3acobu agMiHicTpyBaHHA Ta ayauty OC Ta i wtaTtHoro K33 cepeepi LICK € yacTtuHoto OC Ta KNiEHTCbKOI
yactunm N3 CYBM.

3acobu agmiHicTpyBaHHA Ta ayauty cuctemHoro 13 Ta noro wratHoro K33 cepBepa B3aemopii €
yactuHoto 13 cepBepa Ta BMKOHYHOTbCA ©Oe3nocepedHbO Ha cepBepi. OnA apgMiHicTpyBaHHA 4epe3 JIOM
BMKOPUCTOBYETHLCS NMPOrpaMHuiA TepMiHar, Lo eMyJItoe NoKanbHUA TepMiHan cepeepa.

3acobu ynpasniHHA koMyTaTopoMm € YacTuHow M3 OC komyTaTopa Ta BMKOHYHTbCA 6e3nocepefHbo Ha
komyTaTtopi. [Ina agmiHicTpyBaHHsi Yepe3 JIOM BUMKOPUCTOBYETLCS NMPOrpaMHUiA TEPMiHan, O €MYIIHE NoKasbHYy
KOHCOMb KOMyTaTopa.

3acobu ynpasniHHa ME mMoxyTb ByTu:
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— vactuHoto N3 OC ME Ta BuKoHyBaTucA 6e3nocepeaHbo Ha ME, npu uboMy Aans aamiHiCTpyBaHHS
yepe3 JIOM BUKOPUCTOBYETLCA NPOrpaMHuMiA TEPMiHan, LLO eMYITIOE NoKanbHy KoHconb ME;

— cneuianbHum M3, Wwo po3nogineHo Ta BUKoHyeTbes Ha PC ta ME i B3aemogije yepes JIOM 3 OC ME.

[o cknagy dyHkuioHanbHoro M3 PC BxoAuTb NporpamMHuii KOMNnekc agMiHictpatopa 6esneku.

2.6 M3 PC agmiHicTpaTopa peecTpauii
o cknapy cuctemHoro N3 PC Bxoaath:

— OC i3 wratHum K33;

— 3acobu aHTMBIPYCHOrO 3aXMCTy;

— 3acobu poctyny go B[ cepeepa LICK;

— 3acobu enekTPOHHOI NOLTH.

OC i3 wratHum K33 npusHadeHa pAna 3abe3neyeHHs 3aranbHOCMCTEMHOIO (yHKLUioHyBaHHS PC Ta
3axucty pecypcis PC sig HCL.

3acobu pgoctyny go b[, cepsepa LUCK € yactuHoro OC abo M3 CYB/[] Ta npu3HayeHi ana 3abesneyeHHs
pocTyny dyHkuioHanbHoro M3 ao Tabnuub Ta iHWKX pecypcis b, CYB/.

Jo cknagy dyHkuioHanbHoro M3 PC BxoanTb NporpamMHunii KOMNNeKe agMiHictpaTopa peectpadii.

MporpamHunii KOMMNNEKC aaMiHicTpaTopa peecTpauii npu3HadeHun Ana peanisauii  PYHKLUiOHaNbHUX
3aBpaHb PC.

2.7 N3 PC reHepadii knto4diB KOpUCTyBaYiB

Lo cknapy cuctemtoro M3 PC Bxoantb OC i3 wrtatHum K33 Ta 3acobu aHTUBIPYCHOrO 3axucTy.

OC i3 wratHum K33 npusHadeHo ans 3abe3neyeHHs 3aranbHOCUCTEMHOIO QYHKLiOHYBaHHA cepBepa Ta
3axucTy pecypcis cepepa Big HC[I.

Jo cknagy dyHkuioHanbHoro M3 PC BxoguTb NporpaMHuii KOMMnekc poboyoi ctaHuii reHepalii kntodis
kopucTtyBaudiB LICK, Akui npuaHayeHo Ansa peanisauii pyHKuUioHanbHMX 3aBgaHb PC.
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3 TUM TA XAPAKTEPUCTUKU MPOIrPAMHOIO 3ABE3MNEYEHHA

Tun Ta xapakTepUCTUKM NporpamMHoro 3abesneyeHHn 3a po3MilleHHsAM Ha 3acobax LICK i3 3a3HayeHHsaM
BepCiii Ta iHWNX XapaKTepucTnk HaBeaeHo B T1abn. 1.

Tabnuua 1 - Tun Ta XapakTEPUCTUKW NPOrpamMHoro 3abesneyveHHs.

n3

Tun Ta xapakTepucTmkm

LleHTpanbHuin cepsep

OC i3 wtaTtHum K33

Microsoft Windows 2012 Server R2 Standard

3acobu aHTMBIPYCHOro 3axmCTy

ESET Endpoint Security 5

CYB[, i3 wrtatHum K33 Ta Microsoft SQL Server 2012
3acobamu ix agMiHICTpyBaHHs
3acobu poctyny no LDAP- WraTHi OC

cepsepa

lMporpamHuii kKOMMEKC cepeepa
LICK (nporpamHuin Komnnekc
ynpasniHHs kntovamu LICK,
nporpamMHumn komnnekc CMP-
cepBepa, NporpamHuii KOMMekc
TSP-cepBepa, nporpamHui
komnnekc OCSP-cepBepa,
cny>x60BOro nporpamHnii
komnnekc LICK)

IIT LCK-1. Kntoui LICK Ta cepsepis LICK
[IT LUCK-1. CepBep 06pobkn 3anuTie LICK
[IT LUCK-1. TSP-cepBep

[IT LUCK-1. OCSP-cepBep

[IT LLCK-1. Cnyx6oBi moayni cepepa LICK

Cepsep B3aemogji

OC i3 wratHum K33 FreeBSD 9.2
HTTP-cepeep 3 CYB/[] Ta HTTP-cepeep Apache 2.2.22
moaynamu coopmyBaHHs HTML- Cyb[ MySQL

OOKYMeHTIB i3 wTatHum K33

Moaynb popmyBaHHa HTML-gokymeHTis PHP
5.3.28

LDAP-cepBep i3 wratHum K33

Open LDAP 2.4.40

Mopaynb nepenavi enekTpoHHUX
nowwtoBux nosigomneHs (MTA) Ta
nowToBun cepeep i3 wratHum K33

Exim 4.84

MporpamHnin KOMNNEKC cepepa
B3aeMopji

IIT LCK-1. CepBep B3aemogii

PC apgmiHicTpaTtopa
cepTtudikauii Ta
CUCTEMHOTO
afgMiHicTpaTopa

OC i3 wratHum K33

Microsoft Windows 8.1 Enterprise

3acobu aHTUBIpYCHOIO 3axXUCTy

ESET Endpoint Security 5

3acobu poctyny o B[ cepsepa
LICK

WratHi ODBC-gpansepa OC

3acobu eneKkTpoHHOI NoLTH

WraTtHi OC

MporpamHunin Komnnekc
aAMiHicTpaTopa cepTudikauii

IIT LCK-1. AaminictpaTop ceptudikauii

3acobu agMiHiCTpyBaHHS
cuctemHoro N3 cepeepa B3aemogii

TepmiHanbHui knieHT SSH

PC agmiHicTpaTtopa
6e3nekn

OC i3 wratHum K33

Microsoft Windows 8.1 Enterprise

3acobu aHTUBIpYCHOIo 3axXuUcTy

ESET Endpoint Security 5

3acobu agmiHiCTpyBaHHS Ta
ayanty OC Ta i wraTHoro K33
cepsepa LICK

Microsoft Remote  Desktop  Connection

(TepMiHanbHWUA KNIEHT)

3acobu agmiHicTpyBaHHA Ta
ayamty CYB[ cepsepa LICK

WTaTHi 3i cknagy iHCTpannAauinHOro nakety
Oracle Ta wratHi ODBC-gpaneepu OC

3acobu agMiHiCcTpyBaHHA Ta
ayanty cuctemHoro I3 Ta rnoro
wTtaTtHoro K33 cepBepa B3aemogii

TepmiHanbHu knieHT SSH

3acobu ynpaBniHHS KOMYTaTOPOM

TepmiHanbHUn KnieHT SSH

3acobwu ynpasnitHa ME

TepmiHanbHu KnieHT SSH, HTTPS-knieHt

MporpamHuin Komnnekc
agMiHicTpaTopa 6e3neku

[IT LCK-1. AgmiHicTpaTop 6e3neku

PC agmiHicTpaTopa

OC i3 wrtatHum K33

Microsoft Windows 8.1 Enterprise
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peecTpauii 3acobu aHTUBIpYCHOIO 3aXUCTy ESET Endpoint Security 5
3acobu eneKTpoHHOI NoLWTH WTraTtHi OC
MporpamHuin Komnnekc [IT LUCK-1. AgmiHicTpaTop peecTpau;i
agMiHicTpaTopa peecTtpauji
PC reHepadii kntouis OC i3 wraTHum K33 Microsoft Windows 8.1 Enterprise
KOpUcCTyBauis 3acobu aHTUBIPYCHOrO 3axXNUCTy ESET Endpoint Security 5
MporpamHuii komnnekc poboyoi [IT UCK-1. PC reHepauii kntoyiB Kopuctysayis
CTaHUji reHepauii Knwodis LICK
kopuctyBauiB LICK
CepBep cuHxpoHizauii | OC i3 wrtatHum K33 Linux openSUSE
Yyacy Ta MOHITOPUHTY NTP-cepsep Wrathun OC

MpumiTka. Bepcii cuctemHoro nporpamHoro 3abes3neyeHHs He € OiKCOBaHMMM Ta MOXYTb 3MiHIOBATUCh Y
BiANOBIiQHOCTI A0 BMXOAy HOBMX Bepciin gaHoro 13, abo 3amiHlOBaTUCb Ha MpoOrpamHe 3abe3neuyeHHst iHLIMX
BUPOOHMKIB BiANOBIAHOI (PYHKLIOHANbHOCTI.



