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MNEPENIK CKOPOYEHb

B - baza paHux

EOM - EnekTpoHHO-064YMcnoBanbHa MallnHa

ELM - EnekTpoHHUN umdposun nignuc

ITC - IHdopmauinHo-TenekoMyHikaLinHa cuctema
K3l - KpuntorpaciyHnmn 3axucT iHpopmauii

JIOM - JlokanbHa obuucnioBanbHa mMepexa

ME - MixmepexHun ekpaH

oC - OnepauintHa cnuctema

n3 - [porpamHe 3abe3neyeHHs

MNTK - [MporpaMHO-TEXHIYHMI KOMMSIEKC

PC - Pobova cTaHuis

cyb[L - Cucrtema ynpasniHHs 6a3amn gaHux

LCK - UeHTp ceptudpikadii kntouis

HTTP - Hyper Text Transfer Protocol

LDAP - Lightweight Directory Access Protocol (npoTokon goctyny Ao karanory)

OCSP - Online Certificate Status Protocol (npoTokon BU3Ha4YeHHs1 cTaTycy cepTudikara)
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1 OB’€KT BUNPOBOBYBAHb

O6’ekTOM BMNPO6OBYBaHb € NPOrpaMHO-TEXHIYHUA Komnnekc LICK puHKy enekTpuyHoi eHeprii.

MTK € TexHonoriyHoto ocHoBow LICK i npusHauveHun ana peanisauii pernaMeHTHUX npouenyp Ta
MeXaHi3MiB 06cnyroByBaHHsl cepTudikaTiB BigkpuTux Kntodis kopucTtyBadie LUICK, HagaHHs nocnyr dhikcyBaHHSA
yacy, HagaHHs KopuctyBadam 3acobie ELIM Ta wudpyBaHHA, a Takox 3acobiB reHepaLii 0cobucTux i BigKpuTnx
KITHouiB.

MNTK UCK yTtBoptoe JIOM, o skoi yepes 3aranbHOAOCTYMHI TENEKOMYHIKaLiviHi Mepexi Nigknio4aTbes
kopuctyBaui LICK.

2 META BUINPOBOBYBAHb

MeToto Bunpo6osyBaHb MTK LICK € nepesipka poboTtocnpomoxHocTi LJCK Ta roToBHOCTI 10 NPUAHATTSA
iy gocnigHy ekcnnyaTtau,ito.

BunpobyBaHHs NpoBOAATLCA TAKOX 3 METOH OnpautoBaHHA TEXHIYHMX Ta nporpamHux 3acobie MMTK,
TEXHOMOrYHMX Ta OpraHis3auinHMx 3axofiB Wwoao BUKOHaHHA MTK permameHTHUX npouegyp Ta MexaHi3miB
po6otu LICK 3 HapaHHsa nocnyr ELIM kopuctyBayam LICK. 3okpema, onpautoBaHHs:

1) obcnyroByBaHHS cepTudikaTis BiAKpUTUX KIOYiB (Aani - cepTudikaTis) KOpMCTyBaYiB, LLO BKIOYAE:
— peecTpaLito KOpUCTyBauiB,;
— cepTudpikauito BiKpUTUX KIHOYiB KOPUCTYBauiB;
—  PO3MNOBCHAXEHHA cepTudikaris;
— ynpaBniHHA CTaTycoOM cepTudikaTiB Ta po3noBCOAXEHHS iH(bopMaL,ii Npo cTaTyc cepTudikaris.

2) HapgaHHA nocnyr ikCyBaHHA 4acy;
3) HapaHHA KopUCTyBayaMm Ta 3aCTOCYBAHHSA:

— 3acobiB reHepallii 0coOBUCTUX i BIAKPUTUX KIHOUIB;
— 3acobis ELMN Ta wndpyBaHHA faHuX.

3a3HayeHi pernameHTHi Mpoueaypu MOBWHHI MepeBipATUCS Yy B3aemopii 3 kopuctysadamu LICK 3
BMKOPUCTaHHAM 3arafibHOAOCTYMNHUX TENIEKOMYHiKaLiNHMX KaHaniB abo y pexumi imiTaujii BigganeHoro gocryny.

3 3ArAJ1bHI BIOOMOCTI
3.1 Micue npoBeneHHA BUNpoboByBaHb

BunpoboByBaHHS npoBoasiTbcA Yy npumileHHax LICK  puHky enekTpuuHoi  eHeprii (O
“‘EHEPIOPUHOK?).
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4 NPOIrPAMA BUNPOBYBAHb

4.1 Obcsar nonepepHix BuNpobyBaHb

O6car nonepefgHix BunNpobyBaHb
NPOBEAEHHS HAaCTYMHUX NEPEBIPOK :

BMU3HAYa€ETbCA NOCTaBJ/IEHO METOK0 BI/II'IpOGyBaHb i BKo4ae

— BMWKOHaHHA BuMMOr T3 LWWOAO KOMMMEKTHOCTI Ta AKOCTi AOKYMEHTaujii, HagaHOi Ha nonepeaHi

BMNPOOYBaHHS;

— BMWKOHaHHA BUMOr T3 LWOA0 YHKLLN KOMMIEKCY.

4.2 MNepenik eTanie BUNpo6yBaHb

Bunpo6osysaHHsa MNMTK LLCK cknagaetbcs 3:

— posroptaHHa MNTK LCK;

— posropTaHHsA (imiTauin) NTK BigoKpeMneHnx NyHKTIB peecTpaluiii;

— po3aropTaHHs (iMmiTauis) TexHivHMX 3acobiB kopucTyBadis LICK;

— OnpaLloBaHHA npoueayp BeAeHHSA peecTpy KOPUCTyBauiB;

— onpautoBaHHA npoueayp dopmyBaHHA cepTudikaTiB BiAKPUTUX KIHOYIB;

— OnpaLloBaHHA npoueayp po3noBCloaXeHHS iHdopmaLiii npo ctaTtyc cepTudikaris;

— onpaLloBaHHA NpoLeayp ckacyBaHHS, 6510KyBaHHA Ta NOHOBMEHHA cepTudikaris;

— OnpauloBaHHs Mpouenyp [[OCTyny KOPUCTYBadiB [0 €NEeKTPOHHUX peecTpiB ceptudikaTtiB Ta
iHcbopmaLii npo ctaTyc cepTudikarTis;

— onpautoBaHHsA npoueayp pe3epBHOro KonitoBaHHA Ta apxiByBaHHSA iHGhopMmaui;

— imiTauis poboTn aBTOMaTUYHMX CEPBICIB i3 HABAaHTaXEHHSAM.

4.3 lMNMocniaoBHICTb NPOBEAEHHSA Ta peXnMM BUNPoOOBYBaHb

MocnigoBHicTb Ta obcAr eTaniB NpoBeAeHHA BUNPo6oByBaHb HaBeAeHi y Tabn. 4.1.

Tabnuusa 4.1

ETan gocnigHoi ekcnnyaTtauii

3MICT Ta pexuMm NpoBeAeHHs

1 PosroptanHsa MNTK LLCK

1.1 MoHTax obnagHaHHsA TEXHIYHMX 3acobiB 3aranbHOro
npusHayeHHs (PC Ta cepBepiB), KOMyHikaLinHOro obnagHaHHA Ta
creujanbHMx anapaTHux 3acobis (K3I).

1.2 3’egHaHHA TexHiYHMX 3acobis y JTOM.

1.3 IHcTansauis cuctemnoro M3 (OC, CYBM Towo) Ta
yHKLIOHaNbHMX NPOrpaMHMX KOMMIEKCIiB Ta 3acobiB.

1.4 HanarogxeHHs cuctemMHoro Ta dpyHkuioHansHoro MM3.

1.5 PeecTtpauis agminicTpaTopiB peecTpauii LCK.

1.6 PeecTtpauis cepsepis LICK.

1.7 MNepBurHHa opraHizauis kno4voBoi cuctemu LICK - reHepauia
KntoviB Ta popMyBaHHsa cepTtudikaris LLCK, cepsepis LICK Ta
agminicTpartopis LICK.

1.8 MNMy6nikauisa ceptudikatis LLCK Ta cepsepiB LICK Ha
iHdopmauinHomy pecypci (web-cTopiHui Ta y LDAP-kaTanosi
cepsepiB B3aemogii LLCK) y py4yHomy pexumi 3 PC cuctemHoro
agMiHicTpaTopa.

1.9 3anyck Bcix TexHiuHunx 3acobis NTK (cepsepi LICK, cepsepis
B3aemogii LICK Ta Bcix PC) y wratHuit pexmm poboTw.

1.10 MepeBipka 3acobiB cMHXPOHiI3aLi Yacy

2 PosropTaHHA (imiTauif)) TeXHiYHUX
3acobiB kopuctysauis LICK

3.1 IHcTansuis nporpamHmx 3acobis kopucTtyBadiB LICK Ha PC Ta, 3a
HeoOXxigHicTlo, cepBepax kopucTysauis LICK.
3.2 HanaropgxeHHs nporpamHux 3acobis kopuctysayis LICK

3 OnpautoBaHHA npoueayp BeAeHHSA
peecTpy KopucTyBayis

3.1 PeecTpauisn kopuctyBadyi LICK Ta, 3a HeobxigHicTio, cepeepiB
kopuctyBauiB LUCK Ha PC agmiHicTpaTtopis peectpauii LICK.

3.2 BupaneHHsa Ta Mmogmdikauis peecTpauiiHux JaHUX KOpUCTyBaudiB
LICK T1a, 3a HeobxigHicTio, cepBepiB kopuctyBadiB LICK Ha PC
aaMiHicTpaTtopis peectpadii LICK.

4 OnpautoBaHHs npouenyp opMyBaHHS
cepTtudikarie Ta nybnikauji ceptudikaris

4.1 NeHepauiia KntouiB Ta opMyBaHHA 3anuTiB Ha HOPMYBaHHSA
cepTtudikaris kopuctysauie LICK Ta, 3a HeobxigHicTio, cepsepis
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Ha iH(hopmMaLiiHOMy pecypci

kopuctyBauiB LJCK Ha BignoBigHUx TexHiYHUX 3acobax
KOpWUCTYBauiB.

4.2 O6pobka 3anuTiB Ha hopmMyBaHHS cepTudikaTiB KOPUCTYBayiB
LICK agmiHicTpaTopamu peectpauii LICK.

4.3 Ny6nikauja ceptudikatie kopuctysauie LICK Ha
iHbopmaLinHomy pecypci (web-ctopiHui Ta y LDAP-kaTanoai
cepsepiB B3aemogii LLCK) y py4yHomy pexumi 3 PC cuctemHoro
agMiHicTpaTopa Tay aBTOMaTMYHOMY pexnmi 3acobamu cepBepiB
LICK

5 OnpautoBaHHA npoueayp
pOo3noBCOOXEHHSA iHdopMaLii Npo cTaTyc
ceptudikaTis

5.1 ®opmyBaHHSA cnnckiB BigknnkaHux ceptudikartis (CBC) y
py4HOMY pexumi 3 PC cuctemHoro agMiHictpatopa 1a 'y
aBTOMaTM4YHOMY pexumi 3acobamu cepsepis LICK.

5.2 My6nikauis CBC y py4yHomy pexumi 3 PC cuctemHoro
agMiHicTpaTopa Ta y aBToMaTU4HOMY pexumi 3acobamu cepBepiB
LICK

6 OnpavtoBaHHA Npoueayp ckacyBaHHS,
6110KyBaHHA Ta NOHOBMEHHS
cepTtudpikaTis

6.1 ®opmyBaHHSA Ta Nnepegayva Ha 06pobky kopuctyBadyamu LICK
3anuTiB Ha 6nOKyBaHHA cepTudikaTiB yciMa MOXITMBAMM
cnocobamu - yepe3 HTTP, enekTpoHHY nowTy Ta TenedoHoM.
6.2 ®opmyBaHHA aaMmiHicTpaTopamu peecTpadii LLICK 3anuTiB Ha
CKacyBaHHs1, 6110KyBaHHs1 Ta NOHOBIEHHA cepTudikaTiB
kopuctyBauiB LICK.

7 OnpautoBaHHA npoueayp AocTyny
KOpWCTYBaYiB O €NIEKTPOHHNX PEECTPIB
cepTudpikatis Ta iHopmauii npo cTaTtyc
cepTtudpikaTis

7.1 MNepeBipka AOCTYNy KOPUCTYBauiB A0 €MEKTPOHHMUX PEECTPIB
cepTudikaris Ta iHpopmaLii npo cTaTtyc ceptudikaris - 4OCTyNy A0
ceptudikatis Ta CBC Ha web-cTopiHui i y LDAP-kaTanosi cepsepis
B3aemogii LICK. NepeBipka 3aBaHTaxeHHs Ta BukopuctaHHa CBC
3acobamu kopucTtyBauis LICK.

7.2 MNepeBipka aBTOMaTU30BaHOro A0CTyny Ao iHdopMauii npo
cratyc ceptudikaTis (pobotn npotokony OCSP) 3acobamm
kopuctyBadis LICK

8 OnpautoBaHHS npoueayp pe3epBHOro
KonitoBaHHA Ta apxiByBaHHSA iHpopmauii

8.1 BukoHnaHHsa npouepyp pennikadii B cepsepis LICK.

8.2 BukoHaHHs npoueayp pe3epBHOro konitoBaHHsa b, cepsepis
LICK.

8.3 BukoHaHH4A npoueayp apxisyBaHHs B, cepsepis LICK.

8.4 BukoHaHHs npoueayp BigHoeneHHsa B[ cepeepis LUICK

9 ImiTauis pob0TU aBTOMATUYHUX
CepBICiB i3 HABaHTaXeHHAM

9.1 Nepes.ipka pob6oTu nig HaBaHTaxeHHsaM CMP-cepsepa.
9.2 MNepesBipka poboTu nig HaBaHTaxeHHsiM OCSP-cepBepa.
9.3 MNepeBipka poboTu nig HaBaHTaxeHHsiM TSP-cepsepa.

Pe3yanaTV| I'IepeBiDOK BBaXakwTbCA MNO3UTUBHUMU, AKLWLO pe3ynbTaTn Harndany 3a BUKOHAHHAM

pernaMmeHTHUX npoueayp OKpemux
eKcnnyaTauiiHin AoKyMeHTaLlii.

eTanis

BiANOBifaloTb  (PYHKUIOHaNbHUM  XapakTepucTukam Ta

Pe3ynbTaTn nepeBipOK BBaxXalwTbCA HeraTMBHUMW, AKLWO pe3ynbTaTv Harnsggy 3a BUKOHAHHSM
pernaMeHTHUX rnpouenyp OKpeMux eTaniB He BiAnNoBifaloTb (PYHKUiOHANbHUM XapakKTepuctukam uu

eKcnnyaTaujiiHin JOKYMeHTaLlil.

[MpoBeneHHs OKpeMUX NepeBipPoOK 3AIMCHIOETLCA 3riAHO 3 eKcnyaTaLinHow AoKyMeHTaujielo Ha MNTK uun
OKpeMi nporpamMHi 3acobu i KOMNNeKcy Ta TEXHIYHI 3acobu.
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5 MATEPIAINbHO-TEXHIMHE 3ABE3MNEYEHHA BUINIPOBOBYBAHb

MpoBeneHHst BUNPOOOBYBaHb 3MINCHIOETLCA Yy aBTOMaTM30BaHin cuctemi Ha ocHosi MTK LCK, sakuii
BKITHOYAE [0 CBOrO CKMaZy HaCTYMHi TeXHiYHi 3acobu:

— PC apgminicTpaTopa 6e3neku;

— PC apmiHicTpaTopa cepTudikauii Ta CUCTEMHOrO;

— PC apgmiHicTpaTopa peecTpalii;

— ueHTpanbHi cepeepu LICK;

— cepBepu B3aemMogji;

— CepBep MOHITOPUHIY Ta CUHXPOHi3aLil Yacy;

— KOMyHiKaujiHe obnagHaHHsA (komyTaTop, komyTatop PC, ME);
— PC reHepaliji knto4iB KOpucTyBadiB.

Mpu poboTi NMTK 3 HUM B3aEMOAIOTb TEXHIYHI 3acobu, siki i3u4HO He BXoAATb A0 MOro cknagy Ta
imiTytoTbca PC um cepsepamu:

— TexHiyHi 3acobu kopucTyBauiB LICK 30BHiLwHix ITC.

MporpamHo-TexHiuHum komnnekc LICK

LleHTpanbHi cepBepu Ta cepBepu B3aemogil

| Knacrep Byson 1 i Byson 1 Knactep
| ueHTpanLHux uf. [ cepBepig
| i N ; S i
— Ay i i S W B3aemogil
e | Ve
Byson 2
{ % ) Byaon 2 !
;ﬂvacxoauu T .
imacue
| Kpunto- @
| woayns /‘
KOMYYEYODM

Knacrep MepexHuXx g 1 o BON3
Kp“l’lTOMOﬂynlE

Cepsep (ocHOBHMWI Ta peaepBHUN) \

' TenekoMyHikauinHi

MOHITOPUHIY Mepﬂ!(i
Ta cuHXpoHizaui
vacy 3
ol BO.
v;_ﬂ on3 BON3
IsonsosaHe po6oye PC o6cnyrosyroyoro nepcoHany (poboui migus)
Mmicue
‘ PC reHepauii = i CepBep!n Ta
EN| wwosis &5 rfh Kopucryaaql cuctem
> «opucryBauis PC aaminicrpatopa S KomyTarop
PTHE iTa > PC apminictpaTopa PC
cHCTeMHoro I “‘ Geanexn "§ .
PC aqﬁlulapampa g 3
peccrpaui

L=

GPS-npuimay

GSM-mopynis

PucyHok 5.1 - CtpykTypHa cxema MNTK LICK.
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6 3BITHICTb

6.1 Pe3ynbTtaty nonepepHix BunpobysaHb MNTK B LinoMy OLiHIOIOTECA 3a pe3yfibTaTaMn OKpEMUX BUAIB
nepeBipoK, BMKOHaHWX BiAMoBiAHO A0 po3ainy 4 paaHoi nporpamu. Pesynbtatn BunpobyBaHb HE MOXYTb
BBaXaTucsl NO3UTUBHMMM, AKLLO HE BUKOHYIOTbCA BUMorn T3.

6.2 Pesynbtaty nonepefHix BuUNpobyBaHb OMOPMIIOIOTLCA MNPOTOKONaMM, WO CKapalTbca 3a

pesynbTataMmM OKpeEMMX BWAIB MNEpeBIpoK, HAKi NiANUCYIOTbCA | NpPUKNagalTbCsa A0 akTy nonepeaHix
BMNpobyBaHb



