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MNEPENIK CKOPOYEHb

- bBbasa paHux

- [OepxaBHun ctaHaapT YKpaiHu

- €pauHa cucteMa KOHCTPYKTOPCLKOI AOKyMeHTaLil
- €[auHa cuctema nNporpamMmHoi JOKYMeHTauii
- EnekTpoHHMI uudposun nignmc

- IHcopmauis 3 0bmMexeHUm [oCTynom

- Kowmnnekc 3acobie 3axucty

- KomnnekcHa cuctema 3axucTy iHopmauii
- HopmatnBHuin LOKYMEHT

- HecaHkuioHoBaHuin goctyn

- OnepauinHa cuctema

- [NporpamMmHe 3abe3ne4YeHHs

- [MporpaMHO-TEXHIYHMI KOMMSIEKC

- Cnyxb6a 3axucty iHdbopmauji

- TexHi4yHun 3axmcT iHdopmaLit

- LeHTp cepTudikauii knoyis

TEPMIHN TA BU3BHAYEHHA

Y ubOMYy AOKYMEHTi BUKOPUCTOBYHOTLCA TEPMiHU Ta BUHAUYEHHS 3rifHO 3:

— ACTY 3396.2-97. 3axuct iHdopmaduii. TexHiYHun 3axncT iHdopmadii. TepMiHM Ta BUBHAYEHHS;

— HAO T3l 1.1-003-99. TepmiHonoria B ranysi 3axucTy iHgopmauii B KOMM'IOTEPHMX CUCTEMaXx Bif
HecaHKLIOHOBaHOro AoCTyny;

— [lpaBuna nocuneHoi ceptudikauii. 3atsepaxeHi Hakazom ACTC3I Cb Ykpainn N2 50 Big 10.05.2006 p;

— [lonoxeHHs Npo NopsAoK po3pobneHHs, BUpOOHMLUTBA Ta ekcnnyarauii 3acobiB kpuntorpadivyHoro
3axucTty KoHdigeHUinHoi iHdopmauii Ta BigkpuToi iHdOpMaLii 3 BUKOPUCTAHHAM €NeKTPOHHOro
undpposoro nignucy. 3atBepoxeHe Hakazom [OCTC3l CB Ykpaiin Ne31 Big 30.04.04 p.
3apeecTtpoBaHe B MiHicTepcTBi tocTuuii Ykpaiiu 3a Ne592/9191 Big, 12.05.04 p;

— 3akoHy YkpaiHu “Mpo enektpoHHu undpposun nignuc” Big 22.05.03 p;

— 3akoHy YkpaiHu “Tpo enekTpoHHi JOKYMEHTU Ta eNeKTPOHHMI AOKYyMeHToo6ir” Big 22.05.03p.
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1 3ArAJlbHI NONOXEHHA

1.1. MNnaH 3axucTy iHdopmauii B LLICK (mani - nnaH 3axucTy) € opraHi3auiinHo-po3nopsagyunm JOKYMEHTOM,
3riAHO 3 AKMM 3[iCHIOETLCA OpraHi3adis 3axucTy iHdopmau,ii Ha BCix eTanax XuTTeBoro uukny LICK.

1.2 MnaH 3axucty po3pobneHuit Ha niAgcTaBi NMpOBEAEHOro aHanisy TexHonorii 06pobku iHdopmalll,
aHanizy puaukiB, copmynboBaHOI KOHUenuii # nonituku 6e3neku iHdopmauii. MnaH 3axucTy BU3HA4aeE i
OOKYMEHTanbHO 3akpinme o6’ekT 3axucTy iHdopmauii B LICK, OCHOBHI 3aBpaHHsi 3axMCTy, 3aranbHi npaBuna
06pobkn iHdopmauii B LICK, meTy nobynoeu Ta dyHkuioHyBaHHA KC3l, 3axogm 3 3axucty iHdopmauii Big
HeCaHKLiOHOBaHOro AOCTYNY, @ TakoX HE3aKOHHOTO BTPYy4aHHs B npoLec il 06pobky.

1.3 [1OKyMEHT He pernamMeHTye NMUTaHHSA OXOPOHM MPUMILLEHb | 3abe3neyeHHs 36epexeHHs i di3nyHoi
uinicHocTi komnoHeHTiB LICK, 3axucTty Big cTuxinHoro nuxa (noxex, noTtonis), 360iB i BiAMOB TeXHiYHUX 3acobiB,
360iB B CUCTEMi eHepronocTtayaHHs i NUTaHHA BiAHOBMNEHHS AaHMX, a TakoX 3axoan 3abeanedeHHs ocobucTol
6e3nekun nepcoHany.

1.4 Bumoru uboro fokymeHTa nowumptototecs Ha LICK B uinomy.

1.6 MnaH 3axucty dikcye Ha neBHU MOMeEHT 4acy cknap LICK, nepenik o6pobnioBaHUX BigoOMOCTEN,
TexHororito 06pobkuM iHopmaL,i, cknag KomMnnekcy 3acobiB 3axucTy iHopmMaLii, cknag HeobxigHoi AoKyMeHTaLii
Ta iH. [1NaH 3axMcTy NOBMHEH perynspHoO nepernagatuca Ta npyM HeobXxigHOCTi 3MiHIOBaTUCh. 3MiHW Ta AOMOBHEHHS
00 NnaHy 3axucTy 3aTBEPAXYHOTbCA Ha TOMY X PiBHi Ta B TOMY X NOPSAKY, WO i OCHOBHWUI JOKYMEHT.

2 HOPMATWBHI MOCUNAHHA

Y ubOMy AOKYMEHTI HaBeAeHO NOCUMaHHA Ha HOPMaTUBHI OKYMEHTK, Nepenik AKux HasegeHun y poga,. 1.
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3 3ABOAHHA 3AXUCTY IHOOPMALLIT B LICK

3.1. OCHOBHOW MeTO, Ha AOCAMHEHHSA SKOI HarnpaBrieHi BCi MOSMIOXEHHA JAHOro JOKYMEHTa, € 3axXMCT
BnacHuka LJCK puHKy enekTpudHoi eHeprii Ta kopuctyBadiB LICK Big MOXIMBOro HaHECEHHS] HUM MaTepianbHOro,
MopanbHoro abo iHworo 36MTKY B Hacnifgok BMNagkoBoro abo HaBMWCHOTO HECaHKLiOHOBAHOrO BTPYYaHHS B
npouec gyHkKuioHyBaHHS LJCK abo HecaHKLiOHOBaHOro AocTyny Ao iHdopMalii i il He3aKOHHOrO BUKOPUCTaHHS.

3.2. BkazaHa MeTa [ocAraeTbCs 3a AOMNoMoroto 3abesneyeHHsa i MOCTIMHOI MIATPUMKM HACTYMHMX
BnacTuBocTten iHopmaliii:

KOHdiaeHUinHocTi iHdopmalii 3 oomexeHum goctynom (I30L0) y npoueci 06pobku B LICK;

uinicHocTi iHpopmauii B npoueci 06pobku B LICK Ta nepepadi no kaHanax 3B'aA3Ky;

AocTynHocTi iHdopmalii (cTinkoro yHkuioHyBaHHA LICK, npu sAkoMy KopucTyBayi cucTeMu OTPUMYIOTb
Heob6XxigHy iM iHdopmaLlito | pe3ynbTaTh pilleHHS 33434 3a NPUNRHATHNUIA Yac).

3.3 3aBoaHHAMM 3axucTy iHdopmalii B LICK €:

3abe3neyeHHs BU3HA4YeHUX MoniTukow 6e3nekn BnacTMBocTer iHopMauii (KoHdIAeHUINHOCTI,
LinicHocTi, AOCTYNHOCTI) Nif Yac cTBOpeHHs Ta ekcnnyartauii LICK;

CBOEYaCHe BWSIBNIEHHA Ta 3HEeWKO4XeHHA 3arpo3 ana pecypcie LICK, npuumH Ta ymoB, €Ki
CMPUYMHAIOTL (MOXYTb MPUBECTM A0) NOPYLUEHHSA NOro PYHKLOHYBaHHS Ta PO3BUTKY;

CTBOPEHHSI MEXaHi3My Ta YMOB OMNepaTMBHOIO pearyBaHHs Ha 3arpo3u ans 6esneku iHgopmalii, iHuwi
NPOsIBU HEraTUBHUX TeHAEeHLiN Y dyHKLioHyBaHHI LICK;

e(eKTMBHE 3HELIKOAXEHHA (nonepepxeHHs) 3arpo3 anA pecypcie LICK wnaxom kKomnnekcHoro
BMPOBagXEHHS NPaABOBUX, MOPANbHO-eTUYHUX, (DI3UYHMX, OpraHi3auiiHMX, TEXHIYHMX Ta iHLWMX 3aXO0AiB
3abe3neyeHHn be3neku;

KepyBaHHs1 3acobamu 3axucTy iHdopmaulji, KepyBaHHA AOCTYNoM kKopucTyBauiB go pecypcis LICK,
KOHTpOmNb 3a ixHbol poboTol 3 6GOKy nepcoHany cnyx6bmu 3axucty iHdopmaLii, onepaTuBHe
cnosiweHHsi npo cnpobu HCL no pecypcis LICK;

peecTpauisi, 36ip, 36epiraHHs, obpobka AaHMX Npo BCi MoAii B cuctemi, sKi MalTb BigHOLWIEHHA OO0
6e3nekun iHpopmaliji.

3.4 PiweHHsa 3aBaaHb 3axucTy iHdopmauii B LLCK pgocsraeTsces:

pernamMeHTauielo npouecie 06pobknM pAaHux i3 3acTocyBaHHAM 3acobiB aBTomaTuzauii AN
cniBpobiTHuKiB LUCK, wo ekcnnyatytoTe LICK, a Takox Ain nepcoHany, Lo 34iNcHI0e 06CNyroByBaHHA 1
mMoaundikauito nporpaMmHux i TexHiyHux 3acobie LICK, Ha ocHoBi 3aTBeppXeHux kepiBHuuTBoM LICK
opraHi3aLinHo-po3nopsaaYMx AOKYMEHTIB 3 NMUTaHb 3abe3neyeHHs iHopMaLinHoi 6e3nekuy;

MOBHOTOK OXOMJIEHHS1 BCiX acrnekTiB NpobnemMu, MorofXeHicTio i BUKOHAHHAM BUMOI OpraHisaujiiHo-
po3nopsaYMX LOKYMEHTIB 3 NTaHb 3abe3neyeHHs iHopmauinHoi 6e3neku B LICK;

NpU3HaYeHHAM i MiQroTOBKOK MnocafoBux ocib (cniBpobiTHMKIB), BiANoOBiAanbHWX 3a opraisaujtlo 1
3AiNCHEHHNA NpaKTUYHUX 3axopAiB Woao 3abesnedeHHs 6e3neku iHopmaLii  npouecis il 06 pobku;
HapineHHAM KoxHoro cniepobiTHuka LICK (kopuctyBaya) MiHiManbHO HEOOXigHUMU Ans BUKOHAHHS iM
CBOIX PYHKLjiOHanbHUX 060B'A3KiB MOBHOBaXeHHAMM Mo gocTyny Ao pecypcis LICK;

YiTKMM 3HAHHAM i JOTPUMaHHSM BCiMa cniBpobiTHUKaMW, WO eKcnyaTyroTh i 00CnyroByoTb anapaTHi
" nporpamHi 3acobu LICK, BcTaHOBNEHMX BUMOr 3 NUTaHb 3a6e3neyeHHs 6e3neku iHopmallii;
nepcoHanbHO BiAnoBiaanbHICTIO KOXHoro cniBpobiTHnka LICK 3a cBoi aii;

obnikom Bcix pecypciB cuctemm (iHbopmauii, poboumx cTaHLin, cepBepiB TOLLO);

3acToCyBaHHAM edEKTUBHUX 3axodiB 3abeaneyeHHs i3nyHOI ujinicHOCTI TexHiYHMx 3acobiB i
6e3nepepBHOIO MiIATPUMKOK HEODXILHOrO piBHA 3axMLLEHOCTI KOMMoHeHTIB LICK;

3aCTOCyBaHHAM (Pi3UYHUX i TEXHIYHMX (NpOrpamMHo-anapaTHMX) 3acobiB 3axMUCTy pecypciB cuctemu i
6e3nepepBHOI0 aAMiHICTPaTUBHO NiATPUMKOLO IXHbOFO BUKOPUCTAHHS;

NpoBefeHHAM poboTn 3 nepcoHanom (nigbop, pPO3'ACHEHHSA, HaBYaHHA Towo) i edeKTUBHUM
KOHTponem 3a foTpumaHHAM cniBpobiTHukamu LICK - kopuctyBayamu LICK Bumor 3 3a6e3neyeHHs
iHdopMaUinHoi 6esneku;

topmanyHum 3axuctom itepecis AN “EHEPIOPUHOK” npu B3aemogiji nigpo3ginis LICK i3 30BHiWHIMK
opraHizauismu (nos'a3aHoMy 3 0OMiIHOM iHdOpMaLi€) Big MNpoOTUNPaBHUX AiN AK 3 00Ky LuX
opraHizauin, Tak i Bif, HeCaHKLIOHOBaHMX i 06CNyroBytoHoro nepcoHary Ta TpeTix ocib;

NPOBELEHHAM MOCTIMHOrO aHanidy egeKTUBHOCTI N AOCTAaTHOCTI BXUTMX 3axOfiB i 3aCTOCOBYBaHMX
3acobiB 3axucTy iHdopmaLii, po3pobkoto 1 peanisauiclo NPoOMo3uLiin Mo BAOCKOHANEHHID CUCTEMM
3axucty LICK.
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4 KNACU®IKALIA IHOOPMALIIT, WO OBPOBITIAETHCA B LICK

4.1 Bugm iHdopmauii. 3a Tunom ii npeactaeneHHs B LICK iHdopmauiiHe 3abeaneyeHHsa MTK LICK
BKIOYAE BHYTPILLHbOMALUUHHY iHdopMaLinHy 6a3y Ta no3amalunHHy iHopMauinHy 6a3y.

4.1.1 BHyTpilWHbOMalWMHHA iHdoOpMaLiiHa 6as3a sBnse cobol CYKYMHiCTb 6a3 AaHux i macueiB
iHdbopMmalii, aki obpobnstTbes | 36epiratotbeca B MTK LICK, a Takox TexHonoriyHa iHdopmauis K33 i
TexHornorivyHa iHopMalisa Woao ynpasniHHA Ta agMiHicTpyBaHHA KomnoHeHTiB MTK LICK.

41.2 [Oo TexHonoriyHoi iHdopmauii K33 HanexuTb iHoOpmaLia wWoao peecTpauinHux 3anucis
KOpWCTYBauyiB, iX MOBHOBaXeHb Ta NpaB AOCTyny A0 06’eKTiB, BCTAHOBMEHNX pobounx napameTpie (KoHdirypaLii)
OKpeMux KOMMOHEHTIB abo 3acobie 3axucTy, iHpopmauis 6a3 aaHux 3axucTy, iHopmauia XypHanie peecTpauii
ain kopuctyeauiB NMTK LICK Towo. TexHonoriyHa iHdopmauis K33 npusHayeHa ANst BUKOPUCTAHHS TiNbKK
YNOBHOBaXeHUMU agMiHicTpaTopaMu, TeXHIYHUM 06CNyroByrOYMM NepcoHanom, o 3abesnevye yHKLUiOHYBaHHSA
MNTK LCK.

4.1.3 [Jo TexHonoriyHoi iHopmauii ynpasniHHa komnoHeHTamu MTK LICK HanexuTb iHopmalia npo
napameTpu KOMMOHEHTIB TEXHIYHMX Ta nporpamMHmx 3acobiB MNMTK LICK, ski He 3aisHi B MexaHi3aMax 3axucTty i He
BiHeceHi o TexHornorivyHoi iHpopmaui K33.

4.1.4 MNosamawmnHHa iHbopMauinHa 6a3a cknagaeTbes 3 AOKYMEHTIB, WO BxoasaTb Ao cknagy MNTK LICK.

4.2 3a pexvmom JoCTyny BHYTpilHbOMaLMHHa iHopmMauis, wo umpkynoe B NMTK LICK knacudikyetbca
Ha:

— BigKpuTy iHdopmaLis, sgka notpebye po3mexyBaHHA [OCTyny [0 Hel Yy BiAnoBigHOCTI [0
dyHKUioOHanNbHMX 060B’A3KIB, siKi MoknageHi Ha nepcoHan LICK i oo akoi BucyBalTbCcA MigBULLEHI
BMMOrN 0o 3abe3neyeHHst LiniCHOCTi N AOCTYNHOCTI iHdopmaui;

— iHdopmaLis 3 o6MexXeHMM [AOCTYNOM [0 SIKOi BUCYBalTbCA NiABULLEHI BMMOrM i3 3abeaneyeHHs
KOHIAEHUINHOCTI Ta LiniCHOCTI.

4.3 Y LUCK po 130[1 BigHOCATbCS:

— ocobucTi kntodi LICK Ta nepconany LICK;
— repcoHarnbHi faHi 30BHILLIHIX KOPUCTYBauiB;
— TexHonorivyHa iHopmauia K33 LICK.

4.4 3a npaBoBMM pexumoM iHcopmauis 3 obmexeHum poctynom B LICK knacudikyertbcs, K
KOHigeHUiHa iHdopmalis.

4.5 Buwuin rpud obmexeHHs goctyny Ao iHpopmalii, sska 06pobnsetbes B LICK - “koHdiaeHUinHO”.
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5 ONMUC KOMMOHEHTIB LICK TA TEXHOJOT i OBPOBKM IH®OPMALIIT

5.1 Onuc komnoHeHTiB LICK Ta TexHonorii 06pobku iHdbopmalii HaBegeHi y noa,. 2.

6 3ArPO3U AndA IHEPOPMALLIT B LICK

6.1 3arpo3u pna iHdopmadii B LJCK HaBegeHi y OKpeMoMy [OOKYMEHTI - Moaenb 3arpo3 6esneku
iHdopmaLii B LICK.
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7 OCHOBHI NOJTIOXEHHA MONITUKU BE3MNEKU IHGPOPMALIJT B LICK

7.1 OpraHi3aujifiHi, TEXHOMOTIYHI | TEXHIYHI 3ax0oaun Wwop[o 3axucty iHgopmauii B LLCK noBrHHI npoBogmTtUcA
Yy BIigMNOBIQHOCTI A0 BWUMOI YMHHOIMO 3akKOHOAABCTBA, HOPMATMBHMX | IHWWX [OOKYMEHTIB AgMiHicTpauii
Lepxcnewus3s’a3ky YKpaiHM, a TakoX HOPMaTUBHO-METOAMYHMMM MaTepianamu i opraHisauiiHO-po3nopagYMMu
nokymentamu N "EHEPTOPUHOK" 3 nuTaHb 3abe3neyeHHs iHpopmauiiHoi 6e3neku B LLCK.

7.2 Bci pecypcu LICK noBuHHI 6yTu BCTaHOBMEHUM MOPSAKOM KaTeropinoBaHi (4ns KOXHOro pecypcy
NMOBUHEH O6YyTW BMU3HAYEHUI HeobXigHWI piBeHb 3axuueHocTi). Pecypcu cuctemu, siki notpebyloTb 3axucTy
(indbopmauis, 3apadi, nporpamu, poboudi craHuji, cepeepu i T.4.), NignaraiTb 06MiKy (Ha OCHOBI BMKOPWUCTAHHS
BignoBiaHMx cpopmynspis abo crievjanisoBaHnx 6a3 gaHux).

7.3 Ha Bcix PC LICK, ski nignsraioTb 3axucTy, NOBWMHHI ByTW BCTaAHOBMNEHi HeobXxifdHi TexHiyHi 3acobu
3axucTy (BiANoBiAHO [0 piBHA 3axuwieHocTi - kaTeropii PC). Ona kopucTyBauiB 3axuweHux PC noBuHHI 6yTu
po3pobneHi HeobXigHI TEXHOMOriYHI IHCTPYKLI, SKi BKMOYalTb BUMOrK 3 3abe3nedeHHs iHdopmaLinHoi 6e3neku.
EkcnnyaTauis B cTpykTypHux nigposginax LICK 3axuweHux PC noBuHHa OyTn [03BONEHa TiNbKM 3@ HasABHICTIO
cdopmynspie PC (nacnopTiB-po3nopsiaXeHb Ha iX eKcrnyaTauito, Wo cBigyYaTb NPO BUMKOHAHHSA BCiX HEOoOXigHWMX
BUMOT iHbopMaUinHoi 6e3nekn).

7.4 Bci cniBpobiTHukn LUCK, wo BrukopuctoBytoTb npu poboTi LICK, NOBMHHI BYyTK 03HAMOMIIEHI 3 MiaHoM
3axucty UCK B 4yacTuHi, WO iX CTOCYETbCA, MOBUHHI 3HATU i HEYXUNIbHO BWKOHYBATW TEXHOJOTiYHI IHCTPYKLUl.
JoBepneHHs BuMMoOr Ao ocib, gonyleHux Ao o6pobku iHdopmauji, WO 3axuLaeTbCs, NOBUHHE 3fiNCHIOBaATUCA
HavyanbHUKamm Nigpo3ainis nig posnuc.

7.5 CniBpobiTHukn LICK, gaki gonyuweHi go pobotn 3 LLCK, NOBMHHI HECTM NepcoHarsibHy BiAnoBiAanbHICTb
3a MOpYLUEHHA BCTAHOBMIEHOrO MOpsAAKY aBTOMaTU30BaHOi 00pobkyM iHdopmalii, npaBun 3bepiraHHs,
BUKOPWUCTAHHS | nepepadvi pecypciB CUCTEMM, SKi 3HAXOASTbCA B X PO3MNOPSAAXEHHI Ta MOTPebyloTb 3aXMUCTY.
KoxHui cniBpob6iTHUK (Npu npuiiomMi Ha pob6oTy abo npu gonycky Ao po6otu 3 pecypcamu LICK, o 3axumuiaotbes)
MOBMHEH MignucyBaTn yrody (3060B'A3aHHA) NPO AOTPMMAHHS i BiANOBIAANbHICTL 3@ MOPYLUEHHSA BCTAHOBMNEHUX
BMMOT M0 36epexeHHIo cnyx60Boi TaeMHWULI, @ Takox npasun pobotu 3 130 B LICK. Byab-sike rpybe nopyLueHHs
nopsaky i npasun pobotn B LICK cniBpobitHnkamm LICK noBuHHe po3acnigyBatucs. o NOPYLUHMKIB MOBUHHI
3acTocoByBaTUCA agekBaTHI Aii. Mipa BignoBiganbHOCTI NepcoHany 3a Aiji, AKi NopyLwyTb BCTAHOBIEHI NpaBuna
3abe3neyveHHs 3axuLLEHOi aBTOMaTM30BaHoi 06pobku iHdopmaLi, BU3Ha4YarTbCa 3aBOaHUM 30UTKOM, HasiBHICTIO
3110ro Hamipy i iHWKx akTopiB 3 po3cyany kepiBHuuTBa LICK.

7.6. Oonyck cniBpo6iTHukiB LICK pno pobotn 3 LICK i poctym po Woro pecypciB MOBUHEH 6yTu
pernameHToBaHui. byab-aki 3MmiHM cknagy i noBHOBaxeHb kopuctyBadiB LICK noBuHHI  3pinicHioBaTUCA
BCT@HOBIIEHNM MOPSAKOM 3rifHO iHCTPYKUii MO BHECEHHIO 3MiH B cnucku kopuctysadiB LICK i HagineHHaM ix
NMOBHOBAaXEHHAMW [LOCTYNY A0 PECYPCiB CUCTEMMU.

7.7 KoxHomy cniBpobiTHMKy LICK (kopucTyBady) nMOBWHHI HagaBaTUCA MiHiManbHO HeoOXxigHi npaBa i
NMoBHOBaXeHHs1 3 goctyny o pecypcis LICK (BupobHMya HeobXigHICTb HafaHHs CcrniBpobiTHMKAM MOBHOBAaXEHb i
npas poctyny pgo pecypciB LICK Bu3HauyaeTbCA KepiBHULTBOM BIiAMOBIAHUX CTPYKTYPHUX Migpo3Ainis) Ans
BMKOHaHHA (yHKLUioHanbHNx o6o0B'a3kiB. XoaeH cniBpobiTHuk LICK He MOBMHEH BOMOAITU BCiE€W MOBHOTO
MOBHOBaX€eHb Ans OAHOOCIBHOro 6E3KOHTPONBbHOIO 3HULLEHHS, 3MiHM abo CTBOpPEHHs i aBTOpM3aLii pecypciB B
LICK. KepiBHVMKM CTpPYKTypHMX Migpo3giniB 3000B'A3aHi CBOEYacHO HajaBaTW 3asBKUM Ha HaAaHHA CBOIM
cniBpobiTHMKam abo no3baBneHHsA (y pasi 3BiNIbHEHHSA, NepeBefeHHs, XBOPOoOM i T.M.) cniBpobiTHWKIB BiANOBIgHMX
npaB JOCTyny i NOBHOBaXeHb No poboTi 3 pecypcamu LICK.

7.8. AnapaTHo-nporpamMmHa KoHdirypauis poboumx cTaHUil (aBToMaTM30BaHUX pobounx Miclb), HA AKUX
06pobnseTbes iHhopmallis, WO 3axuLaeTbCsi, MOBMHHA BiANOBIAATU CKNaay NOKafeHUX Ha KOPUCTYyBadiB AaHoi
PC dyHkuUioHanbHMX 060B'A3KiB. Bci HeBxMBaHi B poboTi (3aiiBi) NpUCTpoi yBeAeHHsI-BMBEeAEHHS iHbopmalii Ha
Takmx PC noBuHHiI 6yTu BigknioyeHi (Buny4yeHi isanyHo abo noriyHo). He notpibHi ana po6otu nporpamHi 3acobwm i
OaHi 3 anckiB PC noBuHHI 6yTW BUIyYeHi.

7.9 Ona cnpoleHHs cynpoBogy, obcnyroByBaHHsi i opraHisauii 3axucty PC NOBWHHI OCHallyBaTuCcA
nporpaMHUMK 3acobamu i KoHirypyBaTucs yHicpikoBaHo (BignoBifHO [0 BCTAHOBEHMX NpaBu).

7.10 BeegeHHs B ekcnnyarauito HoBux PC Ta cepBepiB i BCi 3MiHU B KOHQirypau,ii TEXHIYHUX | NporpamMHmx
3acobiB icHytoumx PC (cepeepiB) B LICK noOBWHHI 3ailicHOBAaTUCA TiNbKM BCTAHOBNEHWM MOPSAKOM 3rifHO
iHCTpPYKUii No ycTaHoBLi, MogudikaLii i TexHiYHOMY 06cnyroByBaHHIO MporpamMHoro 3abesneyeHHst i anapaTHUx
3acobis LICK.

7.11 Bce nporpamHe 3abeaneyeHHs (po3pobrneHe daxiBuamu LICK, oTpumaHe ueHTpanizoBaHo abo
3aKynneHoro y ¢ipM BUMPOOHMKIB) MOBUHHE BCTAHOBSIEHUM MOPSAKOM MPOXOAUTM NEepeBipKY (BMNPOOYBaHHSA) i
nepegaBatuca ao apxisy etanoHHux nporpam LICK. B LICK noBMHHI BCTaHOBMOBATUCA i BUKOPUCTOBYBATUCS
TiNbKM OTPMMaHi BCTAHOBEHUM MOPSIAKOM MporpamHi 3acobu. BukopuctaHHs M3, sike He nocTaBneHe Ha obnik
BCTaHOBMEHUM NOPAAKOM, 3a60POHEHO.
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7.12 ®isnyHa uinicHicTb anapaTHux KomnoHeHTiB PC Ta cepBepiB MNOBMHHA 3abe3nevyBaTtucs
opraHizauiiHUMK 3axofamu i3 3aCTOCYBaHHSIM MeXaHiYHMX 3aMKiB (3@ HafABHOCTI), NAoM6 (Haknewmok, nevyaTku
TOLLO) Ha 6nokax i MpucTposix 3acobiB 064YMcnoBanbHOI TEXHiKW. [MOBCAKAEHHUA KOHTPONb 3a LiniCHICTIO i
BignoBigHicTio neyaTtkn (NNom6, Haknemok) NOBUHEH 3AiMCHIOBATUCA KOpUCTyBaYamu i aamiHictpaTtopom 6e3neku
LICK. Mepiogn4HMin KOHTpoIb - agmiHicTpaTopom 6e3nekn abo kepisHukom C3I1 LICK.

7.13 EkcnnyaTtauias LCK noBuHHa 3giicHIOBaTMCA B MNPUMILLEHHSIX, 06nagHaHUX aBTOMaTUYHUMM
3amMKamu, 3acobamm curHanisauii i NOCTINHO 3HaXoAUTUCA Mif, OXOPOHOK abo CMOCTEPEXEHHSM, WO BUKIOYaE
MOX/TMBICTb GE3KOHTPONBHOIO MPOHMKHEHHSI B MPUMILLLEHHS] CTOPOHHIX OcCib i 3abe3nevye disznyHe 36epexeHHs
pecypciB, wo 3axuwatTbca (PC, cepBepiB, OOKYMEHTIB, peKBi3uUTiB gocTyny i T.n.). Po3MilleHHsa i ycTaHOBKa
TEXHIYHMX 3acobiB MOBMHHA BUMKMHYATM MOXNMBICTb Bi3yanbHOro nepernagy iHgopmauji, wWo BBOAUTLCA
(BMBOAMTLCA), 0OCOBaMM, siKi He MatoTb [0 HET BiAHOLLIEHHS.

7.14 TMpubupaHHA npumieHb 3i BCTaHoBNeHMMU B HUX NMEOM noBMHHE NpOBOAUTMCA Y MPUCYTHOCTI
BiOMoBiganbHOro, 3a sIKMUM 3akpinneHi faHi TexHivyHi 3acobu, abo 4yeproBoro no nigpos3giny 3 AOTPUMaAHHAM
3axogiB, L0 BUKIOYaTb A0CTYN CTOPOHHIX OCi6 A0 pecypcis, WO 3axuLaloTbes.

7.15 B npumileHHaX nig yac 06pobku i BigobpaxeHHs KOH@IAEHLiHOI iHdopMalLii NOBUHHI BYTW NPUCYTHI
TiNbkn ocobu, fAKi gonyuieHi Ao pobotn 3 aaHot iHdopmauieto. OpraHizauis npuiomy BifBigyBadiB NOBUMHHA
BMKIIOMATM MOXIIMBICTb iX Bi3yanbHOro o3HanoMreHHs 3 iHpopmaldieto, ska noTpebye 3axmcTy, A0 SKOi BOHU He
OOMNyLLEHI.

7.16 Micna 3akiH4eHHsA pobo4yoro gHs (y Bunapky, sikwo LICK npautoe He uinogo6oso abo nepef cBATamm)
npumilieHHa LLCK noBWHHI 3gaBaTnca nig OXOPOHY, 3 BKIIOYEHHSAM CUrHanisauii i BiAMITKOK B KHU3i npuinomy i
30au4i cnyx60BuUX NPUMILLIEHD.

7.17 Pozpobka I3 3apmay (komnnekciB 3apa4y) LICK, npoBegeHHA BunpobyBaHb po3poOneHoro i
npuabaHoro M3, nepepgaya M3 B ekcniyaTauito NOBUMHHI 3AiCHIOBATUCA BiANOBIAHO A0 3aTBEPAXEHOro Nopsiaky
po3pobku, NpoBefeHHs BUNpobyBaHb i nepepadi 3agady (KoMnnekciB 3agay) B ekcnnyaTtadito.

7.18 binblw poknagHilwe noniTuka 6e3nekun iHopmauii HaBegeHe y OKpemMoMy AOKYMeHTi ,lMonituka
6e3neku iHdopmauii”.
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8 MOJIOXEHHA MPO 3AXUCT IHOOPMALIIT LICK

8.1 3abeaneyeHHs 6e3nekun iHdhopmauii B LICK gocaraetbcs LWINSXOM CTBOPEHHSI KOMMMEKCHOI cucTeMu
3axucty iHdopmalii (KC3l). MeTot ctBopeHHst KC3I LICK € 3abe3neyeHHs 3axucTy iHpopmali, ska LMpPKYoe Yy
LICK, Big, HecaHKLIOHOBaAHOro AOCTYNy LUASXOM 3AIMCHEHHSA NPOTUAji 3arpo3am, AKi MOXHa O4iKyBaTW BHACHiLoK
Ain nopywHuka. 3axuct iHdopmaldiii noBMHeH 3abe3neyvyBaTnCs Ha BCiX TEXHOMOrYHMX eTanax ii 06pobku i B ycix
pexumax yHkuioHyBaHH:A LICK.

8.2 Mpu po3pobui Ta BnpoBagxeHHi KC3l LICK noBuHHI ByTn BpaxoBaHi iCHytoui TeHAEHLii po3BUTKY
3axuLeHnx iHpopMaLiiHUX TeXHoMOri, po3pobkK BiAMNOBIAHMX 3aco6iB 3axuUcTy iHopMalii, po3BUTKY AepXaBHOI
HOpMaTMBHOI 6a3un 3 TEXHIYHOrO 3axuUCTy iHdopmaLlii.

8.3 [Ina 3pifcHeHHA 3axucTy iHdopMalii Ha BCix cTapisx xutrteBoro uukny LLCK komnnekcHa cuctema
3axucTy iHcopmauii noBMHHa nepeabayaTy 3acTocyBaHHSA HAaCTYNHUX 3axofiB Ta 3acobiB 3axmUcTy iHopmalii:

— oOpraHi3aLlinHo-NpaBoBi 3axX04u, SKi peani3yTbca no3a obuyncnoBanbHow cuctemoto LICK;
— iHXeHepHO-TeXHIYHI 3ax0AMu, WO peani3ylTbcsa no3a obuucntoBanbHoto cuctemoro LICK;

— anapaTHi, nporpamMHo-anapaTHi Ta nporpamMmHi 3acobu 3axucTy Bif HeCaHKLiOHOBaHOro AOCTyny Ao
iHdbopMalLii, fsika 0bpobnsaeTbea 1 36epiraetbca B LICK.

3axuct iHdopmalii, aska obpobnsaeTbca 1 36epiraetbea B LICK, Big HCLL 3AiMCHIOETLCA KOMMIEKCOM
3acobiB 3axucty (K33) NTK LCK.

8.4 KC3I UCK npusHauyeHa gns:

— peanizauii nonituku 6e3neku iHpopmadii LCK;

— 3abe3neyveHHs KOHIAEHUINHOCTI, LinicHOCTi, AocTynHocTi iHpopMmalii nig, yac ekcnnyaTtauii LLCK;

— HeponyLeHHs BUTOKY iHbopMaLlii 3 obmMexeHMM AOCTYNoM Ta BTpaTw ii MmaTepianbHUX HOCIIB;

— CTBOPEHHS MexaHi3My Ta YMOB ONepaTUBHOIO pearyBaHHsA Ha 30BHiLUHi Ta BHYTPILIHI 3arpo3un 3 MeTOo
3abe3neveHHa 6e3nekn iHdopmaulii Ta onepaTMBHOrO OMOBILLEHHSA aAMiHiCTpaTopiB 6e3neku npo
(haKTu HeCaHKL,iOHOBAHOro A0CTyny A0 iHdhopmaLii;

— edeKTMBHOro nonepeaxeHHsi, CBOEYACHOIO BUSBIEHHA Ta 3HELWKOOXEHHs 3arpo3 nns pecypcis
obuncntoBanbHoi cuctemn LICK, npuumH Ta ymoB, €Ki CnpuyuHsioTb abo MOXYTb MpPUBECTM [0
NOpYLUEHHS ii HOpManbHOro yHKLIOHYBaHHS;

— KepyBaHHA 3acobamu 3axucTy iHopmallii, po3mMexyBaHHA OOCTyny KopucTyBadiB go pecypcis LICK,
KOHTpOIb 3a iXHbol poboTol 3 BOKy OcCib, AKi BignoBigatoTh 3a 3abea3neyeHHst 6e3nekun iHdopmalii B
LCK;

— CTBOpEHHs ymOB A1 3abes3neyeHHA MakcuManbHO MOXIMBOrO piBHA JNokani3auii HeraTuBHUX
Hacnigkis, WO 3aBAalTbCA HENMPaBOMIPHUMM Ta HECaHKLiOHOBAHUMU AiAMU NOPYLUHUKIB, 3MEHLUEHHS
HeraTMBHOrO BMAUBY HAacniaKiB nopylueHHa 6e3nekn Ha gyHKLUioHyBaHHA LICK;

— opraHizauii obniky, 36epiraHHs, ob6iry iHpopmaLii, ska notTpebye 3axucty, Ta MaTepianbHUX HOCIiB, Ha
AKUX BOHA HAKOMNYYETbLCS;

— peecTpauii, 36opy, 36epiraHHsi, 06pobkn gaHux npo Bci nogii B LICK, aki MaloTb BigHOLWEHHS [0
6e3neku iHopmalLlii;

— 3abeazneyeHHs pocTynHocTi pecypcie LCK ons il kopucTysauis.

8.5 OpraHi3auis pobiT 3i cTBopeHHs Ta cynpoBoaxeHHst KC3l, ynpaBniHHa 3acobamu 3axucty iHcopmaliii,
KOHTPOMb 3a JOTPUMAHHAM MOJSIOXEHb MONITUKM Be3nekn 3aiNCHI0ETLCA CnyX60t0 3axucty iHdopmalii, dyHKLT
SIKOro BUKOHYe nepcoHan LICK.

8.6. Monitnka 6e3nekn Bu3Ha4yae pecypcy, WO NoTpebyloTb 3axMCTy, BPaxOBYE OCHOBHI 3arpo3u Ans
iHdbopMauii i Mogeni MopywHKMKIB, BNpoBafXeHi TexHormorii obpobneHHs iHgopMauii i BUMOrM [o 3axucTy
iHdbopmalii Big, 3arpos.

KC3I noBMHHa NigTpMMyBaTu KOPEKTHO BU3HAYEHY MONITUKY 6e3neKkn - MHOXUHY NpaBun, siKi Npyu 3agaHin
knacudikauji cy6’ekTiB fOCTyny i 06’'€KTiB 3aXUCTy BUKOPUCTOBYIOTbCS AN BU3HAYEHHS MOXIMBOCTI HaAaHHS
[03BOJy Ha IOCTYN KOHKPETHOro cy6’ekTa 10 KOHKpETHOro o6’ekTa, HaflaHHsA Ta 3MiHWM NOBHOBAXEHb, MOHITOPUHTY
BCiX Nogjn, AKi BNnuBaTb Ha 6e3neky, Ta ix peecTpalii.

8.7 Monituka 6e3nekun, sika peanidyetbca KC3I LICK gna 3axucTy iHdopmalii Big NOTEHUIMHUX BHYTPILLHIX
Ta 30BHILUHIX 3arpo3, NOLIMPIOBATUCh Ha HACTYMHi 06’€EKTN 3aXNCTY:

— BifOMOCTI (He3anexHo Bif, BMAY iXHbOro NpeacTaBrieHHs!), WO BigHeceHi 0o iHhopMauii 3 obMexeHnm
noctynom (I130[1) abo iHwux Bugie iHbopmadii, Wo nignsaranTb 3axXUcTy, 06pobka AKMX 3AINCHIOETLCA B
LICK i gKi MOXYTb 3HaxXoouMTUCb Ha NanepoBMX, MarHiTHUX, ONTUYHMX Ta iHLWNX HOCIAX;

— iHdopmaLinHi macuBu Ta 6a3u paHux, nporpamMHe 3abeaneyeHHs, iHwWi iHpopmauiiHi pecypey;
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— obnagHaHHa LUCK Ta iHWwi maTepianbHi pecypcu, BKOYaYM TEXHIYHI 3ac0bu Ta cucTemMu, He 3afisiHi B
06pobui 130/, ane 3HaxoAATbCA Y KOHTPONbOBaHIN 30Hi, Hocii iHdopMmalii, npouecu i TexHonorii i
06pobkun. TexHivHi obnacTi, B AKMX HeOOXigHO 3axuwaTy iHbopmalinHe Ta NporpamMHe 3abe3neyveHHs -
poboya cTaHLisi, KOMyHiKaLjiiHi kaHanu (isnyHa Mepexa) Ta KomyTauinHe obnagHaHHS, cepBepu,
3acobu ppyky, Hakonu4yyBaui iHopmaLlii;

— 3acobu Ta cuctemu isMyHOI OXOPOHU MaTepiarnbHUX Ta iHOpPMaLiHMX pecypciB, opraHizauiiHi
3axoau 3axucTy;

— KopucTtysayiB (nepcoHan) LUCK, BnacHukis iHdopmauii Ta LICK, a Takox ixHi npaBsa.

8.8.1 K33 MNTK LCK, wo BxoauTtb po cknagy KC3I| LICK, noBuHeH maTtu aTectaT BignosigHocTi abo
€KCnepTHUI BUCHOBOK LLLOAO Moro BignosigHocTi Bumoram HI T31 2.5-004. 3a ymoBwu ixX BiACYTHOCTI Takui atectar
BignoBigHoCTi abo ekcrnepTHUIA BUCHOBOK MOXYTb ByTu OTpuMaHi Npu nNpoBefeHHi aepxaBHoi ekcneptuan KC3|
LICK.

8.8.2 KC3I LUCK noBuHHa 3abe3neuntn 6e3neky 3acobiB K3I Ta 3axucT iHdopmauinHnx pecypcis LICK Big
30BHILLHIX 3arpo3, atak Ta HecaHKL,iOHOBaHOro BUTOKY iH(bopMaLji LWaXoM CTBOPEHHs W MiATPUMKMU 6e3neyvHnx
iH(bopMaLiNHNX TEXHOSOriN, B paMKax aKMX A0CTYyN A0 iHpopmaUii pi3HMX KaTeropii opraHi3yeTbCs TakKuM YMHOM,
WO TiNbKM YMNOBHOBaXEHUM KopucTyBadyaM abo npouecaM HafaeTbCA MOXNMBICTb pobOTM 3 KOHKPETHOM
iHdbopMauieo, OocTyn A0 AKOi O0OMeXyeTbCA | rapaHTyeTbCs UinicHiCTb npu ii obpobui, 36epiraHHi Ta
TpPaHCMNOPTYBaHHI y eNeKTPOHHOMY BUIMAA), Y BUFNSAI ApYKOBAHOIrO AOKYMEHTY abo Habopy AaHuXx, L0 MiCTATbCS
Ha 3MiHHWX HOCIAX iHpopMmaLii.

8.8.3 Pobota LICK B WwTaTHMX pexnmax NoBMHHA B6yTVM MOXIMBOIO nuwie npu gyHKuUioHytodin KC3I1. Y pasi
BigmoBn KC3I (okpemoro ii Mopynsi, KOMMNOHEHTa) MoBMHEH nepeabayaTucb pexum asapifiHoro 61o0KyBaHHSA
pobotn LICK um okpemoro 1noro KommnoHeHTta. [opapok Ain KopucTyBadiB i 06CNyroByr4oro nepcoHany y uux
BMUNaaKax BU3Ha4vaeTbcs MNnaHom 3axucty iHdopmadii LICK.

8.8.4 IHdopmauiiHi  nocnyrn, wo ix HapatoTb KomnoHeHTn LCK noBuMHHI HagaBaTUCb  TinbKu
3apeecTpoBaHMM KOPUCTyBavaM 3a yMOBM iX JOCTOBIPHOro po3ni3HaBaHHS.

8.8.5 KC3I LICK noBuHHa BecTu 061iK i 34iCHIOBATN peeCTpaLito NoAii, Ski Nos’A3aHi i3 6e3nocepenHim
poctynom (cnpobamu poctyny) Ao iHdopmadii, 34jACHIOBaTM MEpPiOANYHUI KOHTPOMb 3@ TakMMW MOAisMM Ta
3abe3nevyBaTM 3axUCT peecTpauinHoi iHdopmauii Big HecaHKUioOHOBaHOI Moaudikauii, pyhHyBaHHA abo
3HULWeHHA. O6cAar peecTpauiiHoi iHpopmauji NnoBMHEH GyTU JOCTaTHIM AnA BCTAHOBMIEHHSA NMPUYUH Ta AXepena
BUHWKHEHHS 3apeecTpoBaHoI nogaii.

8.8.6 KC3l noBuHHa yHemoxnuBnioBaTn 3 60Ky KOPUCTyBauiB HecaHKLioHOBaHe abo HEKOHTPONbOBaHe
BMKOpucTaHHsA pecypcis LICK.

8.8.7 KputunuHi 3 To4kM 30py 6e3neknm komnoHeHTn KC3| LUICK noBuHHI pe3epByBaTtucd, 3 TUM LWOO ix
BiAMOBa He Npu3BoAMNa A0 NepepuBaHHA NpoLecy HagaHHA NoCyr KOPUCTyBayam.

8.8.8 Opranizauia 3axucty iHdopmadii B LLCK Mae BU3HaUaTUCA CYKYMHICTIO HOPMaTUBHO-pO3NOpAaYnNX Ta
TEXHIYHUX AOKYMEHTIB, AKi cknagatoTb [naH 3axucTy iHdopmauii LCK.

8.8.9 bygieni, ae po3miwyetbca LICK noBuHHI 6yTn po3milleHi B MexXax KOHTPONbOBaHOI TEPUTOPIl, LLO
Ma€ nepenyckHWUn Ta BHYTPILIHIN peXumu, sKi BiANOBifaloTb peXMMHUM BUMOraMm, WO BU3HAYeHO YnHHUMKM B N1
"EHEPTOPUHOK" HopMaTMBHMMM Ta pO3NopsaYnMmn JOKyMeHTaMu.

8.8.10 KoHTponb 3a AoCTyNnom [0 NpuMilleHb, Ae 3Haxoautbesa obumncnioBansHa cuctema MNTK LUCK, Hocil
3 KoniAsMu pgaHux Ta nporpamHoro 3abesneyerHs MTK LUCK noBuHeH 3abes3nedyBaTucb Ha BCix eTanax wmoro
XUTTEBOro uukny. MNopagok AocTyny A0 TakMx MpUMILLEHb i3 BU3HAYEHHAM KaTeropil KopucTyBauiB, siki MaloTb
npaBo Le 3AificCHIOBaTM, BU3HAYaeTbcA cnyxo6ot 3axucty iHgopmaui LICK (mani - C3l) i 3aTBepaxyetbcs
HayanbHukom LICK puHKy enekTpu4Hoi eHeprii.

8.8.11 Kopuctyeaui LICK noBuHHi MaTu HanexHwin piBeHb KBanidikauii i BonogitTm HaBukamu pns
BMKOHaAHHA pobiT BignoBigHO A0 MOKNaAeHWX Ha HUX 3aBAaHb. BoHM noBuMHHI Matu Ao3Bin HadanbHuka LICK Ha
noctyn o ingopmadii LICK 3rigHo 3 cnyx6oBummn 060B’a3kamu.
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9 NOPAOOK NEPEMMAQY MNAHY 3AXUCTY

9.1 MNnaH 3axuUCcTy NiansArae 4YacTKOBOMY Nepernsgy B HaCTYMHUX BUMNagKax:

— npv 3MiHi KoHirypadji, gogaBaHHi abo BUNy4YeHHi nNporpamHux i TexHiyHux 3acobie B LICK, wo He
3MiHIE TEeXHOMOri0 06pobkyM iHopMaLlii;

— Npwv 3MiHi KOHirypadji i HaCTPOMoK TEXHIYHMX 3acobiB 3axuUCTy, WO BUKopucToBytoTbes B LICK;

— npwv 3MmiHi cknapy i 06oB'A3KiB KopucTyBadiB i obcnyrosytodoro nepcoHany LICK i cniBpo6iTHuKiB, WO
BignoBigatoTb 3a iHhopmaLiiHy 6e3neky.

9.2 lNpodinakTuyHWn nepernag, nnaHy 3axucTy NpoBOAMTLCA He pigwe 1 pa3y Ha piK i Mae Ha MeTi
nepeBipKy BiANOBIAHOCTI BU3HAYEHMX AaHMM MIaHOM 3axofjiB pearnibHMM ymoBaM 3actocyBaHHsA LICK i noTouHmMm
BMMOram [0 MOro 3axmcTy.

9.3 MnaH 3axucTy nignArae noBHOMY nepernsay y pasi 3miHM TexHomorii 06pobku iHdopmauii abo
BMKOPMWCTaHHI HOBUX TEXHIYHNX 3aCObiB 3aXMUCTy.

9.4 Y pasi yacTKoBOro nepernsiy MoxyTtb 6yTv nobaBneHi, BunyyeHi abo 3MiHeHi pi3Hi fogatku oo nnaHy
3axucty LICK 3 060B'A3KOBOI0 BKA3iBKOK B JIMCTI peecTpauii 3MiH faHUX Npo Te, XTO, KOMK, 3 sIKOK METO, SiKi
3MiHM BHIC i XTO CaHKLiOHYBaB Lii 3MiHW.

9.5 3MiHW, WO BHOCATLCA B MiaH, He MOBMWHHI CynepeYvnT iHWNM MONOXEHHSIM MaHy 3axWUCTy i MOBUHHI
6yTn nepeBipeHi Ha KOPEKTHICTb Ta MOBHOTY.

9.6 bypb-Akuii Nnepernsag nnaHy 3axucTy NOBMHEH 3AiCHIOBATMCA 3 0O0B'I3KOBOIO y4acTo NpeacTaBHUKIB
cnyx6u 3axucty iHdopmadii LICK.

10 BIONOBIOAINBHI 3A PEATI3ALIKO MMAHY 3AXUCTY
10.1 BignosiganeHiCTb 3a peanisauilo i AOTPMMaHHA BMMOr [aHOro [AOKYMEHTa CniBpobiTHUKamy,
ponyuwieHnmmn oo pobotun 3 LICK, noknagaetbca Ha HavanbHuka LICK, kepiBHMka C3l, agmiHicTpaTopa 6e3neku.

10.2 3a peanisauito NONOXeHb MNMaHy 3axucTy, MOB'A3aHMX i3 3aCTOCYBaHHAM i afMiHICTpyBaHHAM
TEeXHiYHMX 3acobiB 3axucTy iHdopmalii Big HCL, Bignosigae cnyxba 3axucty iHdopmauii LLCK.

10.3 Peanisauis nonoxeHb nnaHy 3axucTy, MOB'S3aHWX 3 CYNpOBOAOM MPOrpamMHoro 3abe3nevyeHHs i
ob6cnyroByBaHHAM TEXHIYHMX 3acobiB, NOKNaAaeTbCA Ha YNOBHOBaXeHMX cniBpobiTHuKiB LICK.

10.4 MeToguyHe KepiBHULTBO i KOHTPOSb 3a BWKOHAHHAM BMMOI LbOr0 AOKYMEHTa MOKMagjaeTbCcsa Ha
cnyx6y 3axucTy iHdopmalii LICK.
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11 KANEHOAPHWUW NJTAH POBIT 3 3AXUCTY IH®OPMALLIT B LICK

11.1 ETann XutTteBoro uukny

11.1.1 MNMnaH pobiT nepenbayvae 3anpoBagXeHHsI 3ax0fiB 3aXUCTy Ha BCixX eTanax XxuTTesoro umkny LICK.
BusHaueHo Taki etanu xutteBoro uukny LICK:

— ctBopeHHa LICK (Bkntovatoum ctBopeHHst KC3I) Ta HanaroaxeHHa LICK ta KC3l;

— pocnigHa ekcnnyaTauia LICK;

— eKkcneptuzsa LICK;

— ekcnnyaTauis LICK (Bkntoyatoum 06pobky 130, npochinaktuky, pemMoHT, MmogepHizauito LJCK Ta/abo
KC3lI, Towo);

— BuBegeHHs LICK 3 ekcnnyartaldii.

11.1.2 BignoBigHO [0 3aTBEpPAXEHUX NOCAAO0BUX IHCTPYKLiN BigNOBiganbHUM 3a opraHisadito pobiT wopno
3axucty I130[] B LICK Ha Bcix eTanax € kepiBHuk LICK.

11.2 CtBOpeHHsa KC3lI
11.2.1 CtBopeHHs KC3I LICK nepenbauvac:

— po3pobKy Ta BNpoBagXeHHS HeobxigHux 3axofie Ta 3acobiB 3axucTy BignosigHoO Ao sumor HL;
— npoBefgeHHs nonepeHix BunpobdyeaHb KC3I LICK.

11.2.2 lMicna 3akiHyeHHA pobiT wopo ctBopeHHs KC3I LICK 3 meToto nepesipku BignosiaHocTti KC31 LUICK
Bumoram T3 ta H[, T3l npoBoaaTbcs nonepepnHi BunpobysaHHa KC3I.

11.2.3 MonepepHi BunpobyBaHHa KC3| npoBoasTbCA KOMICi€l, sika NPUM3HAYaeTbCs Haka3oM Mo
nignpuemMcTBy, BiANOBIAHO A0 3aTBEPAXEHOI BCTAHOBEHUM NOPSAAKOM NporpamMm Ta MeETOAMK BUNPobyBaHb.

11.2.4 BunpobyBaHHA NpoBOAATLCA 3 BUKOPUCTAHHAM YMOBHOI iHhopMalLii, ika He € I30/1.

11.2.5 3a pe3ynbraTtamu nonepegHix BUNpobyBaHb CKNagacTbCa akT, y AKOMY 3a3Ha4valoTbCs pe3yfbTaTtu
BMNpoOyBaHb i pobUTbLCA BUCHOBOK NPO MOXNKMBICTb BNpoBaaxeHHsa LICK (ta KC3I) y pocnigHy ekcnnyartauiio.

11.3 OocnigHa ekcnnyaTauiq

11.3.1 ABTOomMaTtuzoBaHa cuctema LICK BBOauMTbCA Yy pocnigHy ekcnnyaTauito Hakazom no [l
"EHEPFOPUHOK" Ha niactaBi akta npo npoBefeHHA nonepegdix BunpobyBaHb. B Hakasi 3a3HauvaeTbes
BiANoOBifanbHWIA 3a NPOBEAEHHS AOCNIAHOI eKcnyaTauil Ta ii TepMiH.

11.3.2 MpusHayvatoTbea ocobu, BignosiganbHi 3a ekcnnyartauito LICK.

11.3.3 BignosiganeHicTb Wwoao 3abesneveHHa 3axucty 130 B LLCK B npoueci ekcnnyartauii noknageHa
Ha kepiBHuKa C3l.

11.3.4 Hakazom no A "EHEPITOPUHOK" cTtBopioeTbca C3l, npusHauvaetbca KepiBHUK C3l,
agmiHictpatop 6e3neku LICK Ta cuctemHumin agmiHictpatop. AgmiHictpaTtop 6e3neku BignoBifae 3a AOTPUMAaHHSA
BCTaHOBMEeHUx npasun o6pobku 1300 B LICK. CuctemHun agmiHictpaTtop BignoBigae 3a npaue3naTtHicTb
TEeXHIYHMX Ta nporpamMHux 3acobis LICK.

11.3.5 JocnigHa ekcnnyaTauis NnpoBOAUTLCA 3 BUKOPUCTaAHHAAM YMOBHOI iH(popMmalii, sika He € 130/,
11.3.6 IMig yac gocnigHoi ekcnnyaradwir:

— BiANPaUbOBYOTLCS TexHonorii woao 06pobku 130, 0biry mMawuHHMX HociiB iHopMmauii, HagaHHSA
joctyny kopuctyBauiB ao pecypciB LCK, poamexyBaHHA [OCTYny Ta KOHTPOMNKO 3a JAiaMu
KOpUCTYyBauiB;

— cniBpobiTHMKK, sKi BignosigawTb 3a 3axucT 30, Ta kopuctyBaui LICK HabyBaloTb MNpakTUYHKX
HaBUYOK;

— 3[JNCHI0ETBCA (32 HeobXigHOCTI) poonpauoBaHHA  MporpamMHoro  3abesneveHHsl, [opaTKoBe
HanarogxeHHa K33 Big HCL, poonpaltoBaHHA iHCTPYKUiA Ta iHWKWX AOKYMEHTIB, siKi BXOAATb A0
cknapy KC3l.

11.3.7 lNMicna 3aBepLUeHHSA AOCNIAHOI eKcnyaTaujii CKnagaeTbCs akT, y AKOMY 3a3Ha4daloTbCa pe3ynbraTu
JocnigHoi ekcnnyaTauii i pobuTbca BUCHOBOK Npo MOXNMBICTb Npen'asneHHs KC3Il Ha aepxaBHy ekcrnepTusy.

11.4 Mopapok npoBeaeHHS AepXaBHOI eKCnepTnsu

HepxaBHa ekcneptnsa LUICK 3 T3l 34iNCHIOETLCA OpraHi3aTopoM ekcnepTuaun BignosiaHo Ao MNMonoxeHHs
npo fepxaBHy ekcnepTuly B cdrepi TEXHIYHOro 3axmcTy iHdopmadii, 3atBepaxeHoro Hakazom JCT3Il Cb YkpaiHu
Big 29.12.99 p. N2 62.
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11.5 Ekcnnyarauis

11.5.1 ABTomaTtusoBaHa cuctema LICK BBOguTbCSA Yy NpPOMMCIOBY eKchsyaTauilo Haka3zom no [l
"EHEPIOPMHOK" Ha nigcTaBi atectaty BignosigHocTi, oTpumMaHoro Big JCC33l YkpaiHw.

11.5.2 MigTpumanHua KC3I| LUICK B poboyomy cTaHi B mpoleci MNpoMUCNOBOI eKcryaTalii AocaraeTbes
LUSISIXOM :

— MOBCSIKAEHHOTO KOHTPOSIO 33 BUKOHAHHSIM BMMOTr LbOFO AOKYMEHTY Ta IHCTpyKUii npo nopsimok
3abesneyeHHs pexumy 6esnekm B LICK;

— TOCTIMHOrO KOHTpONO 3a Mpaue3gaTHICTIO  KoMMnekcy 3acobiB  3axucty  iHdopmadlii  Big
HeCaHKLIOHOBaHOro AoCTymny.

11.5.3 Ooctyn cniBpobiTHukiB LICK puHKy enekTpuyHoi eHeprii go po6otn B LICK HapgaeTbca Haka3om
onpektopa [N "EHEPITOPMHOK" 3a nogaHHAM HavasbHMKa BiAMOBIAHOrO CTPYKTYpPHOro nigpo3giny, wo
0bOpPMAIOETLCA Y BUIMNAAI 3asiBKN.

11.5.4 KopucTyBaui HecyTb BignoBiAanbHICTb 38 JOTPMMaHHSA HUMWU BCTAaHOBMEHUX npasun obpobku 130,
nig, yac po6otu B LICK.

11.5.5 Mopapok 06pobku 130, pernaMeHTYeTbCA IHCTPYKLISIMMU Ta iHWUMKW AOKYMEHTaMM, NEpenik sKmx
HaBedeHO B po3Aini 7 4aHOro JOKYMEHTY.

11.6 MopgepHizsauist

11.6.1 Y pasi HeobxigHoCTi npoBeaeHHs MoaepHizauji LUCK noBuHHI 6yTn nepernsaHyTti 3acobu Ta 3axoan
3axucty, aki ctaHoBnATb KC3I LLCK, wo mae 6yTtu BigobpaxeHo y NnaHi 3axucry.

11.6.2 Mopsigok ain nig yac mogepHisauii LUCK mae 6yTu aHanoriyHum nopsiaky, BuknageHomy y n.n.13.2-
13.4 uboro goKymeHTa.

11.7 BuBepeHHa 3 ekcnnyaradii

11.7.1 Topsipok BuBeaeHHA LICK 3 ekcnnyaTauii po3pobnsaeTbca Micns MPUIHATTA pilLeHHA MNpo
NPUNUHEHHA ekcnyaTauii.

11.7.2 Y 3aranbHOMy BuMNagKy nopsgok suBefeHHst LICK 3 ekcnnyaTauii noBuHeH nepegbavatu:

— MpuW3HayeHHsa BignosigansHoro 3a BuBeaeHHA LICK 3 ekcnnyaTaui;

— po3pobneHHs nopsaky BuaaneHHs 130, 3 HociiB, SKki MOXYyTb BUKOPUCTOBYBATUCH MNi3Hiwe Ans
06pobneHHs BigKpuToi iHpopMalLii (B iHLLIMX cuctemax);

— po3pobneHHs nopsiaky nepeHocy 130 y iHWi cuctemu (y pasi HeobxiaHOCTI).

11.7.3 KaneHpapHuii nnaH pobiT 3 3axucTy iHbopMaLii HaBeAeHUIA B OKPEMOMY [LOKYMEHTI.
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12 CUCTEMA JJOKYMEHTIB 3 3ABE3MNEYEHHA 3AXUCTY IHGOPMALLIT B LICK

12.1 Mopspok 06bpobku Ta 3axucTy iHdopmauii B LICK pernameHTyeTbCs HOPMATUBHUMU OOKYMEHTAMU,
3a3HayeHMMM B AoA. 1, Ta TaKuMn AOKYMEHTaMu:

— nnaH 3axucTty iHdopmadii B LICK (uen ooKyMeHT);

— iHCTpyKLUis Npo nopsifnok 3abeaneyeHHst pexumy 6eaneku B LICK;

— iHCTpyKUIi Ta iHWI ekcnnyaTauilHi AOKYMEHTH i3 cknady maTepianiB TexHopo6o4yoro npoekty LICK;

— pO3NopsALXEHHs, HaKa3wy Ta iHLWi opraHisadinHo-po3nopaayi gokymenTtun AN "EHEPTOPUHOK".

12.2 lNMpoekTHa Ta ekcnsyaTauiiHa AoKyMeHTauis Ha KkoMnoHeHTu KC3l Ma€ MIiCTUTM OCHOBHI MPOEKTHI
pileHHs woao nobynosu 3axucty LICK, onuc komnoHeHTiB KC3I, ocHoBHI npaBuna ii ekcnnyaTaldlii.

12.3 Onuc KC3I mictntb BigomocTi npo cknag KC3l, dyHKUiOHYBaHHA MexaHi3aMiB 3axMCTy, cnocobu
peanisauji nocnyr 6e3neku Ta iH.

12.4 [JokyMeHTaLis TEXHOPOHOYOro NPOoeKTy NOBMHHA MICTUTWM OCHOBHI NPOEKTHI i TEXHIYHI pilleHHSs Woao
nobynoeu KC3I (komnoHeHTiB KC3I). Cknag Ta 3MicT fOKYMEHTAL,i NOBMHEH BiAMNoOBiAaTU HAaCTYNHUM BUMOraM:

— B YaCTWHi BUrOTOBNEHHSI KOHCTPYKTOPCbLKOI IOKYMeHTaLii - cTaHgapTam €ECKL;
— B YaCTWHi BUrOTOBJIEHHSI NPOrpamMHOi AOKYMeHTaLii - ctTaHgaptam €CIL;
— B YaCTUHi BUrOTOBNEHHS eKcnnyaTauinHoi gokymeHTauii - TOCT 34.201, P[], 50-34.698.

OcTtaTouHun cknag ekcnyaTauiiHol AOKYMeHTAaLii YyTOUHIOETBCS Ha cTafji TEXHOPOO0o4Ooro NpoeKTy.

12.5 Y pasi noTpebun po3pobnsoTbes iHWi AOKYMEHTM 3 3abe3neyeHHs 3axuUcTy iHchopmalii.
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13 NOPAOOK [IN Y PA3I BIOMOBU KC31 Y1 OKPEMOIO KOMIMOHEHTA

13.1 KomnoHeHTamn KC3l € K33 onepauinHnx cuctem ta K33 3i cknagy nporpamMHO-TEXHIYHOMO
komnnekcy LICK.

13.2 Y Bunapgky Buxoay 3 nagy K33 OC:

— KOpWUCTYBau MOBUMHEH 3BEPHYTUCS [0 aAMiHiCcTpaTopa 6e3neku;

— pii apmiHicTpaTopa 6e3neku B LbOMY BUMNAAKY 3arexaTtb Bif AiarHOCTUYHUX NOBIAOMIIEHb onepauinHol
cucTemu;

— Yy pasi He3BOPOTHOI NOMMUIKM HEOOXIAHO BUKOHATWN MNOBTOPHY iHCTaNALi0 onepaujiiHoi CMCTEMMN.

13.3 ¥ BuNaaKy nopyleHHs LjinicHOCTI HOCIIB 3 KM4YoBot iHhopMaLjieto, BOHM MOBUHHI OyTU 3aMiHeHi y
BCT@HOBIIEHOMY MOPAOKY.

13.4 Y Bunagky Buxody 3 fagy anapaTHO-MPOrpamMHOro KOMMOHeHTy 3i cknagy [MTK (mopylweHHs
LiNiCHOCTI, HEBMKOHaHHA MpoLecy CamMOTECTyBaHHS Ta iHWeE) MOpAfOK [Aid BU3HAYAETbCH eKcnyaTalifHo
AokymeHTauiero Ha NMTK.

14 BUKOHAHHA POBIT, MOB’A3AHUX 3 TEXHIYH/M OBCIYIrOBYBAHHAM

14.1 MopapokK BUKOHAHHA pobiT, MOB’A3aHMX 3 pernaMeHTHUM TeXHIYHMM 0OCNyroByBaHHAM KOMMOHEHTIB
LICK, BM3HauyeHun agmiHicTpaTopamu BignoBigHMX kKommnoHeHTiB LICK 3a norogxeHHsaM 3 agMiHicTpaTopom
6e3neKkn i HaBeAeHUN y IHCTPYKLiAX 3 ekcrinyaTauii MTK.
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JOOATOK 1. NEPENIK HOPMATUBHUX, PO3MOPAOYUNX, OPFAHIZ?ALLIVIHO-TEXHI‘-IHVIX TA IHILIKX
AOOKYMEHTIB, 3rigHO 3 AKUMU NOBUHEH 30IMCHIOBATUCA
3AXUCT IHOOPMALIII B LICK

— 3aKoH YkpaiHu ,[po iHdopmaLito”;

— 3aKoH YKpaiHu ,[po 3axucT iHhopmalii B iHopMaLiNHO-TENEKOMYHIKaLiMHUX cuctemax”;

— 3akoH YkpaiHu ,[1po enekTpoHHuMI uudposun nignuc”;

— KoHuenuis TexHiyHoro 3axucty iHopmauji B YkpaiHi. 3atBepaxeHa MNoctaHoBow KabiHeTy MiHicTpiB
Ykpainu Big 8.10.97 N21126;

— [lonoxeHHs Npo TexHiYHWUI 3axncT iHbopMalii B YKpaiHi. 3aTtBepaxeHe Yka3om [pe3ngeHta YKpaiHu
Bia 27.09.99 Ne 1229/99;

— LOCTY 3396.0-96. 3axuct iHcpopmaduii. TexHiuyHun 3axucT iHdopmauii. OCHOBHiI NONOXEHHS;

— [OCTY 3396.1-96. 3axuct iHdopmauii. TexHiuHun 3axuct iHdopmalii. Mopagok NnpoBeaeHHsA pobiT;

— [LOCTY 3396.2-97. 3axuct iHdopmalii. TexHi4yHui 3axucT iHpopmaluii. TepMiHN Ta BU3HAYEHHS;

— [OCTY 3918-99. IHdopmaLinHi TexHonorii. Mpouecu XUTTEBOro LUKIY NporpamHoro 3abesneyeHHs;

— HAO T3l 1.1-002-99. 3aranbHi NONOXEHHA WOAO 3axXUCTy iHpopMaLji B KOMM'IOTEPHUX CUCTEMAX Bif
HecaHKLioHOBaHoOro goctyny. 3atsepaxeHun Hakazom JCTC3I CBY Bia 28 kBiTHA 1999 poky Ne 22;

— HAO T3l 1.1-003-99. TepmiHonoria B ranysi 3axucTty iHopmaLii B KOMM'IOTEPHMX CUCTEMaXx Big
HecaHKLioOHOBaHOro gocTyny. 3atBepaxeHun Hakazom JCTC3I CBY Bia 28 kBiTHA 1999 poky Ne22;

— HO T3l 3.7-001-99. MeTtoauyHi BKa3iBKM LWOA0 PO3pOOKM TEXHIYHOrO 3aBOaHHSI HA CTBOPEHHS
KOMMMEKCHOI CUCTEMM 3axuCTy iH(popmauji B aBTOMaTM30BaHii cuctemMi. 3aTBepaXeHud Haka3om
LOCTC3I CbY Ne37 Big 18.06.2002 p.;

— HO T3l 1.4-001-2000. TunoBe nonoxeHHs Mpo Cnyx0y 3axucTy iHdopmauii B aBTOMaTU30BaHiIN
cuctemi. 3aTBepaxennin Hakazom JCTC3I CBY Big 4 rpyaHa 2000 poky Ne53;

— HAO T3l 2.5-004-99. Kputepii OLUIHKM 3axueHoCTi iHopmalii B KOMM'IOTEPHMX CUCTEMax Big
HecaHKLioHOBaHOro gocTyny. 3atBepaxeHun Hakazom CTC3I CBY Big 28 kBiTHA 1999 poky Ne22;

— HAO T3l 2.5-005-99. Knacudikauis aBToMaTU30BaHNX CUCTEM i cTaHOapTHI (PYHKUioHanbHi npodini
3axueHocTi 06pobntoBaHoi iHpopMaLii Bif HecaHKLiOHOBAaHOro AOCTyny. 3aTBEPAXEHUA HaKa3oMm
OCTC3I CBY Big 28 ksiTHa 1999 poky Ne22;

— HA T31 2.5-008-2002. Bumoru i3 3axucTy KoHiAeHLUinHOT iHdopMaLlii Bif, HeCaHKLIOHOBAHOro A0CTyny
nig Yac obpobneHHs B aBTOMATU30BaHUX cUCTeMax Knacy 2. 3aTtBepaxeHui Hakasom OCTC3I| CbY
Big 13.12.2002 p. Ne84;

— HO T31 3.6-001-2000. TexHiyHun 3axucT iHdopmauii. Komn'loTepHi cuctemu. opagok CTBOPEHHS,
BMPOBALXEHHA, CYNPOBOOXEHHSI Ta MoAepHi3auili 3acobiB TexHiYHOro 3axucty iHdopmalii Big
HecaHKLioHoBaHoro goctyny. 3atsepaxeHuin Hakazom JCTC31 CBY Bia 20 rpyaHs 2000 poky Ne60;

— HO T3I12.1-001-2001. CTBOpEHHSA KOMMJIEKCIB TEXHIYHOIO 3ax1CTy iHpopMaLii. ATecTauis KOMMIeKCiB.
OcHoBHi nonoxeHHs. 3aTBepaxeHuni Hakazom OCTC3I CBY Big 09.02.2001 Ne2

— [lonoxeHHa npo AepxaBHy ekcrnepTudy B cdepi TexHiYHOro 3axucty iHdopmadii. 3aTBepaXxeHo
Hakazom OCTC3l CBY Big 29 rpygHs 1999 poky Ne62. 3apeectpoBaHo B MiHicTepcTtsi HOcTtuuii
YkpaiHu 24 ciuns 2000 poky 3a Ne40/4261;

— [lonoxeHHs Npo pepXxaBHY ekcrnepTuly y cdepi kpuntorpadivyHoro 3axucty iHgopmalii (BBegeHe B
Aito Hakazom OCTC3I Big 25.12.2000 p. Ne 62);

— [lpaBuna nocuneHoi ceptudpikadii. 3atBepaxeHi Hakazom OCTC3I| Cb Ykpainu Big 13 ciunga 2005 p
Ne 3.
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OOJOATOK 2. ONMUC KOMIMOHEHTIB LICK TA TEXHONNOM T OBPOBKU IHOOPMALLIT

1 ®yHKuU;i, Wwo ix BMKoHye LICK

1.1 LleHTp ceptudikadii kntouie (LLCK) noBnHeH 3abe3neunty peanisaujlo pernaMmeHTHUX npouenyp Ta
MeXxaHi3MiB, NOB’A3aHM1X 3:

obcnyroByBaHHsIM cepTudpikaTiB BigKpUMTUX KItoYiB (pani - cepTudikaTiB) KOpUCTYyBauiB, L0 BKITHOYAE:

— peecTpaLiito KOpUCTyBauiB;

— cepTudikaLito BiAKPUTUX KITHOYiB KOPUCTYBaYIB;

— pO3NOBCHOAXEHHA cepTudikaTis;

— yNpaBniHHA cTaTycoM cepTudikaTiB Ta po3noBCIOAXEHHSA iHbopMaLii Npo cTaTyc cepTudikaris;
— HagaHHA nocnyr ikcyBaHHA yacy;

HagaHHA KOpUCTyBa4vam:

— 3acobis ELI Ta wndpyBaHHA aaHux;
— 3aco6iB reHepaliii 0cobUCTUX i BIKPUTMX KIHOYIB;
— TreHepaLujlo BiAKPpUTMX Ta 0OCOBUCTUX KIHOYiB KOPUCTYBAYIB YCiX KaTeropi.

1.2 ®yHKUii 3a3HaveHi y n. 1.1 peani3ytoTbCa NpPoOrpamMHO-TEXHIYHUM KOMMIIEKCOM LEHTpPY cepTudikaui
kntoyis (MTK LICK).

2 ObuucnioBarnbHa cuctema LICK

CTpykTypa Ta cknap, ob4mcnoBanbHOi CUCTEMU, MPOrPaMHOro Ta NporpamMHo-anapaTHoro 3abe3neyeHHs
BU3Havaetbca ocobnmeoctamm MNTK LCK, Wwo BUKOPUCTOBYETbLCA Y CKNadi LUEHTpY cepTudikauii Krtouis.
O6uucnioanbHa cuctema lMNTK LICK noBuHHa BignoBigaTM BMMOram, WO MIiCTATbCA B MpaBuiiax MOCUNEHOI
cepTudikauii.

2.1 Jo cknagy MNTK LLCK noBuHHI BXOAMTU TaKi TEXHIYHi 3acobu:

— ueHTpanbHi cepsepu LICK;

— cepBepu B3aemMogi;

— CcepBep MOHITOPUHIY Ta CUHXPOHI3aLii Yacy;

— KOMyHiKaujnHe obnagHaHHaA (komyTtaTopu JIOM, komyTatop PC, ME);
— PC apgmiHicTpaTopa 6e3neku;

— PC apmiHicTpaTopa cepTudikaldii Ta CMCTEMHOro agMiHicTpaTopa;

— PC apmiHicTpaTopa peecTpalii;

— PC reHepadii knio4iB KopucTyBauis.

CTpyKTypHa cxeMa KOMMIEKCY TEXHIYHNX 3acobiB HaBepeHa Ha puc. 2.1.
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MNMporpamHo-TexHiuHum komnnekc LICK

LleHTpanbHi cepBepu Ta cepeepu B3acmoail
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PucyHok 2.1 - CTpyKTypHa cxema KOMMIEeKCYy TeXHIYHUX 3acobiB.

2.2 MTK UCK posropHeHui K po3nogineHa iHdopmauiiHO-TeNeKoOMyHikauinHa cuctema, ska
CKINapaeTbCs 3 HAaCTYMHUX CErMEHTIB:

— CEepBEpHWN CErMEHT Y CKnapi:

— ueHTpanbHi cepsepm LICK;
— cepBepuv B3aemMmogii;
— KOMyHiKaUinHe obnagHaHHA (komyTaTtopu JIOM, komyTaTtop PC, ME);

— PC nepconany y cknagi:

— PC apgmiHicTpaTopa 6e3neku;

— PC agmiHicTpaTopa cepTudikauii Ta CUCTEMHOro agMiHicTpaTopa;
— PC agmiHicTpaTopa peecTtpauii;

— PC reHepaduiji knio4iB KopucTysauis,;

PC nepcoHany B3aeMOAilOTb 3 CEepBEPHUM CErMeHTOM MO BiAKPUTUM KaHanam 3B’A3Ky. 3 CepBepHUM
CerMeHToM TakoXx B3aemogitoTb ITC 30BHiLWHiX Kopuctysayis LICK.

LleHTpanbHi cepsepn LICK(BLO, CMP, TSP, OCSP) peani3ytioTb OCHOBHi yHKLUii 3 ¢popMyBaHHS
cepTtucpikatiB BigkpuTux Knouis kopuctysadie LICK Ta BegeHHs B[, peectpiB kopucTyBauis Ta cepTtudikaris. b
MiCTUTb AK iHcpopmaLito Npo Aitodi cepTudikaTi, Tak i Npo Ti, Wo O6ynu BigknuKaHi, a TakoxX iHdopmaLio, fka
npu3sena o TaKoro BiAKIMKaHHS.

[na 36epiraHHs 1 3acTtocoByBaHHA ocobucToro kntova MNTK LCK ueHTpanbHi cepBepy MiCTSTbb Y CBOEMY
cKnapgi cnewjanizoBaHuin anapaTHO-NPOrpaMHUn KpUNTOMOAY b Nignucy.

CepBepu B3aemopgii B cknagi MNMTK LCK 3abes3neuvytoTb y BignoBiAHOCTI [0 BU3HAYeHWUX MpaBun
po3MexXyBaHHS OOCTYNy KOPEeKTHY B3aEMOAII0 AK NOKanbHUX, TaK i BigaaneHux aamiHicTpaTopiB peecTpadii, a
Takox kopuctysadiB LICK i B3arani 6yab-akux iHLIKMX KOPUCTYBauiB, L0 HamaraTbes oTpumaTu goctyn o LICK.

IHWoto dyHKLieo cepBepy B3aemofii € 3abe3neyeHHs NiATPUMKN eNeKTPOHHOro iHopMaLinHoro pecypcy
LICK - zaranbHogocTynHux Katanorie (LDAP-kaTtanorn) ta web-ctopiHku LCK, wo mictute 3aranbHOOOCTYMHY
iHdopMaLLito Npo cepTudikaTh BioKpUTMX Kntodie KopuctysadiB LICK, cnucku BigknukaHux ceptudikaTis TOLLO.

3 KOXHUMMU i3 3a3Ha4YeHnX cepBepiB B3aemopaitoTb PC agMmiHicTpaTopiB, 3 AKMX 34IMCHIOETLCS iHiliani3auin

dyHKUioHanbHUx 3agay LICK. PC BUKOpPUCTOBYOTLCA aAMiHICTpaTOpoM 6e3nekn, CUCTEMHUM afMiHiCTpaTopoM,
aAMiHiCTpaToOpoM peecTpaLiii.

Ina o6’egHaHHA cepBepiB B €aUHY NOKanbHY Mepexy 3aCTOCOBYHTbCA KOMYTaLiNHI NPUCTPOI.
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2.3 Bazaemopia nokanbHoi Mepexi [MTK LCK i3 30BHiWHIMKU TenekoMyHikauinHUMK Mepexamu
30JMCHIOETBCS Yepes Mixmepexesun ekpaH (ME).

ME npusHaveHuin pns:

3abesneyeHHs 3axucTy MNTK LICK Big 30BHiLWWHiX aTak;

3abesneveHHs 3axucty MTK LCK Big HecaHKuUjioHOBaHuKX i nepcoHany LICK.

ME noBuHeH 3abeanevyBaTu:

KOHTPOJb TPaAH3UTHOI iHhopMaLLii NPOTOKONIB NPUKNAOHOTO PiBHS;

3axuCT Bii MEpEXeBUX aTak, Takux siK, BigmMoBa B 06CnyroByBaHHi, ataka pparMeHTamu Ta iHLWMX, L0
MOXYTb 3[i/iCHIOBATUCS i3 30BHILLHBbOI TENEKOMYHIKaLiNHOI Mepexi;

TpaHcnsauito IP-agpeciB Ta NopTiB NPOTOKOSIB TPAHCNOPTHOrO PiBHS;

nepesipKy Ta BUCHIAXYBaHHA CTaHy BCiX MepexeBux 3’egHaHb;

dinbTpauito NakeTiB Ha NiacTaBi CNMCKiB KOHTpon goctyny (Ha ocHoBi MAC-appecu abo IP-agpecu,
Homepy TCP- abo UDP-nopTa BignpaBHuKa/npuimasnbHuKa);

3axucT Big, BUTOKY 3a Mexi LICK kntouiB o6cnyroeytovoro nepcoHany LICK ocobuctoi iHdopmauii npo
kopucTtysauyis LICK.

YnpaeniHHa ME noBuHHe 34iMCHIOBATUCA:

3 NoKanbHOI KOHCoNI, fka nigkntoYaeTbca 6e3nocepefHbO A0 KOHCOMbHOIo NOPTY KOMyTaTopa;
3 PC agmiHicTpaTopa 6e3nekn 3 BUKOpUCTaHHSAAM 3acobiB agmiHicTpyBaHHSA ME Ta noro K33.

YnpaBniHHA 3 NOKanbHOi KOHCOMi MOBWHHE 3acTOCOBYBATMCA MpWM NEPBUHHOMY HamnaroaXeHHi Ta B
aBapiHUX cuTyauifix 3 BUKOPUCTaHHAM KomaHgHoro iHTepdericy OC ME.

ME noBuHeH po3MillyBaTucs y Wwacdpi pa3om 3 cepeepoM B3aemMogji Ta komytatopom JIOM.

2.4 Okpemum komnoHeHToM [TK LCK, wo He nigkno4yeHun A0 nokanbHOi Mepexi i npaule B
aBTOHOMHOMY pexumi € PC reHepalii kntoyiB KopucTyBauis.

2.5 [Ona 3AaincHeHHs KpuntorpadiyHMx nepeTBOpeHb BMKOPUCTOBYIOTBCA Cheujani3oBaHi anapaTHo-
nporpamHi Moayni nignucy, ki MaroTb ekcnepTHUn BucHoBoK ACC33| YkpaiHw.

2.6 Cknap, cuctemMHoro nporpamHoro 3abesneyeHHs LICK

2.6.1 CuctemHe nporpamMHe 3abe3neyeHHs BKITOYA€E HAaCTYMHi OCHOBHI KOMMOHEHTU:

onepadjnHa cuctema Microsoft Windows 8.1 Enterprise ana poboumnx ctaHuii;
onepadinHi cuctemm cepsepiB Microsoft Windows 2012 Server R2 Standard, FreeBSD;
cucTeMu KepyBaHHsl 6a3amu paHnx - MS SQL Server, MySQL;

nporpamMHi nakeTu, Wo peani3ytoTb cyx6bu B3aeMofii i3 30BHILLUHBbOK TENEKOMYHIKALLNHOI Mepexeto -
OpenLDAP, Apache, Exim.

2.6.2 CuctemHe M3 MTK LCK noBnHHe 3abe3neyyBaTi BUKOHAHHA HACTYMHUX OCHOBHUX (DY HKLLiN:

KONEKTUBHY pob60Ty KOPUCTYBaUIB;

apMiHicTpyBaHHA komnoHeHTiB MTK LICK;

36epexeHHs1 CTPYKTYpOBaHOI i HeCcTpykTypoBaHoi iHdopmaui MNTK LICK;

poctyn fo channis, 6a3 fgaHux i eNeKTPOHHMX OOKYMEHTIB KONEKTUBHOIO KOpUcTyBaHHs LICK;
06MiH faHuMKn Mix komnoHeHTamu LICK i kopucTyBavyamu 30BHILLIHBbOT TENEKOMYHIKaLNHOT MepeXi.

2.6.3 CuctemHe 3 NOBUHHO MaTU MiLEH3I0 Ta BUKOPUCTOBYBATUCA i3 AOTPUMAHHAM MiLEH3iNHUX YMOB
BMpo6HMKa 3, BCTaHOBMIOBATUCH Ta OHOBIOBATUCA 3 ypaxyBaHHSAM NPakTUYHMX peKoMeHAauin BupobHuka M3.

3 OcobnueocTi yHKLioHyBaHHS LICK

3.1 LUCK noBuHeH cyHKLioHyBaTU 6e3nepepBHO LinoaoboBo OKpiM pexnmMy TeXHIYHOro o6CnyroByBaHHS.
BukoHaHHS pobiT, NOB’A3aHUX 3 PernamMeHTHUM TEXHIYHUM ob6cnyroByBaHHAM KommnoHeHTiB LICK, 3giicHioeTbea y
NnopsiAKy, BU3HAUYeHOMY aaMiHicTpaTopamMu BignoBiaHUX KomnoHeHTiB LICK 3a norogxeHHsaM 3 agMiHicTpaTopoMm
6e3nekn Ta BKovaeTbea Ao Mnany 3axucty LICK.

3.2 B AKocTi HOCIiB KNto4oBOi iHhopMaLii MOBUHHI BUKOPUCTOBYBATUCS:

3’€EMHI AMCKM (THYuYKi anckuy 3,5”, eNeKTPOHHI AWNCKM i3 BHyTpiWwHim M311);
komnakT-guckn (CD-R, CD-RW, DVD-R a6o DVD-RW);
enekTpoHHi kntovi “lIT.Kpuctan”, Aladdin eToken R2, PRO T1a iHLwi.



21
€AA]1.468244.185.03.01

4 CepepoBMuLLEe KOPUCTYBaYiB

3a piBHeM nOBHOBaxeHb BIAMOBIAHO A0 XapakTepy Ta cknagy pobiT, siki BUMKOHYHOTbCA B MNpoLECi
dyHKuioHyBaHHA LICK, kopucTyBayi Ta 06CnyroByloumii nepcoHan (gani - KopucTyBaui), WO MawTb AOCTYN A0
HbOr0, NOAINATLCA Ha Taki KaTeropil:

1)

nepcoHan LCK, akun mae nosHoBaxeHHs cynposogxysatn K33 TMTK LCK (BuKoHye yHKLUT
apMiHicTpaTopa 6e3neku);

nepcoHan LICK, akun mae NnoBHOBaXeHHs iHLWIMX agMiHicTpaTopiB (cuctemHoro aamidictpatopa MNTK);

nepcoHan LICK, skuii Mae noBHOBaXeHHS 3fjilcHioBaTU dyHKLUii 3 06pobku iHdopmauii MTK LICK,
34icHoBaTN 06MIH Cry>X60BMMM MOBIAOMIIEHHAMM 3 BiOKpeMeHnx poboyunx CTaHLiin peecTpalii Ta
3abesneuye NigTpUMKy 3aranbHoAocTynHuUX katanorie (LDAP-kaTanoru) Ta iHdbopmaLiinHUX pecypcis
LICK (web-cTopiHka) (agmiHicTpaTopu peectpadii (y TOMy YuChi BiAOKPEMIeHi));

TEXHIYHMIA OOCnyroByouMin nepcoHasn, wo 3abe3neyye HanexHi ymoBu ¢yHKuUioHyBaHHs LICK,
NOBCSKAEHHE MiaTpUMaHHA XUTTeaianeHocTi disuyHoro cepeposuila LICK ToLwo;

nocrtayanbHWKN, PO3POOHMKM Ta MNPOEKTYBaNbHUKM anapaTHux 3acobiB Ta yHKUIOHaNbLHOro
nporpamHoro 3abe3neveHHsa MNMTK LCK, wo 3abeanedyyioTb iX MoOepHi3aLitlo, CynpoBOOXEHHS Ta
pPO3BUTOK;

aboHeHTn LICK - cy6’ekTu rocnopapcbKoi AisnbHOCTI, WO oTpumanu abo peanisyioTb npouenypy
OTpUMaHHSA cepTudikaTa BiAKpUTUX KntodiB i HapatTb oo LICK HeobxigHy ans iHdopmaLito;

aboHEHTN MepexX 3arafibHoro KOpUCTYBaHHA - OyAb-siki ocobu, WO MalTb [JOCTYN [0 30BHiLLHIX
TENeKOMYHiKaLiiHUX Mepex (Hanpuknag, Internet) Ta HamarawTbcs oTpumaTtu goctyn go Web-
CTOpiHKK Ta /abo 3aranbHoAoCTynHMX katanoris LICK.

5 YMoBM po3TallyBaHHs1 06'ekTy

O6'ektn, Ha AKUX po3ropHyTi komnoHeHTn MTK LICK, noBuHHI 6yTn po3TalloBaHi B NPUMILLEHHSIX, LU0
BigNOBigalOTb ekcnyaTauinHum Bumoram ao komnoHeHtie NTK UCK, Bumoram, wo chopmynboBaHi y NpaBunax
nocuneHoi ceptTudikadii.



