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MNEPENIK CKOPOYEHb

B - basza paHux

OCTY - [epxaBHun ctaHgapT YKpaiHu

OT3C - onomixHi TexHi4yHi 3acobu Ta cuctemm

ELM - EnekTpoHHUN umdpoBun nignuc

130/ - |HdopmaLis 3 o6MexeHUM AOoCTynom

K33 - Komnnekc 3acobiB 3axucty

KHOI - KaHan HecaHKLioHOBaHOro oTpuMaHHSA iHpopmaui
KC3I - KowmnnekcHa cuctema 3axucty iHdopmaii

HL, - HopmaTtuBHuin LOKYMEHT

HCL - HecaHkuioHoBaHWin goctyn

n3 - [llporpamHe 3abe3neyeHHs

o3rnl - OnepaTvBHUI 3anNam’ATOBYHOUYNIA NPUCTPIN

OT3 - OCHOBHI TEXHi4YHi 3acobu

PC - Poboua cTaHuis

C3l - Cnyx6a 3axucTy iHdopmaLii

T3l - TexHivyHni 3axucT iHdopmauii

T3 CEB - TexHi4Hi 3aco6uM CMNOBOro eNeKTPOMarHiTHOro BnanBYy
LICK - UeHTp cepTudikauii kniouis

TEPMIH/ TA BUSBHAYEHHA

Y ubOMYy AOKYMEHTi BUKOPUCTOBYHOTLCA TEPMiHU Ta BUHAUYEHHS 3rifHO 3:

— ACTY 3396.2-97. 3axuct iHdopmauii. TexHiyHun 3axuct iHdopmadii. TepMiHn Ta BU3Ha4YeHHA",;

— HAO T3l 1.1-003-99. TepmiHonoria B ranysi 3axucty iHdopmauii B KOMM'IOTEPHUX CUCTEMaXx Bifg,
HeCaHKLiOHOBaHOro AoCTyny.
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1 3ATAJTbHI NMOJIOXEHHA

1.1 CteopioBaHui LICK € iHopmMaLinHO-TeNneKoOMyHiKaLiiHO cucTemoto. 3rigHo 3akoHiB YKpaiHu

”

“IMpo iHopmauito”, “Ipo 3axmcT iHopMmaLii B iHopMaLiHO-TeNEeKOMYHiKaLinHMX cuctemax”, a Takox HJ, T3l
1.4-001-2000 B LICK mae 6ytn po3pobneHa Ta CTBOpPeHa KOMMJIEKCHA cucTemMa 3axucTy iHdopmauii (pani -

KC3l).

1.2 Mopsipok po3pobku i ctBopeHHs KC3l B LICK pernameHTyeTbCs KOMMNEKCOM HOpPMaTWBHO-
NnpaBoOBUX [OKYMEHTIB B 06nacTi TexHi4yHoro i kpunrtorpadiyHoro 3axucTy iHdopmauii, nepenik sKux
BU3HavYeHUn AgMmiHicTpadieto [Jepxcneuss’asky YKpaiHu.

1.3 Mopgenb 3arpo3 po3pobneHa 3 ypaxyBaHHAM BUXIOHUX OaHMX, WO MICTATbCA B MaTepianax
obcTexeHHs LICK, BignoBiagHo oo BUMOr:

LOCTY 3396.0-96. 3axuct iHdopmalii. TexHiuyHun 3axmcT iHdopmalii. OCHOBHI MOMOXEHHS;

OCTY 3396.1-96. 3axuct iHcdopmauii. TexHiuHMin 3axucT iHcbopmauii. Mopagok NpoBeaeHH:A pobiT;
LOCTY 3396.2-97. 3axuct iHdopmalii. TexHiuHUn 3axucT iHdopmalii. TepMiHM | BUBHAYEHHS;

HI T3l 1.1-002-99. 3aranbHi NONOXEHHSA WOA0 3axXUCTy iHpopMaLii B KOMM'IOTEPHUX CUCTEMAX Bif
HecaHKLioHOBaHOro gocTyny. 3atBepaxeHun Hakazom CTC31 Cb Ykpainn Big 28.04.99 p. Ne 22;
HL T3l 2.5-005-99. Knacudikaujisi aBToMaTU30BaHUX CUCTEM i CTaHAapTHI dyHKLioHanbHi npodini
3axuiLeHocTi 0bpobnoBaHoi iHdopMaLii Bif, HecaHKLOHOBAHOro AOCTYNy 3aTBepOXEeHWIn Haka3oMm
OCTC3I CBY Big 28 kBiTHA 1999 poky Ne22;

HO T3l 1.1-002-98. TepmiHonoria B ranysi 3axucTy iHopMaLii B KOMM'IOTEPHMX CUCTeMax Big
HecaHKLioOHOBaHOro AocTyny. 3aTBepaxeHun Hakazom JCTC3I CBY Bia 28 kBiTHA 1999 poky Ne22;
HO T3l 3.7-001-99. MeToanyHi BKasiBKM LLOAO PO3POOKN TEXHIYHOro 3aBOaHHA Ha CTBOPEHHS
KOMMMEKCHOI CUCTeMn 3axucty iHdopmauii B aBTOMaTU30BaHi cuctemMi. 3aTBepaXeHUii Haka3oMm
OCTC3I CbY Ne37 Big 18.06.2002 p.;

HO T3l 2.5-008-2002. Bumorun i3 3axucty KoHdigeHuinHoi iHopmalii Bif HecaHKLiOHOBaHOro
JocTtyny nig 4yac obpobneHHs B aBTOMaTU30BaHMX cUCTEMax knacy 2. 3aTBepaXeHWI Haka3om
LOCTC3I CBY Big 13.12.2002 p. Ne84;

HO T3l 1.4-001-2000. TunoBe NofIoXeHHs Npo cnyxby 3axucTy iHdopMaLjii B aBTOMaTU30BaHin
cuctemi. 3aTBepaxeHunin Hakazom JCTC3I CBY Bia 4 rpyaHa 2000 poky Ne53;

MpaBuna nocuneHoi ceptudikauji. 3atBepaoxeHi Hakazom [CTC3l CB Ykpainu Ne 50 Big
10.05.2006 p;

Haka3u Ta po3nopsaaxeHHs AN "EHEPTOPUHOK".

1.4 Mopensb 3arpo3 LICK po3pobneHa 3a pe3ynbtatamu:

aHanily apxitektypu i knacudikadii pecypcis LJCK Ta 1noro cknagoBmx 4acTuH;

aHanizy HedopmanbHOi Mogeni MOXNUBUX iHOPMAaLINHUX MNOTOKIB Y  dYHKUiOHANbHUX
nigcuctemMax, cknagosux vyactuHax i LICK B uinomy;

BM3HA4YeHHSA i aHani3dy iHdopmauinHux pecypcis cknagosux YactuH i LICK B uinomy, nignaratoumx
3axucTy (06'eKTiB 3aXuUCTy);

BU3HAYeHHA nepeniky 3arpo3 i MOXIUBUX KaHarniB BUTOKY iH(pOpMaLLii 3 OLHKOI MOXINBUX BTpaT y
pasi 34iVCHEHHS 3arpos.

1.5 JaHa mopenb Bu3Hauyae CKNag i Axepena 3arpos, OUiHKY MOXIIMBOCTI iX MposBYy, LIASXWU iX
3AiNCHEHHSA, OLLIHKY OYiKyBaHOro 36MTKy Bif, peani3adiji 3arpoas.

1.6 Mogenb 3arpo3 LUCK npusHaveHa gns aHanisy pusukiB, BU3Ha4YeHHA NonitTukyn 6e3nekun iHdopmadii
i Bumor go KC3I UCK, popmyBaHHa nnaHiB TexHiYHoro 3axucty iHdopmadii (T3l), peanizauji opraHizauinHux,
NEPBMHHUX | OCHOBHUX TEXHIYHUX 3axogiB 3axucTy 130/, i koHTponto yHKuUioHyBaHHs KC3I LICK.
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2 CTUCIIA XAPAKTEPUCTUKA LICK | TEXHOOr i OBPOBKM IHOOPMALIIT

2.1 Ctncna xapaktepuctuka LICK i TexHonorii o6pobku iHdopmalii HaBefeHi B poA. 2 Ao nnaHy
3axucty iHopmadii B LICK.
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3 3ArPO3M AnsA IHEPOPMALYI, AKA OBPOBJIAETLCA B LICK

3.1 HasaeHicTb iHdopMaLinHuX 3B'A3KiB 3 iIHPOPMaLiHAMM CUCTEMAMM iHLLIMX OpraHi3aLin Ta Bi4OMCTB,
BMKOPUCTAHHA HauioHanbHMX i KOPNOpaTUBHUX CUCTEM MNepefadi, WO 3HaxXOoAAaTbCA MNi4 YNpaBRAiHHAM iHLLMX
onepaTopiB, i HagaHHA MNocnyr KopucTyBauyam, fiki He € cniBpobiTHkamn LICK, cTBOptloloTb nepeaymoBu
BMHUKHEHHSA 3arpo3 Aans iHdopmalii i pecypcis LLCK.

3.2 3arposu gns iHdopmaluii, ika 06pobnsaeTbCs B CKNAAoBUX YacTMHAX Ta NepPecunaeTbea No KaHanax
nepepadvi fAaHuX, 3anexatb Bi4 XapakTepucTuK obuucnioBanbHOi cuctemMu, i3MYHOro cepefoBuLla,
nepcoHany, TexHororiin o6pobkn i obpobntoaHoi iHopmauii LICK. 3arpo3m moxyTe matu 06'eKTMBHY abo
cy6'ekTMBHY npupoay. 3arpo3u, siki MaloTb Cy6'eKTUBHY nNpupoay, MOXyTb 6yTn BUNagKoOBUMU (HEHABMUCHUMM)
ab0 HaBMUCHUMM.

3.3 [1na KoMmnoHeHTiB NnokanbHoi obuucntoBanbHoi mMepexi (JTOM) Ta 30BHiWHIX KaHaniB nepegadi
AaHmx LLICK noTeHujiitHO MOXNMBMMIY AXepenamu 3arpo3 06'eKTMBHOI NPUPoOAM MOXYTb BYTH:

— BWMNAQKOBi 3MiHM YMOB 30BHiWHLOrO i3NYHOro cepepoBuwa (3@ Mexamu Oygieni abo
KOHTPOJNIbOBaHOI 30HM 00'eKTY), TaKi Ik CTUXilHi nNuxa i aBapii, 3eMneTpyc, NoBiHb, Noxexa abo iHwWi
BMMNaAKoBi Noaji;

— BMNAgKOBIi 3MiHM YMOB BHYTpIWIHLOrO i3nyHOro cepepoBuia (ycepeamHi  6ygisni  abo
KOHTPONbOBaHOI 30HM) Taki, AK aBapid CUCTEMW eneKTpornocTavyaHHA npumiweHb 6yaisni,
pyViHyBaHHA OyAiBENbHUX KOHCTPYKUIA MNpuMmilieHb OypaiBni, 3aTOMNEHHS MpUMILLEHb YHACRiooK
aBapii iHXEeHepHMUX KOMYHiKaLin XONogHOro BOAOMOCTAYaHHA Ta OManeHHs, noxexa Ta iHwi
BMNaAKOBi NOAl;

— BMNapKoBi 360i i BiAMOBM B pob0Ti OCHALLLEHHS | TEXHIYHUX 3acobiB koMnoHeHTiB LICK.

3.4 MoTeHUiNHO MOXNUBMMU AXepenamMm 3arpo3 cyb'eKTUBHOI NpUpoan MOXyTb ByTu:

— HaBMWUCHI 3MiHM YMOB 30BHilUHbOro i3nM4HOro cepepoBuwa (3a Mexamu 6Oyaini abo
KOHTPONIbOBaHOI 30HM 06'eKTy), Taki AK BnnuBM (aBapii, noxexa abo iHWi HaBMUCHI nogji) Ha
KOMyTaLjiiiHi By3nu i KaHanu (TpakTun) nepepadi NepBMHHOI MepeXi 3B'a3Ky i T. iH.) ;

— 3MiHa YMOB BHYTpILLIHbOro hi3nyHoro cepenosuLLa (ycepeauHi 6yaisni abo KOHTPONbLOBAHOI 30HU),
Taki sK aBapis CUCTEMM efleKTpornocTayaHHa npuMilleHb Oypaieni, pywHyBaHHA OypiBenbHUX
KOHCTPYKUiA npumiweHb OypiBni, 3aTONNEeHHA MpUMILLEHb YHAcnNigAOK aBapii  iHXeHepHUX
KOMYHiKaL|iil XOI04HOro BOAOMNOCTA4YaHHS Ta onaneHHs, noxexa abo iHWi BunagkoBi Noait;

— Hacnigkv NoMWmoK nif, 4Yac MpOeKTyBaHHA i po3pobku kKomnoHeHTiB LICK (TexHiyHux 3acobis,
TexHonorii 06pobku iHdopmaLlii, nporpaMHux 3acobis, 3acobiB 3axnCTy, CTPYKTYp AaHWX Ta iH.);

— nomunku nepcoHany (kopuctysadis) LICK nig yac ekcnnyaTauii obnagHaHHa i TEXHIYHUX 3acobiB
komnoHeHTiB LICK;

— HaBMWUCHI Aji (cnpobu) NOTEHUiNHMX MOPYLIHWKIB Nifg 4Yac ekcnnyaTauii obnagHaHHSA i TeXHIYHMX
3acobiB komnoHeHTiB LJCK.

3.5 [Ixxepenamu HaBMWUCHUX MACUBHMX i aKTMBHMX 3arpo3 y BigHoweHHi LICK MoXyTb 6yTn BHYTpILLHi
(HenosanbHi cniBpobiTHMKM) i 30BHIWHI (kopuctyBayi LICK i T.iH.). [OXxepena BWHUKHEHHs 3arpo3 w040
cknapgoBux YacTuH LICK rpynytoTbcst Ha Knacu. Y CBOK Yepry KOXHUI Kiac 3arpo3 BKIYae CYKYMHOCTI 3arpoas,
LLIO 3rpynoBaHi No kaHanax peanisadii.

CuctemMHa knacudikauia 3arpo3 LICK BukoHaHa 3a HaCTynHUMU KpUTepisaMmu:
a) No MicLo 3HaxXooXeHHs iHdopMmalLlii i pecypciB LWoOAO NpoLecy aBToMaTu3oBaHoi 06pobku:

— 3arpo3u MOXyTb BUSIBUTUCS HE3ANeXHO Big, 06pobku, TO6To 06yMOoBNEHi camuM hakToM iCHYBaHHS
LCK;
— 3arposu, Lo NposiBASIOTLCA TiNbKW B NpoLeci 6e3nocepeaHboi 06pobku iHdopmallii;

6) No NONOXEHHI0 AXXepen 3arpo3 woao komnoHeHTiB LUCK i ix B3aemogii 3 KOMNOHEHTaMu:

— 30BHIlLHI oXepena 3arpo3, To6TO AXxepena 3arpo3 3HaxoAATbCA 3a MeXaMW CKIafoBUX YacTuH
LCK;
— BHYTPpILWHI oxepena 3arpo3, To6To AXxepena 3arpo3 3HaxogATbCA B Mexax cknafoBux YyactuH LICK;

B) NO B3a€EMOZIi axepen 3arpo3 3 komnoHeHTamu LICK:

— 6e3 3MiH B KOMMOHEHTax cknagoBux YactuH LICK;
— 3 BMNApKoBMM abo HABMUCHMM BHECEHHSAM 3MiH B TEXHIYHI 3ac0o6u, nporpamu, 6a3m gaHux i T.iH.
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3.6 MNMoeaHaHHs 3HayYeHb 06paHMX KpUTEPIIB YTBOPKOKTL MHOXWUHY 3 LUECTW BapiaHTiB, KOXHUI 3 SKNUX €
Krnacom OAHOpIgHUX 3a NeBHUMU O3Hakamu 3arpo3 iHgopmauii B LICK. Knacu 3arpo3s iHdopmauii B8 LUICK

HaBepeHi B Tabn. 1.

Tabnuuga 1 - Knacu 3arpos iHdopmalii B LLICK

IMonoxeHHa iHdopMali, WO 3axXmLLLaeTbCs
lMonoxeHHa gxepena 3arpo3 He 3anexuTb Bif, NposiIBNAETbCA Npyn

06pobKu 06pobu;

Mo3a mexamu LICK i noro cknagoBux 4acTtuH 1 knac 2 Knac

B mexax LICK i noro be3 3MiHM KOMMOHEHTIB 3 knac 4 xnac
CKnagoBuX YacTUH LICK

3i 3MiHOKO KOMMOHEHTIB 5 knac 6 knac
LICK

3.7 B Tabn. 2 HaBeaeHa CTPYKTypa i nepenik CyTTEBMX 3arpo3 (kaHaniB HeCaHKL,iOHOBaHOrO OTPUMAaHHS
iHdopmalii, KHOI) 3a knacamu 3arpos. ig KHOI posymitoTbcs Taki MoXNuBI cnocobu 3OiCHEeHHsT 3arpos,
Hacnigkom siKux Moxe byTu oTpumaHHs (abo Hebeaneka oTpuMaHHs) iHbopMalii, Wo 3axuwaeTbesl, ocobamm
abo npouecamu, WO He MatoTb Ha Lie NOBHOBAaXEHb.

Tabnuuga 2. CTpykTypa i nepenik kKaHanie HeCaHKLiOHOBaHOro OTpMMaHHs iHdopmallii
Knac KHOI

dakTopu, HacniaKoM SK1x Moxe 6yTn oTpumaHHs (abo Hebesneka

OTpUMaHHS) iHbopMaLii, Wwo 3axmwaeTbcs, ocobamm abo
npouecamu, fkKi He MalTb Ha Lie MOBHOBaXEHb.

NMOMWIIKU | CUCTEMHI HEeY3roA>XeHOCTi MPU NPOEKTyBaHHi

apxiTekTypu cuctemu, TexHorsorii 06pobku iHdhopmalii, po3pobui

NpUKNagH1MX Nporpam;

po3rofollyBaHHs, nepefgada abo BTpaTa aTpubyTiB pO3MeXyBaHHS

pocTyny (naponi., Kno4iB WNQpyBaHHSA, ineHTUdIKaLinHNX KapTok

iT.Nn.);

po3KpaaaHHs HociiB iHdopMalLii 3 Micup 36epiraHHs;

NiACNyXoByBaHHSA PO3MOB 0Ci0, LLLO MaloTb BiHOLIEHHS A0 pilleHHs

TemaTuyHux 3agay LCK;

NPOBOKaLlisi Ha PO3MOBM 0Cib, AKi MaloTb BiHOLEHHSA A0 pilleHHs

TemaTnyHmx 3agay LCK;

BUKOPUCTaHHA MOPYLUHWKOM Bi3yanbHKX 3acobiB;

BUKOPUCTaHHA NOPYLUHUKOM ONTUYHUX 3acobiB;

BUKOPUCTaHHA NOPYLIHUKOM aKyCTUYHUX 3acobiB.

360i i noMmunkn B poboTi anapaTHo-NporpamMHux 3acobis B NpoLeci

06pobkn 130[;

KHOI 1-ro knacy - kaHanu
BUABNAOTHCA 6e3BiAHOCHO A0
06pobku iHdopmauii i 6e3 gocTtyny
NMopyLHUKa A0 ENEMEHTIB CKNagoBUX
vyacTtuH LICK.

KHOI 2-ro knacy - kaHanu
BUSIBNAOTLCSA B NpoLeci 06pobku
iHdopmaLii 6e3 gocTyny nopyLuHMKa nomuku B nporpamax obpo6ku 130, ki MOXyTb NpMBECTM [0
[10 eNnleMeHTIB CKI1TaJoBUX YaCTUH BUTOKY iH(opMalLLii;

LICK. nepefaya faHux 3a NOMUIIKOBOK afipecoto aboHeHTa (MoMUIKoBa
3MiHa MappyTy);

nepexonseHHs iHpopmalii B niHiax (KaHanax) 3B'A3Ky mepexi
3arafibHOro KOPUCTYBAHHSA LUNAXOM MiOKMHYEHHS;
€neKTpPOMarHiTHi BUNPOMiHIOBaHHA NPUCTPOIB HarnsagHoro
BiI0OpaXeHHS;

nobiYHi eneKkTpoMarHiTHI BUNPOMIHIOBaHHSI TEXHIYHMX 3acobiB
06pobkun 130[;

€NeKTPOMarHiTHi BUNPOMiHIOBaHHS NiHiN 3B'A3KY;
ereKTpoMarHiTHi BUNPOMiHIOBaHHA A0MOMIXHOI anapaTtypu;
napa3uTHi HaBeeHHA B KOMYHiKaLigX BOAONOCTaYaHHS;
napa3uTHi HaBeleHHA B MepexXi TennonocravyaHHs;

napasunTHi HaBefEeHHs B CUCTEMaXx BEHTUNALI;

napa3uTHi HaBEAEHHS B LUMHAX 3a3E€MJIEHHS;

napasuTHi HaBefEeHHs B NaHutorax Yyacodikauir;

napasuTHi HaBefEeHHs B NaHutorax pagiodikaw,i;

napaswnTHi HaBefeHHsA B NaHuorax TenedoHiladii;

napasuTHi HaBeleHHA B MepeXaXx XUBMNeHHS;

NiaKNI4YeHHA reHepaTopiB BY-HaB'a3yBaHHS;

nigKniYeHHs anapaTypu peecTpauii;

KOMitoBaHHA GnaHKiB 3 BUXIQHUMW AaHUMMK;

KOMilOBaHHA MarHiTHMX HOCIiB;

KHOI 3-ro knacy - kaHanm
BMABNSAOTbCA 6€3BiAHOCHO A0
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06pobkum iHdopmaLii 3 LoCTynoM
NoOpYyLUHMKa A0 eNEMEHTIB CKNagoBuX
yactuH LICK, ane 6e3 3MiHU OCTaHHiX.

KOMilOBaHHA 3 MPUCTPOIB BifoOpaXeHHs;
KOMitOBaHHA BUXiOHUX OOKYMEHTIB;

KOMilOBaAHHA iHWWNX [OKYMEHTIB;

pO3KpadaHHs BUPOOHMYMX BIOXOAIB;

nigKyn, WaHTaxX KopuUcTyBayiB, AKi npauttoTb 3 130/,

KHOI 4-ro knacy - kaHanu, Lo
BUSIBNAOTHCS B NpoLeci 06pobku
iHdbopMmaLii 3 4OCTYNOM NOPYLUHWUKA
00 eNneMeHTIB CKNagoBuxX YacTuH
LICK, ane 6e3 3MiHW OCTaHHiX.

3anam'aToByBaHHSA iHpopMaLii Ha 6naHkax 3 BUXiAHUM faHUMU;
3anam'aToByBaHHS iHbopMaLlii 3 NpMCTPOIB BifOOpaxXeHHs;
3anam'aToByBaHHA iH(popMaL,ii Ha BUXiIOHNX OOKYMEHTaX;
3anam'aToBYBaHHsI CNyX60BUX AaHUX;

KonitoBaHHSA (doTorpadyBaHHS) iHdopMaLii 3 NpUCTpoiB
Bifo6paxeHHs B npoueci 06pobku;

BXif, B cuctemy B 06xig 3acobiB 3axucTy;

YMTaHHA 3anuULLIKOBOI iHOpMaLLii 3 onepaTUBHOI NaM'ATI | 30BHILLHIX
3anam’aToBYIOYMX MPUCTPOIB,;

BUKOPUCTaHHSA NPOrpamMHUX «NacToKy;

MacKyBaHHS Nif 3apeecTpoBaHOro KOpNCTyBaYa;

BMKOPUCTaHHA HEAONiKiB MOB NporpamMyBaHHS;

BMKOPUCTAHHS HEOOrMiKiB onepauinHnuX cCUcTem;

BUKOPUCTaHHA 3apaXeHHs NporpamMHoro 3abesneyeHHs “Bipycom”;
HecaHKLioHOBaHa 3MiHa 0COBUCTUX NOBHOBaXeHb abo
NOBHOBAaXEHb iHLLIMX KOPMUCTYBaYiB Ha BiANpaBAeHHS | OTPUMaHHSA
MoBiJOMINEHb;

MacKyBaHHS Nif 3apeecTpoBaHOro kopucrtysaya abo 3anutu
cucTemu;

BMOa4a OHOro 06'eKTY 3a iHLIOro 3 METOK BUKOPUCTAHHS MOro
NOBHOBaXeHb A1 hopMyBaHHA NOMUIKOBOI iHhopMmalLii abo
KOMaHp, ynpaBniHHS;

BMaayva ogHoro o6'ekty abo cyb'ekTa 3a iHLWoOro Ans Toro, Wwob
3HATK 3 cebe BiANOBIAANbHICTb 32 peani3oBaHi abo cnpobu
peanisyBaTu NEBHi 3arpo3u;

CaHKLiOHYBaHHSA MOMUKOBUX OOMIiHIB NOBIAOMMAEHHSAMM abo ix
niagTBEpOXEHHS;

KHOI 5-ro knacy - kaHanu, Lo
BUABNAIOTHCA 6e3BiAHOCHO [0
06pobkum iHdopmaLii 3 AoCTynoM
NopyLUHMKa A0 €NEMEHTIB CKNaaoBux
yacTuH LICK 3i 3MiHOI OCTaHHiIX.

nigmiHa 6naHkiB, MarHiTHUX HOCIiB, BUXIOHUX LOKYMEHTIB,
enemMeHTiB nporpam, enemeHTiB 6a3 faHux;

po3KpafaHHA 6raHkiB 3 BUXiIOHUM AaHMMMW, MArHiTHUX HOCIIB,
BUXIOHUX JOKYMEHTIB, iHLUMX OOKYMEHTIB;

HeCaHKLiOHOBaHWI AOCTYN (BUKOPUCTaHHSA) A0 NPUCTPOIO i
iHdopMmaLinHo-nNporpamMHoro 3abeaneyveHHs (y ToMy yucni 6asam
OaHuXx);

3MiHa pexXnmiB TexHi4YHUX 3acobie abo nporpam;

BMNpPOBaAXEHHS | BUKOPUCTaHHA HECAHKL,iOHOBAHOro MporpamMHoro
3abe3neYeHHs;

HEKOMMEeTEHTHE BUKOPUCTaHHs1, HacTpoika abo HenpaBoOMipHe
BiAKMIOYEHHS 3ac06iB 3aXMCTY NEepPCoHarioM Cnyx6 3axucTy;
BMNpOBa[XEHHs anapaTHUX i NPOrpaMHUX «3aknafoK» i «BipycCiB»;
34MTyBaHHA 3anukoBoi iHdopmalii B O3I1 nicna BUKOHaHHA
CaHKLiOHOBaHWX 3anuTiB.

KHOI 6-ro knacy - kaHanu, Lo
BUABNAKTHLCA B NpoLeci 06pobku
iHbopMalLlii 3 4OCTYNOM MOpYLUHUKA
00 enemMeHTiB cknagosux YactuH LICK
3i 3MiHOIO OCTaHHiX.

He3aKOoHHe MiKIMIYEeHHS A0 anapaTypu;

HecaHKLiOHOBaHWI AOCTYN (NiAKMYEHHSA, 3MiHa) A0 NPUCTPOIB i
iHdopMmaLinHo-NporpamMHoro 3abe3neyveHHs (y ToMy yucni 6aszam
OaHuXx);

He3aKOHHe NiAKIIOYEHHA 00 NiHIN 3B'A3KY;

3HATTA iHoOpMaLii Ha LMHAX XUBMEHHA NPUCTPOIB HaArnagHoro
Bifo6paxXeHHs;

3HATTA iIHOPpMaL,i Ha LUMHAX XUBNEHHA NpoLecopis;

3HATTA iIHOpMaL,i Ha LUMHAX XUBNEHHA anapaTypu 3B'A3KY;
3HATTA iHOPMAL,i Ha LUMHAX XUBNEHHA APYKYOUMX NPUCTPOIB;
3HATTA iHOpMaL,i Ha LUMHAX XMBNEHHA anapaTypu NiHii 3B'a3Ky;
3HATTA iH(DOPMAL,i Ha LUMHAX XUBNEHHA 30BHILLHIX
3anamMm’aToBYHOUUX NPUCTPOIB;

3HATTA iHpOpMaLii Ha LWMHAX XMBMEHHS AOMOMIXHOI anapaTypwu;
OoTpuUMaHHs aTpubyTie goctyny B JIOM 3 HacTynHUM ixX
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BUKOPUCTAHHSM A8 MacKyBaHHS NiJ, 3apeecTpoBaHoro
KopucTyBaya (“mackapapg’);

BMPOBaAXeEHHs | 3acTocyBaHHs 13 3a60pOHEHOr0 NOMITUKO
6e3nekun abo HecaHKLiOHOBaHe BUKOpUCTaHHs M3, 3a gonomorow
SKOro MOXHa OTpuMMaTK AOCTYN A0 KPUTUYHOI iHhopMmauit
(Hanpvknag, aHanizaTopis 6e3nekn Mepexi).

3.8 BnnuB 3arpo3 iHdopmalLinHoi 6e3nekn Ha BnactuBocTi iHdopmaluii i LICK

3.8.1 B Tabn.

3 HaBepeHi

CTPYKTypa i nepenik KaHaniB MOTEHUINHO MOXUBUX MPUYNH

HeCcaHKLiOHOBaHOro nopyLleHHs LinicHocTi abo pocTynHocTi iHdopmauii (KHU) no knacax 3arpos. Mig KHU,
pO3yMiloTbCA Taki MOXIMBI cnocobu 3AiNCHEHHS 3arpo3, HacniAKOM MposiBY AKUX Moxe O6yTu nopyLleHHN
ocobamu abo npouecamu, WO HE MalTb Ha Lie NOBHOBaXeHb, i3MYHOI i NoriYyHol LinicHOCTi abo AOCTYNHOCTI

iHcbopmaLii.

Tabnuua 3 - CTpykTypa i nepenik KaHanie MoTeHUiNHO MOXMMBUX MPUYNH HECaHKLIOHOBAHOIO MOpPYLUEHHS
uinicHocti abo pocTynHocTi iHcpopmaLii

Knac KHU[

dakTopu, HacnifKoM NposiBy SKMX Moxe 6yTu nopyLueHHss ocobamu abo
npouecamu, WO He MakTb Ha Lie NOBHOBaXeHb, (Pi3NYHOI i NOriYHOI
uinicHocti abo gocTtynHocTi iHpbopmauii

KHL 1-ro knacy - kaHanu
BUABNAKOTHCA 6e3BiAHOCHO [0
06pobku iHcbopmauii i 6e3
0OCTyny NopyLIHMKa A0
eneMeHTIB CKNafoBuUX YacTuH
LICK.

BMNagKoBe abo HABMUCHE 3HULLLEHHS HOCITB iHhopMaLii B Micusax
30epiraHHs;

BMNAagKOBi 3MiHWM YMOB 30BHIiLLHBOrO (Di3NYHOro cepegosuLLa (3a Mexamu
6ynisni abo KOHTPONbOBaHOI 30HM 06'EKTY) Taki AK: CTUXINHI Nuxa i aBapii,
3eMneTpyc, NoBiHb, MOXexXa abo iHWi BUNagKoBi NoAii;

BMMAAKOBI 3MiHM YMOB BHYTPILLHBbOro (hi3n4HOro cepenoBula (ycepenuti
6ynisni abo KOHTPONIbOBAHOI 30HW) TaKi SIK: aBapis CUCTEMMU
eneKTponocTadyaHHa npumMillleHb byaisni, pynHyBaHHA OyaiBenbHUX
KOHCTPYKLi NpuMiLLeHb 6yaiBni, 3aToNNeHHs NpMMiLLleHb BHACNiAoK aBapii
iHXEeHEepHMX KOMYHIKaLin XONogHOro BOAOMOCTaYaHHs, onantoBaHHS,
noxexa abo iHwWi BUNaaKoBi Noa;;

BMNagKoBi 360i (HenpaBuiibHE BUKOHAHHS OYHKL,iI) i BiAMOBM (MOBHWI
BUXig, 3 Naay) B poboTi o6nagHaHHA | TEXHIYHUX 3acobiB komnoHeHTiB LICK;
BiAMOBM Ta 360i HOCIIB iHopMmalLii;

HEBMKOHAHHSA BUMOT 0 OpraHi3auinHnx 3axoais 3axucTy gitoumx B LICK
po3nopsaavnX JOKYMEHTIB.

KHLU, 2-ro knacy - kaHanu
BUABNAKTHCA B NPOLECI
06pobku iHbopmali 6e3
OOCTyny MOpyLUHMKA O0
eneMeHTIB CKNagoBuxX YacTuH
LICK;

NigKMOYEHHS reHepaTopiB NepeLuKoa;

3HULLLEHHSA HOCITB iHbopMaLii B MicLsix 36epiraHHs;

BMMaAKOBI 3MiHM YMOB 30BHILUHBOro hi3NYHOro cepenoBuLLa (3a Mexamu
6yaieni abo KOHTPOIbOBaHOI 30HN 06'EKTY) TakKi IK: CTUXIiVHI Nuxa i aBapi,
3eMneTpyc, NoBiHb, NoXexa abo iHWi BUNaakosi nogii);

BMNaakoBi abo HABMUCHI 3MiHWM YMOB BHYTPILLHBOrO (hi3n4HOro
cepefoBuLLa (ycepeamHi byaisni abo KOHTPOSIbOBAHOI 30HW) TakKi SIK: aBapis
CUCTEMM ENEKTPONOCTa4YaHHsa NpuMilLleHb ByaiBni, pyiHyBaHHSA
6yaiBenbHMX KOHCTPYKLi NpuMilLeHb OyaiBni, 3aTONMEHHA NPUMILLIEHb
BHacCnNioK aBapii iHXeHepHUX KOMYHiKaLii XOno4HOro BoAonocTavyaHHs,
onanoBaHHA, noxexa abo iHLWi BUNaaKoBi nog;i;

BMNagKoBi 360i i BigMoBM B pob0Ti 06nafgHaHHs i TexHiYHUX 3acobiB
komnoHeHTiB LICK;

BiAMoBM i 360i HociiB iHcbopMmaLii;

HEBMKOHaHHSA BUMOT 0O OpraHisaLinHnx 3axoais 3axucTy fitounx B LLICK
po3nopagvux AOKYMEHTIB.

KHLU 3-ro knacy kaHanm
BUABNAKTLCA 6e3BiAHOCHO A0
06pobku iHdopmaLyi 3
OOCTYMNOM MOpYLUHMKA [0
eneMeHTIB CKNafloBUX YacTUH

LICK, ane 6e3 3MiHM OCTaHHiXx.

HenpaBoMipHa 3MiHa pexuMiB poboTu enemeHTiB cknagosBux YyacTuH LICK
(oKpemMux KOMMoHeHTiB, obnagHaHHs, M3 Ta iH.);

3anyck TecToBux abo TeXHOMOriYHMX NPOLIECIB, siKi 34aTHI NpUBeCTM A0
HEe3BOPOTHMX 3MiH B cucTeMi (Hanpuknaz, dopmMmaTyBaHHS HOCIiB
iHdbopMmaLii);

BMMNaaKoBi 3601 i BigMOBKM B pobOTi OCHALLEHHS | TEXHIYHNX 3acobiB
komnoHeHTiB LICK;

HEBMKOHAHHA BUMOT 00 OpraHi3auinHnx 3axoAiB 3axucty pgitoumx B LICK
po3nopsaaYMX AOKYMEHTIB;

HacnigkM HEKOMMNETEHTHOrO 3aCTOCYBaHHA 3acobiB 3aXMCTy.

KHL [ 4-ro knacy - kaHanu,

HernpaBoMipHa 3MiHa peXxuMiB pob0TU enemMeHTiB CKNafoBMUX YacTuH
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LLLO BUABMSIIOTLCA B NPOLIECI
06pobku iHdopmaLli 3
OOCTYMNOM MOPYLUHMKA J0
eNleMeHTIB CKNa0BmNX YaCTUH
LICK, ane 6e3 3MiHW oCTaHHiX.

(OKpemMux KOMMOHEHTIB, obnagHaHHA, M3 Ta iH.);

3anyckK TeCToBMX abo TEXHOMOrYHMX NPOLLECIB, AKi 34aTHI NpMBECTU O
HEe3BOPOTHMX 3MiH B cucTeMi (Hanpuknag, dopmMmaTyBaHHsA HOCIiB
iHcbopmaLii;

BMNagKoBi 360i i BigMOBY B pob0Ti 06nagHaHHs i TexHiYHUX 3acobiB
komnoHeHTiB LICK;

HEBMKOHaHHA BUMOT 0O OpraHisaLinHnx 3axoais 3axucTy gitoumx B LLICK
po3nopaaYnx AOKYMEHTIB;

NOMWIIKK Mif, Yac BBEAEHHS AaHUX B CUCTEMY, BUBEAEHHSA aHKX 33
NOMWIIKOBMMM agpecamm NpUCTPOoiB, BHYTPILLHIX | 30BHILLHIX aBOHEHTIB Ta
iH.;

HernpaBoMipHe BNpoBaaXEeHHS i BUKOPUCTaAHHS 3a00pOHEHOr0 NOSiTUKOI
6e3nekn M3 (Hanpuknag, y460Bi i irpoBi Nporpammn, CUCTEMHE | NpUKNagHe
3abe3neyeHHs Ta iH.);

HacniAKM HEKOMNETEHTHOrO 3aCTOCYBaHHs 3acO6iB 3aXUCTY;

BiAMOBa ofepXyBaya (BianpaBHUKA) Big dakTy npuinomy (nepeaadi)
iHdbopMaLii abo TBEpAXEHHS, WO BOHA NPUAHSATA (NepeaaHa) B iHLWWI Yac;
(opMyBaHHA oaepXyBadeM NOMUIKOBOI iHpopMmallii, HIBUTO OTpMMaHOI Bif
BiANPaBHWKA;

TBEPAXEHHS Mpo Te, L0 NOoBiAOMIIEHHS abo 3annT nepegaBanuncs, xo4a
Hacnpasgi BOHM He nepepaBanucsa abo nepepaBanucs B iHWWIA Yac;
TBEPAXEHHSA MpPO Te, L0 NOBiAOMIIEHHSA abo 3anuT OTPMMaHO Bif, MEBHOIO
KOpWCTyBa4a, Xxo4a Hacrnpasgi BOHU chopMOBaHi oepXyBayem
(nopyLHUKOM);

HaBMUCHa 3MiHa oep>XyBayeM NoBifOMIIEHb 3 METO MOPYLUEHHS iX
LLINICHOCTI | aBTEHTUYHOCTI;

hopMyBaHHS BiANPaBHUKOM MOMUIIKOBOIO MiATBEPAXKEHHS OTPUMAHHSA
iHdopMalii, HIBUTO NPUNHATOrO Bif OAEPXyBaya.

KHU/L, 5-ro knacy - kaHanm,
LLIO BMABMATbLCA
6e3BigHOCHO 0,0 06pO6KM
iHpbopmMaLii 3 goCTynom
NnopyLUHMKa 00 efleMEeHTIB
cknagoBux YacTuH LJCK 3i
3MiHOK OCTaHHiX.

BMMNaAKoBi 300i i BigMOBKM B pobOTi 06nafgHaHHSA | TEXHIYHNX 3aco6iB
komnoHeHTiB LICK;

HeHaBMUCHe 3apaxeHHs “Bipycamu’;

HEBMKOHaHHA BUMOT 00 OpraHi3auinHnx 3axoaiB 3axucty pitoumx B LICK
po3nopsaaYnx AOKYMEHTIB;

NOMWSIKK Mif, Yac BBEAEHHSA AaHUX B CUCTEMY, BUBEAEHHSA AaHUX 33
HEeBIpPHUMM agpecamMy NPUCTPOIB, BHYTPILLHIX i 30BHILLHIX aDOHEHTIB Ta iH.;
HenpaBOMipHe BNPOBafXEHHS | BAKOPUCTaHHA 3a60pPOHEHOrO MOMITUKO
6e3neku M3 (Hanpuknag, y460B8i i irpoBi nporpamu, cUCTEMHe | NpuknagHe
3abe3neyeHHs Ta iH.);

HacnigkM HEKOMMNETEeHTHOro 3acTOCyBaHHS 3aco6iB 3axuUCTy;

BKJIIOYEHHSA B NporpamMv MOAyniB TUNY “TPOAHCBKWI KiHb”, “Oomba“ Ta iH.;
BMAa4va ogHoro o6'ekTy abo cyb'ekTa 3a iHWOro, gnd Toro, Wwob 3HATU 3
cebe BignoBiganbHicTb 3a peanisoBaHi abo cnpobu peanisyBaTtu MeBHi
3arposm.

KHUA, 6- ro knacy - kaHanw,
LLO BUSABASAKOTLCH B NPOLECI
06pobku iHbopmali 3
[OCTYNOM MopyLIHMKa [0
eneMeHTIB CKNafloBMUX YacTUH
LICK i3 3MiHOIO OCTaHHiX.

NOLLKOOXEHHsI anapaTypw, Nporpam, enemMeHTiB 6a3 gaHux, HOCIiB AaHux,
BUXiOHMX OOKYMEHTIB;

Oii, SKi npuBOAATbL A0 BiAMOBU OKpeMmx KoMmnoHeHTiB LICK, nopyLueHHs
anapaTHuX, NporpamMHux, iHdopmMaLinHux pecypciB (06nagHaHHA, KaHanis
3B'A3KY, BifAaneHHsa aaHnx, Nnporpam Ta iH.);

HEeCaHKLiOHOBaHUM A0CTyN (MigKMIOYEHHS, 3MiHa) [0 NPUCTPOIO i
iHhopmaLiiHo-nporpamHoro 3abesneyveHHs (y ToMy uncni 6azam gaHux);
nopyweHHs ¢i3nyHoi uinicHocTi LLCK (okpemnx KOMNOHEHTIB, MpUCTPOIB,
obnagHaHHS, HociiB iHdopmaLii);

NOpYLLEHHA pexXuMiB (PyHKLiOHYBaHHA (BUBELAEHHA 3 Najy) cuctem
xutte3abesneveHHs LUICK (enekTpoXMBEHHS, 3a3EMSIEHHA, OXOPOHHOT
curHanisauii, BEHTUNALiS Ta iH.);

NnopyLLeHHs pexumis yHkuUioHyBaHHs1 LICK (obnagHaHHs i M3);
BMPOBaAXEHHSA i 3aCTOCYBaHHA KOMMN'IOTEPHUX BipYyCiB, 3aCTaBHUX
(anapaTHuX i NporpamMHUX) NPUCTPOIB, iHLWIMX 3ac06iB PO3BIAKY;
BNPOBafXeHHs i 3acTocyBaHHs 13 3a6opoHeHoro nonitukoro 6e3nekun abo
HecaHKLUiOHOBaHe BUKOpUCTaHHSA 3, 3a AONOMOrot AKOro MoxHa
oTpUMaTK JOCTYN A0 KPUTMYHOI iHdopMalii (Hanpuknapg, aHanisaTopis
6e3nekn mepexi).
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4 MOJE/b NOPYWHUKA

4.1 Mopenb nopyLlHMKa - abcTpakTHMIN HedhopMani3oBaHU ONuC Ai NOpYLIHMKA, sSiKUA Bigobpaxae
NOro NpakTU4Hi Ta TEOPETMYHI MOXISTMBOCTI, anpiopHi 3HaHHSA, Yac i Micue Aii i iH. o BiAHOLWEHHIO A0 CKNnagoBux
yactuH i LUICK B Linomy nopyLHUKU MOXYTb BYTU BHYTPILLHIMK (3 Yicna NepcoHany Ta KOpUCTyBayiB CUCTEMN)
ab0 30BHiILLUHIMK (CTOPOHHI 0cobU abo Byab-AKi 0cobu, Ki 3HAXOAATLCA 3a MeXaMu KOHTPONbOBAHOI 30HM).

4.2 B LUCK T1a 1oro cknapoBmx 4acTMHax MOTEHLINHO MOXIMBUMMW € HACTYMHi 30BHILLHI i BHYTPILLHI
Axepena cy6'ekTMBHOI Npupoau (Aani - NOpYLIHNKA) HEHAaBMUCHMUX | HABMUCHMWX 3arpoa:

— HaBMucHi il (cnpobu) MOTEHUiNHMX 30BHILIHIX i BHYTPILIHIX NOPYLUHUKIB Mig 4ac ekcnnyatauii
obnagHaHHs | TeXHiYHKMX 3acobiB komnoHeHTiB LICK;

— HEeHaBMMCHi Aji (nomMunku) nepcoHany (BHyTpiwHi nopywHukn) LICK nig u4ac ekcnnyatauii
OCHalLLeHHs | TEXHIYHMX 3acobiB koMnoHeHTiB LICK.

4.3 MeTo HaBMUCHMX Al 30BHILLHIX i BHYTPILLHIX NOPYLUIHWUKIB MOXYTb ByTK:

— CNPUWYMHEHHA 30MTKIB BRNacHuKy i kopuctyBadam LCK WNAXOM 3HULWEHHA MaTepianbHuX i
iHdbopMaLIiNHKUX LjiHHOCTEN;

— OTpuMMaHHs HeobxiaHoi iHdopmaLii B noTpibHoMy 06'emi i cknapj;

— OTPUMaHHSA MOXIMBOCTI BHOCUTU 3MiHM B iH(pOpMaLLiiHi NOTOKM Y Bi4MNOBIAHOCTI 3i CBOIMM HaMipamu
(iHTepecamu, nnaHamum).

4.4 KnacudikaList 30BHILLHiX | BHYTPILLHIX NOPYLUIHUKIB BUKOHAHa Ha OCHOBI HACTYMHUX KPUTEPIiB:

a) 3a piBHAMM MOXIMBOCTEW, SKi HagatTbcsi iM 3acobamm cknagoeux YactuH LICK. PiBHi €
iepapxivyHMMKM, TOOTO KOXHUI HACTYNHUIA piBEHb BKITOYAE YHKLiOHaNbHI MOXJIMBOCTI NONEpPeaHiX piBHIB:

1)

nepwmnin piBeHb - BMW3HAYaAETbLCA MOXIIMBICTIO BEOEHHA Aianory i MOXIMBICTIO 3anycKy
dikcoBaHoro Habopy 3apad (nporpam), siki peani3yioTb Hanepepn nepegbdaveHi dyHKUiT
06pobku iHdopmaLlii;

OpYrvi piBeHb - BU3HAQYaETbCH MOXIIMBICTIO CTBOPEHHS i 3amycKy BRacHUX nporpam 3
HOBUMU (pyHKLissMM 06pobKYM iHDOpMaLLl;

TpEeTih piBEHb - BU3HAYaAETbCA MOXIUBICTIO YNpaBniHHA YHKLUIOHYBAHHAM CKrafoBUX
yactuH LICK, To6To BnnnBom Ha 6a3oBe nporpamMHe 3abe3nevyeHHs CMCTEMM i Ha cknag Ta
KOHdpirypauito noro obnagHaHHs;

YeTBEPTUI piBEHb - BU3HAYAETLCH MOBHUM O6'EMOM MOXIMBOCTEW OCIO, AKi 3A4iACHIONTb
NPOoeKTyBaHHH, peanisaLiito, BMNpOBaXeHHH, Cynposipf, nporpamHo-anapaTHOro
3abe3neyeHHs LICK, ax oo BkntoyeHHs B cknag LICK BnacHux 3aco6iB 3 HOBUMM DyHKLiaMU
06pobku iHdopmaLyi.

6) 3a piBHeM 3HaHb npo LICK:

1)

2)
3)

4)

BOMNOAj0Th iHpopMmauieto nNpo dyHKuUioHanbHi ocobnueocTi LICK, OCHOBHIi 3aKOHOMIipHOCTI
opMyBaHHA B Hil MacuBiB JaHUX | MOTOKIB 3anuTiB A0 HUX, YMilOTb KOpPUCTyBaTUCH
WTaTHUMU 3acobamu;

BOJIOAiOTb BUCOKMM PiBHEM 3HaHb i AOCBIAOM poboTu 3 TexHiuHumm 3acobamm LICK Ta 3 ix
06CnyroByBaHHS;

BOJOAj0Tb BUCOKUM PiBHEM 3HaHb B obnacTti ob4yMcnioBanbHOi TEXHIKM i MporpamyBaHHs,
npoekTyBaHHs i ekcnnyaTtauii LCK;

BONOAj0Th iHopMaLieto Npo yHKLii i MexaHi3mu fji 3acobiB 3axmcTy.

B) 3a MeTofamu i cnocobamu nopyLUeHb, Lo BUKOPUCTOBYIOTHCS:

BUKOPUCTOBYIOTb BUKJTIOYHO areHTypHi METOAM OTPUMaHHS BiJOMOCTEW;

BMKOPUWCTOBYIOTb NAaCUBHI TEXHIYHI 3ac0bM NnepexonneHHs iHhopMaLiiHUX curHanis;
BMKOPUCTOBYIOTb BUKNIOYHO WTaTHi 3acobm LICK abo Heponiku npoekTtyBaHHAa KC3l ans
peanisauii cnpo6 HC[;

BMKOPUCTOBYIOTb cnocobm i 3acobu akTueHoro Bnnmey Ha LICK, aki 3MiHIOIOTE KOHirypadito
cucteMu (NigKnoYeHHs gopatkoBux abo mopudikauia WTaTHUX TexHiYHMX 3acobis,
NiAKIIOYEHHA 0O KaHaniB nepefadi AaHux, BNPOBaLXEHHS i BUKOPUCTaHHS cneujianbHoro M3
i T.iH.).

r) 3a micuem 3aiNCHEHHSA aji:

1)
2)

6€e3 oTpMMaHHs [OCTYNy Ha KOHTponboBaHy Teputopito LICK;
3 OTPUMAHHSIM [AOCTYMy Ha KOHTPONbOBaHy TepuTopito, ane 6e3 JocTyny A0 TEXHiYHMX
3acobis LICK;
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3) 3 oTpumaHHAM pJocTyny Ao poboumx Micup KiHUEeBMX (y TOMY u4uchi  BigpaneHoro)
kopuctysauis LICK;

4) 3 OoTpMMaHHAM AOCTYyny A0 MiClb HakonuuyeHHsi i 36epiraHHA aaHux (6as gaHux, apxisiB,
pobounx cTaHuji BignoBiaHMX agMiHicTpaTopiB, cepBepIB i T. iH.);

5) 3 oTpumaHHAM AocTyny Ao 3acobiB agMiHicTpyBaHHSA i 3acobiB ynpaeniHHa KC3I cknagoBux
yacTuH LICK.

4.5 BignosigHO A0 knacudikauinHUX KpuUTepiiB B OCHOBY MOAEnNi 30BHILUHIX MOPYLUHUKIB MOKMNajeHi
HACTYMHI NPUNYLLEHHS:

1) kBanidikauis (piBeHb 3HaHb) NOPYLLHUKIB:

— BOJOAIIOTb BWUCOKUM PpiBHEM 3HaHb B o06nacTi obuyucnioBanbHOI TEXHIKM | MporpamMyBaHHs,
NPOEKTYBaHHS i eKCnnyaTayjii aBTOMaTU30BaHUX CUCTEM,;

— BOJNOAIOTb iHopMmauieto nNpo yHKUiT i MexaHiamu gii 3acobiB 3axuCTy onepauiiHuX CUCTeM,
MepexeBux npoTtokoniB i CYB[, aki BukopuctoBytoTbcs B LICK;

— BOJOAIIOTb BUCOKUM piBHEM 3HaHb i AocBiAomM poboTu 3 TexHiyHumm 3acobamm LCK i ix
06CnyroByBaHHS;

— He BOMOAiOTL iHopmauieto npo dyHkuioHanbHi ocobnueocTi LICK, OCHOBHi 3akOHOMIpHOCTI
¢dopMyBaHHA B HbOMY MacuBiB JaHMX i NOTOKIB 3anuTiB A0 HUX.

2) No piBHIO MOXITMBOCTEN, sIKi HagatTbesa iM 3acobamu LICK:

— MOXIMBICTb 3anycky cikcoBaHoro Habopy 3apay (Nporpam), siki peanisytoTb Hanepep, nepeabayeHi
dyHKUiT 06pobKn iHpopmalLli;
— MOXIIMBICTb CTBOPEHHS i 3aMyCcKy BfaCHMUX Nporpam 3 HoBMMK OYHKLisIMU 06po6Ku iHopMaLii;

— MOX/MBICTb ynpaBniHHA (YHKLUiOHYyBaHHAM cknapoBux 4dactuH LICK, To6TO0 BnnuBom Ha 6asose
nporpamHe 3abeaneyeHHsi CUCTEMM i Ha CKNaf Ta KoHQirypadito noro obnagHaHHs.

3) NOPYLHUKN BUKOPUCTOBYIOTb:

— areHTypHi MeToam OTpMMaHHSA BiAOMOCTEN;
— MacuBHi TEXHiIYHI 3acobu nepexonneHHs iIHPOPMaLiiHUX CUTHanIB;
— cnocobu i 3acobu akTMBHOrO BMMBY Ha KOMMOHEHTU ckKnapoBux 4acTuH LICK, fki 3miHoTh

KOHdirypadito cuctemm (NigkniovYeHHa A0 KaHaniB nepepadvi AaHux, BNPOBAAXEHHS i BAKOPUCTAHHS
cneuianeHoro M3 i T. iH.);

4) NOpyLHUKN MalTb MOXIUBICTb peanidyBaTm B cknagosux yactuHax i LUCK B uinomy no kaHanax
HecaHKLIOHOBaHOro otpumMmaHHs indopmaldii (KHOI) HacTynHi knacu 3arpo3 KHOI - 1, 2, 4, 5§ 6 (gus. Tabnuuto
2).

5) nopywHWKn mMaTb MOXNMBICTL peanilyBatu B cknagoBux YactuHax i LICK B uinomy no kaHanax
HeCcaHKLIOHOBaHOro nopyLueHHs uinicHocTti abo goctynHocTi iHdopmauii (KHLLO) HacTynHi knacu 3arpo3 KHU,
-1,2,4,5i6 (guB. Tabnuuto 3).

4.6 BigHocHo 06'ekTiB LUCK 30BHIiLIHIMU MOpYLIHMKaMK MOXYTb OyTW HacTynHi axepena cy6'eKTUBHOI
NPUPOAM HABMUCHUX 3arpo3, AKi po3TalloBaHi B MOpaaKy yoyBaHHA CTyneHs Hebe3neku:

1) 3NoYMHHa [iAnbHICTL OKpeMmMX Ocib, ka HanpaerieHa Ha NPOTM3aKOHHE OTpUMaHHS iHopmauii abo
pecypciB, 3 METOK HaHeCeHHs 30MTKIB (pizuyHMM 4n topuanyHum ocobam abo [JOCArHEHHA MaTepianbHOi
BUrOAW;

2) MixxHapogHi cuctemn nepepadi iHdbopmalii (rmobanbHi Mepexi);
3) HaujioHanbHi | KOopnopaTuBHI cucTeMu nepegadi iHopmalii, AKi 3Haxo4ATbLCA Mif, yNpaBniHHAM iHLIKX
onepaTopi., i nocnyru AKMx HagatTbcsa Kopuctysadam LICK;

4) pisnbHICTb cy6'ekTiB MiANPUEMHULBKOI OisiNbHOCTI, OKpeMMUX isnyHMX OcCib, WO HanpaBreHa Ha
OTPUMaHHSA NepeBar B KOHKYpeHLi.

4.7 B cknapoBux YyacTtuHax i LICK B Linomy BHYTpILLHI NOPYLUHUKM MOXYTb BYTU 3 HACTYMHUX KaTeropin
oci6:

— KOpMUCTyBadi, SikMM HajaHi MoBHOBaXeHHs 3abes3nevyBaTtu ynpasniHHa JIOM i LICK B uinomy
(apmiHicTpaTopu LICK);

— KOpUCTyBaui, AKMM HafaHi NMoOBHOBaXeHHs po3pobnsaTtu i cynposopxyBatn KC3l (agmiHicTpatop
6eaneku, kepisHuk C3I1 LICK);
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BigAaneHi kKopuctyeadi (y ToMy uucni B3aemogitounx cuctem kopuctysadis LICK), skum HapgaHo
npaBo [OCTYNy A0 KOHMiAeHUiNHOT iHdopMmauii i KpuTruyHoi iHdopmauii LICK;

3BUYaliHi KopucTyBayi (abOHEHTU MepeX 3aranbHOro KOpUCTYBaHHS), AKMM HafaHo NpaBo AOCTyny
TiNbKK 00 BiAKpUTOI iHbopMaLii;

TEXHIYHUIA OOCNyroBylOUMn nNepcoHan, skuin 3abesnedvye HanexHi ymMoBU (YHKLIOHYBaHHS
TEeXHiYHMX 3acobiB cknagoBux YacTuH LICK;

pO3pobHUKK | NpoeKTyBanbHWKM anapaTHUX 3acobiB cknagoBux vactuH LICK, aki 3abe3nevytoTb
NOro MoAepHi3aLito i pO3BUTOK;

pO3pO6HMKUN MPUKNAAHOro NPOrpaMHOro 3abesneyeHHs, SKi 34iNCHITbL po3po6KY i BNpoBaaXeHHS
HOBMX OYHKLiOHaNbHUX MPOLIECIB, @ TAKOX CYynpoBif, BXE Ail0UunX;

nocTtavanbHUKKM obnagHaHHs i TexHiyHux 3acobie JTOM LICK i daxiBui, sKi 34iACHIONTb iX MOHTaX,
NoToYHe rapaHTiliHe i nicnArapaHTiiHe 06CcnyroByBaHHS;

TEXHIYHMA nepcoHan, SKUAN 3OINCHIOE NOBCAKAEHHY MIATPUMKY XUTTEQIANbHOCTI  (Pi3nyHOro
cepepoBuwia JIOM LICK (enekTpuku, TexHiyHuin nepcoHan 3 obcnyroByBaHHA OypiBenb, miHin
3B'A3KY i T. iH.).

4.8 BignosigHo oo knacudikauinHMX KpuUTepiiB B OCHOBY MOAESi BHYTPILLIHIX MOPYLIHUKIB MOKNageHi
HacCTynHi NPUNYLLEHHS:

4.8.1 PiBeHb 3HaHb (kBanidikauis)

BHyTpILLHI NOPYLUHMKM MaloTb HACTYMHUI piBeHb 3HaHb (KBanidikauito) npo cknagosi yactuHu i LICK B

uinomy:

1) agminictpaTopu LICK, agmiHicTpaTop 6e3neku, kepiBHuk C31 LICK:

BonopjloTb iHdopmauieto npo dyHkuioHanbHi  ocobnuBocti LICK, OCHOBHi 3aKOHOMipHOCTI
dopMyBaHHA B Hil MacuBiB AaHWX i MOTOKIB 3anuTiB A0 HWUX, BMIilOTb KOPUCTYBaTUCA LUTATHUMMU
3acobamu;

BOJIOAiIIOTb BUCOKMM piBHEM 3HaHb i [AOCBiAOM poboTu 3 TexHiyHmmu 3acobamu LICK i ix
06CnyroByBaHHS;

BONOAj0Th iHopMaLiie Npo (yHKLIi i MexaHiaMu fji 3acobiB 3axucTy.

2) BUAineHi i 3sBnyaiHi KopucTyBadi:

BonopjloTb iHdopmadieto npo dyHkuioHanbHi  ocobnuBocTi LICK, OCHOBHIi  3aKOHOMipHOCTI
hopMyBaHHA B Hil MacuBiB JaHUX i MOTOKIB 3anuTiB OO HWUX, YMIilOTb KOPUCTyBATUCA LUTATHUMMU
3acobamu;

3) pO3pO6HUKKM | MpOeKTyBanbHUKM anapaTHux 3acobiB cknagoBux 4YactuH LICK i po3pobHukn
npvknagHoro M3:

BonopjloTb iHdopmadieto npo dyHkuioHanbHi  ocobnmBocTi LICK, OCHOBHIi  3aKOHOMipHOCTI
hopMyBaHHA B Hiil MacuBiB OaHUX i MOTOKIB 3anuTiB A0 HUX, BMIilOTb KOPUCTYBaTUCA LWITATHUMU
3acobamu;

BOJIOAiIIOTb BMCOKMM pIBHEM 3HaHb i [OCBIAOM poboTu 3 TexHiyHumu 3acobamum LICK i 3 ix
06CnyroByBaHHS;

BOMOAjIOTb BUCOKMM piBHEM 3HaHb B o6nacti obuucnioBanbHOI TEXHIKM | MporpamyBaHHs,
NPOEKTYBaHHSA i eKcnyaTaujii aBToOMaTU30BaHUX CUCTEM;

BOJSIOAIOTb iHhopMaLlieto Npo dyHKLIi | MexaHi3mu Aji 3acobiB 3axucTy.

4) TexHi4YHMM 06CNyroByO4Mn NepcoHan cknagosux YactuH LICK :

Bonopje iHpopmauieto Nnpo dyHKuioHanbHi ocobnueocTi LICK;
BOJIOAIE BWCOKMM pIBHEM 3HaHb i [OCBIAOM poboTM 3 TexHiYHMMmu 3acobamm LICK i 3 ix
06CnyroByBaHHS;

5) noctayanbHukKn obnagHaHHA i TexHiYHMX 3acobiB JTOM LCK i daxiBuj, AKi 34INCHIOTE iX MOHTaX,
MOTOYHE rapaHTiliHe i nicnarapaHTiiHe 06CNyroByBaHHS:

BOMOAjOTb  BMCOKMM pPiBHEM 3HaHb B 06mnacTi obuucnioBanbHOI TexHiKM | ekcnnyaTtauii
aBTOMAaTU30BaHUX CUCTEM,;

6) TexHiYHU nepcoHan, S9KWUA 3OINCHIOE MOBCAKAEHHY MIATPUMKY XUTTERIANBHOCTI  i3n4HOro
cepepoBula LICK (enekTpuku, TEXHIYHUI nepcoHan 3 ob6cnyroByBaHHs byaiBenb, NiHii 3B'A3KY i T. iH.).
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— He BOMOAiOTb [OCTaTHIM piBHEM 3HaHb B 06nacTi obuyucnioBanbHOI TEXHIKM | ekcnnyaTtauii
aBTOMaTU30BaHMX CUCTEM.

4.8.2 PiBHi MoXnuBocTen.

BHYTpIiLLHI NOpYLUHMKM MaloTb HACTYMHi PiBHI MOXNMBOCTEW, SiKi HAOATbCH iM 3acobamu CKNagoBUX
yactuH i LICK B uinomy:

1) agminictpaTopu LICK, agmiHicTpaTop 6e3neku, kepisHuk C31 LICK:
— MalTb MOXIMBOCTI ANA ynpaBniHHA (PYHKLUIOHYBaHHAM cknagosux YactuH i LICK B uinomy.
2) BippaneHi i 3BM4anHi KOpMCTyBaui:

— MalTb MOXIMBICTb AnsA 3anycKy dikcoBaHoro Habopy 3apay (nporpam), ki peanisyloTb Hanepen
nepepbaveHi yHKLii 06pobkmM iHhopmaLii.

3) pO3pOGHUKKM | NpOeKTyBanbHUKM anapaTHuMX 3acobiB cknagoBux 4YactuH LICK i po3pobHuUKu
npuknagHoro M3:

— BOJIOAiIOTb MOBHMM 06'EMOM MOXIMBOCTEN 0Cib, SKi 3AIACHIONTL MPOEKTYBaHHA, peanisaljio,
BNPOBaZLXEHHSI, CYNpoBiA NporpamMHo-anapaTHoro 3abeanedeHHst LICK, ax no BKNOYEHHs B cknapg,
LICK BnacHux 3acobiB 3 HOBUMU (pyHKLIAMK 06pobKM iHdopMalLii.

4) TexHi4yHMM obcnyroBytounin nepcoHan cknagoBux 4dactuH LICK, noctavanbHuku obnagHaHHs i
TexHiyHmMx 3acobiB LICK i daxiBui, AKi 34iNCHIOITL MOro MOHTaX, MOTOYHE rapaHTiHe | nicnarapaHTiiHe
obcnyroByBaHHS:

— BOJOAIOTL 06'EMOM MOXNMBOCTEN OCib, siKi 3OJIMCHIOTL BMPOBAaAXEHHs, CynpoBif NporpamHo-
anapaTtHoro 3abeaneuveHHst LICK, ax po BkntoueHHs B cknag LICK BnacHux 3acobiB 3 HOBUMU
dyHKUiAMKU 06pobKM iHbopMaLii.

5) TexHiYHW nepcoHan, SKUA 3AOINCHIOE MOBCAKAEHHY MiATPUMKY XUTTEAIANBHOCTI  i3MYHOro
cepeposuiua LICK (enekTpuku, TexHiYHUI nepcoHan 3 o6cnyroByBaHHs byaiBenb, NiHin 3B'A3KY i T. iH.):

— He BOMofjiloTb MOXIUBICTIO pob0TK 3 anapaTHUMK i NporpaMHMMK  3acobamm CKNnagoBUX YacTWH
LICK.

4.8.3 MeTtoau i cnocobu NopyLUeHb.
BHYTPILLHI NOPYLUHUKM MOXYTb BUKOPUCTOBYBATW HACTYMHi METOAM i cNocobu nopyLueHb:
1) agmiHictpaTopu LICK, agmiHicTpaTop 6e3neku, kepiBHuk C31 LLCK MOXyTb BUKOPUCTOBYBATU:

— areHTypHi MeTogu OTPUMaHHSA BiAOMOCTEN;
— wraTHi 3acobu LUCK abo Heponikun npoektyBaHHa KC3I ans peanizauii cnpob HCL;

— cnocobn i 3acobu aktmeBHoro BnMBY Ha LICK, ons HecaHKuioHOBaHOi 3MiHM KOHdirypauii
CKMNafoBMX 4YacTMH cuctemMu (MigKMYeHHs poaaTtkoBux abo moaudpikauia wTaTHUX TEXHIYHMX
3acobiB, NigKNIOYEHHA 00 KaHaniB nepefadi AaHuX, BNPOBaAXEHHS i BUKOPUCTAHHSA cnewjianbHOro
M3 Tain.).

2) BUAineHi i 3sBnyaiHi KOpMCTyBayi MOXYTb BUKOPUCTOBYBAaTW:

— areHTypHi MeTogu OTPUMaHHS BiAOMOCTEN;
— wraTHi 3acobu LJCK abo Heponikun npoektyBaHHa KC3I ans peanizauii cnpo6 HCL;

— cnocobu i 3acobu aktmBHoro BnAMBY Ha LICK, ans HecaHkuioHOBaHOi 3MiHWM KOHdirypauii
CKINafoBMNX YacTuH cucteMu (Moamdikalis WTaTHUX TEXHIYHMX 3acobiB, NiAKMIOYEHHS OO KaHaniB
nepepayi AaHnx, BNpoBaaXEHHS i BUKOPUCTaHHA crieliansHoro M3 Ta iH.).

3) pO3pO6HUKKM | NpPOeKTyBanbHUKM anapaTHux 3acobiB cknagoBux 4YactuH LICK i po3pobHukn
npvknagHoro N3 MoXyTb BUKOPUCTOBYBATU:

— areHTypHi MeTOgu OTPUMaHHS BiAOMOCTEN;
— wraTHi 3acobu LJCK abo Heponikun npoektyBaHHa KC3I ans peanizauii cnpob HCL;

— cnocobu i 3acobu aktuBHoro BrnMBYy Ha LICK, Ans HecaHKUioHOBaHOI 3MiHWM KOHirypauii
CKMNafoBMX YacTuH cuctemn (mogudpikauia LWTaTHUX TEXHIYHMX 3acobiB, BNpoOBafAXeHHs i
BUKOPUCTaHHS crieuianbHoro M3 T1a iH.).

4) TexHiYHMI obCcnyroByouMn NepcoHan cknagosux YactnH LUICK moxe BUKopucToByBaTH:
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areHTypHi MeToam OTpMMaHHS BilOMOCTeN;
NnacuBHi TeXHIYHI 3acobu nepexonneHHs iHhopMaLiiHUX CUrHanIB;
wraTHi 3acobu LICK abo Heponikn npoekTyBaHHa KC3I ana peanisauii cnpo6 HCL;

crnocobu i 3acobu aktuBHoro BrnmMBy Ha LICK, Ans HecaHKUioHOBaHOI 3MiHWM KOHdirypauii
CKMNafloBNX 4YacTUH cucTeMu (MigKnYeHHs [oAaTkoBux abo moaudikauia WTaTHUX TeXHIYHMX
3acobiB, NiaKNIYeHHA 00 KaHaniB nepegavdi AaHux, BNpoOBaAXEHHS i BUKOPUCTAHHSA crielianbHoro
M3 TaiH.).

5) noctavanbHMKKM obnagHaHHs i TexHiyHux 3acobie LICK i chaxiBui, siki 34iACHIONTE MOro MOHTaX,
NMoToYHe rapaHTiliHe i nicnarapaHTiiHe 06¢cnyroByBaHHS MOXYTb BUKOPUCTOBYBATMU:

areHTypHi MeToam OTpMMaHHS BigOMOCTEN;
nacuBHi TEXHIYHI 3acobu nepexonneHHs iHpopMaLiiHUX curHanis;
wTaTHi 3acobu LICK abo Heponiku npoekTyBaHHa KC3I| ana peanisauii cnpo6 HCL;

crnocobu i 3acobu akTueHoro BBy Ha LICK, Ans HecaHKLUioHOBaHOI 3MiHW KOHQirypauii
CKIMafoBMX 4YacTUH cuUcTeMM (MigKMHOYEeHHs [oAaTkoBux abo moaudikauin WTaTHUX TeXHIYHMX
3acobiB, NigKNIOYEHHA 00 KaHaniB nepefavi AaHux, BNPOBaAXEHHNA i BUKOPUCTAHHA crieuianbHoro
M3 Tain.).

6) TEeXHIYHUA nepcoHan, SKUA 3[OINCHIOE MOBCAKAEHHY MiATPUMKY XUTTERIANbHOCTI  (bizuyHoro
cepeposuila JTOM LICK (enekTpuku, TexHiYHWMIA nepcoHan 3 obcnyroByBaHHA OyaiBenb, NiHiA 3B'A3KY i T. iH.)
MOX€e BMKOPUCTOBYBATMK:

areHTypHi MeToam OTpMMaHHS BiOMOCTEN;
NacuBHi TEXHIYHI 3acobu nepexonieHHs iHpopMaLiiHUX cUrHanie.

4.8.4 Micue paii.

BHYTpILLHI NOPYLIHNKN MOXYTb 3AINCHIOBATM HEHABMWCHI | HABMWCHI Aji:

1)

3)

agMmiHictpaTtopu LUCK, agmiHicTpaTtop 6e3neku, kepisHuk C3I LICK:

3 OTPMMaHHAM [OCTyny A0 poboymx Micub KiHUEeBUX (y TOMY 4ucni BigAaneHoro) KopuctysadiB
LICK;

3 OTPMMAaHHAM [OCTYNy A0 MiCLb HaKonu4yeHHs i 36epiraHHs aaHux (6a3 gaHux, apxisiB, pobounx
CTaHLin BignoBigHNX agMiHiCTpaTopiB i T. iH.);

3 OTPUMAHHSAM JOCTYyNy A0 3acobiB agMiHicTpyBaHHSA i 3acobiB ynpasniHHA KC3I cknagoBux YacTuH
LICK.
BUAINEHI | 3BUYaNHI KOPMCTYBaui:

3 OTPMMaHHAM [OCTyny A0 poboymx Micub KiHUEBUX (y TOMY 4uCni BigAaneHoro) KopucTysadiB
LICK;

3 OTPMMAaHHAM [OCTYMy A0 MiCLb Hakonu4yeHHs i 36epiraHHa aaHux (6a3 pgaHux, apxieiB, pobounx
CTaHLUj BignoBigHNX agMiHiCTpaTopiB i T. iH.

pPO3pO6GHUKKN | MPOEKTYBaNbHUKM anapaTHux 3acobiB cknagoBumx 4YactuH LICK i po3pobHukn

npuknagHoro N3:

3 OTPUMaHHAM JO0CTyny A0 poboumx Micub KiHUEBUX (Y TOMY YWCHi BiAAaNeHOro) KopucTyBauiB
LCK;

3 OTPUMAHHAM JAOCTYMy A0 MiCLb HaKonu4yeHHs i 36epiraHHa aaHux (6a3 paHux, apxisiB, poboumnx
CTaHLiN BiANOBIAHUX agMiHICTpaTOpIB Ta iH.);

3 OTpPMMaHHAM [OCTYyny A0 3acobiB aaMiHiCTpyBaHHSA i 3acob6iB ynpasniHHa KC3I cknapoBux YacTuH
LICK.

4) TexHi4yHuM obcnyroBytouMin nepcoHan cknagoBux YacTuH LICK, noctayanbHukn obnagHaHHa i
TexHiYHux 3acobis LICK i daxiBui, AKi 3AIACHIOITL X MOHTax, NOTOYHE rapaHTilHe i nicnarapaHTiiHe
obcnyroByBaHHs:

3 OTPUMaHHAM JAO0CTyny A0 poboumx Micub KiHUEBUX (Y TOMY YWCHi BiAAaNeHOro) KopucTyBadiB
LCK;

3 OTPUMAHHAM AOCTYMY A0 MiCLb HaKonMu4YeHHs i 36epiraHHa aaHux (6a3 paHux, apxisiB, poboumnx
CTaHLiN BiANOBIAHNX aAMIHICTpaTOPIB Ta iHL .).
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5) TexHiyHM nepcoHan, AKW 3OINCHIOE MOBCAKAEHHY MIATPUMKY XUTTERIANLHOCTI  i3n4HOro
cepeposua LICK (enekTpuku, TexHiYHUI nepcoHan 3 o6cnyroByBaHHs OyaiBenb, NiHin 3B'A3KY i T. iH.):

— 3 OTPUMaHHAM [OCTYMYy Ha KOHTPONbOBaHy TepuTopito, ane 6e3 AocTyny A0 TexHiYHMX 3acobis
LICK.

4.8.5 XapakTep Ain.

1) BHYTpILLIHI NOPYLWHUKN MalOTb MOXIMBICTb peani3yBaTu B cknagoBux yactuHax i LLICK B uinomy no
KaHanax HecaHKLjioHOBaHOro oTpumaHHs iHpopmaLii (KHOI) HacTynHi knacu 3arpo3 - 3, 4, 5 6 (ave. Tabnuuo
2), 3a BMHATKOM MOPYLUHMKIB 3i CKNagy TEXHIYHOro nepcoHany, ski MoxyTb peanidyBatm KHOI 1-ro i 2-ro
Kracis.

2) BHYTPILIHI MOPYLWHUKM MawTb Harogy peanidyBaTu B cknapgoBux 4vactuHax i LUJCK B uinomy no
KaHanax MOTEHUINHO MOXIMBMX MPUYMH HECAHKLiOHOBAHOrO MOpyLIEeHHNA UuinicHocTi abo [oCTymnHOCTI
iHdpopmauii (KHLLO) HacTynHi knacu 3arpo3 - 3, 4, 5i 6 (auB. Tabnuuto 3), 32 BUHATKOM MOPYLUHKKIB 3i cKnagy
TEeXHiYHOro nepcoHany, ski MoxyTb peanidysatn KHU[ 1-ro i 2-ro knacis.

4.9 Pe3ynbtaty Knacudikauii BHYTPIiLLHIX NOPYLHKKIB B cKnagoBux 4actuHax LICK 3 BpaxyBaHHAM
BUCINOBJIEHMX MPUNYLEHb HaBeaeHi B Tabnuui 4.

Tabnuusa 4. Knacudikauis BHYTPILLHIX NOPYLIHKKIB B cKnagoBux YacTuHax LICK

Kputepii knacudikauii
pynu PiBHi PiBHi MeToaum i cnocobwm Micue

BHYTPILLIHIX MOXINBOCTEN 3HaHb npo LICK NopyLUeHb, LLO 30iCHEeHHA fji
NOPYLUHUKIB BMKOPUCTOBYIOTbCH

Buaineni i
3BUYaANHI + + + + + + + +
KOpUCTYyBaui
ApmiHicTp. OC,
Cyb[,
MepeXeBoro + + + + + + + + + + +
obnagHaHHA,
CepBiciB Ta iH.
AOMiHicTpaTop
besneku,
KepiBHUK C3lI
LICK
'TexHi4Hun
06Cnyrosyo4mn + + + + + + + + +
I nepcoHan
Po3pobHUKM i
NPOoeKTyBasribHU
KW anapaTHuX
3acobis
Po3pobHKNKK
npuknagHoro +* +* + + + + + + + + + + +
n3
MocTayanbHuK
1 obnagHaHHA i
TEXHIYHUX
3acobiB
'TexHi4YHuIn
nepcoHan
MpumiTtka. * MOXNMBOCTI BU3HauYeHi st po3pobHUKiB anapaTHux 3acobis i npuknagHoro M3 LICK.

S + + + + + + + + + |+

+ + +

4.10 Ak BunnmnBae 3 NpuBeaeHol Knacudgikadii BHYTpILIHI NOPYLWIHUKK B cknagoBux yactuHax LICK no
MOXINUBOCTI peani3auii 3arpo3 KOHIAEeHLUINHOCTI iH(opMaLii po3TalloBYIOTLCA B HACTYMHOMY MOpSAOKY
3MEHLLUEHHSA CTyMNeHi Hebe3neku:

— BMAINEHi KopucTtyBadi (y ToMy 4ncni B3aemogitounx cuctem KnienTtie LICK i iHWKMX BiAOMCTB), SIKUM
HaJaHo NpaBo AOCTyNy A0 KOHQIAEHUINHOI iHdopMaLii i KpUTU4HOI iHbopMmallii;
— apminictpaTopu LUICK, agmiHictpaTop 6e3neku, kepisHuk C3I LJCK;
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pPO3pOOHUKN MPUKNAQHOro NporpaMHoro 3abesneyveHHs, ki 34iNCHI0ITb PO3POOKY i BNPOBaZXEHHS
HOBMX OYHKLiOHaNbHUX NPOLECiB, @ TaKOX CYnpoBif, BXE AilUNX;

pO3pO6HMKK | NpoeKTyBanbHWKKM anapaTHUX 3acobiB cknagoBux YactuH LICK, aki 3abesneuytotb
Noro MoAepHi3aLito i pO3BUTOK;

TEXHIYHUIA OOCNyroByl4Mn nepcoHan, sKun 3abe3nevye HanexHi yMoBM (YHKLiOHYyBaHHSA
TEeXHiYHMX 3acobiB cknagoBux YacTuH LICK;

3BUYaliHi KopucTyBayi (abOHEHTU MepeX 3aranbHOro KOpUCTYBaHHS), AKMM HafaHo NpaBo AOCTyny
TiNbKK OO0 BiAKpUTOI iHbopMaLii;

noctayanbHUKN 06nagHaHHA i TexHiyHux 3acobie LICK i dhaxiBui, AKi 34iNCHIOTL KOr0 MOHTaX,
NMoToYHe rapaHTiliHe i nicnArapaHTiiHe 06CNyroByBaHHS;

TEXHIYHUWA MepcoHan, AKWN 3AINCHI0E MOBCAKOAEHHY MIATPUMKY XUTTELIANBHOCTI  (Pi3M4HOro
cepepoBulla LICK (enekTpuku, TexHiYHUA nepcoHan 3 obcnyroByBaHHA 6yniBenb, MiHi 3B'A3KY i
T. iH.).

4.11 Mo MOXNMBOCTI peani3adji 3arpo3 LinicCHOCTI i 4OCTYNHOCTI iHopMalLii i iHopmaLinHKuX pecypciB
LICK BHYTpilWHi MOPYWHWKM B CKMagoOBMX YacTUHAxX CUCTEMU PO3TALUOBYKTLCA B HACTYMHOMY MOPAAKY
3MEHLLUEHHS CTyneHs Hebe3neku:

PO3PO6GHUKKN MPUKIAAHOMO NPOrpaMHOro 3abeaneyeHHs, SKi 34iNCHIOTbL po3pobKy | BNpoBaaXeHHS
HOBMX OYHKLLiOHaNbHUX MPOLIECIB, @ TAKOX CYNpoBig, BXE Ail0UnX;

pO3pOo6HUKK i MpOEKTyBanbHWKKM anapaTHuUx 3acobiB cknagoBux yYactnH LICK, ski 3abe3nedyioTb
MOro MOLEPHi3aLio i pO3BUTOK;

agMmiHictpatopu LICK, agminictpaTtop 6e3neku, kepisHuk C3I LICK;

TEXHIYHUIA 06CnyroBylovMi nepcoHan, KM 3abe3nedyye HanexHi ymMoBM (PYHKLiOHYyBaHHS
TEeXHiYHMX 3acobiB cknagoBux YacTuH LICK;

BUAiNeHi kopuctyBaui (y ToMy uucni B3aemogitoumx cuctem Ol "EHEPTOPUMHOK" i iHWMX
BiIOMCTB), AKMM HafaHO MpaBO AOCTYNy A0 KOHMIAeHUINHOI iHpopmauii pizHuX KnacudikauinHmux
PiBHIB i KpUTUYHOI iHDOpMAaLi;

3BMYalHi KopucTyBadi (y ToMy uucni B3aemopitoumx cuctem [N "EHEPTOPUHOK" i iHwwmx
BiJOMCTB), AKMM HaZlaHO NpaBOo OOCTYNY TiNbKKU A0 BiAKPUTOI iHhopMaLlii;

nocTtavanbHUKKM obnagHaHHs i TexHiyHux 3acobiB JTOM LICK i daxiBui, sKi 34iACHIOTL iX MOHTaX,
MOTOYHE rapaHTiliHe i nicnarapaHTinHe 06CNyroByBaHHS;

TEXHIYHUWA MepcoHarn, AKWN 3AINCHI0E MOBCAKAEHHY MIATPUMKY XWUTTEAIANBHOCTI  (Pi3n4HOro
cepepoBulla LICK (enekTpuku, TexHiYHMA nepcoHan 3 obcnyroByBaHHA OyAiBesnb, MiHiN 3B'A3KY i
T. iH.).
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5 MEPENIK CYTTEBUX 3AI'PO3 B LICK

5.1 3a Hacnigkamn aHanizy knacudikauinHux rpyn MOXnuBI 3arpo3n KOH(IAEHUiNHOCTI, LinicHOCTI i
OOCTYNHOCTI iHdopMaLiii B KOXHI CKNagoBii YacTuHI NlokanbHoi obuncntoBanbHoi Mepexi LICK MoxHa 3pobutu
HaCTYMHi BUCHOBKM.

5.1.1 Ha piBHi okpemunx anapaTHo-nporpamHux 3acobie cknagoBux 4YactuH LICK (cuctemuuin 6rok
MEOM, npuHTep, aucnnen, mogeM, aboHeHTHa fiHis, onepauiiHa cuctema, daiin, katanor, 6a3a gaHux Ta iH.)
CYTTEBUMM € HACTYIMHI 3arpo3u:

HECaHKLiOHOBaHU OOCTYN (BMKOPUCTaHHA, NIAKNIOYEHHS, 3MiHA) A0 NPUCTPOIB i iH(bopMaLinHo-
nporpamMHoro 3abesneyeHHs (y ToMy yncni 6a3am gaHux);

nepexonfieHHs NobiYHNX eneKkTpoMarHiTHUX BUNPOMIHIOBaHb i HaBeOeHb Bif, NPUCTPOIB;
HernpaBoMipHa 3MiHa pexuMiB poboTH NPUCTPOIB (OKPEMOrO KOMMOHEHTY, 0bnafHaHHs, M3 Ta iH.);
HecaHKLioOHOBaHe oTpMMaHHs iHdopmalii 3 obmexeHum goctynom (I300);

34MTyBaHHS 3anuLLIKOBOI iHpopMaLii 3 onepatueHoi nam'aTi EOM, 30BHiLIHIX Hakonu4yyBauis;
HecaHKLioOHOBaHe nopylleHHst pidnyHoi i norivyHoi uinicHocTi 130, (3HMWEeHHS, Moaudikauis), y
TOMY 4uCNi 3@ paxyHOK HaABHOCTI BipycCiB, anapaTHMX i MpOrpamMHMX 3aknagok B MNPUCTPOSX
3aKOpPAOHHOro BUPOBHULTBA;

po3KpagaHHs HociiB 3 130/, abo konitoBaHHs iHpopMalLii;

NOpPYLLEHHS (Pi3NYHOI LiNiCHOCTi OKPEMUX KOMMOHEHTIB MPUCTpPOIB, 06nagHaHHS, HOCITB iHopmaLi;
BigMOBa (MOBHWI BUXif, 3 Nagy) obnagHaHHs;

HenpaBuilbHe BUKOHAHHA OYHKLN (36i, NOMUKK ) obnagHaHHs.

5.1.2 [opaTkoBO [0 NepepaxoBaHMX 3arpo3, Ha piBHI NokanbHoi obuncnioBanbHoi Mepexi LICK
CyTTEBMMM € HACTYMHi 3arpoau:

HecaHKLiOHOBaHa 3MiHa KOHQirypauii (BUKMIOYEHHA wWTaTHUX i/abo nigkoYeHHs [00OaTKOBMX
anapaTHO-NPorpamMHUX KOMMNoHeHTiB) JTOM;

HaBMUCHe BMBeAEHHA 3 nagy enemeHtiB LICK (o6napgHaHHa JIOM, kaHanoyTBoptoo4oi anapaTypu
Ta iH.);

NnopyLleHHA YHKUIOHYBaHHA KOMMoHeHTy JIOM (y ToMy uucni 3a paxyHOK HasiBHOCTI BipyciB,
anapaTHUX i NporpamMHUX 3aKnagok i in.);

MOpyLUEHHA pexuMiB (YHKLIOHYBaHHSI (BMBEOEHHSA 3 nagy) cucteM xutte3abesneuenHs LICK
(eneKTpOXuUBNEHHS, 3a3eMIIEHHS, OXOPOHHOI cUrHanisauji, BEHTUNALi i iH.);

oTpumaHHA aTpmbyTie goctyny Ao JIOM 3 HacTynHUM iX BMKOPUCTaAHHAM ANA MacKyBaHHA nig,
3apeecTpoBaHOro kopuctyeaya (“mackapaag’);

BNPOBafXeHHs1 i 3actocyBaHHa [13 3abopoHeHoro noniTukow 6e3nekn abo HecaHKLiOHOBaHe
BUKopucTaHHa [13, 3a JONOMOrol SIKOro MOXHa OoTpuMaTu AOCTYn A0 KPUTUMYUHOI iHdopMmaLlii
(Hanpuknag, aHanizaTopis 6e3nekn mepexi).

5.1.3 Ha pisHi TenekomyHikauinHmx mepexi LICK B uinomy nopaTkoBOo A0 nepepaxoBaHMX 3arpos
CyTTEBUMU € HaCTyI'IHiZ

HaB'AI3yBaHHS KOpMCTyBa4YaM NOMWIKOBOI iHdopMauii (y ToMy uucni cnyx60oBoi) npu BigaaneHomy
JocTyni;

NnopyLUEeHHSA 3B'A3KY 3a paxyHOK NOpyLUEeHHA KaHany (TpakTy) nepepadi, atak Ha NpoTOKONN Mepexi,
TeNIeKOMYHiKaLjifHi cnyx6u, HaB's3yBaHHS NOMWUIKOBOI CnyX60Boi iHcpopmalii i pexumis poboTu B
CUCTEMI ynpaBniHHA, K OKpemMux Mepex, Tak i LICK B uinomy, BKkmwouawun 3MiHy Maplipyty
nepepgadi iHdopmauii Ta iH.;

MacKyBaHHs nif 3apeecTpoBaHOro KopuctyBaya abo 3anutu cuctemu;

BMAaya OfHOro Cy6’eKTy 3a iHLIOro 3 METOK BUKOPWUCTAHHSA MOro MOBHOBAXeHb Ans hopMyBaHHS
NOMWNKOBOI iHGhopMalLii;

BMAada ogHoro ob'ekTy abo cy6'ekTy 3a iHWOro, ans Toro, wob 3HATK 3 cebe BignoBiganbHICTb 3a
peani3oBaHi (abo cnpobu peanisyBaTi) NEBHi 3arpo3u;

BiAMOBa ofepxyBaya (BianpaBHuMKa) Bia hakTy npuiiomy (nepegadi) iHdopmadii abo TBepaoXeHHs,
LLIO BOHa NpuiHATa (NepefaHa) B iHLIMKI Yac;

dbopMyBaHHsi oepxXyBadeM NOMUIIKOBOI iHhopMalLlii, HIBUTO OTPUMAaHOI BiA BiANPaBHUKA;
TBEPAXEHHA BiAnpaBHMKa Mpo Te, LLO NOBiAOMMEHHA abo 3anuT nepepaBanucs, xoya HacnpaBshi
BOHW He nepepaBanucs abo nepegaBanqcs B iHWNIA Yac;

TBEPAXEHHS oAepXyBaya TOMy, L0 MOBiAOMIIEHHA abo 3anuT OTPUMAaHO Bif, MEBHOIO KOPUCTYBaya,
X0y4a Hacnpasai BoHU chOpMOBaHi oaepXyBayeMm (MopyLLIHUKOM);
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HaBMUCHa 3MiHa oaep>XyBayeM NoBiLOMIEHb 3 METOIO MOPYLUEHHS iX LLiMiCHOCTI i aBTEHTUYHOCTI;

cbopMyBaHHS  BiANpaBHMKOM MOMWUIKOBOrO MiATBEPAXEHHS OTPUMMaHHA iHdopmalii, HiGuTo
NPUAHATOrO Bif, 04epXyBaya;

HecaHKLioHOBaHa 3MiHa 0COOMCTUX MOBHOBaXeHb abo MOBHOBaXEeHb iHLWWX KOpPUCTyBauyiB Ha
BiANpaBneHHs | OTPUMaHHSA NOBIOOMIEHD;

3apaxeHHs Bipycamu no iHdbopmaLinHux i crnyx6oBux kaHanax Mepexi 3B'A3Ky Ta iH.



20
€AA[1.468244.185.02.02

6 CNOCOBW 3OINCHEHHSA 3ArPO3

6.1 Onuc MOXNMBMUX TEXHIYHUX KaHaniB BUTOKY iHGopMalLLii.

6.1.1 3arposa Butoky I130[1 3anexHo Big, opMM iCHYBaHHS MOXe 3[iNCHIOBATMCS MO TEXHIYHMX KaHanax
no6iYHMX eneKkTpoMarHiTHUX BUNPOMIiHIOBaHb | HaBegeHb (MEMBH).

6.1.2 BuTik 1300 npu ob6pobui Ha TexHiYyHMX 3acobax Moxe 3AjiACHIOBATUCA MO KaHanax nobiyHux
€NeKTPOMarHiTHUX BUMPOMIiHIOBaHb i HaBeAEeHb 3a paxyHOK:

— nepexonneHHa 3a Mexamyn K3 iHdopmaTtuBHux BunpomiHioBaHb MEOM npu o6pobui 1300 vy
cneujanbHUX NPUMILLEHHSAX;

— HaBepeHb iHdopmaTMBHuX curHanie [MEOM y cneuianbHMX MNPUMILLEHHSX Ha eNeMeHTu
He3axuieHnx OT3C, aki maoTb Buxia 3a mexi K3.

6.1.3 B nepepaxoBaH/x MOXIUMBUX TEXHIYHMUX KaHanax BUTOKY iHOpMaL,i MOXYTb BUKOPUCTOBYBATUCS:
— nopTaTUBHI 3ac00M TEXHIYHOI PO3BIAKY;
— anapaTHi Ta nporpamMHi 3aknagHi NpucTpoi.

6.1.4 OuiHka MOXNMBOCTI peani3auii TEXHIYHMX KaHaniB BUTOKY iHopmalLii.

6.1.4.1.0uiHKa MOXNMBOCTI peani3auii KaHaniB Nob6iYHNX eneKTpoMarHiTHUX BUNPOMiHIOBaHb i HaBeAEHb

AHaniz cknagy OT3 i OT3C, npoctopoBoro po3MmilleHHss 00'ekTy, BigaaneHHs o0O0'eKTiB Big Mex
KOHTPOJIbOBAHOI TEepUTOPIi, TEXHIYHUX XapaKTepPUCTMK 3acobiB TEXHIYHOI pO3BiAKM [O03BONSE 3pOOMTU
BUCHOBKMW, W0 Ha 06'ekTi LLCK moxnuBi 3arposu:

— BMWTOKY iH(popmauii no kaHanax [MEMBH 3a paxyHOk nepexonneHHa 3a Mexamun K3
iHdbopMaTuBHUX BunpoMiHioBaHb NMEOM npu 06po6bui 130, y cneuianbHUX NPUMILLEHHSX;

—  BUTOKY iHopmauiji no kaHany NEMBH 3a paxyHok HaBefeHb iHpopmaTuBHux curHanis NMEOM y
cneuianbHMX MPUMILLEHHSIX Ha enemMeHTu He3axuweHux OT3C, aki matoTb Buxig 3a mexi K3.

Mpu 3miHi cxemun po3TawyBaHHs npumilteHb LICK abo cknagy OT3 noBuHHa 6yTn BUKOHaHa MOBTOPHA
OLLiHKa.

6.2 KaHanu cneuianbHOro BnaunBey.

6.2.1 OuiHKa MOXNMBOCTI peani3alii kaHaniB crewjianbHOro BMfMBY NPOBOAUTLCA ANA TEXHIYHMX 3acobiB
€NeKTPOHHOI obuuncnioBanbHol TeXHiKN, TeneKoMyHiKaLinHoro obnagHaHHA i iHbopmauiiHo-
TenekoMyHikaLjiiHnx kaHanis 06'exkTis LICK.

6.2.2 OuiHka NpoBOAMTBCA LUMAXOM aHanily cknagy i TeXHIYHUX XxapakTepucTuK obnagHaHHS, yMOB
NpoKNaaku i NigKnioyYeHHs kabenis NiHin 3B'A3Ky, TepUTOpianbHOro Po3MilLleHHs i BiananeHHsa ob'ekTiB Big Mex
KOHTPOSIbOBAHOI TEPUTOPIi, XapaKTEPUCTUK CUCTEM ENEKTPOXMBIEHHA (BKNOYaUM NiAKNIOYEHHA A0 digepis i
MiCLLernonoXeHHsA TpaHCcOpMaTOPHUX NiACTaHLin).

6.2.3 bepyus [0 yBary XapakKTEpPUCTMKM | YMOBM 3aCTOCyBaHHA TEXHIYHMX 3acobiB CMNOBOro
enektpomarHitHoro BnnuBy (T3 CEB), moxHa 3pobuTu BUCHOBOK, LLO peanisauif KaHanis crewujanbHOro
BMAMBY Ha 30BHIiWHI iH(opMauiiHO-TenekomyHikauinHi kaHann LICK moxnuea, ane manosiporigHa. Lle
obymoBneHo TuMm, wo T3 CEB He € 3acobamu CenekTUBHOrO BMJIMBY i HAHOCATb PYNHYBAHHSA HE TiNbKu
KOHKpeTHOMy 0O6'eKTy Hanagy, ane i iHwomy obnagHaHHIO | anapaTypi, WO nigknioveHi o digepa
€eneKTpoXuBneHHs abo kabernto niHii 3B'A3Ky, N0 AKOMY 3AINCHIOETbCA Hanag Ha 06'exT. IHWKMMKU cnoBamu Aii T3
CEB moxyTb 6yT cnpsAaMoBaHi Ha BClo anapaTypy i obnagHaHHs 6yavHkiB, ae po3TtawosaHi JTOM LICK.
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7 OLIHKA NEPEOBAYYBAHOIO 3BUTKY Y PA3I PEAJTI3ALIIT 3ArPO3

7.1 €pnHa meToguka po3paxyHKy BapToCTi 30WUTKY, HaHeceHoro BnacHuky i kopuctyBadam LICK
BHacnigoK peanisauji 3arpo3 130/, KpuTu4Hin iHdopmauii i pecypcam cuctemu, BigcyTHs. Lle 3B'a3aH0 3 Tum,
wo iHdopmauis Moxe 6yTn BuKpageHa abo 3HUWEHa (3MiHeHa) 4YacTKoBO abo MNoBHicTo. MoxyTb 6yTu
BMBEAEHI 3 nagy TMMYacoBO (MOCTiMHO), YacTKoBO (MoBHicTi) pecypcu LICK. BTpaTtu iHdopmadii MatoTb
CUTyaTMBHY i JoBroTpusany BapTiCTb. BapTicTb BTpaT iHbopmMaLii 3anexuTb Big eheKTUBHOCTI il BUKOPUCTaHHSA
NMOPYLLHMKOM, a TaKoX Bif, cdhepu BUKOpUCTaHHSA iHopMaLlii - NONITUYHOI, EKOHOMIYHOI Ta iH.

7.2 B 3aranbHoMy BUMagKy KOMMOHEHTW BapTOCTi 30MTKY BM3HAYalOTbCS €KCMNEPTHUM LUMSAXOM, Npu
nigcymMoByBaHHI BMKOPUCTOBYHOTLCA BaroBi KoediuieHTn. OTxXe, npu OUiHUi 306UTKY po3rnspalTbest pisHi
KoMGiHaLii ekBiBaneHTiB BTpaT iHdopmalLlji.
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8 WTAXM PEANI3ALIT OCHOBHWMX 3ArPO3 TA CMIOCOBM IX HEUTPAII3ALYI

8.1 Y T1abnuui 5 HaBepeHi 3arpo3u 6Ge3neku iHdopmadii 1 wnsaxm ix peanisauii 8 LLCK npn 1oro

(OYHKLIOHYBaHHI.

Tabnuua 5 - 3arposu (npy aBToMaTu3oBaHih 06pobui)

OCTi

3aknagku

Hac 06 EKT aTakn Cy6'ekT aTaku Kog
3arposa ATtaka npoBeaeHHs (micue- .
(mMicuenonoxeHHs ) 3arposu
aTaku MOMOXEHHS)
Bymb-sika PC Ls x PC JTOM
Mosa npoLecom JIOM (E:y,u,b-ﬂKa PC JIOM >
3miHa N3 OYHKLiOHYyBaH- €pBep |
HSl CUCTEMM Cepsep Cepeep B3aemogii
B3aemogii Byab-sika PC ITOM
Cepsep 3 6yapb-akoi PC J1IOM
HenpasunbHe ;;ﬁf&:iﬁ'yBaH_ Bynp-aka PC I;'ﬂ x PC J-Il’c()ll\jl'IOM S5 12
b-AKa
BBEAEHHS Hs crcTeMN JIOM C)tla?)Bep
Mogudikauia
BnpoBagxeHHs | B npoueci nom Ci;-de
nporpamHoi yHKULiOHYBaH- c C PBEP ]
3aKnagkm HA CMCTeMM epsep €PBEP B3aEMOAII
B3aEMOA;i Byap-ska PC JTOM
CepBep Byab-aka PC JIOM
B npovueci
dyHKuUioHyBaH- | CepBep byab-aka PC JTOM 14
y y Yy
MepexonneHHsA HA cricTemn
B npoueci Mepexa. MpomixHi By3nu
; nepegadi jaHmx 15
riepeaatl AgHUX Mopgem [MpoMixHi By3nu
Byab-ska Lisa x PC JTOM
Mo3sa npouecom | cTaHuia JIOM gé%:z;a PC JIOM >
3mina M3 yHKLIOHYBaH- CepBep B3aeMOm "1
HA cuctemMu CepBep 3B’A3KY Bynb-ska PC [TOM
Cepsep Byab-aka PC JIOM
Byfb-sika Lis x PC JTOM
BrnpoBagxeHHss | B npoueci cTaHuia JIOM g}élﬂo::':a PC JIOM >
BeepeHHs nporpaMHoi (bYHKLiOHYBaH- , , 13
HEeICHYI0YOI 3aKNAAKM Hs CHCTEMN Cepsep 38’a3Kky | CepBep 3B’A3KYy
iHdbopmaLii Bbyab-aka PC JIOM
Cepsep byab-aka PC JIOM
) Cepsep byab-aka PC JIOM
B MpoLiec , CepBep B3aemogiji
dyHkuioHyBaH- | CepBep 3B’A3KY Byab-aka PC JIOM 16
Blz)éz:im,, HA cucTemn JIOM Byob-aka PC JIOM
B . Mepexa IMpomixHi By3nu
nenzo"ﬁ? AHUX nepegadi jaHux 17
penadi Mopem [MpomixHi By3nu
MobviLeHHs 3miHa M3 AHanoriyHo nonepeHbLOMY BUNAAKY
KOI-II)q)Z/)i.D,eHLI,WIH BnpoBapxeHHs
nporpamHoi AHarnoriyHo nonepegHLOMy BUNaAKy
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Yac O6'exT aTaku CVE' K
3arpo3a ATtaka NpPoBeAEHHSA (micue- YD EKT ataki oA
(mMicuenonoxeHHs ) 3arposu
aTaku MONTOXEHHS)
Mepernsg 3 B np0L|:eci ﬁsg"& AKa PC Bynp-aka PC JIOM
eKkpaHy (PYHKUIOHYBAH- Cepsep 18
HA cucteMmn CepBep B3aemMogii
B3aeMOfii
B npovueci
dyHKuUioHyBaH- | JTOM Byab-aka PC JTOM 14
[MepexonneHHs HA cricTemn
B npoueci Mepexa_ MpomixHi By3nu
nepanaul AaHUX nepegadi jaHux 15
Mopgem
HecaHkuioHoBa Nosa npoLiecom
HE KOMIOBAHHS dyHKuioHyBaH- | Cepsep Bynp-aka PC JIOM 19
HS CUCTEMM
B npoueci byab-aka
Biamosa Big bel-?KU,iOHyBaHH ctaHuia JIOM Byae-ska PC JIOM
dakTty 3miHa M3 A CUCTEMMU Cepsep 38’'a3ky | CepBep B3aemogii 13
OTPUMaHHS B npoueci 30BHiLHA 30BHILLHSA
nepegadi jaHux | opraHisauis opraHisaujis
Biamosa sin AHanoriyHo nornepegHbOMY BUMNaAKy
aBTOPCTBA
3miHa 13 AHanoriyHo nonepegHbOMy BUNagKy
BnpoBagxeHHs
nporpamHoi AHanoriyHo nonepegHLOMy BUNagKy
3aKnagku
[y6nioBaHHsA CepBep Bbyob-aka PC mepexi | 112
B/no3a ,
“MoBTop B NpPOLECcOM JIOM Byab-aka PC mepexi
mepexi” dyHKUioHyBaH- | Mepexa MpoMixHi By3nm
HS cUCTEMU nepegadi gaHunx
Mopgem
Cepsep Bynb-aka PC mepexi | 14
B npoueci JioM Byab-saka PC mepexi
MNepexonneHHs | QYHKLIOHYBaHH ["Mepexa .
q cucTemu nepeaYi AaHNx MpoMixHi By3nu
Mopem
BtpaTa abo HecaHKujoHosa Mo3a npouecom
3HULLEHHA He KOMiloBaHHS yHKuioHyBaHH | CepBep Byap-aka PC JIOM 19
A cucTeMm
3miHa N3 AHanoriyHo nonepegHLOMY BUNaAKy
BnpoBagxeHHs
nporpamHoi AHanoriyHo nonepegHbLOMY BUNaAKy
3aKnagku
Lis x PC JIOM
Egﬁma PC Byab-aka PC JIOM >
B/nosa Cepsep
npoLiecom Cepsep Cepsep B3aemogji
HCA o PC HCA, dYHKLiOHYBaH- | B3aemogii byab-aka PC JIOM 13
HA cucTemu Cepsep Byab-aka PC JIOM
Byob-aka PC I3 30BHILLHLOI MEpeXi
JIOM (Internet)
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Yac O6'ekT aTaku .
X Cy6'exT aTaku Kog
3arposa ATaka npoBeaeHHs (micue- .
(mMicuenonoxeHHs ) 3arposu
aTakm NOJIOXEHHS)
B npovueci
HCO, no dyHKuioHyBaH- | JIOM Bynb-aka PC mepexi | 114
KaHarn HSA CUCTEMU
v HC[, po kaHany
nepepadi . Mepexa . o
B npoueci . MpomixHuin By30n
naHux - nepegadi jaHux 115
nepegadi jaHux
Mopem
Cepsep
. . B/nosa :
Hanap i3 Ataka i3 PC mepexi
, . ) . npouecom
30BHILLHbOI 30BHILLHbOI DyHKLIOHYBAHH | Mozem 118
Mepexi Mepexi a Z:IVICTeMV}II A
MapuwpyTtmnsa-
TOp
3MiH M3, 3miHa
MopyLieHHsn .
KOHdirypauii
npauesnaTHoc B/noza . .
; anapaTtHux Ha Bcix Ha Bcix
Ti npouecy . npouecom . .
X 3aco0iB, - TEXHONOMYHUX TEXHOMNOMYHUX 117
OYHKLIOHY- YHKLiOHYBaHH ; .
BNPOBagXEHHSA OingHkax DingHkax
BaHHSA 1 CUCTEMN
nNporpamHmx
cuctemu
3aKnagok
. . B/noza ;
HecaHkujio- HecaHkuio- byab-aika cTaHuis
: Cs npouecom Cepsep ; .
HOBaHa 3MiHa | HOBaHi 3MiHuK X Mepexi nepegadvi 118
KOHdirypadii KOHQirypauii (PYHKLOHYBaH- B3aEMOAl DaHux
yp yp HA CUCTEMU
8.2 Y Tabnuuj 6 HaBegeHi 3axoan 3axMCTy Bif, 3arpo3s, Aki xapaktepHi ans LICK.
Tabnuuga 6 - 3axoam 3axmcCTy Bif, 3arpos
Kop, 3axoam 3axucTy
3arp OpraHizauinHi ®Di3nyHi TexHi4Hi
IHCTpyKUIT KOpUCTyBayam PoamexyBaHHSA 3aBaHTaxeHHs PC 3 rHy4YKnx MarHiTHUX AMCKiB
BcTaHoBneHHsA joctyny B 3axucT ainnis, LLO BUKOHYOTLCA, BiJ, 3MiHN
BianoBiganbHOCTI 3a NPUMILLEHHSA 3aMKHyTe cepeoBuLLe [O3BONEHNX ANA
MOPYLLEHHSA NpaBun ®di3nyHMM 3axucT 3anycKy nporpam A KOXXHOro KopuctyBaya
" Bn3HayeHHA NOBHOBaX€eHb npumiLLeHb cuctemm
KOpUCTyBauiB Mepiogn4HMIN KOHTPOSIb LifiCHOCTI
BUKOHYBaHUX (pannis i HACTPONOK NporpaMmHmnx
3acobiB
BukopuctaHnHa ELM
PeecTpauis nogin
KOHTpOnb NpOXoaXeHHA Hi KOHTpOnb NpoXoaXeHHA [OKYMEHTIB (3a
OOKYMEHTIB nonomoroto M3)
12 IHCTpyKLUIT KOpUcTyBayam PeecTtpauis nogijn
BcTaHoBneHHaA
BianoBiganbHOCTI 3a
NOPYLLEHHA NpaBui
[HCTpYKLIA MO BHECEHHIO Po3amexyBaHHA 3aBaHTaxeHHsA PC 3 rHyYknx MarHiTHMX OUCKiB
3MiH B KOHirypauii N3 Joctyny B 3axuCcT BUKOHYBAHWX i CUCTEMHUX (hainis Bif,
IHCTpyKLUIT KOpUcTyBayam NPUMILLEHHSA 3MiHn
BcTaHoBneHHsA ®Di3nyHUM 3axmcT 3aMKHyTe cepefoBuLLEe NO3BONEHUX AN
13 BiANoOBiganbLHOCTI 3a npumilLeHb 3anycky nporpam i KOXHOro Kopucrtysaya
MOPYLLEHHS NpaBui cuctemu
MepiognyHMIn KOHTPOJIb LifiCHOCTI cuctemm
PeecTtpauis nogijn
BukopucTtaHHsi 3acobiB BUSIBNEHHs1 HanapgjiB
14 [HCTpyKLiA MO BHECEHHIO PoamexyBaHH#A O6mMexeHHsA JocTyny A0 CepBepy No HOMepY

3MiH B KOHQpirypauii N3

Joctyny B MepexeBoi KapTu
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[HCTpYKUii KOpucTyBayam NPUMILLEHHSA [o3Bin gocTyny Ao cepeepy TiNbky i3
3aBaaHHsa BignosiganbHOCTI | PisnMYHUIA 3aXnUCT 3axULLLEHNUX POOOYMX CTaHLIN
3a NopyLUEHHS NPUMILLEHb 3abopoHa ogHOYaCHOro JOCTYNy A0 cepBepy
BCT@HOBJIEHNX MpPaBuI KOPWCTYBa4iB 3 OQHAKOBUM iM'AM
IHCTPYKLiA MO 3MiHi 3axucT cepBepiB
NOBHOBaX€eHb KOPUCTYBaYiB PeecTpauis nogin

BrkopucTaHHsa 3acobiB BUSIBNEHHSA aTak
[orosip i3 30BHILUHBOIO 3a pamkamu MepeTBOpEHHSA iHdOpMaLLii

15 opraHizauieto noBHoBaxeHb LICK | Bukopuctanua ELLM
KoHTposnb Yacy
[HCTpyKLIA N0 3MiHi I3onauia cucrtemu, O6mexeHHs pgoctyny go PC, cepepy Ta iH.
NMOBHOBaX€eHb KOPUCTYBaYIiB | LLO 3aXMLLAETLCA, [o3Bin gocTtyny Ao cepeepy TiNbKn 3
IHCTpyKUIT KOpMCcTyBayam Bifl iHLLUMX cucTEM 3axuLeHnX poboymnx cTaHLin
BcTaHoBneHHA LICK O6MexeHHs [oCTyny A0 CepBeEpY 3@ HOMEPOM
16 BiANoOBiganbHOCTI 3a MepexeBoi KapTu
NOpYLLEHHA NpaBun 3abopoHa ogHOYacHOro A4oCTyny A0 cepBepy
KOpPUCTYBauiB 3 OAHAKOBUM iM'AM
PeecTpauis nogin
BukopucTaHHsa 3acobiB BUSIBNEHHA Hanagis
[lorosip i3 30BHILUHBLOIO 3a pamkamu BukopucTtaHnHa ELM
17 opraHizauieto nosHoBaxeHb LICK | MNepeTBopeHHs iHdopMmaLii
KoHTponb 4acy
[HCTpyKUIii kKOpucTyBayam Po3mexyBaHHs O6mexenHs goctyny no PC
BcTaHoBneHHSA joctyny B Po3amexyBaHHa goctyny go PC
18 BiINOBiganbHOCTI 3a NPUMILLLEHHSA
NopYyLUEHHA NpaBun ®di3nyHMM 3axucT
npuMiLLeHb
[HCTpyKUIii kKopucTyBayam Po3mexyBaHHs O6MmexeHHs focTyny 0 CEpBEPIB
BcTaHoBneHHs noctyny B [o3Bin goctyny oo cepBepiB TiNbKK 3
BiANOBIQAaNbHOCTI 3a NPUMILLEHHSA BU3HayeHux PC
NOpPYLLEHHA BCTAHOBNEHNX ®Di3nyHMIA 3axmcT 3abopoHa ogHOYacCHOro JOCTyny A0 cepBepiB
19 npasun npuMiLLeHb KOpUCTYBauiB 3 OAHAKOBUM iM'AM
MepeTBOpPEHHS iHOPMAaLi
3axucT cepsepiB
PeecTpauis nogin
BrkopucTaHHsa 3acobiB BUSIBNEHH Hanagis
[lorosip i3 30BHiLUHBLOI 3a pamkamu PeecTtpauis nogijn
110 opraHizauieto nosHoBaxeHb LICK | BukopuctanHs ELIM
BepeHHs apxisi ELII
I[HCTpyKUIT KOpMCTYyBayam [3onAuia cuctemn, O6mexeHHs goctyny no PC
BcTaHoBneHHA L0 3axuLLaeTbes, Po3amexyBaHHa goctyny go PC
111 BiANOBIOAaNbHOCTI 3a Bif, iIHWNX CUCTEM PeecTpauis nogin
NOpYLLIEHHSA BCTaHOBNEHNX BukopucTaHHa 3acobiB BUSBNEHHA Hanagis
npasun
IHCTpyKUIT KOpUcTyBayam I3onauia cuctemu, EUN
BcTaHoBnEHHSA LLIO 3aXULLLAETHCH, KoHTpornb vacy
112 BiANOBIgaNbHOCTI 3a BiJ, iIHLWLINX CUCTEM PeecTpauis nogin
MOPYLLEHHS NpaBui
BepeHHs apxisiB ELIIM
IHCTpyKLUIT KOpUcTyBayam PoamexyBaHH#A O6bmexeHHa poctyny po PC, cepsepy
BcTaHoBneHHsA poctyny B Po3mexyBaHHsa goctyny kopucTtyBadis o PC,
BiANoOBiganbHOCTI 3a NPUMILLEHHSA cepsepy
NopYyLUEHHA NpaBun ®Di3nyHMI 3axncT PeecTpauis nogin
[HCTPYKLIA 3 BUKOPUCTaAHHA npuMiLLLeHb 3MiHa cTaHgapTHOro iMeHi aamiHicTpaTopa
CUCTEM 3axuUCTy iHdopmalii | [3onduia cuctemu, CUCTEMM 3aXUCTY
113 Big HCL, LLO 3axXMLLAETbCA, o3Bin poboTn B Mepexi TiNnbKn 0gHOro

O6MexeHHa noaen, Lo
MaloTb NpaBo
KoHirypysatu LICK

Bif iHLWLNX cUCTEM
LICK

aaMiHicTpaTopa 6e3nekun

BnacHukom Bcix cannis, AKi BUKOHYIOTLCS, B
CUCTEMI, @ TAKOX KPUTUYHMX HACTPOMOK
NoBUHeH ByTn aaMiHicTpaTop 6e3neku
BukopucTtaHHsi 3acobiB BUSIBNEHHS1 HanapfiB
BuKopuCTaHHS MiXXMepeXeBuX eKpaHiB
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BrkopucTaHHA aHTUBIPYCHUX Nporpam
BukopucTaHHa Bcix BOygoBaHux 3acobis
3axucTy

IHCTpYKLIT KOpUcTyBayam
BcTaHoBneHHA

3axucT kabenbHol
cuctemm

14 BiANoBiganLHOCTI 3a )
NOpYLLEHHA NpaBun

115 3a pamkamu noBHoBaxeHb LICK
[HCTpyKUii kKOopucTyBayam Po3mexyBaHHs O6mexeHHs focTyny A0 apxiBy
BcTaHoBneHHsA JocCTyny B Pe3epBHe konitoBaHHA

116 BiANOBigaNbHOCTI 3a NPUMILLLEHHS BukopucTtaHHs aHTUBIpYCHUX Nporpam
NOpYLUEHHA NpaBuin ®Di3nyHUM 3axucT

npuMiLLeHb

117 Bci 3axoam Bci 3axoam Bci 3axogu
[HCTpyKUIii kOpucTyBayam Ob6MmexeHHs Yyncna Moaemis, Lo
BcTaHoBneHHSA BUKOPUCTOBYIOTbCS
BiANoBiganbHOCTI 3a ®dizunyHa izonauia PC ans goctyny B rnobanbHi
NopYyLUEHHA NpaBun mepexi Big PC cuctemun

118 O6mexeHHsa goctyny o PC

PeecTpauis nogin

BukopucTaHHa 3acobiB BUSIBNEHHA Hanagis
BrkopucTtaHHa MiXkmepexeBux eKkpaHiB
BukopucTaHHa Bcix BOygOBaHNUX B CUCTEMY
3acobiB 3axXuUcTy
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9 BUCHOBKM

9.1 B LICK icHye mMoxnuMBIiCTb peanisalii 3arpo3 KOH(IAeHLIMHOCTI, LiNiCHOCTI i AOCTYNHOCTI iHbopmaLii
LUSIAXOM HECAHKLLIOHOBAHOro AOCTymny.

9.2 B LUCK npu HemoTpumaHHi BMMOr MOMITUKM GE3neKku iCHYe MOXIMBICTb BWUTOKY iHcopmauii no
KaHanax nobiYyHWX eneKkTpoMarHiTHUX BUMPOMIHIOBaAHb | HaBeAeHb Bifg 3acobiB ob64McnioBanbHOI TEXHIKK i
TeneKoMyHikauinHoro obnagHaHHa npu obpobui 3O,

9.3 Peanizauia kaHaniB creuianbHOro BMAMAMBY Ha 30BHIWHI iHOPMALINHO-TENEKOMYHIKaUInHIi kaHanu
LUCK moxnuBa, ane manoBiporigHa.

9.4 Mopenb niansarae nepernaay npu 3MmiHi NnaHiB po3MilLleHHs, YMOB (DYHKLIOHYBAHHS | XapaKTepucTumK
LICK.



