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MNEPENIK CKOPOYEHb

B - baza paHunx

BOJ1I3 - BONOKOHHO-ONTUYHI NiHii 3B’A3KY

OBX - Oxepeno 6e3nepebiliHOro XmBNeHHs

EOM - EnekTpoHHOo-064YMCniOBanbHa MallnHa

EOT - EnekTpoHHO-064MCnOBanbHa TEXHiKa

ELM - EnekTpoHHUN umdpoBun nignuc

€Cng - €puHa cuctema nporpamMHoi AOKyMeHTaLii

3T™M - 3OBHiLIHi TENEKOMYHiKaLiNHi MepexXi

ITC - IHdopmaLinHo-TenekomyHikKaLinHa cucrema

K33 - Komnnekc 3acobiB 3axucty

K3l - KpuntorpadiyHnin 3axuct iHdopmaLii

KT3 - Komnnekc TexHiuHux 3acobiB

KC3I - KomnnekcHa cuctema 3axmcty iHdopmadi

JIOM - JlokanbHa obuucnoBanbHa Mepexa

ME - MixmepexHui ekpaH

HKI - Hocin kntoyoBoi iHdopmaui

HMC - HakonmuyBa4 Ha MarHiTHin CTpiyLi

oC - OnepauinHa cuctema

MEOM - TllepcoHanbHa EOM abo noptaTuBHMiA KOMN'IOTEP

n3 - [porpamHe 3abe3neyeHHs

Mn3n - [TlocTinHmn 3anam’ATOBYIOYMI NPUCTPIN

nea - [lpaBuna po3mexyBaHHs [OCTyny

MNTK - [lporpaMHO-TEXHIYHWUIA KOMMMEKC

PC - Poboua cTaHujqa

CYbL - Cwucrema ynpaeniHHA 6a3amu gaHux

T3l - TexHivyHnn 3axucT iHdopmauii

LICK - UeHTp ceptudikauii kntovis

CMP - Control Messages Protocol (npoTokon ynpaBnsa4mx NoBiAOMIEHD)
GPS - Global Positioning System (rno6anbHa cuctemMa no3nLioHyBaHHS)
HTTP - Hyper Text Transfer Protocol

LDAP - Lightweight Directory Access Protocol (npoTokon noctyny Ao katanory)
MTA - Mail Transfer Agent (Moaynb nepenayi eNeKTPOHHUX MOLUTOBUX MOBIAOMIEHD)
OCSP - Online Certificate Status Protocol (npoTokon BU3HauYeHHs cTtaTycy cepTudikaTta)

TSP - Time-Stamp Protocol (NpoTOKON 0TpMMaHHA NO3HA4oK Yacy)



4
€AAN.468244.185.M9.01

1 CTPYKTYPA KT3

CtpykTypy KT3 HaBefeHo Ha CTPYKTYypHin cxemi KT3 (gokymeHT €AALL.468244.185.C1).

KinbkicTb Ta XapakTepucTMKM TexHiYyHMX 3acobiB HaBegeHo Yy cneuudikauii  obnagHaHHS
€AAL.468244.185.B4.

1.1 Cknap KT3

[lo cknagy KOMMnekcy BXOAATb TaKi TEXHIYHI 3acobu:

— ueHTpanbHi cepeepu (cepBepu LICK) (knactep);

— cepBepu B3aemogii (knacrtep);

— cepBep MOHITOPUHIY Ta CUHXPOHIi3aL,ii 4yacy;

— [MCKOBWW Macws;

— obnagHaHHS cMHXpoHi3auii yacy (GPS-npuiimav);

— obnagHaHHA cnoeiweHHs agMiHicTpaTopiB (GSM-moaynb);

— komyTtatopu (JIOM Ta PC);

— PC reHepadji knto4iB KopuctysadiB (i3onboBaHa);

— PC obcnyroeytodoro nepcoHany (agmiHictpatopa 6e3nekn, CUCTEMHOro agMmiHicTpaTtopa,
agMiHicTpaTopa peecTpalii Ta agmiHicTpaTopa ceptudikauii).

Mpn poboTi KOMNNEKCY 3 HUM B3aEMOLjOTb TaKi TEXHIYHI 3acobu, siKi pi3nyHO He BXOAATb A0 MOro cknaay:

— TexHiyHi 3acobu kopuctyBauie LICK ITC (abo 30BHiLWHix ITC).

TexHiuHi 3acobu kopuctyBadis LUCK nigknioyaeTbca A0 KOMMNEKCY Yepe3 TeNeKoMyHiKaLiliHi Mepexi.
®yHKuii KT3 BM3HayYeHo B 3aranbHOMY onuci cuctemu (ookymeHt €AAL.468244.185.14.01).
CtpykTypy KT3 HaBefeHo Ha CTPYKTYpHin cxemMi KT3 (gokymeHT €AALL.468244.185.C1).

®yHKUiOHaNbLHY CTPYKTYpY KOMMMEKCY HaBedeHO Ha cxeMi (YHKUiOHanNbHOI CTPYKTYpU (OOKYMEHT
€AA[1.468244.185.C2).

[eTtanbHuin onuc nporpaMHoro 3abesneyeHHss HaBe4EeHO B ONUCI NPOrpamMHOro 3abesneyvyeHHst (AoKYMeHT
€AAL.468244.185.MA.01).

1.2 Onuc po3milieHHs KT3

Ona po3miweHHs PC  obcnyroBytodoro nepcoHany (agmiHictpaTtopa 6e3neku, CUCTEMHOro
apgMiHicTpaTopa, agMiHicTpaTopa peecTpaLii Ta agMmiHicTpaTopa cepTudikalii) obnagHyloTbca okpemi pobodi micua
y NpuUMILLEeHHI aamiHicTpaTopiB. AaMiHicTpaTtop cepTudikauii Ta CUCTEMHUI afMiHiCTpaTop BUKOPUCTOBYHOTb
cninbHy PC.

LleHtpanbHi cepeepn LICK, cepBepu B3aemogiji, komytatop JIOM Tta ME po3MmilytoTbCs Y eKpaHOBaHiIn
wadi B cepepHin kimHaTi O "EHEPTOPUHOK" (HeekpaHoBaHe cepBepHe npuMilleHHs). CepBep MOHITOPUHIY
Ta CUHXPOHi3aLii Yacy po3TalloBaHUN y LibOMY X NPUMILLEHHI Y OKpPEMI CepBEpHIN CTinL,i,
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2 3ACOBU EOT

2.1 Cknap 3aco6is EOT

o cknagy 3aco6is EOT, wo BxoaaTtb o KT3 BigHoCATbCS:
— ueHTpanbHi cepsepu (cepsepu LICK) (knactep);

— cepBepu B3aemMogii (knacrtep);

— cepBep MOHITOPUHIY Ta CUHXPOHIi3aL,ii 4yacy;

— PC reHepadii knioyiB kopuctyBadiB (i30nbL0BaHa);

— PC obcnyroeyouoro nepcoHany (agmiHictpatopa 6e3neku, CUCTEMHOro apgMiHicTpaTopa,
agMiHicTpaTopa peecTpalii Ta agmiHicTpaTopa cepTudikadii).

2.2 XapakTtepuctuku 3acobis EOT

2.2.1 UeHTpanbHi cepeepu LICK
CepBepu LICK peanizoBaHi Ha ocHoBi EOM cepBepHoro tuny.

Ilo cknapy TexHi4YHMX 3acobiB cepBepiB BXOAATb:

— EOM cepsepHoro Tuny;
— MOHITOp Ta NpMCcTpoi BBOAY (KNnaeiaTypa Ta MaHinynaTop “mMuwia”) - TepMiHan;

YnpaeniHHa cepBepamn LICK 3gilcHIOETbCA noKanbHO 4epe3 TepMiHan abo BigaaneHo 3 PC
agmiHicTpaTopa 6e3nekun Ta CUCTEMHOro agMiHicTpaTopa.

CepBepu y knactepi piBHOLLiHHI.

LleHTpanbHi cepBepu BUKOHYl dyHKLii 06pobkn CMP-, TSP-, OCSP -zanutiB Ta cepBepa b[,
CuHxpoHizauia gaHux y B[l 30iMCHI0ETLCA 3a paxyHOK BUKOPUCTAHHS CriflbHOro IMCKOBOro CXOBULLA.

Y kpuntoMozynax 36epiraeTbCcsl Ta BUKOPUCTOBYETLCA ocobuctui knioy LICK.

[ns ynpaeniHHSA BoMa cepBepaMu Yepes ofvH TepMiHas BUKOPUCTOBYETbLCS KOMYTaTop TepMiHanis.

2.2.2 CepBepu B3aeMogii
CepBepu B3aemogiji peanizoBaHi Ha ocHosi EOM cepBepHoro tuny.
[lo cknagy TexHiYHMX 3acobiB cepBepiB BXOOATb:

— EOM cepepHoro tuny.

YnpaBniHHS cepBepaMy B3aeMOfii 34IACHIOETLCS NOKanbHO 4Yepe3 TepmiHan abo BignaneHo 3 PC
agMiHicTpaTopa 6e3neku.

CepBepu y knactepi piBHOLLHHI.

Ona ynpaeniHHA oboma cepBepamMu Yepes3 oAnH TepMiHan BUKOPUCTOBYETLCS KOMyTaTop TepMiHanis (Town
Xe WO 1 And LeHTparnbH1UX CepBepiB).

2.2.3 PC agmiHicTpaTopa 6e3neku

PC apmiHicTpaTopa 6e3neku peanizoBaHa Ha ocHoBi MEOM (nepcoHanbHa EOM abo nopTtaTvBHUMNA
KOMMblOTEP).

[o cknagy TexHiuHMx 3acobiB PC BxoaaTb:

cuctemMHun 6nok NMEOM;

— MOHiTOp;

— OBX;

— npucTpoi BBOAY (KNaBsiaTypa Ta MaHinynaTtop “muwa’).

2.2.4 PC apgmiHicTpaTopa cepTudikalii Ta CMCTEMHOro agMiHicTpaTopa

PC agmiHicTpaTopa cepTudikauji peanizoBaHa Ha ocHoBi [MTEOM (nepcoHanbHa EOM abo noptatuBHuMi
KoMnbloTEp).

o cknagy TexHiyHmx 3acobiB PC BxoaaTb:
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— cucteMHun 6nok NMNEOM,;

— MOHITOP;

— OBbX;

— npucTpoi BBoAy (KnaeiaTypa, MaHinynatop “muwia’)
— NpuCTpin anga apyky (NpuHTEp).

2.2.5 PC agmiHicTpaTopa peecTtpadii

PC apgmiHicTpaTopa peecTpauii peanizoBaHa Ha ocHoBi NMEOM(nepcoHanbHa EOM a6o noptatuBHMi
KoMMbloTEp).

[o cknagy TexHiuHMx 3acobiB PC BxoaaTb:

— cuctemHun 6nok NMEOM,;

— MOHITOp;

— 0ObX;

— npucTpoi BBoAy (KnaeiaTypa, MaHinynatop “muwa’)

— Bdrl(BMkoHYe hyHKLji TpUHTEpPA, CKaHepa, KCepokca).

PC BigpoaneHoro agmiHicTpaTopa peecTpauii 3a cknagoM He Biapi3HsAeTbca Big PC apmiHicTpaTtopa
peecTpauii.

2.2.6 PC reHepauii kntoyiB KopucTyBaudis

PC reHepalii kntoyiB KopucTtyBadiB peanizoBaHa Ha ocHoBi [TEOM y 3axuLieHOMY BMKOHaHHI.

o cknagy TexHiuHmx 3acobiB PC BxoaaTb:

— cuctemMHuii 6nok NMEOM 3 anapaTHUM reHepaTOpOM BUMNAAKOBUX YUCETT;
— MOHITOP;

- ABX;

— npucTpoi BBoAY (KnaeiaTypa, MaHinynarop “muwia).

2.2.7 duckoBuin macue

OuckoBuin macuB € crnieuianizoBaHoo EOM, npusHadeHow Ang HagaHHA cepBepam e€OQMHOro iHTepdency
no HXXM[, o6’egHaHux y Hagnuwkosi RAID.

2.2.8 ObnagHaHHA cuUHXpoHi3auii yacy (GPS-npunmau);

O6napHaHHA peanizoBaHe Yy BWUrmAgi BuMHOocHoro GPS-npunmauva, AKuiA 3'€OHYETbCA 3 CEPBEPOM
MoHiTopuHry USB-kabenem.

2.2.8 ObnagHaHHA crnoBiweHHA agmiHicTpaTtopie (GSM-moaynb);

ObnapgHaHHA peanizoBaHe Yy Burnapi BuHocHoro GSM-mopemy, SKuiA 3'€QHYETbCS 3 CEPBEPOM
MOHITOpUHry kabenem 3 iHTepdericom RS-232.

2.2.9 CepBep MOHITOPUHIY Ta CUHXPOHIi3aL,ii Yacy

CepBep MOHITOpPYHIY Ta CUHXPOHIi3aLlii yacy

[o cknagy TexHiuHMX 3aco6iB cepBepa BXOAATb:

— EOM cepsepHoro tuny;
— OBX.

[na ynpaeniHHA cepBepoM 4yepe3 oAnH TepMiHan BUKOPUCTOBYETLCA KOMYyTaToOp TepMiHaniB (TOM Xe Lo 1
ONd ueHTpanbHUX cepsepis).
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3 KOMYHIKALJNHE OBJTAOHAHHA

3.1 Cknapg KomyHikauinHoro obnagHaHHs
[lo cknagy koMyHikaujiiHoro obnagHaHHs, wo exoautb Ao KT3 BigHocATbCS:
— komyTatop JTIOM LCK;

— KomyTatop PC;
— ME.

3.2 XapaKTepuCTUKN KOMYHiKaLinHOro obnagHaHHsA

3.2.1 KomyTatop JTOM LICK

KomyTtaTtop JIOM npusHadeHo ansa o6’egHaHHA Ha ocHOBI KabenbHoi mepexi PC agmiHicTpaTopa 6e3neku,
CUCTEMHOro agMiHicTpaTopa, agMiHicTpaTopa peecTpalii, cepepiB LICK Ta cepBepiB B3aemog;i.

YnpaBniHHS KOMYyTaTOPOM 3[iNCHIOETbCA 3 JIOKasnbHOI KOHCOMi, sika MigknioyaeTbcs 6e3nocepefHbo [0
KOHCOJIbHOro NopTy koMyTaTopa abo 3 PC agmiHicTpaTtopa 6e3neku.

YnpaBniHHA 3 NOKanbHOI KOHCOMi 3aCTOCOBYETbCA MpW MEpBMHHOMY HanarogXeHHi Ta B aBapifiHuX
CUTyaUisX 3 BUKOPUCTaHHAM KOMaHAHOro iHTepdency.

KomyTtatop JTOM po3MmillyeTbca B CTiliLi pa3oM 3 cepBepamMu B3aeMofii, LeHTparbHMMKN cepBepamMu Ta
ME.
3.2.2 KomyTaTop PC

KomyTtaTtop PC npusHayeHo ans ob’egHaHHA Ha OocHOBiI kabenbHoi Mmepexi PC agmiHicTpaTtopa 6e3neku,
CUCTEMHOrO agMiHicTpaTopa, agMiHicTpaTopa peecTpauii, cepsepiB LUICK Ta cepBepis B3aemogii.

YnpaBniHHA KOMyTaTOpOM 3AiNCHIOETLCA 3 JIOKanbHOI KOHCOMI, fka nigknoyaeTbca 6e3nocepeqHbo [0
KOHCOJIbHOro NopTy koMyTaTopa abo 3 PC agmiHicTpaTopa 6e3neku.

YnpaBniHHA 3 NOKanbHOI KOHCOMi 3aCTOCOBYETbCA MNPW MEPBUHHOMY HamnaroAXeHHi Ta B aBapifHuX
CUTYyaLisiX 3 BUKOPUCTAHHAM KOMaHAHOro iHTepdency.

KomyTatop PC po3miwyetbes B KimHaTi aamiHicTpaTopis LICK.

3.2.3 ME

ME npusHayeHO ans 3axucTy cepsepiB B3aemofii Ta mepexi LICK Big MOXnunBux 310BMUCHMX il 3
30BHILLHIX NO BigHOWeHHK Ao LLICK KoMyHiKauinHNX Mepex, WNAXoM aHanidy Ta 6noKyBaHHA LWKIAMMBOro Tpadiky
Ta oOMeXeHHs JOoCTyny Mo nopTax.

YnpaeniHHA ME 3AiicHI0ETbCS 3 NoKanbHOI KOHCONI, sika NiakniovaeTbca 6e3nocepeHbo A0 KOHCOMbHOMo
nopty ME a6o 3 PC agmiHicTpaTopa 6e3neku.

YnpaBniHHA 3 NOKanbHOI KOHCOSi 3aCTOCOBYETbCA MpW MEPBUHHOMY HanarooXeHHi Ta B aBapilHMX
CUTyaLisiX 3 BUKOPUCTaHHAM KOMaHAHOro iHTepdency.

ME po3milLyeTbca B CTilLi pa3oM 3 cepBepamMiy B3aEMOLi, LeHTpanbHUMK cepBepamu.



