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1 3ATAJIBHI BIJOMOCTI
1.1 TloBHa Ha3Ba aBTOMAaTHU30BAHOI CHCTEMH. NPOTPAMHO-TEXHIYHUH KOMILIEKC IIEHTPY
ceprudikarii KirouiB punky eiaekrpuunoi eneprii (LCK) (mami — koMmIuiekc).
1.2 HIudp xommiekcy: “IICK.EHEPT OPHOK”.

1.3 3amoruuk: JI1 "Enepropunok". FOpuauuna aapeca: 01032, m. Kuis, Byn. Cumona Iletmropu,
27. Kon €IPTIOY: 21515381.

1.4 BukonaBellb: BU3HAYA€THCA 3a pe3yJibTaTaMH TeHEPHOT IPOLEAYPH.

1.5 Po3poOka TeXHIYHOTrO 3aBJaHHS BUKOHYETHCS Y BigmoBigHOCTI A0 poroBopy Ne 2407 Bix
24.07.2014 p.

1.7 PesynbraTtu po0iT 31 CTBOPEHHS KOMIUIEKCY ITOBUHHI O(OPMIIATHUCS Ta TPEA IBISATHCS 3T1IHO 3
MOPSAIKOM BU3HaYeHUM y 1. 4, 5 Ta 7.



5
€AAJ1.468244.185 T3.02

2 IPU3HAYEHHSA TA 3AT'AJIBHI BUMOTI' 10 KOMIVIEKCY

2.1 TlpusnauenHss komiuiekcy: peamizamis LICK permamMeHTHHX Tmponeayp Ta MeEXaHi3MiB
obciyroByBaHHs cepTH(]IiKaTiB BIAKPUTHX KIKOYiB KOPUCTYBadiB (Hajli — KOPUCTYBadiB), HaJaHHS [TOCIYT
¢ikcyBaHHs yacy, a Takox peamizamis ELII i mudpyBanHa 1aHUX Ta yrpaBliHHSI OCOOMCTUMH KIIOYaMHU
1 cepTrdikaTaMu BIIKPUTUX KIFOUYIB KOPUCTYBA4iB CUCTEMHU.

2.2 YV xoMmIuiekci Moxe oO0pobnsaTuca BiakpuTa iHdopmania, iHdopMmaris 3 0OMeXeHUM
JOCTYIIOM, KpiM iH(popMartii, 1o cTaHOBUTH JIep>KaBHY TAEMHHMIIIO, Ta CIIY»KO00BO1 1H(pOpMAIIii.

2.3 3axmcr iHpopMarlii, sika 0OpOONIETHCS y KOMIUICKCI, MOBUHEH 3/IACHIOBATHCS ILISTXOM
CTBOPCHHS Ta 3a0e3reueHHs (PYHKIIIOHYBaHHS KOMIUIEKCHOI cucteMu 3axucty iHpopmarii (KC3I) LICK.

2.4 TexniuHi 3acobu KOMILIEKCY MOBHHHI OyTH 00’ €HaHi y JIOM 3 BUKOPHCTaHHSAM BHYTPIIIHBOT
TEJICKOMYHIKALIHOT MepeXi 3 MiJKIIOYEHHSM YacTUHU 3ac00iB 10 30BHIIIHIX TEJIEKOMYHIKAI[IHHUX
Mepex. OKkpeMi TeXHIYHI 3ac00M KOMITJIEKCY MOXKYTh OyTH 130JIbOBaHI BiJl MEPEXK Tepenadi JaHuX.

2.5 Peamizamis perjaMeHTHHX MPOLEAYp Ta MEXaHi3MiB OOCIyroByBaHHS cepTU(dIKaTiB
komruiekcy y ckianai LICK moBuHHI BigmoBigaT BUMOTraM MpaBUJil MOCHIICHOI cepTH]iKarii.

2.6 Komrnekc MoBHHEH BKIIOYATH Y CBOEMY ckiaji mporpamui 3acobu K3I (Buny “bB”, minBun
“B2”, xareropii “K”, “II” ta “IlI”, kmacy B2), siki MOXyTh BHKOPHCTOBYBATH araparHi Ta amapaTHO-
nporpamui 3acobu K31 (Buay “b”, miasua “b2”, abo Bugy “B”, kareropii “II” abo “II” ta “LlI”, kmacy
G‘Bl,’)'
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3 BUMOI'M 1O KOMIUIEKCY

3.1 Bumoru 10 QpyHKIIi# KOMITJIEKCY

3.1.1 Komruiekc MOBHHEH 3a0€3MeYUTH peaii3aliio periaMeHTHHUX MpoLeayp Ta MEXaHi3MiB
po6otu IICK, noB’s3aHux 3:
00CITyroByBaHHSM cepTU(]IKaTIB BIAKPUTUX KIFOUIB (aai — cepTUdiKaTiB) KOPUCTYBaUiB, 110

1)

2)
3)

BKJIIO4ac:

— PpeecTpalliro KOPUCTYBaviB;

— cepTu(diKaliio BIIKpUTHX KIIIOYiB KOPUCTYBAUiB;

— PO3MOBCIOKCHHS cepTU(]IKaTIB;

—  YOpaBJiHHS CTaTyCOM CepTH(]IKaTiB,;

—  PO3MOBCIOKEHHS 1H(pOpMAIIil Ipo cTaTyc cepTUdIKaTiB;

HA/IaHHSM TIOCIYT (iKCYyBaHHS 4acy;
peanmizamiero EIIl 1 mmdpyBaHHs MAaHUX Ta YOPaBIiHHA OCOOMCTHMH KIIFOUYaMU
cepTrdikaTaMu KOPUCTYBAUiB.

3.1.3 Kommiekc NOBHHEH 3a0e3Me4YuTH BUKOHAHHS HACTYNHUX (YHKIIH, MOB’sI3aHUX
obcyrosyBanHsaM LICK ceprudikariB KoprcTyBadis:

1)

2)

3)

4)

peecTpariito KOpUCTyBaiB, 110 BKIIOYAE:

— BBEJICHHS PEECTpaLiHUX JAaHUX KOPHCTYBAYiB JI0 PEECTPY KOPHCTYBAUiB;

— 30epiranHs peecTpy KOPHCTyBaviB Ta 3a0€3MEUCHHS IOCTYIY J0 PEECTPALiiHUX TaHHX;
— Ppe3epBHE KONiIOBaHHS Ta apXiByBaHHS PEECTPY KOPUCTYBAUiB;

— 3MiHY peecTpaliifHUX JTaHUX KOPUCTYBAUiB y PEECTpi;

— BHUJQJICHHS PEECTPALIMHUX JaHUX KOPHCTYBAYIB 3 PEECTPY;

cepTH}IKaIli0 BIAKPUTHX KITIOUiB KOPUCTYBAUiB, 110 BKIIOYAE:

— IpUMaHHA Ta PEECTPaLlilo 3alHTIB KOPUCTYBAaUiB HAa (OpMYyBaHHS CepTU(IKATIB;
— 30epiraHHs 3amMTiB, OTPUMAHUX BiJl KOPUCTYBaYiB, y 0a3i JaHUX 3allUTIB;

— apxiByBaHHA 0a3W IaHUX 3aIUTIB,;

— (¢opmyBaHHs cepTU(IKATIB KOPUCTYBAUIB;

— BHECEHHS cpOpMOBaHUX CEPTUDIKATIB y PEeECTp CepTUPIKATIB;

— 30epiranHs peecTpy cepTU(IKaTiB;

— apxIiByBaHHS peecTpy cepTu(iKaris;

PO3MOBCIOKEHHS cepTU(iIKATIB BIIKPUTUX KITIOUIB KOPUCTYBAYIB, 110 BKIIOYAE:

i

— myOnikamito peectpy ceptudikariB Ha iHpopmamniitHomy pecypei LHCK (y LDAP-kaTanosi

Ta Ha BEO-CTOPIHIII);

— 3a0es3nedyeHHs] JOCTYNYy KOPHCTYyBadiB JI0 peecTpy cepTudikaTiB Ha iHPopMaliiHOMY

pecypci LICK;

YIIpaBIIiHHS CTAaTycoM cepTU(IKATiB BIIKPUTHUX KIIIOYIB KOPUCTYBaudiB Ta PO3MOBCIOKEHHS

1H(popMalii mpo cTatyc cepTUdIiKaTiB, M0 BKIIOYAE:

— TpUAMaHHSA Ta PEECTpallil0 3aluTiB KOPUCTYBauyiB HAa CKacCyBaHHS, OJIOKYBaHHS YU

MTOHOBJIEHHS CepTU(IKATIB;
— 30epiranHs 3amMTiB, OTPUMAHUX BiJ] KOPUCTYBayiB, y 0a3i JaHUX 3allUTIB;
— apxiByBaHHA 0a3W IaHUX 3aIHTIB,;
— CKacyBaHHs, OJIOKyBaHHS a00 MOHOBJIEHHS cepTH(]IKaTiB Ha OCHOBI 3aIUTIB;
— BHeceHHs iH(opMarlii Mpo MOTOYHHM cTaTyC cepTudikara 10 peecTpy cepTu(ikaTis;
— (opMyBaHHS CITUCKIB BIKIMKAHUX CepTU(IKATIB KOPUCTYBAUIB;
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myOJTiKaIito CIUCKIB BiAKIMKaHMX cepTudikariB Ha iHdopmariiinomy pecypci LICK (y
LDAP-karano3i Ta Ha BeO-CTOPiHIIi);

3a0e3nedYeHHs] JIOCTYNy KOPHUCTYBadiB JO CIHCKIB BIIKIMKAHUX CepTUdIKATIB Ha
iHpopmaniiinomy pecypcei LICK;

3a0e3nedYeHHs TOCTYIy KOPUCTYBaviB /10 iH(popmMarlii mpo craryc ceptudikariB (Ta caMux
cepTHdiKaTiB) 3 BAKOPUCTAHHIM POTOKOJIY BU3Ha4YeHHs cTarycy ceprucdikara (OCSP).

3.1.4 KoMIuiekc mMoBHHEH 3a0€3MeUnTH BUKOHAHHS HACTYIMHUX (YHKIIIH, TTOB’sI3aHUX 3 HAJIaHHIM
HCK Hocnyr ¢bikcyBaHHS Yacy:
NpUMaHHS Ta PEECTPALIIO 3alTUTIB KOPUCTYBaYiB Ha (hOpMyBaHHs IIO3HAYOK Yacy;
¢dbopMyBaHHS MO3HAYOK YaCy;
nepeaayy copMOBaHUX MO3HAYOK Yacy KOPUCTyBauaM;
BHECEHHs1 C(POPMOBAaHUX MO3HAYOK Yacy y 0a3zy TaHUX;
30epiranHs cOpMOBaHUX MMO3HAYOK Yy 0a3i JaHUX;
apxiByBaHHs 0a3M JaHUX MMO3HAYOK Yacy.

3.1.5 Hus 3a6e3neuenns ¢ynkmionyBanns [[CK koMIuieke Takok OBHHEH BUKOHYBATH HACTYITHI

GyHKIIT:
1)

2)

3)

4)

5)

6)

ynpasminas kaodamu LICK, mo Bkimovae:

reHepairito ocodrcroro ta Bigkpuroro kimouis [ICK;

BBEJICHHS Ta BUKOpUcTaHHs ocoOuctoro kimoya L{CK;

CTBOPEHHS pe3epBHUX Komii ocobucroro kimova L{CK, a Takox BiIHOBJIEHHS 0COOUCTOTrO
KITI0Ya 3 pe3epBHUX KO,

dbopMyBaHHS Ta nepenavy 3anuty Ha popmyBanHs ceptudikata LICK go L[30;

OTpHMaHHS Ta 3anuc c(HOpMOBAHOTO cepTU(dIKATY y peecTp cepTUu(iKaris;

nyouikanito chopmoBaHoro ceptudikary Ha iHpopmaniinomy pecypei LICK (y LDAP-
KaTajo3l Ta Ha BeO-CTOPIHIIL);

BeZieHHs peecTpy nocanoBux ocid LICK (agmiHicTpaTopiB), 110 BKIIOYAE:

BBEJICHHS PEECTpAIliiHUX JaHUX MMOCATOBUX OCI0 10 peecTpy MocaaoBUX 0cio;
30epiraHHs peecTpy MocaJoBUX 0ciO Ta 3a0e3MeUYeHHs JOCTYITY 10 pEeECTpaLiiHUX JaHUX;
3MIHY PEECTPAIITHUX TaHUX MTOCAJOBHUX OCI0 Y peecTpi;

BUJIAJICHHSI peeCTpalliiHUX TaHUX MOCaI0BUX 0Ci0 3 peecTpy;

yrmpasiiHHs Kirodamu nmocagoBux ocid [{CK (aaminicTpaTopiB), IO BKIIOYAE:

TeHepaIlito 0COOMCTOro Ta BIAKPUTOTO KIFOYiB MOCATOBUX 0Ci0;

BBEJICHHS Ta BUKOPUCTAHHS OCOOMCTUX KJTFOYIB MOCAI0BHX OCI0;

dbopMyBaHHS Ta Mepenauyy 3amuTy Ha (GopmMyBaHHsS cepTHdikaTa MOCagoBOi 0COOH JI0
LICK;

dhopmyBaHHS cepTUdIKaTy TOCaI0BOT 0COOH;

3anuc cpopmoBaHoro cepTudikary y peectp ceprudikaris;

OTpUMaHHS, 30epiraHHs Ta BUKOPUCTaHHS cepTU(diKaTy M0CagoBOI0 0CO0010;

3a0e3neueHHs aIMIHICTPYBaHHS OKPEMHUX arapaTHUX Ta MPOrpaMHHUX 3aC001B KOMIUIEKCY, 110
BKJIIOYAE:

HaJIaroPKEHHsI apaMeTpiB 3ac001B KOMILIEKCY;
J1arHOCTYBaHHS POOOTH 3aC001B KOMILIEKCY;
MOHITOPUHT CTaHY 3aC001B KOMILIEKCY;

BEJICHHS JKypHaJIIB peecTpallii OKpEMUMH TEXHIYHUMHU 3ac00aMU KOMIUIEKCY, 1110 BKIIIOYAE:

3amuc peectpauiiHoi iHpopmaii 3acodamMu KOMIUIEKCY 10 KYpHAJIIB peecTpartii;
301p Ta aHai3 peecTpalniiHoi iHpopMmartii y )xypHaiax;,

3abe3neueHHs 3axucTy iHdopmarii, mo o0pobiseTbes y komruiekci, Bix HC/I.
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3.2 Bumoru 10 CTpYKTYpH Ta IPU3HAYEHHS KOMIUIEKCY TEXHIYHUX 3aC00iB

3.2.1 o ckmaxy KOMIUIEKCY IOBHMHHI BXOJMTH TaKi TEXHIYHI 3aco0um (CTPYKTypHaA cxema
KOMILIEKCY TEXHIYHHMX 3ac00iB HaBe[eHa Ha puc. 3.1):

— 1ueHTpanbHi cepBepu (cepsepu LICK);

— BHYTpIIIHE KOMYHIKaIliiiHe o0iaaHanns JIOM;

— JIMCKOBHUI MAacuB,

— cepBepH B3aeMo/Iii (kKiacrtep);

— wmibkmepexuuii ekpan (ME) 3 cuctemoro nonepemkeHns Brpy4ans (IPS);

— cepBep MOHITOPUHTY Ta CHHXPOHI3allii yacy;

— oOnamHanHs cuHXpoHi3arii yacy (GPS-mpuiimau);

—  MepeXHI KpUIITOMOIYII (Ki1acTep);

—  KPUIITOMOJYJI;

— amapatHo-tiporpamti 3acoou K31 (mami — AII3 K3I);

— PC obcnyroByrodoro mnepconany (aamiHicTparopa Oe3lekd, CHCTEMHOrO aJMiHiCTpaTopa,
aZIMiHICTpaTOpa peecTpalii Ta aaMiHicTpaTopa cepTudikarrii);

— PC renepartii kirto4iB KopucTyBaviB (i30J50BaHA).

MporpamHo-TexHiuyHum komnnekc LICK
LleHTpanebHi cepBepu Ta cepeepu B3acmogii
Knactep Byson1 Byson 1 Knacrep :
| UeHTpansHux :‘1 o 1 cepBepis
| i N ¥ T E R |
pBep ——— I i S B aii
X i a
Byson 2
% 2 Byson 2 ) & 1
{Amckosun < B :s
| woayne 70 | Mg 5
KomyTaropu L ‘K/‘ ME
Knacrep MepexHux ¢ I < Bon3
Kpun ynil . o RO
Cepaep (ocHOBHMI Ta pesepBHMM) TG Tenexomymxaumm .
MOHITOpUHTY \ Mepexi
Ta cuHXpoHizauii
vacy
A BON3
N BON3
e
IzonsoBaHe poboye PC obcnyrosytovoro nepcoHany (po6oui migus)
micue
‘ PC rexepauii ‘!h '-‘ cepBep_“ Ta
EN| wovis L f(“ KOPUCTYBaui cUCTEM
kopucrtyeauis PC apminictpatopa > Komyratop D
P i Ta ‘\ PC apmivictpatopa | PC ,ﬁ"‘ Y
CHCTOMHOro t.l 1l Geoanexn N A
TS WY ¥
PC agminictparopa g >
peccrpaui
L5
GPS-npuiamau
L=

GSM-AioAym-.

Pucynok 3.1 — CTpykTypHa cxemMa KOMIUIEKCY.

3.2.2 PC agminicTpaTropa 6e3neku mpu3HayeHa Jis:

— BBEACHHS PEECTpAIliiHUX JaHHUX TOCAIOBUX 0CI0 (aaAMIHICTPATOPIB) IO PEECTPY MOCATOBHUX
oci0;

— 3MIHY peecTpalifHuX JaHUX MOCAJ0BHUX OCI0 y peecTpi;

— BHJIQJICHHS peeCTpalifHuX JaHUX MMOCAJOBUX OCI0 3 peecTpy;

— BUKOHAHHS IHIIMX QYHKII], MOB’S3aHUX 13 3a0e3MedYeHHs M Ta MIATPUMKOI Oe3Ieku
iHpopManii, mo o0poOnseTscss y Komiuiekci. JleranbHo BUMOrM a0 mnpusHaueHHs PC
aaMiHicTpaTopa Oe3nexu noBuHHI BusHauaTucs y T3 na KC3I LICK.

3.2.3 PC cucreMHOro0 aaMiHicTpaTopa Mpu3HAUYCHa ISl
— HAQJIArO/UKCHHSI MapaMeTpiB TEXHIYHUX 3ac00iB KOMIUIEKCY Ta CHUCTEMHOTO MPOTPaMHOIO

3a0€e3IeUeHHS;
— JIarHOCTYBaHHS POOOTH TEXHIYHHUX 3aC001B KOMIUIEKCY;



9
€AAJ1.468244.185 T3.02

MOHITOPHUHTY Ta KOHTPOJIIO CTaHY TEXHIYHHUX 3ac00iB KOMIUIEKCY Ta BUKOHAHHS HUM OKPEMUX
byHKIIHA.

3.2.4 PC agminHicTparopa peecTpailii mpu3HadeHa Jjisi:

reHepariii 0coOOMCTOro Ta BiIKPUTOTO KITIOUIB aIMIHICTpAaTOpa peecTparii;

nepegavi 3anuty Ha (GopMyBaHHS cepTHdikara aagMiHICTpaTopa peecTpallii Ha NEeHTPaATbHHMA
cepsep;

OTpUMaHHS, 30epiraHHs Ta BAKOPUCTAHHS cepTU(iKaTy aaMiHICTpaTopa peecTparii;

BBE/ICHHS Ta BUKOPHUCTaHHS 0COOMCTOTO KIIF0Ya aJIMIiHICTpaTOpa peecTpariii;

BBEJICHHS PEECTPALIfHUX TAaHUX KOPHCTYBAUiB 10 PEECTPY KOPUCTYBAUIB;

3MIHU pPEeECTpaIliiHUX JAaHUX KOPUCTYBAYiB y pEECTPI;

BUJAJICHHS PEECTPALITHUX TaHUX KOPUCTYBAUiB 3 PEECTPY;

MpUMaHHS 3allUTIB KOPUCTYBadiB Ha (OpMYBaHHS cepTU(DIKATIB, IO BKIOYAE TMEPEBIPKY
BOJIOJIIHHST KOPHCTYBaueM OCOOKMCTOTO KITFOYa, BIJIIOBITHOTO /10 BIIKPUTOTO KJIIOYA Y 3aITHTi;
iHiLioBaHHS (HopMyBaHHS cepTU(]iKaTIB KOPUCTYBAUiB IIISIXOM BEJECHHS Ta Mepeaadi 3anuTiB
KOPHCTYBaviB Ha (OpMyBaHHS CepTHQIKATIB O IEHTPAIBHOTO CepBEpPa, IO BKIIOYAE TIIMKC
3alUTIB  KOPUCTYBAYiB  aaMIHICTPaTOpoM (3  BHUKOPHUCTaHHAM  OCOOMCTOrO  KIJIIOYa
aJMiHICTpaTOpa);

1HILIFOBaHHS CKacyBaHHsI, OJJOKYBaHHS UM MOHOBIEHHS cepTU(]IKATIB KOPUCTYBAUIB HUIIXOM
BEJICHHS Ta Iepenayvi 3aMuTiB Ha 3MiHY CTaTycy cepTH(]ikaTiB 0 HEHTPAIBHOTO CepBEpa, 10
BKJIFOYAE ITIIMKIC 3aIUTIB aIMIHICTPATOPOM (3 BUKOPHUCTAHHIM HOT0 OCOOMCTOrO KITF0Ya).

3.2.5 PC agminictparopa ceptudikaiii npusHaueHa ams:

re"epariii ocoorucroro Ta Biakpuroro kimouis [{CK;

BBEJICHHS Ta BUKOpUCTaHHA ocobucToro kitoua LICK;

CTBOpEHHSI pe3epBHUX Komiil ocobucroro kimoua L[CK, a Takox BIJHOBJIEHHS OCOOUCTOIO

KJIF0Ya 3 PE3epBHUX KO

dbopMyBaHHS Ta nepenadi 3anuTy Ha popmysanHs ceptudikara [ICK no 1130;

oTpumMaHnHs Ta 3anucy ceptudikary LICK y peectp ceptudikaris;

nyomikanii ceprugikary LICK Ha iHpopmaniiiHomy pecypci (Ha BeO-CTOpIHIII cepBepa

B3a€EMO/II);

nyOikanii CHUCKIB BIAKJIMKaHUX cepTHdikariB Ha iHpopmaniiiHomy pecypcel LICK (na BeO-

CTOpIHIII);

npuiiMaHHg 3anuTiB Ha (QOpMyBaHHS cepTU(IKATIB KOPUCTYBadiB Ta I0CAJ0BUX OCi0

(ammiHiCTpaTOpiB);

dbopmyBaHHS cepTU(IKATIB HA OCHOBI 3aMUTY MIJISXOM, 10 BKIIOYAE MIANUC cepTUdIKaTIB (3

BUKOpPUCTaHHAM ocobucroro kmoua [{CK);

(bopMyBaHHS CIUCKIB BIIKJIMKAHUX CEPTHU(IKATIB KOPUCTYBAUIB HIIAXOM, 1110 BKIIIOYAE MiAMNC

CIIMCKIB BIIKJIMKaHUX cepTU(IKaTiB (3 BUKOpUCTaHHAM ocobucroro kimoua [[CK);

PYYHOTO PE3EPBHOTO KOIIIOBAHHS Ta apXiBYBaHHS PEECTPY CEPTUQIKATIB;

MOHITOPHHTY Ta KOHTPOJIIO BUKOHAHHS aBTOMAaTH30BaHUX (YHKI[IH, 30KpeMa:

— myOnikanii peectpy ceptudikatiB Ha iHGopmamiiiHomy pecypei LICK (y LDAP-karanosi
Ta Ha BeO-CTOPIHIII) LIEHTPaJIbHUI CEpPBEPOM;

— myOmikamii CHUCKIB  BIOKIWKaHUX cepTudikaTiB  Ha 1HGOpMaLIMHOMY pecypci
LEHTPAJIbHUM CEPBEPOM;

— myomikarii ceprudikaty LICK Ha iHpopMaIiitHOMy pecypci IEeHTPaIbHIM CEPBEPOM.

3.2.6 LentpansHi cepBepu (cepepu LICK) mpusnaveHi mis:

nyomikarii ceprudikary L{CK na inpopmarniinomy pecypcei (y LDAP-kaTano3i);

30epiraHHst peecTpy IMOcaloBUX o0ci0 (agmiHicTpaTopiB) Ta 3a0e3MedyeHHs JOCTYIY M0
pPEECTPALITHUX TAaHUX;

BUKOPHUCTAHHS PEECTPY MOCATOBUX OCi0;
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MEPEBIPKH  PEECTPALIMHMX JaHUX KOPUCTYBAdiB IIJISAXOM IEPEBIPKM  YHIKAJIBHOCTI
PO3Mi3HABAIBLHOTO iIMEHI KOPUCTYBAYA;

30epiraHHsl peecTpy KOpPUCTyBauiB Ta 3a0e3MeYeHHs] BAKOPUCTAHHS PEeECTPALliHHUX JaHUX;
BUKOPUCTAHHS PEECTPY KOPUCTYBAYiB;

pPE3epBHOTO KOIIIOBaHHS Ta apXiBYBaHHS PEECTPY KOPUCTYBaUiB;

npuiiMaHHS Ta peecTparii 3anuTiB Ha GOopMyBaHHS cepTU(]iKaTiB KOPUCTYBaUiB Ta MOCATOBUX
oci0 (agMiHICTPaTOPiB);

30epiraHHs 3anuTiB Ha (hopMyBaHHS cepTu]ikaTiB y 0a3i JaHUX 3aIUTIB;

apxiByBaHHs 0a3u JaHWX 3alUTIB Ha PopMyBaHHsS cepTU(IKaTIB;

NEepPEeBIPKU YHIKAIBHOCTI BIAKPUTUX KIIFOUiB KOPHCTYBAYiB;

30epiraHHs peecTpy cepTudikaris;

BUKOPUCTAHHS PEECTPY CEPTUQIKATIB;

ABTOMATHU30BAHOT'O PE3EPBHOIO KOMIIOBAaHHS Ta apXiBYBaHHS PEECTPY CePTU(IKATIB;
nyOuikanii peectpy ceprudikaris Ha iHdopMmariitHomy pecypcei LCK;

npuiiMaHHd Ta peecTpalii 3amuTiB KOPUCTYBAa4yiB 1 aaMIHICTPAaTOpiB peecTpauii Ha
CKacyBaHHS, OJIOKYBaHHS Y/ TIOHOBJICHHS cepTU(IKATIB;

30epiraHHs 3allUTiB HA CKAaCyBaHHs, OJIOKYBaHHS Yd MOHOBJIEHHS cepTHdikaTiB y 06a3i maHux
3aIIUTIB;

apxiByBaHHS 0a3M JIaHUX 3alHTIB HA CKaCyBaHHS, OJJOKYBaHHS UM MOHOBJICHHS CepTU(DIKATIB;
CKacyBaHHS, OJIOKyBaHHs 200 MOHOBJICHHS CEpTH(IKATIB HA OCHOBI 3aIIUTIB;

BHeCeHHS 1H(popMallii mpo MOTOUYHUM cTaTyc cepTudikara 10 peecTpy cepTudikaTis;
nmyOJTiKanii CIMCKIB BIAKIMKAaHUX cepTHdikaTiB Ha iHpopmaniiHomy pecypei LICK;
npuiiMaHHg dYepe3 cepBep B3aeMojii Ta OOpOOKY 3amMTiB KOPUCTYBAadyiB Ha BH3HAYECHHSA
crarycy cepru(ikaTiB 3 BHUKOPUCTaHHSM IIPOTOKONY BHU3HAUEHHS CTaTyCy cepTHdikaTa
(OCSP), msixom popmyBaHHs iH(pOpMallii po craTyc cepTHQiKaTiB;

NpUiIMaHHA 4Yepe3 cepBep B3aeMOJli Ta OOpOoOKYy 3amuTIB KOPHUCTYBadiB Ha (POpMYBaHHSA
MO3HAYOK yacy, HUIIXOM (hopMyBaHHS MO3HAUOK yYacy Ta repenady cOpMOBaHUX MO3HAUOK
gacy KOpHCTyBadam;

BHECEHHs CPOPMOBAHUX MO3HAYOK Yacy y 0a3y aHUX;

30epiranHs chopMOBaHUX MO3HAYOK Yy 0a31 JaHUX;

apxiByBaHHs 0a3M JaHUX MMO3HAYOK Yacy.

3.2.7 CepBepu B3aeMoIii MpU3HAYEH1 IS

npuiiMaHHd Ta Tepelayl 3alWTIB KOPUCTYBAyiB Ta aJMIHICTPAaTOpIiB peecTpauii Ha
dopmyBaHHS cepTU(DiKaTiB KOPUCTYBaUiB Ha IIEHTpaJIbHUN cepBep;

3a0e3MneueHHs 10CTyy KOPUCTYBadiB JI0 peecTpy cepTu(dikaTiB Ha iH(popmaliiiHOMy pecypci
IICK (y LDAP-karano3i Ta Ha BeO-CTOPIHII);

npuiiMaHHA Ta nepeaayi 3aMuTiB KOPUCTYBaviB Ta BIIIAICHUX aJMIHICTPATOPIiB peecTpariii Ha
CKacyBaHHs, OJIOKyBaHHS YHM IOHOBJIEHHS CepTU(IKATIB KOPUCTYBAUiB Ha IEHTPaIbHUM
cepsep;

3a0e3mevYeHHsT JOCTYNy KOPHCTYBadiB [0 CHHUCKIB BIAKIMKAaHUX CepTUdIKATIB Ha
iHpopmaniiinomy pecypcei LICK;

3a0e3NeyeHHs] JIOCTYIy KOpHCTyBadiB J0 1HQpopMmamii npo crartyc cepTudikaTiB 3
BUKOPHCTAHHSAM MPOTOKONY BU3HAYeHHA cTarycy cepTudikara (OCSP), musxom npuitManHs
Ta Tepefadl 3alMTIB Ha BHU3HAUEHHS CTAaTycy cepTudikaTta Ha LEHTpaJbHUN cepBep Ta
nepeaayi iHGpopmallii Ipo cTaTyc y 3BOPOTHOMY HAIPSIMKY;

npuiiMaHHd Ta Tepefadl 3aluTiB KOPUCTYBayiB Ha (QOpMYyBaHHS IIO03HAYOK Yacy Ha
LIEHTPAJIbHUH CEPBED;

nepeaadi chopMoBaHUX Ha IIEHTPATILHOMY CEpBEpi MO3HAYOK Yacy KOPUCTyBadaM;
3abe3nedeHHs nocrymny 1o ceprudikary LICK nHa iHpopmaniitHoMy pecypci.

3.2.8 CepBep MOHITOPUHTY Ta CHHXPOHI3alii Yacy Npu3HauYCHUH s

cuHXpoHi3alii yacy 3 LleHTpanbHUM 3acBiTuyBaIbHUM OpraHoM Ta cuctemoro GPS;
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— HAJaHHA JaHUX TOYHOTO yacy yciM iHmuM komnoneHtam L[CK;
— 30upaHHsA 1 aHaJi3y JAHUX MOHITOPUHTY.

3.2.9 OGnagnannsa cuHxpoHizauii yacy (GPS-mpuiimau) npusHaueHe sl OTPUMAaHHS CHUTHAJIB

TOYHOTO 4Yacy Big cuctemu GPS.

3.2.10 MepesxHi KpUIITOMO/YJTi IPU3HAYEH] JJIS:

— 30epiranHs ocoductux kimouiB cepsepiB LICK;
— BHUKOHAHHS KpUNTOrpadiuHuX OMeparlii.

3.2.11 Kpunromoay:i npu3HaYeHi I

— 30epirannsa ocoductux kaouiB [ICK;

— BHUKOHAHHS KpUNTOrpadiuHuX OMepartii.

3.2.12 AII3 K3I npuzHadeHi st

— 30epiranHs ocobuctux KirouiB nepconany L{CK;
— BHUKOHAHHS KpUNTOrpadiqHuX OTeparlii.

3.2.13 Komyraropum Ta iHIIE BHYTpIlIHE KOMYHIKaliiHEe OOJaJHAHHS MpPHU3HAYCHE IS

3a0e3neueHHs BHYTPIIIHBOI B3aeMO11i 3ac001B KOMILIEKCY Ta yrBopeHHs JIOM.

3.2.14 ME 3 IPS mpusnaueni s (impTparii MepexHoro Tpadiky MK TeleKOMYyHiKalliitHIMA

MepekaMu Ta cepBepoM B3aemonii. Jeransno ¢ynkuii ME 3 IPS noBunHi BusHauatucs y T3 na KC3I

1ICK.

3.2.15 PC renepariii ki1r04iB KOPUCTYBAYiB pU3HAUCHA JIJIS:

— TeHeparii 0co0MCTOro Ta BIAKPUTOTO KIIOYIB KOPHCTyBada Ta 3alUC OCOOMCTOrO KIH0Ya Ha
Hocii kirouoBoi iHpopmanii (HKI);

— (¢opMyBaHHS Ta 3amucy Ha Hocid 1H(popmauii 3anuty Ha ¢QopMyBaHHS cepTudikara
KOpHUCTYBaya.

3.3 Bumoru 10 XapakTepuCTHK KOMILJIEKCY

3.3.1 Komrutekc moBuHEH 3a0e31edyBaTH XapakKTepUCTHKH, 10 HaBeneHi y Taou. 3.1.

Tabnuusg 3.1 — 3HaueHHs XapaKTEPUCTHK KOMIUIEKCY.

ITokasHuk 3HaYeHHS

KiJbKICTh KOPHCTYBAUiB, SIKHX 00CIYTOBYE KOMILIEKC He menmre 1 000 000

KibKiCTh KOPUCTYBaYiB, SIKI MOXKYTh 3apE€CTpyBaTUCS He meHie 5 000 3a 100y

KinbKicTh KOpHCTYBaYiB, sIKi OJJHOYACHO MAIOTh JIOCTYII JI0 CEpBepa He MeH1e 5 000

B3aemoii (iHgopmariitHoro pecypcy — LDAP-karanory ta web-cropiakn)

Yac 00poOkH 3anuTiB KOPUCTYBadiB HAa (OPMYBaHH:, OJIOKYBaHHS, He Outbire 0,02 ¢

MOHOBJIEHHS Ta CKaCyBaHHS cepTU(IKaTIB LIEHTPAILHUM CEPBEPOM (ae mernme 100
3aIuTIB/C)

Yac 06poOkH 3anuTiB 30BHILIHIX KOPUCTYBAUiB HAa BU3HAUEHHS CTATYCy He Outbie 0,004 ¢

ceptudikara (e menure 500
3aInTIB/C)

Yac 00poOKkM 3anMTIB 30BHIIIHIX KOPUCTYBauiB Ha (opMyBaHHS No3Hauku | He Ouibine 0,004 ¢

qacy (e menure 500
3aInTIB/C)

3.4 Bumoru 10 pexuMiB (QyHKIIOHYBaHHS KOMIUIEKCY

3.4.1 Kommiekc moBHHEH 3a0e3neuyBaTu (PyHKI[IOHYBaHHS Ta MOKJIMBICTh HaJaBaTh JOCTYITY JI0

I[ICK kopucTyBavam 1i10,1000BO 7 ITHIB Ha THXKJICHbB.
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3.4.2 llenTpasibHi CepBEpH Ta CEpPBEPH B3aEMOJII MOBUHHI (PYHKI[IOHYBaTH aBTOMAaTH30BaHO.
[ToBuHHA iCHYBaTH MOJIMBICTE POOOTH CEpBEPIB Yy PI3HUX PEKMMaX — OCHOBHUI YU pe3epBHUHN 3
MMOBHUM YW YaCTKOBUM JyOTFOBaHHAM ()YHKIIIH.

3.4.3 OyHKIIOHANbHI XapaKTEPUCTHUKU Ta PEXKHUMHU EKCIUTyaTalii KOMIUIEKCY HE IOBUHHI
3aJIeKaTH BiJ THUIIB Ta XapakTepUCTHK TexHIYHUX 3acobiB (PC, cepBepiB Ta KOMYHIKAI[IHHOTO
oOaiHaHHs).

3.5 Bumoru 10 ekcruryaTariii KOMIUIeKCy

3.5.1 YMOBH Ta peKUMU SKCIUTyaTaIlil KOMILIEKCY

3.5.1.1 TexHiuHi 3acO0M KOMIUICKCY ITOBUHHI €KCIUTYaTyBaTUCS B MPHUMIIICHHIX 3 HOPMAIbHUMHU
KJIIIMaTHYHAMHA YMOBAMH:

— TemrepaTypa HaBKOJHUIIHBOTO cepeloBuIla noBitps mitoc 20 = 5 °C;
— BIJHOCHA BOJIOTiCTh (HABKOJMIITHLOTO MOBITPs 60 + 15)%;
— armocdepnuii Tuck Big 84 mo 107 xIla (Bix 630 go 800 MM. pT. cT.).

3.5.1.2 Kommuiekc moBuHeH po3Mmimiatucs y npumimenHi [[CK 1 B3aemofisiTé i3 30BHIIIHIMU
KOpHCTYBa4aMH 4epe3 30BHIIIHI TeleKoMyHikamiitHi mepexi (3TM).

3.5.2 Bumoru 10 30epiranHs KOMIUIEKTY 3allaCHUX TEXHIYHUX 3aC001B

3.5.2.1 Tlopsimok 30epiraHHs KOMIUICKTY 3allaCHUX TEXHIYHHX 3aC00iB, 1HCTAJSAI[IHHUX IaKETiB
MPOrpaMHOro 3a0e3rleueHHs] MOBMHEH OyTH BU3HAYEHWH Yy BIAMOBIAHIA 1HCTPYKIIl 31 CKiagy
eKcruTyaTariitHoi qokymeHnrailii Ha komruieke Ta LICK, y ckitazi skoro BiH €KCIUTyaTy€eThCsl.

3.5.2.2 JleranbHO BUMOTH 10 30epiraHHs KOMIUIEKTY 3alacHMX TEXHIYHHUX 3ac0o0iB MOBUHHI
Bu3Hauvatucs y T3 na KC3I LICK.

3.5.3 Bumoru 10 periamMeHTy o0CIyroByBaHHS TEXHIYHUX 3ac00iB

3.5.3.1 Texuiune o6cayroByBanHs PC Ta cepBepiB KOMIUIEKCY IIOBUHHE BHUKOHYBAaTHCS
BIJITIOBIJTHO 10 perjamMeHTy o0ciyroByBanHs EOM.

3.5.3.2 Texniune o0OCTYyroByBaHHS KOMYHIKAI[IHHOTO Ta IHIIOrO OOJagHAHHS TIOBUHHE
BUKOHYBATHC 3T1AHO eKCIUTyaTaliifHoi fokyMmeHTanii abo TY mianpueMcTBa-BUpOOHHKA 00JI1aTHAHHS.

3.5.3.3 Tlopsaok TEXHIYHOrO OOCIIyrOBYBaHHS MOBHUHEH OYyTH BU3HAYEHHWH y eKCIUlyaTalliiHii
nokymenranii Ha LICK.

3.5.4 BuMmoru 10 A1l y pa3l BAHUKHEHHS aBapiiHUX CUTYaIliil

3.5.4.1 Ilepenix MOXJIMBHUX aBapiifHUX CUTYyalliil MpU eKcIuTyaTallii KOMIUIEKCY Ta BUMOTH 10 Jii
y pa3si iX BUHUKHEHHS MOBHUHHI OYTH BH3HA4€H1 y BIAMNOBIIHUX IHCTPYKLISX 31 CKJIaAy eKCIUTyaTaliiHoi
nokyMenTarii Ha komruieke Ta [{CK.

3.5.5 Bumoru 110 30epiraHss Ta BiJHOBJICHHS TaHUX

3.5.5.1 3acobu ueHTpaJbHOrO cepBepa MOBHHHI MiATPUMYBATH MOXIIUBICTH ABTOMATUYHOTO
PE3epBHOTO KOIIIOBAHHS PEECTPY CepTU]IKATIB, PEECTPY KOPUCTYBadiB, 0a3W CIHUCKIB BIIKIUKAHHX
ceptu(ikaTiB Ta 6a3u NO3HAUOK YaCy.

3.5.5.2 30epiraHHs pe3epBHUX KOMid TOBUHHE 3IIHCHIOBATUCS y MPHUMIMIEHHAX, SKi
TEPUTOPIATIBHO BiJIOKPEMIICH1 BiJl TPUMIIIICHHS, € PO3MIIIEHUA KOMIUIEKC 13 3a0€3MeUeHHSIM 3aXHUCTY BiJ
HCII.

3.5.5.3 Tlopsimok pe3epBHOTO KOMiIOBAaHHSA Ta 30€piraHHsS PE3epBHUX KOIMIM TOBHHEH OyTH
BU3HAYCHUH Yy BIAMOBIIHIN IHCTPYKIIT 31 CKIIay eKcITyaTaliiHoi JokyMeHTalii Ha komuieke Ta LICK, y
CKJIaJ[i IKOTO BiH €KCILTyaTy€EThCA.
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3.5.5.4 JletanipHO BUMOTH 110 30epiraHHs Ta BiJIHOBJICHHS JaHMX IOBHHHI BU3Haudatucs y T3 Ha
KC3I ICK, y cknaai sikoro Oy/ie BAKOPHCTOBYBATUCS KOMILIEKC.

3.6 Bumoru 10 nepconaiy, 1o BiJIMOBIIa€ 3a EKCILTyaTaIlil0 KOMIUIEKCY
3.6.1 Y ekcruryararii KOMIIJIEKCY TOBUHHI OyTH 3a/isiHI HACTYIIHI [TOCAJ0B1 0COOH:

— aaMiHICTpaTop Oe3NeKu;

— CHUCTEeMHHMU aJIMIHICTPATOD;

— aaMiHicTparop cepTudikarii;

—  aJMIHICTPATOpP peECTpaIlii;

—  BiAmajeHui agMiHICTpaTOp peecTpartii.

3.6.2 3araypHI BUMOTH 10 I1I0CAI0OBUX 000B’A3KIB 3a3HAaYEHUX OCi0 IIOBUHHI BIAIIOBIAaTH BUMOTaM
MIpaBWJI MMOCWIICHOI ceprudikaitii. Bumoru g0 mocamoBux o0O0B’sI3KIB aaMiHICTpaTopa Oe3leKH MOBHHHI
Bu3Havatucs y T3 na KC3I LICK, y cknani sikoro 0ye BUKOPHCTOBYBATHCS KOMILIEKC.

3.6.3 HacranoBu 3 ekcruryaraiii 3aco0iB BH3HAYEHOTO MEPCOHATY MOBMHHI OyTH HaBeleHi y
BIJIMOBIAHUX THCTPYKIIAX 31 CKIIAAy eKCIUTyaTaliiiHoi qokyMmeHnTanii Ha komrieke ta LICK.

3.6.4 BuMoru 10 miArOTOBKH HEPCOHANY Ta MOCAAOBI OOOB’SI3KM TOBWHHI OyTH BH3HAYEHI Y
eKcruTyaTariitHiit nokymenranii Ha [{CK.

3.7 Bumoru 10 KOMIUIEKCY TEXHIYHUX 3aC00iB

3.7.1 BuMoru 10 HaAiitHOCTI Ta 3aXUCTY BiJl 30BHILIHHOTO BILIUBY

3.7.1.1 Bumoru a0 HaaiHOCTI TEXHIYHUX 3ac00iB, M0 BXOAATH A0 CKJIAAY KOMILJIEKCY, ITOBUHHI
BianoBigaTu HacTynHuM nokasHukam 3a 'OCT 27.003-90 (rpyna 3aco6iB 11, Bug — BigHOBIIOBaHUM):

— cepeaHiit HapoOITOK Ha BIIMOBJIEHHS MOBUHHMM Oyt He MeHI 15 000 ro.;
— CepelHill yac BiTHOBIIEHHS Mpalle3/1aTHOro ctany He O 0,5 rox.;

— CepenHii TepMiH Ci1y>kOM NOBUHHMI OyTH HE MEHII 5 POKIB;

— Koe(iLI€HT TEeXHIYHOI0 BUKOPUCTAHHS MOBUHHUN OyTH He MeH1 0.95.

3.7.1.2 Bumoru enekTpu4Hoi 1 MexaHiuHoi 6e3nexku noBuHHI Bignosinatu 'OCT 25861-83, kiac
3axX¥CTY BiJl TOPA3KH ENEKTPUIHUM CTPYMOM — TTEPIIUH.

3.7.1.3 TexHi4HI 3aCO0M KOMILJIEKCY MOBUHHI OyTH CTIMKMM JI0 30BHIILIHIX BIUIMBIB 1 YMHHUKIB
BIJIMOBITHO JI0 BUMOT, sIKI BUCYBAIOThCS JO HAa3eMHOI TEXHIKH Kjacy 1, kaTeropii TEXHIYHHMX 3ac00iB,
NPU3HAYEHUX JJIs eKCIUTyaTallii B Ha3eMHUX CTalllOHApHUX MPUMIILEHHSX 1 CHOpYAax y KIIMaTHYHOMY
BukoHanHi [IXJI rpynu 1.1, Biamosigao mo 'OCT 21552-84.

3.7.2 Bumoru 10 eneKTpOKUBJICHHS, €IEKTPUYHOT MIIIHOCTI 1 ONOpY 130JIsLi1

3.7.2.1 Kommiekc moBHHEH OyTH Tpare3laTHH NP eNeKTPOKUBIICHHI 00JaHAaHHS BiJ TPHOX-
abo omHOo(a3HOI Mepexi 3MIHHOTO CTPyMY 3 HOMiHanbHOW Hampyror 380/220 ta 220 B BigmoBigHO i
9acToTOI0 3MiHHOTO cTpyMy 50 I'11 3 mapamerpamu y BignosigHocti 3 TOCT 21552-84.

3.7.2.2 'V pa3i 3HuUKHeHHs enekTpokuBleHHs JIB)XK moBuHHI 3a0e3meunTd Mpare3laTHICTh
KOMIIJIEKCY Ha yac HE MEHIIe HiX 15 XBHIMH Ul BUKOHAHHS 3aBEPUICHHS POOOTH OKPEMHUX TEXHIYHUX
3ac00iB KOMIUIEKCY 1 BUKOHAHHS MpoLenyp, sKki 3a0e3neuyloTh 30epekeHHs 1H(opmalii 3 MEeTolo
YHUKHEHHS MOIIKOKEHHS 11 LiTICHOCTI.

3.7.2.3 EnexTpudHa MIIHICTh 130JIAIIi KOMILIEKCY TEXHIYHMX 3acO0IB CHCTEMH MiX
CIEKTPUYHUMH CTPYMOTIPOBITHUMH JIAHIJIOTAMH, a TaKO0X MK CTPYMOIPOBIIHUMH JIAHIJIOTAMH 1
KOPITyCOM B HOPMAaJIbHMX KIJIIMAaTHYHHUX yMOBax ekcruryaramii BignmoBigHo I'OCT 21552-84 moBuHHa
3a0e3meuyBaTy BiJICYTHICTb MPOOOIB 1 MOBEPXHEBUX MEPEKPUTTIB 130JAIIi1 MPHU BIUIMBI BUMIPOOYBAILHOL
Harnpyru He Hwk4de 500 B myis crabkocTpyMoOBUX JaHIIOTIB 3 pobodoro Hampyrorw 10 100 B 1 He HuxKYe
1500 B 1st maHIIOTIB €IEKTPOKUBICHHS.
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3.7.3 Bumoru 110 1iarHOCTyBaHHS

3.7.3.1 Bci TexHiuHi 3ac00M KOMIUIEKCY IOBHHHI 3a0€3Me4yBaTi MOXKIIMBICTD J1arHOCTYBAaHHS Ta
OTpUMaHHS 1HGOpPMAIIii PO CTaH iX (YHKI[IOHYBaHHSI.

3.7.3.2 TIlpm BuHukHeHHI 300iB ab0 BiAMOB mpu (YHKLIIOHYBaHHI 3aco0iB MOBHMHHA
3a0e3meYyBaThCs] MOXJIMBICTh CHUTHaMI3alii MPO BHHUKHEHHS I103aIITaTHOI CHUTYyallii (KOMIOHCHTH
KOMIUICKCY MaloTh (hOpMyBaTH BIAMOBIIHI KOJM MMOBEPHEHHS Y BUIaBATH MOBIIOMIICHHS OIIEPATOPY).

3.7.4 BumMoru 10 eproHOMIKH Ta €CTETUKH

3.7.4.1 TexniuHi 3aco0M KOMIUIEKCY MOBHMHHI 33J0BOJILHATH BHMoOram eproHomiku 3a ['OCT
12.2.049-80 1 3aranbuum Bumoram ectetuku 3a 'OCT 24750-81.

3.7.5 Bumoru 10 OKpeMHX TeXHIYHUX 3ac00iB

3.7.5.1 Jo ckiagy Bcix TEXHIYHUX 3ac001B OBHHHI BXOAUTH JKepena 0e3rnepebiitHOro KUBJICHHS
(JABX).

3.7.5.2 Jlo uenTtpanpHOro ceppepa 4uu 6e3nocepeanbo 10 PC aaminicTparopa ceprudikarii mae
MIKITI0YaTHCS (BXOAUTH JI0 CKJIaAy) anapaTtHuid abo amapatHo-mporpamuanii 3acid K31 — kpunromoays,
KU PU3HAYCHUH TSI

— ynpaiiaas ocobuctum kimodem L[CK (reneparii, 30epiraHHsi, BBEIEHHS, BHKOPHCTaHHS,
PE3EPBHOTO KOMIIOBAHHS, BITHOBIICHHS Ta 3HUILCHH);
— ¢opmysanns EIII 3 Bukopucranusm ocobucroro kimroua [{CK.

3.7.5.3 Jlo neHTpaabHOTO cepBepa Mae MiAKIIIoYaTruCs (BXOAUTH JI0 CKIIATY) KPUIITOMOAYIIb, SIKUH
NpU3HAYECHUH IS

— ympaBiiHHS ocobuctumu kimouamu cepBepiB LICK (renepamii, 30epiraHHs, BBEACHHS,
BUKOPUCTAHHS, PE3€PBHOTO KOIIFOBAHHS, BIIHOBJICHHS Ta 3HUILEHHS);

— (opmysannsa ELII 3 Bukopuctanusm ocoductux kitouis cepsepiB LICK;

— HampasleHoro ImudpyBaHHS JaHUX (peadi3amii MPOTOKOIY pO3MOAUTY KIIHOYIB) 3
BUKOPHUCTaHHAM ocobucTtux kiouiB cepsepiB LICK (y pasi, SKII0 KpUNITOMOIYJb TIATPUMYE
peasizalito BIAMOBIAHOTO MPOTOKOIY PO3NOILTY KIIIOUIB).

3.7.5.4 Kpunromozyni nMoBuHHI OyTH amapatHo-mporpamMaumMu 3acobamu K31 Buny “bB”, miasun

“b2”, abo Bugy “B”, xateropii “II” abo “IT” ta “III”, knacy “b1” Ta MOBUHHI MaTH MO3UTUBHI €KCIIEPTHI
BucHOBKU y ramy3i K31 (manmpuknan, kpuntomonyns “T'psma-617 — TY YV 30.0-22723472-002:2007,
MKM “T'psina-301” — TY V 30.0-22723472-003:2008 4w iH.).

3.7.5.5 Jlo ckmamy OAHOTO 3 LEHTPAIbHUX CEPBEPIB MOXE BXOJUTH MPUCTPIA pPe3epBHOTO
KOMIIOBaHHS, KWW TMPU3HAUEHHUH JUIs 3alHCy PE3EPBHUX KOIMiM AHWX Ta CTBOPEHHS JTOBTOCTPOKOBUX
apxiBiB. JIOBrOCTPOKOBI apXiBH JaHUX TAaK0XX MOXYTh 3allUCYBAaTHCS Ha ONTHYHI KOMOAKT-AuUCKU. Jls
IILOTO JI0 CKJIATy IIEHTPAFHUX CEPBEPIB MOBHHHI BXOAUTH MPUCTPOI 3aITUCY HA ONITUYHI KOMIIAKT-TUCKH.

3.7.5.6 lo cxnany PC cucremHoro aaminicrparopa nmoBuHeH Bxoautu GPS-mpuiimau, skuii
NpU3HAYEHUH JUIsI OTPUMaHHS CUTHANIB TOYHOro 4acy Bil GPS-cynyTHukiB. Yac Mae CHHXpOHI3yBaTUCs
3 TOYHICTIO 710 1 C.

3.7.6 BuMoru 710 po3MillleHHs Ta B3a€MOJIii TEXHIYHUX 3aC00iB

3.7.6.1 CtpykTypHa cxeMa KOMIUIEKCY TeXHIYHHUX 3ac00iB HaBeJleHa Ha puc. 3.3.

3.7.6.2 TexHiuHi XapaKTePUCTUKH, KUIbKICTh Ta PO3MIILICHHS TEXHIYHUX 3aC00IB KOMILIEKCY MOXKE
3MmiHtOBaTUCA. [lpy mbOoMy pO3MIIIEHHS Ta TOPSAOK EKCIUTyaTalii TEeXHIYHUX 3aco0iB TMOBHHHI
BIJINIOBIJaTH BUMOTaM JIepKaBHUX HOPMATHBHHUX TOKYMEHTIB y cdepi 3axucty iHdopmariii, 30Kpema,
MpaBUJI IOCHJICHOT cepTHdiKarlii.
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3.7.6.3 PC anmiHicTpaTopa O€3MeKH, CUCTEMHOIO aJMiHICTpaTopa, aJMiHICTpaTopa peecTparii,
aaMiHicTpaTopa ceprudikaiii, 1eHTpadbHI cepBepyd (OCHOBHUW 1 pe3epBHUI) Ta CEpBEpU B3AEMOJIIT
(OCHOBHHMIA 1 pe3epBHUI) TOBUHHI B3aEMOJIISITH Ye€pe3 BHYTPINTHIO TEJIEKOMYHIKAIITHY MEPEKy Ha OCHOBI
KabenpHOl Mepexi Ta KOMyTaTopiB i yrBoproBatu JIOM.

3.7.6.4 llentpansHi cepBepH, ix JAbXK, nuckoBuii MacuB Ta IPUCTPi Pe3ePBHOTO KOIiIOBaHHS (32
HasBHOCTI), Komytarop (komyratop JIOM), komyTarop TepMiHAIiB 3 TEPMIHAIOM, MEpPEXKHI
Kkpunrorpadiyai Moy, a TaKoK cepBepH B3aemoii Ta ME, moBuHHI OyTH po3MmillieHi B okpemiit madi y
eKpaHOBaHOMY NPUMIIIEHH] (eKpaHOBaHiil cepBepHiil KIMHATI).

3.7.6.5 PC ob6cmyroByrodoro nepcoHainy (aaMiHicTparopa 0e3meku, CHCTEMHOTO aaMiHICTpaTopa,
aZIMiHICTpaTOpa peecTpalii Ta aamiHicTpatopa cepTHdikaiii) moBHHHI OyTH MIIKIIOYEHI y OKpEeMHA
KOMYTATOp, SIKUH i IKITFOYaEThCSI OKpeMuM KaberneM a0 komytaropa JIOM y madi 3 cepBepamu.

3.7.6.6 llenTpanbHi cepBepH MOBHHHI yTBOPIOBATH CTIHKWMH O BiIMOB KjacTep 31 CHUIBHUM
IucKoBUM MacuBoM. CepBepH B3aeMOJil NMOBHHHI YTBOPIOBATH CTIMKHH 10 BIIMOB KJIacTep Ta MaTH
OJTHaKOBY KOH(irypaimito Ta inpopmariiiine HaOBHEHHS.

3.7.6.7 CepBepu B3aeMO/il MOBUHHI MIAKIIOUATUCS 10 TEIEKOMYHiKaliiHOI Mepexi yepe3 ME 13
BOynosanow IPS. Cepepu moBuHHI migxirodatotecst 1o ME 3a momomororo komyraropa. KomyraTtop
MOBHHEH 3a0e3IeuyBaTH yTBOPEHHS OKPEMHUX BIPTYAIBHUX MIIMEPEX JUIS I[HMX IiAKITOYeHb. Jlus
MiAKITIOUEHHS cepBepiB B3aemomii 10 BipTyanbHoi migmepexi LICK Ta mo BipryamsHOi miamepexi ME
MMOBUHHI BUKOPUCTOBYBATHUCSA PI3HI MEPEkKH1 a/IallTePH.

3.7.6.8 ME 3 IPS noBuHHI miIKIIOYaTUCS 1O TEICKOMYHIKAIIITHOT Mepexi 4epe3 KOMYyHIKaIliifHe
oOJIagHAHHS.

3.7.6.9 Inmri BUMOTH IIOJI0 PO3MIIIEHHS Ta B3a€MOJIl TEXHIYHUX 3acO0iB 3 ypaxyBaHHSM BUMOT
3axucty obpobmoBanoi iH(popmauii Bix HCJ] moBunHi BusHavatucs y T3 na KC3I LICK (30kpema,
Bukopuctanig BOJI3 tommo).

3.7.7 Bumoru 10 nporpaMHoOro 3abe3neyeHHs

3.7.7.1 o ckiagy mporpaMHoro 3abe3neueHHs KOMIUIEKCY, SIKe peaji3ye JIOTIKy Horo poOoTH
MOBMHHI BXO/IUTH:

— nporpamuuii komruiekc [ICK “IIT [ICK-17;
— mnporpamuuil kommuieke kopuctyBaua LICK “IIT Kopucrysau LICK-1".

3.7.7.2 3a3HaveHi nporpaMHi KOMIUIEKCH MMOBUHHI OyTH KOMILIeKcaMu IporpaMHux 3aco6iB K31
Buny “b”, miasug “b2”, kareropii “K”, “IT” Ta “III”, knacy B2.

3.8 JlogaTkoBi BUMOTH

3.8.1 3aranbHi BUMOTH J10 3ac00iB KpUITOTpadiuHOro 3aXUCTy iH(popMarii

3.8.1.1 B mporpamHux Ta amapaTHUX 3aco0aX KOMIUIEKCY IMOBHHHI BHKOPHUCTOBYBATHCS Taki
KpunrorpadiuHi alrOPUTMH Ta MPOTOKOJIH:

— anroput™ mudpysanss 3a ACTY I'OCT 28147:2009;

— anroput™ EIIT 3a JICTY 4145-2002;

— anroputm remyBanss 3a [OCT 34.311-95;

— MPOTOKOJI PO3MOJILTY KIIFOYOBHUX JIAHWX (HampaBlieHe MuGpyBaHH).

3.8.1.2 Anroputm mmudpysanus 3a JJCTY 'OCT 28147:2009 noBHHEH BUKOPUCTOBYBATHCS IS

— mudpyBaHHA KJIIOYOBUX Ta CIY)KOOBHX JIaHMX TpH 30epiraHHi Ta mepeaavyi — y pekKuMi
MIPOCTOI 3aMiHH;

— mudpyBaHHA JaHUX, 10 TIepeaarThes Mk kopuctyBadamu L{CK — y pexxumi ramyBaHHS Ta
raMyBaHHS 13 3BOPOTHIM 3B’SI3KOM;
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— KOHTPOJIKO IUIICHOCTI KIIOYOBHX Ta CIYy)KOOBHUX JaHUX TpH 30epiraHHi Ta mepegadi — y
pexxuMi BUpOOICHHS iIMITOBCTaBKH.

3.8.1.3 Anroputm EIII 3a JICTY 4145-2002 moBwHEH MiATPUMYBAaTH BCi THapameTpH, IO
BusHaveHi y JICTY 4145-2002 Ta BUKOpHCTOBYBATHCS JUIs 3a0€31E€UEHHSI LITICHOCTI:

— KJIIOYOBHUX AaHUX (cepTHdiKaTiB BIIKPUTHUX KJIIOYIB) Ta CIY>KOOBUX NaHMX (TMIO3HAYOK Yacy,
OCSP-BiamoBifei Ta CIUCKIB BIIKIIMKAHUX CEpTU(IKATIB);
— JIaHUWX, 10 nepenarThes Mix KopuctyBadamu [{CK.

3.8.1.4 Anroputm remyBanss 3a 'OCT 34.311-95 noBuHeH BUKOPUCTOBYBATUCA JUIS

— TenIyBaHHS JaHUX i1 yac popMyBaHHS Ta NepeBipsHHA mianucy 3a anroputMom ELII 3rigHo
JACTY 4145-2002;

— TenIyBaHHS MapoJIiB 3aXUCTY KIIOUOBUX JaHUX (OCOOMCTUX KIOUIB);

— TCIIyBaHHS CIIJIBHOTO CEKPETHOTO 3HAYCHHS IIiJ] 4Yac pealizaimii MPOTOKOIY PO3IMOALTY
KITIOYOBUX JAHUX.

3.8.1.5 TIpoTokon po3moaiTy KIOYOBHX JAHWX MOBHHEH BHKOPUCTOBYBATHUCS IS PO3MOILTY
KITIOYOBUX JAHUX ITi]] 4aC HANPABJICHOTO MU(PPYBAHHS:

— ciyx00BUX JaHHX, IO MepenarTbes Mk nocanosumu ocodamu [ICK (amMminicTparopamu) Ta
LEHTPAJIBLHUM cepBepoM 4u cepBepoM B3aemoaii LICK;
— JIaHUuX, 110 nepenarThes Mix kopuctyBauamu L{CK.

3.8.1.6 IIpoToko:n po3moainay KJIIOUOBUX JaHUX MOBHUHEH peanizoByBaTtucs 3rigHo JJCTY ISO/IEC
15946-3 (mm. 8.2) Ta BuMoOr no QopmariB KpunrorpadiyHHUX MOBITOMIICHb, 3aTBEPPKEHUX HaKa30M
Anminictpanii [epxkcnen3s’sa3ky Ykpainu Ne 739 Big 18.12.2012 p.

3.8.1.7 T'eHepariis KJIIOYOBHX JaHUX ITOBUHHA 3MIMCHIOBATHUCS 3T1IHO METOJMKH TeHeparlli
KImouoBuX AaHux, ska noromkeHa 3 JCTC3I Cb VYkpainu Big 10.03.2005 p., Buxiguuit Ne 85 Bix
01.11.2004 p.

3.8.2 Ckuiap ta opranizailisi KIIFOYOBOi CUCTEMH

3.8.2.1 ¥ xomIuieKci MOBUHHI BUKOPUCTOBYBATHUCS JIBI MIATPYNH KIIOUYOBUX JaHUX:

— xmrovosi paHi [ICK;
— KJIIOYOBI J1aH1 KOPUCTYBayiB.

3.8.2.2 1o cknany xmovyoBux Aanux LICK BimHOCSTHCS:

— ocobucTuii Koy Ta ceptudikar Biakpuroro kiaoda [{CK;

— ocobucrti kimoui Ta ceptudikatu cepsepiB LICK (TSP ta OCSP, a Takoxk oOpoOku 3amuTiB —
CMP);

— oco0wucrti kol Ta ceptudikaru nocanosux ocid LICK (agminictparopis).

3.8.2.3 Ocobuctuit xmou ta ceprudikar [{CK moBuaH1 Mictutn oyl ELIT mns anroputmy
JCTY 4145-2002 i3 cTyneHeM po3LIMpeHHs 1ot He MeHIue 257 OiT.

3.8.2.4 Ocobuctnit ximou LICK noBunen 30epiratucs Ta 3actocoByBarucs y PC aaminicTpaTopa
ceptudikarii Y1 KpUIITOMOIYITI, IO iIKJIF0YA€ThCS 10 (BXOAUTH J0 CKJIaNy) IMEHTPATLHOTO cepBepa ado
PC agminictparopa ceprudikarii.

3.8.2.5 Ocobuctuit xmou IICK mnoBuHeH BuxopuctoByBatucs s ¢opmyBanas EILIT
cepTH(]iKaTIB Ta CIHUCKIB BIIKIUKAHUX CEPTH(IKATIB.

3.8.2.6 Ceprudikar LICK nmoBunen BukopuctoByBatucs misa nepepipku ELII, mo HakmamaeTses
3a JonomMoror ocooucroro kiroua [{CK.
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3.8.2.7 Ocobwucri kimoui ta ceprudikaru cepsepiB LICK (TSP ta OCSP, a Takoxx CMP) noBunH1
mictutu irodi EIIT mnst anroputmy JICTY 4145-2002 i3 cTyneHeM pO3MIMPEHHS TOJs HE MEHIIE
257 0Oir.

3.8.2.8 Ocobucri xiroui cepsepiB LICK (TSP ta OCSP, a Takox CMP) MoxyTh 30epiratucs Ta
3aCTOCOBYBATHCS Y KPHUIITOMO/IYJIL, IO I JKITIOYAETHCS A0 (BXOJHUTH [0 CKJIaJy) LIEHTPaIbHOIO cepBepa.

3.8.2.9 Ocobucri xmroui cepBepiB LICK moBunHI BuKopucToByBaTucs 1ia hopmyBanns ELIT Ha
MO3HauYKax 4yacy Ta indopmartii npo craryc ceptudikaris.

3.8.2.10 Ceprudikaru cepepiB LICK noBunHi BukopucTroByBaTHcs ais nepeBipku ELII, mo
HaKJIaJIA€ThCS 32 JIOMOMOTOI0 BiIMOBIIHUX 0coOucTUX KirouiB cepBepiB LICK.

3.8.2.11 Ocobucti xmoui Ta ceprudikaru nocamoBux oci6 IICK (agminicTparopiB) MOBUHHI
mictutr kimodi ELIT mns anroputmy JICTY 4145-2002 Ta mpoTOKOIY PO3MOAUTY KIIFOYOBHX JaHHUX 13
CTYIIEHEM PO3MIMPEHHS MOJIs He MeHe 257 OiT.

3.8.2.12 Ocobucri xiroui Ta ceprudikatu nocagoBux ocid LICK (agminicTpaTopiB) npuzHayeHi
JUTS. HAaIllPaBJICHOTO MU(PYBaHHS JaHUX, IO TepeaaroThes Mix ix PC Ta eHTpaJIbHUM CEPBEPOM.

3.8.2.13 OcobucTi K104l aIMIHICTPATOPIB peecTparlii Ta BigJalleHuX aJMiHICTpaTOpiB peecTparii
npu3HavyeHi Takox it GopmyBannas ELIT 3anutiB Ha GopmyBaHHsS cepTH(]ikaTiB, a TaKOX 3alUTIB Ha
OJIOKYBaHHS, ITOHOBJICHHSI Ta CKacyBaHHs, a ceptudikaru — s nepeBipku EIIl Ha BkazaHMX THIax
TaHUX.

3.8.2.14 Tepminu aii ocobuctux kimtoviB Ta crpoku ynHHOCTI ceptudikarie LICK, cepsepis LICK
ta mocagoBux oci6 LICK (agminicTparopiB) MOBHHHI BiINOBiNATH BUMOTaM IPaBHJI ITOCHICHOT
ceprudikarii.

3.8.2.15 Jlo xiIH0YOBHUX JaHUX KOPUCTYBAYiB BIJHOCSATBHCS OCOOMCTI KIIIOUl Ta cepTH(IKaTh
KOpUCTYBadiB, sIKI Npu3HaueHi g gopmyBaHHs Ta nepeBipku EIIIl, a Takox a1 HampaBiIeHOTo
mU(ppyBaHHS JTaHUX, 110 NEepelalThes Mk KopucTyBadamu. Koyl kopucryBadiB juist anroputmy ELIT
3a JICTVY 4145-2002 Ta mpoTOKOJIy PO3MOJLTY KIIIOYIB MOXKYTh OYTH CyMIIIEHI (BUKOPUCTOBYBATHCA 1
JUIS TIUCY, 1 JIJ1s1 HAIIPaBJIeHOT o MU(pyBaHHS).

3.8.2.16 TepmiHu Aii 0COOMCTUX KJIIOUIB TAa CTPOKM YMHHOCTI cepTHdikariB kopuctyBauiB [{CK
MTOBUHHI BIAMOBIJIaTH BUMOTaM MpaBUJ MOCUIIEHO1 cepTudikarii.

3.8.2.17 Mapametpu emintuuHux kpuBux s anroputMmy EIII 3a JICTY 4145-2002 nmoBuHHI
30epiratucs y ckiaai ceprudikariB (y Mol mapaMeTpiB BIIKpUTOro kiroua). [lapamerpu emnTuyHMX
KPUBHUX JUISl TPOTOKOJY PO3MOAUTY KIIOUIB MOXYThb 30epiratucst y Ckiaji ocoOMCTHX KIOYiB abo y
CKJai cepTu(dikaTis.

3.8.2.18 Baenenns abo BuOip mapaMeTpiB eNINTUYHMX KpuBuUX i anroputmy EILII 3a
JCTY 4145-2002 Ta mpoTOKOJY PO3MOAUTY KIIOUIB 3IIMCHIOETHCS MM 4Yac TeHepalii 0COOMCTHX Ta
BIIKPUTHUX KITIOUIB.

3.8.2.19 Hoeroctpokosi kiato4osi enemeHTH (JIKE) ans anroputmis remryBanns 3a [OCT 34.311-
95 ta mmdpysanns 3a JCTY I'OCT 28147:2009 moxyTth O6yTu oOpani 3 noa. 1 A0 IHCTpyKuUii mpo
NOPSIOK TOCTaYaHHA 1 BUKOPUCTAaHHSA KiouiB 70 3aco6iB K3I (mo peanizyioTh KpunrorpadiuHuii
anroputy™, BuzHaueHuit JICTY T'OCT 28147:2009) abo mnocTaBieHi 3riIHO BUMOT AMiHICTparii
Jepxcnenss’si3Ky YKpaiHu.

3.8.2.20 HAKE pmms anroputmy remyBaHHs 3a ['OCT 34.311-95 30epirarotecs y cKiajui
ceptudikaTiB (y moxi mapamerpiB Biakpurtoro kimtoya). AKE mia anroputmy mmdpysanus 3a JICTY
I'OCT 28147:2009 moBuHHI 30epiraTucs y cKjiaai 0COOMCTUX KITFOYiB.

3.8.2.21 Beenmenns abo BuGip JAKE mns anroputmiB remyBanHs 3a ['OCT 34.311-95 ra
mudpyBanus 3a JJCTY T'OCT 28147:2009 3miiicHIOETBCA i Yac TeHepallii 0COOMCTUX Ta BIAKPUTHX
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kimouiB. Tepmin aii JIKE Bu3HauaeTbcss TepMiHOM Jii OCOOMCTOro KirO4a YW CTPOKOM YHHHOCTI
cepTudikary.

3.8.2.22 Ocobucti KI04i, 5AKI 30epiraroThCs Ha HOCIIX KIIOYOBOI i1H(opMarllii, MmOBHUHHI
3aXMIATHCA Ha TMapoisiX LUIAXoM BupoOsieHHs imitoBctaBku 3a JCTY T'OCT 28147:2009 Ta
sammdpysanns B pexxumi npoctoi 3amian JJCTY 'OCT 28147:2009 Ha kimtouax, siki OTpUMaHi IIITXOM
remryBaHHs cTpoku napoiist 3a [OCT 34.311-95. ITaposti mOBUHHI BiAMOBIIaTH HACTYITHAM BHMOTaM:

— andaBiT CUMBOJIIB MApOJII — aHTJIHCBKI OykBH “a” — “z”, “A” — “Z”, uudppu “0” — “9” Ta
cuMBoIH “-”, “+”* (moTyxHicTh andasiry — 2°, 6 Git/cumBoN);

— JOBXHMHA TMapois — MiHIMaJbHa 8, MakcuMmaibHa 42 cuMBOJU (48-252 06IT, MOTYXHICTh
cuctemn maposoanms 2°°-22%%);

— O0OMEXEHHS JI0 MOSBJICHHS CUMBOJIIB B MApOJi — HE JOMYCKAETHCS BBEJCHHS OLIBII HIXK 2-0X
CHMBOJIIB, 0 PO3TAIIOBaHI MOPYY Ha po3kiaali kiasiarypu PC un cepBepa, HE TOMYyCKA€THCS
BBEJICHHS OUIBII HIXK 2-0X OJTHAKOBMX CHMBOJIIB Ha BCIH JIOBXKWHI ITApOJIS.

3.8.2.23 B sxocTti HOCIiB KIHO4YOBOi iHpopMarii i OCOOMCTUX KIIIOYIB TTOBUHHI
BUKOPUCTOBYBATHCS:

— THYYKI Aucku 3,5” (aucketn);

— enektponHi quckH (flash-nguckn);

— onruuni kommakt-aucku (CD-R, CD-RW, DVD-R a6o DVD-RW);

— xpunromonayii “I'psama-617;

— MKM “T'psana-301~;

— enektponHi ko4l “Kpucran-1" (TY ¥V 30.0-22723472-001:2007, “IIT E.xirou Kpucrain-17’);

— 1Hmi Hocii 4yM KpuUOTOoMOAyni 3 0i0JioTekamMH MiATPUMKH, IO BiAMOBIAIOTH BHYTPILIHIM
BUMOTaM pO3pOOHUWKA, SIKI BU3HAYEHI y TEXHIYHHMX OINMHUCax iHTepQeiciB B3aeMoii 3 HOCIIMH
KIII040BOi 1H(opMaIlii Ta KpUIITOMOAYJISIMH.

3.8.2.24 'V Bunmaaky, sKmo s 30epiraHHs Ta BHUKOPHUCTAHHS OCOOHMCTHX  KIIFOYiB
BUKOPHUCTOBYIOTbCS KpUITOMOJYII (amapaTHi abo amapatHo-nporpamui 3acoou K3I) Buny “b”, miasuny
“B2”, mae 3abe3neuyyBaTHCs B3a€MHa aBTEHTHUdIKAIll KPHUITOMOAYIIB Ta IPOTrpaMHHX KOMILIEKCIB
) yB Y
(CKJIaIOBUX YAaCTUH KOMIUIEKCY). AJrOpuT™M (IPOTOKOJ) B3a€MHOI aBTeHTU(iKalii IOBUHEH
peaii3oByBaTUCS BIAMOBIIHUMHU O10/110TEKaMU MIATPUMKHU (IIPOrpaMHUMH KOMIIOHEHTaMH), SIKI €
CKJIaJIOBOIO YaCTHMHOIO KPUIITOMOYJIIB.

3.8.3 Inmi BuMoru A0 3aco6iB KpunrorpagiyHoro 3axucTy iHpopmarii

3.8.3.1 ®dopmaru KIIOUOBUX JaHUX Ta 1HIIOI CHelianbHOi iH(opmallii MOBHHHI BiANOBIIATH
HACTYITHUM BUMOTaM:

— ¢opmatu cepTH}IKaTIB Ta CIHUCKIB BIAKIMKAHUX CEpTU(IKATIB — 3TiAHO BUMOT 10 (hopMarTiB,
CTPYKTYpH Ta MPOTOKOJIB, 110 Peali3yloThCsl Y HaAIMHUX 3ac00ax eleKTPOHHOTO IU(PPOBOTO
MIAOUCY, 3aTBEPKEHUX Haka3oM MiHicTepcTBa IocTullli YKpaiHM Ta AAMiHICTparii
Hepxcnen3s’sizky Ykpainu Ne 1236/5/453 Bix 20.08.2012 p.;

— (¢opmaru mianucanux aanux (manux 3 ELII) — 3rigHo TexHiuHux pexkomenpaauii RFC 5652
(PKCS#7) ta BuMoOr 110 GopmariB, CTPYKTYpU Ta MPOTOKOJIIB, 110 peali3yloTbcs Y HaJIlHHUX
3aco0ax eIeKTPOHHOTO MU(POBOTO MIAMUCY, 3aTBEP/HKEHUX Haka3oM MIiHICTEpCTBA FOCTHINT
VYkpainu Ta Agminictpauii Hepxcnenss’si3ky Ykpainu Ne 1236/5/453 Bix 20.08.2012 p.;

— (dopMaTu 3axXMIIEHUX JAaHUX (3alIM(PpPOBAHUX MAHUX) — 3TITHO TEXHIYHMX pPEKOMEHAAllii
RFC 5652 (PKCS#7) ta BuMor a0 GopmatiB KpunrorpadiyHiX MOBiOMIIEHb, 3aTBEPIKEHUX
Haka3zoMm Anminictparnii Jepxcenen3s’s3ky Ykpainu Ne 739 Big 18.12.2012 p.;

— (¢opmaru 3anuTiB Ha OTpUMaHHA iH(opMarii npo cratyc ceptudikara Ta popmaTH BianoBiaen
3 iHpopMarliero mpo craryc ceptudikara — 3rigHo TexHIYHMX pekomeHpanii RFC 2560 Tta
BUMOT 710 (OpMarTiB, CTPYKTYpH Ta MPOTOKOJIB, L0 pealli3ylOThCs y HaIlHHUX 3acobax
€JIEKTPOHHOTO MU(POBOro MIAMKUCY, 3aTBEPKEHUX Haka3oM MiHiCTepcTBa FOCTHUIlT YKpaiHU
ta Anminictpanii [epxcnen3s’s3ky Ykpainu Ne 1236/5/453 Bin 20.08.2012 p.;
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— ¢opmaru 3anmuTiB Ha (GOpPMYBaHHS IMO3HAYOK Yacy Ta CaMHX IO3HAYOK 4Yacy — 3TiIHO
texHiuHuX pekoMeHmamiii RFC 3161 ta Bumor n0 ¢opmariB, CTPYKTYpH Ta TMPOTOKOJIB, IO
peani3yloThcsl 'y HaAIMHUX 3aco0axX EJIEKTPOHHOIro IMUGPOBOro TMIANMUCY, 3aTBEPIHKCHHUX
HakazoM MinictepcrBa roctunii Ykpainu ta Anminictpamii Jlepkcnenss’s3ky Ykpainu Ne
1236/5/453 Bin 20.08.2012 p.;

— (dopmMaTu 0cOOMCTUX KITFOUIB — 3T1AHO TeXHIYHUX pekoMeHaniii PKCS#S.

3.8.3.2 IICK mnoBuHeH ¢opmyBaTH Uisi KOKHOTO KOPHCTyBaua JBa cepTHU(dIKATH 3 PI3HUMHU
BIJIKpUTUMH KJTFOYaAMHU:

— ceprudikar 3 BigkpuruM kimrouem ELIT (ICTY 4145-2002);
— cepTudikaT 3 BIIKPUTUM KIIOYEM MpPOTOKoiy posnoainy kmouiB (JICTY 4145-2002 — ICTY
ISO/IEC 15946-3).

3.8.4 Bumoru 10 KOMITJIEKCY 3aC001B 3aXUCTY

3.8.4.1 Bumoru no K33 xommnekcy noBunHi BuzHavatucs y T3 na KC3I LICK, y cknani sikoro
Oy/ie BUKOPUCTOBYBATHUCS KOMILIEKC.
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4 MIOPAJJOK CTBOPEHHSA KOMILVIEKCY

4.1 Cranii Ta eranu CTBOPEHHS KOMIUJIEKCY MOBHHHI BiamoBimatu Bumoram ['OCT 34.201-89
(maBemeni y Tabm. 4.1), a Takox BKiro4yaTH pobGotu 31 ctBopeHHs Ta atectamii KC3I IICK, y
BiJIIIOBITHOCTI 10 BUMOT HOPMAaTUBHUX JOKYMEHTIB Yy cepi 3axucty iHpopmariii.

Tabmuus 4.1 — Cranii Ta eTany CTBOPSHHS KOMILIEKCY.

Cranis Etanu pobir
1 Texnopobouuit 1.1 Po3pobOxka gokymeHTariii Texaignoro npoekty Ha [{CK
POCKT 1.2 Po3pobka pobGouoi Ta ekcruryataniinoi qokymenranii Ha L{CK.
2 BBeneHHs B 2.1 KomrutekTarist KOMITIEKCY BUpOOaMu, 110 MISATAI0Th 3aKYIIIBIIi.
eKCIUTyaTaIlio 2.2 O0namTyBaHHs MPUMIIICHB.

2.3 CrBopenns KC3L

2.4 TlinroToBKa nepcoHaiy.

2.5 TlyckoHamaro;KyBalibHI pOOOTH.

2.6 IlpoBeneHHs nonepeHiX BUNPOOyBaHb.

2.7 IIpoBeeHHs AOCIIHOI eKCIUTyaTallii Ta KoperyBaHHs po0o4oi
JOKYMEHTAIIIT 32 pe3yJbTaTaMu JIOCIIIHOT eKCILTyaTaIlii.

2.8 Arecranis KC3I (mpoBeieHHs nepkaBHOI ekcriepTusn y ramysi T31).

2.9 IlpoBeneHHs npuiiMabHUX BUMPOOYBaHb Ta MEPEXif A0 PeKUMY IITATHOT
eKCIuTyararii (B T.4. i MArOTOBKA J0 MPOBEICHHS aKpeIuTaIlii)
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5 MOPSJIOK KOHTPOJIIO TA IPUMMAHHS KOMILITEKCY

5.1 Tlopsnok KOHTpONIO Ta NpUHMaHHA KOMIUIEKCY HOBHMHEH BiamoBimaté Bumoram ['OCT
34.603-92.

5.2 Ilpu BmpoBamkenHi koMmiuiekcy y ckiaai LICK moBHHHI BHUKOHYBATHUCS HACTYIHI BHIH
BHUIPOOYBaHb:

1) monepenHi BUIpoOyBaHHS;
2) JociigHa eKCILTyaTarlis;
3) npwuiitmManbHi BUIPOOYBAHHS Ta IMEPEXiJ 10 PSKUMY IITATHOT eKCILTyaTallii.

5.3 BunpoOyBaHHsI KOMIUIEKCY ITOBHHHI TPOBOUTHCS Oe3mocepenano y ckiaaai [ICK.

5.4 ExcriepTHUH 3aKiaj, SKHA MPOBOAUTUME EKCHEPTHI aociimkeHHs, y chepi K31, ckmagoBux
YacTUH KOMIUIEKCY, Mae OyTu mpu3HaueHuid AnmiHictpariiero Jlepikcmenss'sisky Ha crafii pobodoro
MPOEKTY PO3POOKH KOMIUIEKCY, Ul I[bOTO MArOTh OyTH IOAAHI BIAMOBIAHI MPOMO3HLIi MI0A0 BHOOpY
eKCIIEPTHOTO 3aKJIady.
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6 HOPAAOK INIAI'OTOBKHU 10 BBEJAEHHS KOMIIJIEKCY B 11O

6.1 Tlopsmok MiATOTOBKM IO BBEACHHS KOMIUIGKCY B Jil0 TOBUHEH BH3HAYaTUCSH ¥
eKCIUTyaTariiHii JOKyMEHTAIlli Ha KOMITJIEKC.

6.2 Tndopmarist mpo MOPSIOK MIATOTOBKY JI0 BBEACHHS KOMILIEKCY B Jif0 Ta HEOOXiIHI 3MIHH Y
CHUCTEMI TOBMHHA MICTUTH IOPSIOK Ta 3MICT poOIT 3 NEepeKOoH(IrypyBaHHS IMPOTPAMHO-TEXHIYHHX
3ac00iB, BBEJICHHS a00 3aKpIIICHHS BiAMOBIIaIbHUX 32 €KCIUTyaTallil0 KOMIUIEKCY 0ci0 abo miapo3aifis,
BHUMOTH JI0 HaBYaHHS TIEPCOHAITY TOIIIO.
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7 BUMOI'M 10 JOKYMEHTYBAHHA

7.1 lIokyMeHTyBaHHS CTaJlii po3poOKM KOMITJIEKCY MOBHHHI BianoBigatu Bumoram PJ1 50-34.698-

90.

7.2 Jlo ckiagy MOKyMEHTAlil TEeXHIYHOTO IMPOEKTY KOMIUIEKCY IMOBHHHI BXOIHMTH HACTYITHI
TOKYMEHTH:

MOSICHIOBAJIbHA 3aITMCKA;
(hyHKIIIOHAJIbHA CXeMa KOMILIEKCY;
cTpykTypHa cxema KT3;
3araJbHUI OMKIC KOMILJIEKCY;

omuc KT3;

OIIHC MPOTPAMHOTO 3a0€3MEUCHHS;
cXeMma OpraHi3amiifHol CTPYKTYypH.

7.3 o ckiany pobo4oi TOKyMeHTalii Ha KOMIUIEKC, OKpIM JTIOKYMEHTallli TEXHIYHOTO MPOEKTY,
MMOBUHHI BXOJAWTH HACTYITHI JOKYMEHTH:

cnenudikaris;

IporpaMa Ta MEeTOIMKa BUIIPOOYBAHb;
opmysip;

KPECJICHHS YCTAHOBKH TEXHIYHUX 3aCO0iB;
IUTaH PO3MIIIICHHS 00JIaHaHHS Ta IPOBOJIOK.

7.4 Jlo ckimamy eKCIUIyaTamiiHOI JOKYMEHTAIii Ha KOMIUICKC TOBHHHI BXOJWTH HACTYIIHI
JOKYMEHTH:

1HCTpyKLii 3 ekcruryaranii KT3;

IHCTPYKIiS MO0 TMOPSJKY TeHepalii KJIIOYOBUX JAaHUX Ta IOBOUKEHHS 3 KIIOUOBHUMHU
JTOKYMEHTaMH,

THCTPYKILIiA 111010 3a0e3MneUueHHs Oe3MeKH eKCILUTyaTallii KOMIUIEKCY;

IporpaMHa eKcIulyarauiiiHa J1oKyMeHTalis Ha nporpamMui 3acoou K31, mo Bxoasts 10 ckiany
KOMILIIEKCY;

eKcIUTyaTalriiHa JOKyMEHTallis Ha amapaTHl Ta amapatHo-TiporpamHi 3acoou K3I
(KpunTOMOTYJIi), 10 BXOJAATH /10 CKJIQAy KOMIUIEKCY;

eKcIuTyaTaliiina fokymenranis Ha KC3I.

7.5 JlokyMeHTYBaHHS CTaili pO3pOOKH OKpPEMHUX CKJIaJI0BUX YaCTUH KOMIUIEKCY (MIPOTrpaMHUX
KOMIUIEKCIB Ta 3ac001B) moBUHHI Bianosigatu Bumoram €CII/I.

7.6 ExcrimyarariiiiHa TOKyMEHTallisl Ha CKJIAJIOBl YaCTUHU KOMIIJIEKCY, OKPIM 1HIIHMX JOKYMEHTIB,
MOBUHHA BKJIIOYATH 1HCTPYKIIIO OO TMOPSAKY TeHepalrii KIIOYOBHX JAHUX Ta ITOBOJDKEHHS 3
KIIFOUOBUMH JTOKYMEHTaMH, a TaKOX 1HCTPYKIIIO 1010 3a0e3meueHHsl 0e3MeKn eKCIuTyaTallii CKJIaJoBHX
YaCTUH KOMILUIEKCY.

7.7 JlokyMeHTyBaHHS CTafiil BIPOBAIKEHHSI KOMIUIEKCY Yy CKJIaJ[l CHCTEMU MOBHHHI BiJINOBIAATH
Bumoram PJ] 50-34.698-90.

7.8 OpranizamiifHo-po3nopsI4i JOKYMEHTH, 10 TIOB’s3aHi 13 BIPOBADKEHHSIM KOMITIEKCY (aKTH,
MIPOTOKOIIM Ta HaKa3M), MOBUHHI po3pobmstucs 3rigHo 3 [OCT 34.603-92, PJ1 50-34.698-90 Ta BkItoyatu
JOKYMEHTYBaHHsI €TalliB MOoMepeHiX BUPOOyBaHb, TOCHIIIHOI eKCIUTyaTallii Ta BIPOBA/HKEHHS Y PEKUMI
MITaTHOT eKCIUTyaTallii.



