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MNEPENIK CKOPOYEHb

B - ba3za paHnx

EOM - EnekTpoHHO-064McoBanibHa MallnHa
EOT - EnekTpoHHO-064McoBasnibHa TEXHika
ELMN - EnekTpoHHWi umndposui nignuc

3T™ - 30BHiLWHi TENEKOMYHiKaLinHi Mepexi

ITC - |HdopmauinHo-TenekoMyHikauinHa cuctema
K33 - Komnnekc 3aco6iB 3axucTy

K3l - KpunTtorpadiyHumn 3axuct iHpopmauii

KT3 - Komnnekc TexHiuHMx 3acobiB

KC3I - KowmnnekcHa cuctema 3axucty iHpopmadlii
JIOM - JlokanbHa obuuncnoBanbHa Mepexa

ME - MixmepexHun ekpaH

HKI - Hocin knoyoBoi iHchopmaui

oC - OnepauintHa cuctema

n3 - [lporpamHe 3abe3neyeHHs

PC - Poboua craHuin

CKbB, - Cwucrema KepyBaHHa 6a3aMu aaHux

LICK - LleHTp ceptudikauji knoyis

HTTP - Hyper Text Transfer Protocol

TSP - Time-Stamp Protocol (npoToKon OTpMMaHHs NO3Ha4YoK Yacy)



4
€AAN.468244.185.M9.02

1 CTPYKTYPA KT3

Onuc ocHoBHUX dyHKUiN KT3 onncannin y pokymeHTti €AAL.468244.185.19.01.

CTpykTypa KOMMMEeKcy TexHiyHux 3acobiB (KT3) komnnekcy 3acobie 3axucty (K33) HaBogutbCcs 3a
NPVHUMMOM LiNIbOBOro BUKOPUCTAHHS.

Onuc nporpamuoro 3a6e3neydeHHs (M3) K33 HaBepeHo y aokymeHTi EAAL.468244.185.1A.02.

MpuB'aska go KoHKpeTHUx 3acobie EOT LICK Ta onuc koMnnekcHoi cuctemmn 3axucTy iHdopmadii (KC3I)
HaBe[EeHO y 3aranbHOMYy onuci cuctemn (qokymeHT €AAL.468244.185.11.02).

o cknapy KT3 K33 BxoauThb:

— MiXMepexHun ekpaH (gani - ME);

— komyTtatopu JIOM LCK;

— eneKTpoHHi kntoui "Kpncran-1";

— MepexHi kpuntomogyni "IMpaga-301";
— kpuntomopyni "Ipaga-61".
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2 OrNnnc KOMMNJEKCY TEXHIYHMX 3ACOBIB K33

2.1 MixmepexHui ekpaH

MixmepexHuin ekpaH 3abe3neydye Taki yHKLT:

— KOHTPOMb TPaH3UTHOI iHOpMaLii MPOTOKONIB MPUKNAAHOro piBHS;

— 3axuCT Bif, MEpeXeBUX aTak, TakuX siK, BigMOBa B 06CNyroByBaHHi, atTaka pparMeHTamu Ta iHWuX, Lo
MOXYTb 3[i/iCHIOBATUCS i3 30BHILLHBbOI TENEKOMYHIKaLiNHOI MepeXxi;

— TpaHcnsuito IP-agpeciB Ta NopTiB NPOTOKOSIB TPAHCNOPTHOrO PiBHS;

— nepeBipKy Ta BiACTEXEHHHA CTaHy BCiX MEpeXeBux 3’€AHaHb;

— inbTpauito NakeTiB Ha MiAgcTaBi CNMCKIB KOHTpont gocTtyny (Ha ocHoBi MAC-appecu abo IP-agpecu,
Homepy TCP- a6o UDP-nopTa BignpaBHuKka/npunmManbHuKa);

— 3axucT Big BUTOKY 3a Mexi LICK kntouiB obcnyroeytodoro nepcoHany LICK Ta ocobuctoi iHdopmauii
npo kopwuctysauis LICK;

— igeHTudpikauia Ta aBTeHTMIKaLisa agMiHiCTpaTopiB;

— ayauT nogjn;

— KOHTPOSb BMACHOI LiMiCHOCTI;

— CaMOTEeCTyBaHHS.

2.1.1 KoHTponb TpaH3UTHOI iHdopMaLii NpOTOKOMiB NPUKNagHOro piBHSA

®YHKLiA iIHTEeNeKTyanbHOro KOHTPON Tpadiky 3aCHOBaHa Ha BiACTEXEHHI BXIOGHWUX Ta BUXIOHWUX 3'€QHaHb.
Take BiacTexeHHst fo3Bonse 3abe3neuntn nepepadvy vyepe3 ME nuiwe takoro Tpadiky, 3anuT Ha AKUIA HaZaHo i3
cepeavHn Mepexi, abo AKWo Ans uporo Tpadiky MaeTbca ABHMW [o3Bin 3acobamu ACL. IHTenektyanbHui
KOHTPOJb Tpadiiky AO3BONISE He nuwle 3anobirtv 3noBMUcHoMy Tpadiky i3 30BHi ane i 3axuwae JIOM Big atak
NPUKNaAHOro PiBHSA.

ME po3Bonsie 3abe3neuntu KOHTPOJ1b I'IpOTOKOJ'IiB Ta 3aCToCyBaHb Ha OCHOBI:

— nepeBipKu BiAMNOBIAHOCTI NPOTOKONaM;
— Moaudikauii nakeTiB 3 MeTo 3abe3neyeHHs ix BipHOI nepeaadi.

MepesBipka BiANOBIAHOCTI NpoTOKOMam nonsgrae y Tomy, wo ME nepeBipsae un gincHo mepexeBuin Tpadik
Bignosigae cneundikauii npoTokony. Lie A03BONAE 3aXUCTUTUCA Bif, 3aCTOCYBaHb, fIKi MOXYTb BUKOPUCTOBYBATU
Ao3soneHi npotokonu (Hanpuknag HTTP) 3 mMeTol BMKOHaHHS CTOPOHHIX Ain. Y ME peanizoBaHo yHKLUIitO
BMKPUTTS Ta BNoKyBaHHsI NpUxOBaHOro Tpadiky TakMx 3aCTOCyBaHb (Hampuknaz 3acToCyBaHb, WO CnyXaTb Afis
HafaHHA [OCTyny 3a TMNoM Tovka-Touka (P2P), abo 3actocyBaHb 06MiHY MUTTEBUMU NOBIAOMIIEHHSAMN).

Y peskux Bunagkax Tpadik, wo nepegaetbcsa Yepe3d ME mMoxe BUKNUKaTU Npobnemu, ski NoB’s3aHi 3 TUM,
LLIO BHYTPILLIHA agpeca oxepena Tpadiky rmnboKo NpyMxoBaHO y NakeTi, Wo HaaxoanTb, a oTxe IP agpeca nakety
nepep Bignpaskot go 3TM He Bignosigae peanbHin. Ha ME noknagaeTtbca 3agava BiACTEXEHHA TakKuUX BUNALKIiB
Ta HanpaBneHHA 3BOpoTHoro Tpacdiky no TCP nakety. bes peanisauji Takoi dyHkuii Tpadik FTP, SQL, Ta geakux
MynbTUMEZINHMX NPOTOKONIB He ByZle KOPEKTHO CNPSIMOBAHO 10 MPUCTPOIO-AXepena.

2.1.2 3axucT Big, MEpPEXEBMX aTak, WO MOXYTb 3[iACHIOBATUCS i3 30BHILLUHBbOI TENTEKOMYHIKaLiNHOI MepexXi

3 MeTol 3abe3aneveHHs 3axucTy Big aTtak Tuny "BigMoBa B obcnyroByBaHHI" (DoS) Ta "posnopineHa
BigMoBa B obcnyroByBaHHi" (DDoS) ME BMKOPUCTOBYE MOEAHAHHS KiNlbkoX TexHonorin. OCHOBHMM MigxoAom [o
3axUCTy € BIACTEXEHHs BUNaaKiB, B AKWUX MOTOKW JaHuUX, WO Haaxoadatb no ME, 3anuwatoTb HaniBBigKpUTI
3’efHaHHA. Y pa3i BMKpUTTA Taknx Bunaakis ME po3pusae Ui 3’eaHaHHA.

®yHKUia dinbTpauii Tpadiky peanizoBaHa y ME i3 BUKOpUCTaHHAM CnUCKiB KoHTponto goctyny (ACL) Ha
OCHOBI fIKMX BM3HA4Ya€TbCA AKi [O3BONW HafaHi MPOTOKONaMm LWOAO B3aEMOA)i i3 30BHILHIMW Ta BHYTPILLHIMU
iHTepdencamm ME. BukopuctaHHa ACL no3Bonsie po3mexyBaTu AOCTYNYy KOPUCTyBadiB 4O MEBHUX pecypcis, a
TaKOX KepyBaTu HaAXOOXEHHAM NOTokKiB faHux i3 3TM.

3anobiraHHA BTOPrHEHHSAM 3filcHeTbcd ME Ha OCHOBI BMKOpUCTaHHA Habopy 3aranbHOBiAOMUX
cuUrHaTyp MepexeBux aTak. ICHye MOXNMBICTb BUKOHATU Take HanawTyeBaHHs ME, wob BiH Bigkuaae napaswTHi
naketn abo cnoeiwas cepeep nogin ME wopo BuKpuTTs uux aTak. dopatkoBo y ME peanisoBaHo dyHKLjt0
CTBOPEHHSI BRACHOI MOMITMKM [ocTyny cnyx6, Wwo nigcunioe BiAnoBigHICTL cneundikauism npoTokoniB abo
hinbTpyBaHHIO NEBHUX BUAIB Tpadiky.

2.1.3 TpaHcnsuia IP-agpeciB Ta NopTiB NPOTOKONIB TPAHCNOPTHOrO PiBHA
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Y CBOI1 HANMNPOCTILWiN KOoHirypauii TpaHcnaTop mepexHux agpec (NAT) dyHkuioHye Ha ME, wo 3'egHye
[OBi Mepexi; ofHa i3 uMx Mepex (CnpoekToBaHa siK BHYTPILUHA) aApecyeTbca 3a forioMoroto abo yactok, abo
3acTapinux agpec, ski noTpibHO KOHBEPTYBaTW B JfierasibHi agpecu, nepep, TUM siKk NakeTW HanpaBnsAloTbCA B iHLY
Mepexy (cnpoekToBaHy sik 30BHiWHSA). Metoto NAT € 3abesneyeHHss MOBHOI (PYHKLIOHANbHOCTI, Tak, AK6u
npvBaTHa Mepexa Mana rnobanbHi yHikanbHi agpecu i komrnoHeHTa NAT He icHyBano.

ME Moxe 3agaTu B3aeEMHO OOHO3HAYHY Bif4MOBIAHICTb MiX BHYTPILWHIMKA NOKanbHUMK 1 rnobanbHuMu
apgpecamu. TakoX BiH MOXe 3aAaTu AMHaMIYHYy BIiAMOBIAHICTb MiX BHYTPILIHIMW FIOKanNbHUMK W rnobanbHUMu
agpecamu. Lle 3apaeTbcs WUNAXoM onvcy nokarnbHUX agpec, siki NoTpibHO TpaHcnBaT, aapecHoro nyny, 3 Koro
posnoainstoTbea rnobanbHi agpecw, i 3'egHaHHA 060X.

ME 36epirae agpecu B rnobanbHOMy afpecHOMy Nyri LWASAXOM TpaHCnAUii BUXiAHUX NOPTIB Y 3'€AHAHHAX
TCP (npoTokon KepyBaHHs nepepadveto) abo B gianoroBomy pexumi  npotokony UDP  (npotokon
KOPUCTYBanbHULBbKKUX pentarpamm). PisHi nokanbHi agpecu bynoyTb nepeTBopoBaTUCA B Ti X cami rnobanbHi
agpecu 3a [OOMOMOrol TpaHcnAuji nopty, Wo 3abesnedye HeoOXxigHy YyHikanbHicTb. Komnu 3'aBnAeTbes
Heob6XigHICTb Y TpaHCHALI, HOBUIA HOMEP NOPTY BUBUPAETLCA 3 TOFO X iHTEpBany, Lo 1 NepBiCHUNA.

na Tpadwuka "30BHIilWHI 0O BHYTPILWHIX" MOXHa 3KOHMIryBatm AuHaMiYyHy TpPaHChALiI0 agpec MyHKTIB
npu3HadeHHda. Konu BiAnoBigHICTb yCTaHOBMNEHa, agpeca NyHKTY NPU3HayeHHs, WO BiAnoBigae ogHoMy 3 agpec
CnnCKy AdocTtyny, byae 3amiHATUCS Ha appecy 3 poTauiiHoro nyny. MNpu3HayveHHs BUMPOBNAETLCS 3@ LUKMIYHUM
MPUHUMIMIOM N BUKOHYETbCH TiflbKM B TOMY BUMNaKy, AKWO BiAKPMBAETbCA HOBE 3'€QHAHHA i3 "3OBHILIHIX [0
BHYTpiWHiX". He Becb TCP-Tpadik nponyckaetbcsa 6e3 TpaHcnsLii.

2.1.4 lNepeBipka Ta BiACTEXEHHSI CTaHy BCiX MepeXeBuX 3’€AHaHb

Ins 3abesnevyeHHss Hanbinblwoi npauyesgatHocTi ME, yBecb 4ac y peanbHOMYy 4aci 3[4iNCHIOETbCA
BiACTEXEHHA CTaHy BCiX MepexeHux 3'e¢gHaHb. YCi MepexeBi 3'€e4HaHHA NOBUHHI 3anMaTn KBOTU PECYypCiB TiNlbkn Yy
TOMY BUMaAKy, AKLWO BOHW ABMAKTLCA aKTUBHUMMU i BOHU BUKOHYIOTBCS (DYHKLIIO nepegadi gaHux. Y Bunagky,
AKLLO MepexHi 3'eqHaHHsA He BMKOPWUCTOBYHOTLCA CUCTEMOID, 3aBuUCHi abo ABNATLCA NMOMUIIKOBMMU, X pecypcu
3BINbHAKTBLCA (QHYNIOIOTHLCS) | MOXYTb OYTU NepefaHi iHWNMM MepexXeHUM 3'e€qHaHHSIM.

2.1.5 ®inbTpaLia nakeTiB Ha NiacTaBi CNUCKIB KOHTPOMO AOCTYNY

OpHO 3 OCHOBHUX (DYHKLi MIXMEpPEeXHOro ekpaHa € KepyBaHHA AOCTYNnoM [0 MOPTiB Ta MepexHuX
MOTOKiB, TOOTO BUKOHaHHA yHKLUi GpaHamayepa. 3a AONOMOrow npasun AOCTYMy, CTBOPIOOTLCA MpaBunia Ha
OOCTYN 3 MEeBHUX MepexXHUX aapec Ta MopTiB A0 BIiAMNOBIAHWX AO03BONEHUX ajpec Ta MnopTiB. AHanoriyHo
CTBOPIOKOTHCA NpaBuna Ha 3abopoHy AOCTyNy A0 BiANOBIAHMX MEPEXHUX afpec i NopTiB.

dinbTpauji nakeTiB Ha niacTaBi CNWUCKIB KOHTponto pocTyny 3a ocHoBi MAC-appecn abo IP-appecw,
Homepy TCP- abo UDP-nopTa BignpaBHUKa/MpuAManbHUKa YHEMOXIMBIIOE MPOBEAEHHS aTaK 3i CTOPOHM
30BHILLHIX TENEKOMYHIKaLiNHUX MepeX i 3abe3nevye 3axuUCT Bif aTaky "BigMoBa y 06CnyroByBaHHi".

2.1.6 3axucT Big BUTOKY 3a Mexi LICK kntodiB ob6cnyrosytoyoro nepconany LICK

Po3amexyBaHHs [OCTyrny [0 PecypciB Mepexi, HanexHiCTb Tabnuub po3MnodineHHs AOoCTyny Mix
MepexHumu pecypcamm y ME 3abe3nedye 3axucT Big BUTOKY iHcpopmalii 3a mexi LICK. Xopctki npaBuna
umpkynsauii  iHdopmauii 3abe3nedye 3HaxXoAXeHHs KnodiB obcnyroBytodoro nepcoHany LICK Tta ocobuctoi
iHdopmaLii kopucTtyBauis LICK y mexax LICK i 3axuLeHa Bif BUTOKY 3a il MeXi.

2.1.7 |peHTudikauia Ta aBTeHTUdIKaLia agMiHicTpaTopis

ME 3abe3nedye MoxnuBicTb igeHTUdikaLii Ta aBTeHTUdikauil agmiHicTpaTopis. Bxig ao HanawTyBaHb ME
6yne [O3BONEHO Nue nicns Toro, K agMiHICTpaTop KOPEKTHO BBeAE CBil NOriH i maponb. Y Bunagky, SIKLLO
naporb i TOriH BBEAEHO HE KOPEKTHO - JO3BIN HE HAJAETLCSA, @ LUsi NOAis 3anMCcyeTbCA A0 XypHany nogin.

2.1.8 AyauTt nogin

ME mae mMoxnuBiCTb BefeHHA ayguTy nopin. [Onsa BeoeHHA ayaouTy BUKOPUCTOBYETbCHA Krnacudikauis
KnaciB NoBiAOMIIEHb, L0 NOB’A3aHi i3 6e3nekoto (Tabnuua 2.1). AyauT nogin 3a3snyain ikcye Taki NoBiAOMMNEHHS:
ctaH ME, BigOMOCTI 040 MepexeBux aTak, HeBaani cnpobu aBTeHTUiKaLji KOpMCTyBayiB, 3MiHW HanalTyBaHb
ME Towo. PeanizoBaHO MOXMMBICTb aHanidyBaHHS XypHaniB MOAiN i3 3acTtocyBaHHAM cneujanizoBaHoro 13
po3pobku Cisco.

Tabnuuga 2.1 - Knacu noBigoMneHb, NoB’A3aHuX i3 6e3nekoo

Knac nosigpomneHb Onuc

Monepeaxytoui MoBigoMneHHA BKa3ykTb Ha Te, wo ME BMKOHaB Ail0 3 ycyHeHHA npobnemwu
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MOBiAOMITEHHSA
(Alert)

noe’aA3aHoto i3 6esnekoto abo BKasylTb Ha HeobXiaHicTb Ain 3 GoKy BigNOBIAaNbLHOIO
aAMiHiCcTpaTopa BHaCnigOK: Henpaue3naTHOCTI iHTepdency, Buxoay 3i ctpoto moaynto ME
abo npobnem i3 kabenem. TIpUYMHM BUHWKHEHHS UMX TMOAIN 3aBXAuM MaloTb
po3cnigyBaTucs Ta ycyBaTUCS.

KpuUTnYHi
MOBiAOMIEHHSA
(Critical)

MoBigoMneHHs, fKi BKa3lylTb Ha Te, wWo: Tpadik 6yno 3abnokoBaHo abo
BigKMHYTO, Byno BMKpMTO NpocnyxoByBaHHSA Tpadiky abo HapaHi npanoplj He KOPEKTHi
ona uboro Tpaduiky. MNMpMyYMHM BUHMKHEHHA LUX MOAIN 3aBXAM MaloTb po3chigyBaTucs Ta
ycyBaTtucs.

[NoBimomneHHs

uono NOMUIOK

Llen Tmn nosigomneHHsa € cneundivHum gna pecypcie ME Takux sk nomMunku y
Tabnuusix kepyBaHHs (xlate) abo 36ii y cnoTi nepeHocy. MNpUYnHN BUHUKHEHHS LUX NOAiN

(Error) 3aBXAM MalTb po3cnifyBaTucs Ta ycyBaTUCH.

MNosigomneHHs MoBigoMMeHHst 3BMYaiHO cBiAYaTh LWoAo Npobnem 3’eAHaHHA. 3Ha4yHa KinbKiCTb

3acTepexeHHs uMx npobnem moxe 6yTn BUKNMKaHa poboTol NPOTOKOMiB abo KiHLEBUM 061afHaHHAM.

(Warning)

[NoBigoMneHHs [MoBiAOMMEHHA MICTATb CNOBILLEHHS LWOAO Aild KOpMCTYBaya KU NigKnounseca Ao

CMOBILLEHHA ME Ta okpemi nosigomneHHsi wono 6nokyBaHHss Java Ta ActiveX. Li nosigomneHHs

(Notification) notpebyloTb aHanizy 3 MeTOK KOHTPONI0 BiACYTHOCTI HeaBTOPM30BaHMX 3MiH [0
HanawTyBaHb ME.

IHdopmaUinHi Lli nosigomneHHs onucyloTb 3’e€fHaHHs, Wwo 6ynu BcTaHoBneHi yepes ME abo

NOBiAOMMNEHHS
(Informational)

po3sipBaHi. MNepeBaxHa KifbKiCTb NOBIAOMIEHb HE NOTpebye ayauTy, i BUKOPUCTOBYIOTHCSA
Y BUNagKax BUHUKHEHHS NpobnemM KOpUCTyBaYiB LLOA0 BCTAHOBMIEHHS 3'€iHaHb.

TexHonoriyvHi
NMoBiAOMIEHHSA
(Debugging)

3BMYanHO Ui noeigoMneHHst ctocytoTbes IPSec. BignosiganbHuin agmiHictpatop
BUKOPWCTOBYE Lii MOBIAOMINEHHS NpU NepLIOMY HanalwTyBaHHi IPSec.

2.1.9 KoHTponb BNacHoI LinicHOCTI

ME mae BnacHi mMexaHi3amu nepeBipku UinicHOCTi ans 3abea3neveHHss 6e3neku nepepgadi iHdopmalii.

3abe3neyvyeTbCcs KOHTPOJb LiNiCHOCTI:

— nporpamHoro 3abe3neveHHs;
— OHOBneHb Tabnuups MapLIpyTM3aLji;
— onepavuinHoi cuctemu.

2.1.10 CamoTecTyBaHHs

CamoTecTyBaHHA [03BOMSAE NEPEBIpMTY 11 HA NIACTaBi LbOro rapaHTyBaTh NpaBuibHICTb (DYHKLiOHYBaHHS
M uinicHictb neBHoro nepeniky gyHkuin KC. TecTosi npouenypy BXooATb y CKnag, nporpamHoro 3abeaneyeHHs
ME.

Mpouec camoTecTyBaHHA 3AINCHIOETbCA Ha Mo4vaTKy poboTu, AKUI nepesipse BCi Moaysni CUCTEMU Ha
KOPEKTHICTb BMKOHaHHA CBOiX (pyHKUiN. CamoTecTyBaHHS 3abe3nedvye rapaHTilo KOPEKTHOro (yHKLiOHYBaHHSA
NPUCTPOIO B LIiNTIOMY.

2.2 KomyTtatopwm JIOM LCK

KomyTtaTtopu JTOM LICK matoTb Taki hyHKLIOHAMbHI MOXIMBOCTI:

— igeHTUIKauia Ta aBTeHTUdiKauia agMiHicTpaTopiB;

— igeHTudikauia KopucTyBadis 3a MEpEXHUMU aapecamu;
— KOHTPOJb BRACHOI LiNiCHOCTI;

— KepyBaHHA JOCTYNOM [0 NOpTiB Ta MEPEXHUX MOTOKIB;
— CaMOTEeCTYyBaHHS.

2.2.1 |gpeHTudikauia Ta aBTeHTMdikauia agMiHicTpaTtopis

KomyTaTopu nigTpuMytoTh SK BigfaneHe, Tak i nokanbHe kepyBaHHS. JlTokanbHe KepyBaHHA 3[iNCHIOETLCA
3 JloKanbHOi KoOHconi. BippaneHe kepyBaHHA 3AiNCHIOETbCA 3a npoTokonoMm SSH 3 pobouunx craHuin
agMmiHicTpaTtopiB. [na aBTeHTUdiKaLil aaMiHicTpaTopiB BMKOPUCTOBYIOTLCA naponi. Kpim Toro, nigTpumMyeTbca
npotokon Telnet. Cnig 3ayBaxutu, WO Naponi Npu BUKOPUCTaHHI npoTokony Telnet nepeaaoTbCca y BiAKpUTOMY
BUrNAAi. 3 MeTow niaBULLLEHHS 6e3nekn Npu KoHdirypauii BUAINSAITLCA KOPUCTYBaUibKUA Ta NpuBinenoBaHuii
pexumun poboTu. Y KOpUCTYBALBbKOMY PEXMMi HELOCTYNHWUIA Psifi KOMaHA, WO € KPUTUYHUMK O NPaBUSIbHOCTI
OYHKLiOHYBaHHA KoMyTaTopa. [Ina KOXHOro 3 uMx pexmMmiB 3a0a€eTbCA OKPEMWA nNapofb agMiHicTpaTopa. 3a
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3aMoBYaHHAM npu 36epiraHHi y dnel-nam’aTi KomyTaTopa WndpyrTLCA NULWe Naponi NPUBINENoBaHOro pexnmy,
0fHaK MOXIMBO HanawTyBaT KOMyTaToOp TakuM YMHOM, LWO6 wundpyBanuck yci naponi.

2.2.2 |peHTundbikauia KopuctyBadiB 3a MeEpEXHUMM agpecamu

[na HagaHHA JoCTyny OO Mepexi KopucTyBayam, BOHW MOBWHHI Oyau gopadi po tabnuui Ao3BONEHMX
MepexHux agpec. Mpu cnpobi gocTyny OO0 Mepexi, KoMmyTaTop igeHTMdiKye KOpuUCTyBadiB i Hagae [ocTyn [o
MEepEeXHUX pecypciB. AKLLIO KOpPUCTyBay He Ma€ NpaBo AOCTyny, KomyTaTtop 65okye Bci cnpobu pgocTtyny po
BiANOBIQHMX pecypciB.

2.2.3 KoHTponb BNacHoI LinicHOCTI

KepoaHuit komyTtatop JIOM Mae mexaHiaMu nepeBipku BRnacHoi LinicHocTi Ana 3abe3neyeHHs 6e3neku
nepepadvi iHdopmaldii. BiH 3a6e3neyye KOHTPOSb LiNICHOCTI BNAacCHOro nporpaMHoro 3abesneyveHHst Ta LinicHICcTb
onepauifHoi CUCTEMMN.

2.2.4 KepyBaHHA 4OCTYNOM A0 NOPTiB Ta MEPEXHUX MOTOKIB

KomyTaTtop MoXxe 3AilCHIOBaTV KEpyBaHHA AOCTYNOM [0 MOPTIB Ta MEPEXHMX MOTOKIB, TOOTO BUKOHYBaTH
dyHKLii 6paHgmMayepa. 3a LONOMOrow npaBwui JOCTYNy, MOXIMBO CTBOPIOBATW NMpaBufia Ha JocTyn 3 obpaHux
MepexHuUX agpec Ta MNOpPTiB Ha BiAMNOBIgHI OO03BOMEHI agpecyn Ta MNOpTU. AHanNOriyHO MOXJ/IMBO CTBOpPKOBaTH
npasuna Ha 3abopoHy AOCTYNy A0 BiANOBIAHUX MEPEXHUX afpec Ta NoOpTiB.

MpaBuna KOHTpoOnto AocTyny 3abe3neydyoTb MakCUManbHO AeTanbHUA KOHTPOSb AOCTYNY A0 MepeXHUX
pecypciB. Tpadik Mmoxe 6yTn po3mexeHuin sik 3a IP-agpecoto Tak i 3a noptamu. MNMpaBuna po3mMexyBaHHs MOXYTb
6yTn 3rpynoBaHi B npodini, Ha3Ha4veHi rpynam KopucTyeadis. [NpaBuna gocTyny MOXYTb BpaxoByBaTh 0OMeXeHHs
3a 4acom fil.

2.2.5 CamoTecTyBaHHsI

MepeBipka ycix Moaynie KoMyTaTopa Ha no4aTky poboTu 34INCHIOETLCA NPOLLECOM CaMOTECTyBaHHSA. Lien
npouec nepeBipsie BCi MOAYMi CUCTEMU Ha KOPEKTHICTb BUKOHaHHA CBOIX yHKLiA. CamoTecTyBaHHA 3abe3neuye
rapaHTito KOPEKTHOro YHKLiOHYBaHHSA MPUCTPOIO B LLINOMY.

2.3 EnekTpoHHi kntoyi "Kpuctan-1"

EnekTpoHHi kntoui "Kpuctan-1" BUKOHYOTb TaKi (yHKLLi:

— aBTeHTUdiKauito onepatopa EOM npu goctyni Ao Kno4a;
— TreHepaLjilo 0cobuCcTMX Ta BiAKPUTUX KNtoYiB aAna anroputmy ELMT;
— reHepavu,jlo ocobunCTUX Ta BiAKPUTUX KIHOYIB A8 MPOTOKOMY pO3Mnoainy Kiouis;

— TeHepaLito KIoYiB Ana anropuTMy WndpyBaHHA Ta reHepaLilo BUNagKkoBuX NOCAiLOBHOCTEN HA OCHOBI
anapaTHOro reHepartopa;

— 3bepiraHHss 0cOBUCTUX KIOYIB y BHYTPILLHIA nam’aATi Ta 3axucT ix Big HC;

— opMyBaHHS i nepesipky ELIM;

— 004YMCnEHHs reLw-pyHKLIT;

— pO3MOoAin KMYoBUX AaHUX HA OCHOBI aCUMETPUYHOIo NPOTOKOSY po3Mnoainy;

— 36epiraHHa JOBINbHUX OaHWX Y BHYTPILWHIA nam’aTi Ta 3axucT ix Big HCL,;

— KOHTpOrb LiNiCHOCTI i NpaLe3aaTHOCTi BOYA0BaHOro NporpamMmHoro 3abe3neyeHHs Ta iH.

EnektpoHHi kntoyi "Kpuctan-1" npusHayeHi ans 3axmcTty KoHdigeHuUinHoi iHdopmadlii.

2.4 MepexHi kpuntomoayni "lNpaga-301"
MepexHi kpuntomoayni "paga-301" BUKOHYIOTb HACTYMHI (PYHKLU,T:

— aBTeHTUdiKauito EOM npu goctyni oo moayns;
— TreHepaLujlo ocobucTux Ta BiaKpUTMX KntodiB ansa anroputmy ELLMN Ta npoTokony po3noainy kntouis;

— TreHepaLito KroYiB Ana anroputMy WndpyBaHHA Ta reHepaLlito BUNagKoBuxX NOCAiLOBHOCTEN HA OCHOBI
anapaTHOro reHepaTopa;

— 3bepiraHHs 0COBUCTUX KIOYIB y BHYTPILLHIA nam’aTi Ta 3axucT ix Big HC/;

— 0buuncneHHs reww-yHKUiT, popMyBaHHs | nepesipky ELIIT;

—  po3nogin KAKYoBUX AaHUX HA OCHOBI aCUMETPUYHOIO NPOTOKOMY PO3NoAiny Ta WudpyBaHHA AaHuX;
— KOHTpOrb LiNiCHOCTI i npaue3aaTHOCTi BOYA0BaHOIro NporpamMmHoro 3abeaneyeHHs Ta iH.

MepexHi kpuntomoayni "pana-301" npusaHaveHi anga 3axucTty KoH@IAEeHUINHOI iHdopMalLlii.
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2.5 Kpuntomopyni "lpspa-61"

Kpuntomopyni "lNpsiaa-61" BUKOHYOTb HACTYMNHI dyHKLT:

aBTeHTMikaujito EOM npu goctyni go moayns;
reHepadito ocobucTmx Ta BigKpuTUx Kntoyis ans anroputmy ELLM Ta npoTokony po3nopginy Kntouis;

reHepauito KNYiB ang anroputMy WngpyBaHHA Ta reHepad,ito BUNnagKoBux nocnigoBHOCTEN Ha OCHOBI
anapaTHOro reHepaTopa;

36epiraHHA 0COBUCTUX KMIOYIB y BHYTPILLHIA nam’aTi Ta 3axucT ix Big HC;

obuncneHHs reww-yHkUii, popmyBaHHs | nepesipky ELIIT;

po3noain Kno4yoBUX JaHUX HA OCHOBI aCUMETPUYHOrO MPOTOKOMY PO3MOAiNy Ta WndpyBaHHS AaHUX;
KOHTpOnb LiniCHOCTI i Npaue3gaTHOCTi BOyA0BaHOro NporpamMmHoro 3abeaneyeHHs Ta iH.

Kpuntomopyni "lNpspa-61" npuaHayeHi Ana 3axucty KOHiaeHUinHOT iHdopmaui.



