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MNEPENIK CKOPOYEHb

B - baza paHunx

BOJ13 - BONOKOHHO-ONTUYHI NiHii 3B’A3KY

OBX - Oxepeno 6e3nepebiliHOro XmBNeHHs

EOM - EnekTpoHHOo-064YMCniOBanbHa MallnHa

EOT - EnekTpoHHO-064MCnOBanbHa TEXHiKa

ELM - EnekTpoHHUN umdpoBun nignuc

€Cng - €puHa cuctema nporpamMHoi AOKyMeHTaLii

3T™M - 3OBHIiLIHi TENEKOMYHiKaUiNHi Mepexi

ITC - IHdopmaLinHo-TenekomyHikKaLinHa cucrema

K33 - Komnnekc 3acobiB 3axucty

K3l - KpuntorpadiyHnin 3axuct iHdopmaLii

KT3 - Komnnekc TexHiuHux 3acobiB

KC3I - KomnnekcHa cuctema 3axmcty iHdopmadi

JIOM - JlokanbHa obuucnoBanbHa Mepexa

ME - MixmepexHui ekpaH

HKI - Hocin kntoyoBoi iHdopmaui

HMC - HakonuuyBa4 Ha MarHiTHin CTpiyLi

oC - OnepauinHa cuctema

MEOM - TlepcoHanbHa EOM

n3 - [porpamHe 3abe3neyeHHs

Mn3n - [TlocTinHmn 3anam’ATOBYIOYMI NPUCTPIN

nea - [lpaBuna po3mexyBaHHs [OCTyny

MNTK - [lporpaMHO-TEXHIYHWUIA KOMMMEKC

PC - Poboua cTaHujqa

CYbL - Cwucrema ynpaeniHHA 6a3amu gaHux

T3l - TexHivyHnn 3axucT iHdopmauii

LICK - UeHTp ceptudikauii kntovis

CMP - Control Messages Protocol (npoTokon ynpaBnsa4mx NoBiAOMIEHD)
GPS - Global Positioning System (rnobanbHa cuctema no3uLioHyBaHHS)
HTTP - Hyper Text Transfer Protocol

LDAP - Lightweight Directory Access Protocol (npoTokon noctyny Ao katanory)
MTA - Mail Transfer Agent (Moaynb nepenayi eNeKTPOHHUX MOLUTOBUX MOBIAOMIEHD)
OCSP - Online Certificate Status Protocol (npoTokon BU3HaYeHHA cTaTycy cepTudikaTta)

TSP - Time-Stamp Protocol (NpoTOKON 0TpMMaHHA NO3HA4oK Yacy)
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1 MPU3HAYEHHA KOMIMTIEKCY

Komnnekc npuaHadeHuii ana peanisauii LeHTpom ceptudikauii kntouie (LLCK) pernameHTHUX npouenyp Ta
MeXaHi3MmiB obcrnyroByBaHHA cepTudikaTiB BigKpUTMX KrtodiB kopucTtyBadie LICK (mani - kopuctyBauyiB), HafilaHHs
nocnyr cikcyBaHHA 4acy, HagaHHS KopucTyBayam 3acobiB ELIM Ta wwudpyBaHHsA, a Takox 3acobiB reHepalii
0COBUCTUX | BIOKPUTMX KITHOYiIB.

Komnnekc 3abe3neyye peanisadto pernaMeHTHMX npoueayp Ta mexaHiamie pobotu LICK, noe’a3aHux 3:

obcnyroByBaHHsIM cepTudikaTiB BiAKpMTUX KIoYiB (gani - cepTudikaTiB) KOPUCTYBaYiB, WO BKIOYAE::

peecTpaL,ito KOpUCTyBauiB;

cepTudikaLito BioKpUTUX KIOYiB KOPUCTYBauiB;
pPO3MOBCIOOXEHHA cepTUQIKaTIB;

ynpaBniHHS CTaTyCoM cepTudikaTis;

po3noBCoaXeHHSA iHdopMaLii Npo cTaTtyc cepTudikarTis,;

HagaHHAM nocnyr ikCyBaHHA 4yacy;
peanisauieto ELM i wudpyBaHHa gaHuMx Ta ynpaBniHHA ocobuctumm Knwo4vamu i ceptudikatamu
KopucTyBauyiB

Komnnekc 3abesneyvye BUKOHAHHA HacTynHuX YHKUiR, no’a3aHux 3 obcnyroByBaHHaM LICK
cepTudpikaTtiB KOpUCTyBauiB:
peecTpaLis KOpMCTyBauyiB, WO BKIOYAE:

BBEEHHA pPEECTpaLiiHUX AaHMX KOPUCTYBaYiB 10 PEECTPY KOPUCTYBaYiB;

36epiraHHs peecTpy KOpUCTyBaYiB Ta 3abe3neyeHHs [4OCTYyny A0 PEECTPALMHUX OAHWX;
pe3epBHe KONiloBaHHA Ta apxiByBaHHSl PEECTPY KOPUCTYBauiB,;

3MiHY peecTpauinHUX JaHNX KOPUCTYBaYiB y PeeCTpi;

BMAANEHHA peeCcTpaLiiHUX SaHUX KOPUCTYBaYiB 3 peecTpy.

cepTudikauia BigKpUTUX KITOYiB KOPUCTYBaUiB, LLLO BKIIOYaE:

NpUMaHHA Ta peecTpaLlito 3annTiB KOPUCTYBaYIB Ha (popMyBaHHA cepTudikaTis;
36epiraHHA 3anuTiB, OTPUMaHMWX Bif, KOPUCTYBauiB, y 6a3i AaHUX 3anuTis;
apxiByBaHHS 6a3n faHuX 3anuTie;

hopMyBaHHA cepTuikaTiB KOpUCTYBauiB;

BHeCceHHs cdhopMOBaHUX cepTudikaTiB y peecTp cepTudikaris;

36epiraHHA peecTpy cepTudikarTis;

apxiByBaHHA peecTpy cepTudikaris.

pPO3NOBCIOAXEHHA cepTUdikaTiB BiAKPUTUX KIOYIB KOPUCTYBAYIB, LLLO BKITHOYAE:

nybnikauito peectpy ceptudikaTi Ha iHdopmauinHomy pecypci LLCK (y LDAP-kaTanosi Ta Ha Be6-
CTOPIiHL);

3abe3neyvyeHHss [OCTyny KOPWUCTyBadiB [0 peecTpy cepTudikaTtiB Ha iHgopmaLinHoMy pecypci
LICK.

yNpasriHHA CTaTyCoOM cepTudikaTiB BiAKPUTUX KIOYiB KOPUCTYBaYiB Ta PO3MOBCIOAXEHHS iHpopmauii
npo cTaTyc cepTudikaris, IO BKOYAE:

NpUNMaHHA Ta PeecTpaLilo 3anuTiB KOPUCTYBaYiB Ha cKacyBaHHA, OG/10KYBaHHS Y/ MOHOBIEHHS
cepTudikaris;

36epiraHHA 3anuTiB, OTPMMaHKX Bif, KOPUCTYBaYiB, y 6a3i AaHUx 3anuTis;

apxiByBaHHA 6a3u JaHWX 3anuTiBs;

cKacyBaHHs1, 6r1oKyBaHHs ab0 NOHOBJIEHHSI cepTUIKaTIB Ha OCHOBI 3amMuTIB;

BHeCeHHs iHdhopMalLlii Npo NOTOYHUI cTaTyc cepTudikata Ao peecTpy cepTudikaris;

dopMyBaHHA CNNCKIB BigKNNKaHnx ceptudikaTiB KopucTyBadis;

nybnikauito cnuckis BigknNukaHux ceptudikaTiB Ha iHdopmauinHomy pecypci LICK (y LDAP-
KaTanosi Ta Ha BeB-CTOpiHL);

3abe3neyeHHss [OCTyny KOpUCTYBayiB A0 CNUCKIB BigkNMKaHux cepTtudikaTiB Ha iHopmaLiiHomMy
pecypci LICK;



yacy:

5
€AA][.468244.185.MA4.01

— 3abesneyeHHs [OCTyny KOpWUCTyBauiB Ao iHdopmauii npo cratyc ceptudikaTie (Ta camumx
cepTudikaTiB) 3 BUKOPUCTaAHHSAM NPOTOKONY BM3HA4YeHHa ctatycy ceptudikata (OCSP).

Komnnekc 3abe3neyye BUKOHAHHA HAacTynHUX YHKLUIN, NoB’s3aHnx 3 HagaHHAM LICK nocnyr dikcyBaHHS

NPUMMaHHA Ta peecTpaLiilo 3anuTiB KOPUCTYBaYiB Ha OPMYBaHHA NO3HAYOK Yacy;
¢opMyBaHHA NO3HAYOK Yacy;

nepegavy cpopmMoBaHMX NO3HAYOK Yacy KOpMCTyBayam;

BHECEHHS ChOPMOBaHMX NO3HAYOK Yacy y 6a3y aaHux;

36epiraHHsA cchopmMoBaHUX NO3HAYOK y 6asi AaHuX;

apxiByBaHHsl 6a3u jaHMX NO3HA4oK Yacy.

[na 3a6e3neyeHHs dyHKUioHyBaHHS LICK KoMnnekc TakoX BUKOHYE Taki dyHKLii:

ynpasniHHsa kntovamu LUCK, wo Bkntoyae:

— reHepaduito ocobucToro Ta Bigkputoro kntouis LJCK;
— BBE[EHHS Ta BUKOpUCTaHHA ocobuctoro knova LICK;

— CTBOpPEHHSI pe3epBHUX Konin ocobuctoro kntoya LICK, a Takox BigHOBMEHHs 0COBMCTOro Knio4a 3
pe3epBHMX Koniu;

— popmyBaHHs Ta nepegavy 3anuty Ha dopMyBaHHA cepTudikaTa LICK go LI30;

— OTpMMaHHS Ta 3anuc coopMOBaHOro cepTudikaTy y peectp ceptudikaris;

— ny6nikaujto ccbopmoBaHoro ceptudikaty Ha iHdpopmauinHomy pecypci LICK (y LDAP-kaTanosi ta
Ha BeO-CTOpiHL).

BeaeHHs peecTpy nocaposux ocib LICK (agmiHicTpaTopiB), L0 BKIHOYAE:

— BBE[EHHA peecTpaLiiHuX AaHuX NocafoBuxX ocib 10 peecTpy NocagoBux ocib;

— 3bepiraHHA peecTpy nocagoBmx ocib Ta 3abe3neyveHHs 4OCTYNy A0 PEECTPALNHUX AaHUX;
—  3MiHy peecTpaLiHMX AaHuX NocafoBuX OCib y peecTpi;

— BUAAareHHsA peecTpaLiiHuX AaHMX NocafloBUX OCib 3 peecTpy.

ynpaBniHHA Kno4yamu nocagosux ocib LICK (agmiHicTpaTopiB), WO BKIIHOYAE:

— reHepaLlito 0cobuCToro Ta BiAKpUTOro KIto4iB NocagoBux OCib;

— BBE[EHHSI Ta BUKOPUCTAHHS OCOBUCTUX KITtOYiB MOCafoBuX OcCib;

— dopmMyBaHHSA Ta nepepavy 3anuty Ha popMyBaHHs cepTudikata nocagosoi ocobu o LICK;
— dopmyBaHHA cepTudikaTty nocagoBoi ocobu;

— 3anuc cpopmMoBaHOro cepTudikaTy y peectp cepTudikaris;

— OTpuMaHHs, 36epiraHHA Ta BUKOpPUCTaHHA cepTudikaTy nocagoBoto 0coboto.

3abe3neyeHHs aAMiHICTpyBaHHA OKpeMMX anapaTHUX Ta nporpamMHuMX 3acobiB KOMMMeKcy, Lo
BKIIOYaE!

—  HanarogXeHHsi napameTpiB 3aco6iB KOMMIEKCY;
—  pjarHocTyBaHHs po60Th 3aco6iB KOMMIEKCY;
—  MOHITOPUHT CTaHy 3acobiB KOMMIIEKCY.

BEeOEHHS XypHaniB peecTpaLii OKpeMUMU TEXHIYHUMI 3acobaMn KOMMIIEKCY, LLO BKIIOYaE:

— 3anuc peecTpauinHoil iHdopmalii 3acobamMu KoMNNeKCy A0 XypHaniB peecTpallii;
— 3b6ip Ta aHani3 peecTpauinHoi iHopMaLii y XypHanax.

3abe3neyeHHs 3axucTy iHdopmalii, Wwo 06pobnsieTbes y komnnekci, Big HCL.

o CKnagy KOMMJ1eKCy TakKoX BXOo4ATb 3acobu KOpMCTyBa‘-IiB y cknaai:

3acobiB ynpaBniHHA 0cOBUCTUMM KNtovamu | cepTudikataMmy KOpUCTYBauiB, AKi MpU3HaYeHi ans:

— reHepaLuii ocobucToro Ta BigKpUTOro Knio4is KOpncTyBaya;
— (popmyBaHHS Ta nepepavy 3anuty Ha hopmyBaHHA cepTudikaTa ao LCK;
— OTpuMaHHs, nepeBipKy, 36epiraHHsa Ta BUKOpUCTaHHSA chopMoBaHoro ceptudikaTy;

— opmyBaHHA Ta nepepady 3anuTiB Ha OnOKyBaHHSA, CKacyBaHHA Ta MOHOBJIEHHA cepTudikaTa
kopuctyBaya go LICK.

3acobiB ELIM Ta wndpyBaHHA AaHux, SKi NpusHadeHi ans:
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BBELEHHA Ta BUKOPUCTAHHS OCOBUCTUX KIHOYiB KOPUCTYBAYIB;

MOLLYK Ta MepeBipKy cTaTycy cepTudikaTiB y anrnoBmx CXOBMLLAX 3 BMKOPUCTAHHAM CMUCKIB
BioKNMKaHnx ceptudikaTiB (B T.4. i MepeBipKy naHuUloXKa cepTudikaTiB - kopuctyBayda, LUICK Ta
L30);

nowwyky ceptudikartiB y LDAP-kaTtanosi LJCK (Ha LDAP-cepsepi LICK);

NOLUYK Ta iHTepakKTUBHY nepesipky ctatycy cepTtudikatis y LICK 3a npotokonom OCSP (uepes
OCSP-cepsBep LICK);

OTpUMaHHA No3Ha4ok yacy y LICK (yepe3 TSP-cepsep LICK);

iHTerpavuii mexaHiamiB popmMyBaHHs Ta nepesipsHHA ELM, aBTeHTMdikaLii Ta wndpyBaHHA faHUX
y cucteMi (nporpamHmx 3acobax AlC).
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2 OrNUC KOMIJekcy

2.1 CTpyKTypa KOMMJIeKCy Ta NPU3HaYEeHHs TEXHIYHMX 3acobiB

[lo cknagy koMnnekcy BXoAaTb Taki TeXHIYHI 3acobu:

LeHTpanbHi cepsepu (cepsepu LICK) (knactep);
cepBepwu B3aeMogii (knacrep);

cepBep MOHITOPUHIY Ta CMHXPOHi3aL,i vacy;
JMCKOBUIN MacuB,;

obnagHaHHS cMHXpoHi3auji yacy (GPS-npuiimav);
obnagHaHHs cnosileHHs aamiHictpaTopiB (GSM-moaynb);
MiXXMepexHuin ekpaH (gani - ME);

MepeXHi Kpuntomoayni (knacrtep);
KpunTomMoAayni;

komyTatopu (JIOM ta PC);

PC reHepauii kntoyis KopuctyBadiB (i30nb0BaHa);

PC obcnyroeytoyoro nepcoHany (agmiHictpatopa 6e3nekuM, CUCTEMHOro agMiHicTpaTopa,
apgMiHicTpaTopa peecTpadii Ta aaMiHicTpaTopa cepTudikalii).

Crtpyktypa KT3 HaBeaeHa Ha cTpykTypHin cxemi KT3 (gokymeHt €AA.468244.185.C1).

®yHKLUiOHanbHa CTPYKTypa KOMIMJIEKCY HaBeAeHa Ha CXeMi (YHKUiOHaNbHOI CTPYKTYypu (OOKYMEHT
€AAL.468244.185.C2).

HeTtanbHuin onuc Ta xapaktepuctukn KT3 (3acobie EOT Ta KoMyHikaujiiHoro obnagHaHHs1) HaBeAeHUn y
onuci KT3 (nokymeHT €EAALL.468244.185.1M9.01).

[eTtanbHuin onuc nporpamMHoro 3abesneyeHHs HaBeAEHUIN y ONUCi NporpamMHoro 3abesneyvyeHHst (4OKYMeHT
€AAL.468244.185.11A.01).

2.1.1 Cepepu LICK

LleHTpanbHi cepsepu (cepsepu LICK) npusHayeHi ans:

ny6nikauii ceptudikaty LLICK Ha iHdopmauinHomy pecypci (y LDAP-kaTanosi);

36epiraHHsA peecTpy nocapoBux OcCib (agMiHicTpaTopiB) Ta 3abe3neyeHHst 4OCTyny A0 peecTpauinHux
OaHux;

BMKOPUCTaHHA PeECTPY NocagoBux ocib;

nepeBipKU peecTpauinHMX AaHuX KOPUCTYBauyiB LUISIXOM MEPEBIipKU YHIKanbHOCTI po3ni3HaBasibHOro
iMeHi KopucTyBaya;

36epiraHHA peecTpy KOpUCTyBayiB Ta 3a6e3neveHHs1 BUKOPUCTaHHA peECTpaLiiHUX AaHWX;
BMKOPUCTaHHA PEECTPY KOPUCTYBauiB;

pe3epBHOro KorMitoBaHHA Ta apXiByBaHHSA peecTpy KOpUCTYBauiBs;

NpuiMaHHA Ta peecTpauii 3anuTiB Ha opMyBaHHsl cepTudikaTiB KOPUCTyBadiB Ta MocagoBUX Oci6
(apmiHicTpaToOpiB);

36epiraHHA 3anuTiB Ha bopMyBaHHA cepTudikaTiB y 6asi JaHux 3anuTis;

apxiByBaHHsl 6a3u gaHux 3anuTiB Ha POPMYBaHHsI cepTUdikaris;

nepeBipKU YHIKanbHOCTI BIAKPUTUX KIHOYiB KOPUCTYBauiB;

36epiraHHs peecTpy cepTUdiKarTiB;

BUKOPWCTaHHS peecTpy cepTudikarTis;

aBTOMaTU30BaHOro pe3epBHOro KoMitoBaHHSA Ta apXiByBaHHS peecTpy cepTudikarTis;

ny6nikauii peectpy ceptudikaTiB Ha iHpopmaLiiHomy pecypci LICK;

NnpuMaHHA Ta peecTpauil 3anuTiB KOpPUCTYBauiB i afMiHiCTpaTopiB peecTpalii Ha CKacyBaHHS,
6110KyBaHHSA YK NOHOBIEHHSA cepTudikaris;

36epiraHHA 3anuTiB Ha ckacyBaHHS, 6MOKYBaHHSA YM NMOHOBMEHHS cepTudikaTiB y 6a3i gaHnx 3anuTi.;
apxiByBaHHS 6a3u faHuX 3anuTiB Ha CKacyBaHHS, 6110KyBaHHS 4YM NMOHOBNEHHS cepTudikaris;
cKacyBaHHs1, 6110KyBaHHS abo NOHOBMEHHS cepTudikaTiB Ha OCHOBI 3anuTiB;

BHeCeHHs iHhopMalLlii Npo NOTOYHUIA cTaTyc cepTudikata Ao peecTpy cepTudikaris;

ny6nikauii cnuckie BiaknnkaHmx ceptudikatiB Ha iHdopmauinHomy pecypci LICK;
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— npuMAMaHHA 4Yepe3 cepBep B3aemofii Ta obpobKy 3anuTiB KOPUCTYBayiB Ha BU3HAYEHHA cTaTycy
cepTudikaTiB 3 BUKOPUCTAHHAM MPOTOKOMY BU3HA4YeHHA cTtaTycy cepTtucpikata (OCSP), wnaxom
hopmMyBaHHS iHhopmalLiii Npo cTaTyc cepTudikaris;

— npurAMaHHA 4Yepe3 cepBep B3aemogii Ta 0b6pobKy 3anuTiB KOpuUCTyBa4iB Ha (popMyBaHHS MO3HA4OK
yacy, wnaxom ¢OpMyBaHHA MO3HAYOK Yacy Ta nepegadyy cOPMOBaHMX MO3HAYOK yYacy
KOpucTyBayam;

— BHECEHHs1 chOpPMOBaHNX NO3HAYOK Yacy y 6a3y AaHux;
— 3bepiraHHs cdopMoBaHNX NO3HAYOK Y 6asi AaHux;
— apxiByBaHHSA 6a3u JaHKWX NO3HAYOK Yacy.

2.1.2 CepBepu B3aemogii

CepBepu B3aeMogji npu3HayeHi gns:

— nNpUUMaHHA Ta nepepfadi 3anuTiB KOpPUCTYBayiB Ta agMiHiCTpaTopiB peecTpauii Ha (opMyBaHHSA
cepTudikaTiB KOPUCTYBaYiB Ha LLeHTpanbHWU cepsep;

— 3abe3neyeHHs OOCTYMy KOPUCTYBadiB A0 peecTpy cepTudikaTiB Ha iHdopmauinHomy pecypci LICK (y
LDAP-kaTanosi Ta Ha Beb6-CTopiHL);

— nNpUUMaHHA Ta nepefadi 3anuTiB KOPUCTYBa4diB Ta BigganeHux aAMiHiCcTpaTopiB peecTpauii Ha
CKacyBaHHs1, 6rOKyBaHHs1 Y MOHOBIIEHHSI cepTUIKaTIB KOPUCTYBAYIB Ha LIEeHTPasnbHUI cepeep;

— 3abe3nevyeHHa AOOCTYMNy KOPUCTYyBa4iB A0 CIMUCKIB BiAKNMKaHUX cepTudikaTiB Ha iHdopmauiiHomy
pecypci LICK;

— 3abesneyeHHs [OCTyny KOpucTyBadiB Ao iHdopmauii npo cratyc cepTudikaTiB 3 BUKOPUCTAHHAM
NPOTOKOJY BU3HaYeHHs1 ctatycy cepTudikata (OCSP), wnsaxom npunMaHHa Ta nepegadi 3anuTiB Ha
BU3HAYEHHA cTaTycy cepTudpikata Ha UeHTpanbHWUiA cepBep Ta nepegadi iHdopmauii npo craTtyc y
3BOPOTHOMY HarnpsiMKy;

— npuMMaHHA Ta nepepadvi 3anuTiB KOPUCTyBadiB Ha (QOPMyBaHHA MO3HAYOK Yacy Ha LEeHTpanbHui
cepsep;

— nepepadi chopMOBaHKX Ha LieHTpanbHOMY CepBepi MO3HA4YoK Yacy KopucTyBayam;

— 3abe3neyeHHs goctyny oo ceptudikaty LICK Ha iHbopmaLiiHomy pecypci.

2.1.3 CepBep MOHITOPUHIY Ta CUHXPOHi3aLii yacy

CepBep MOHITOPUHIY Ta CUHXPOHIi3aL,ji Yacy npuaHavyeHuin onsa:

— OTpUMaHHA curHanis TodHoro yacy Big GPS-npuimaya;

— CUMHXPOHi3aLii yacy Ha iHwux cepsepax Ta PC 3 BcecBiTHiM koopanHoBaHum Yacom (NTP-cepsep);
— KOHTpOM0 YHKLIOHYBaHHS iHWKX koMnoHeHTiB LCK;

— nosigomneHHa agmiHictpaTopis LICK 3a gponomoroto SMS-noBigomneHs.

2.1.4 nckoBuii macue
Lnckosi macusu npuaHaydeHi ana 36epiraHHa gaHux cepeepis LICK.
2.1.5 ObnagHaHHA cUHXpoHi3auil Yacy (GPS-npunmay)

O6nagHaHHA cuHXpoHisauii yacy (GPS-npuiiMady) npusHadeHe Ans OTPUMaHHS | nepepadvi Ha cepBep
MOHITOPUHIY Ta CUHXPOHIi3aLlii Yacy curHanis TOYHOro yacy.

2.1.6 ObnagHaHHA NoBigoOMMeHHs agMiHicTpaTopis (GSM-moaynb)

ObnapgHaHHA noBigoMneHHs agMiHicTpaTopie (GSM-mMoaynb) npusHaveHe AnA OTPMMaHHS nepepadi
nosigomneHb aagmiHictpatopam LICK 3a gonomoroto SMS-nosigomneHb.

2.1.7 MixmepexHuin ekpaH

ME 3 IPS npusHaueHi ana cinbTpauii MepexHoro Tpadiky MixX TeneKOMyHiKauiiHUMU Mepexamn Ta
cepBepoM B3aemogii. detanbHo dyHKuii ME 3 IPS noBuHHI Bu3Havatuca y T3 Ha KC3I LICK.

2.1.8 MepexHi kpuntomogyni

MepexHi kpuntoMmoayni npuaHayeHi ans 36epiraHHa ocobuctux knodie cepeepiB LICK Ta dopmyBaHHS
ELLM 3 ix BUKopucTaHHAM 6€3 HeobxigHOCTi NnepegaBaTn ocobucTi kntovi cepaepis LICK 3a mexi kpuntomoaynis.

2.1.9 Kpuntomopyni

Kpuntomopyni npuaHadeHi pna 36epiraHHa ocobuctux knouie LICK Ta dopmyeanHa ELIM 3 ix
BMKOpUCTaHHAM 6e3 HeobXiaHOCTI nepeaaeaTy ocobucti kntodi cepeepi LICK 3a mexi kpuntomoaynie.
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.10 KomyTaTopu

KomyTaTopu Ta iHLWe BHYTPILWIHE KOMYHiKaUiHe ob6nagHaHHS Npu3HayeHe Ana 3abea3neyeHHs BHYTPiLLHbOI
B3aemofji 3acobiB koMmnnekcy Ta yTBopeHHs JIOM.

2.1

.11 PC reHepaLiii knio4iB KOpucTyBayis

PC reHepaLii kntoyiB KOpUCTyBaYiB NpM3HayeHa ang:

2.1

2.1

2.1

2.1

reHepadii ocobucToro Ta BIOKPUTOrO KIIKOYIB KOPUCTYBada Ta 3anuMc OCOBUCTOro Knw4va Ha HOCIn
KntoyoBoi iHdopmau;i (HKI);
hopMyBaHHSA Ta 3anucy Ha HOCIN iHdopmaLii 3anuTy Ha (bopMyBaHHSA cepTudikata KopuctyBaya.

13 PC obcnyroByto4oro nepcoHany

.13.1 PC agmiHicTpaTopa 6e3neku npusHayeHa ans:

BBEAEHHA peecTpaLiiHMX AaHMX NocafaoBux ocib (aaMiHiCTpaTopiB) 40 PEECTPY NOCaA0BUX OCI0;
3MiHy peecTpaLjiiH1X faHuX nocagoBux ocib y peectpi;
BMAANEHHA peecTpaLiiHuX faHuX NocagoBmx ocib 3 peecTpy;

BMKOHAHHA iHWKMX YHKLiT, NOB’A3aHMX i3 3abe3neyveHHsAM Ta niaTpumkoto 6e3nekn iHdopmalii, Lo
06pobnsaeTbea y komnnekci. [etanbHo BuMorn o npusHadeHHss PC agmiHicTpaTopa 6e3neku NoBUHHI
Bu3HavaTtuca y T3 Ha KC3I LICK.

13.2 PC cuctemHoro agmiHictpatopa npuaHadeHa ans:

HanarogXxeHHa MapameTpiB TexHiYHMX 3acobiB KOMMNEKCYy Ta CUCTEMHOro MporpamMHoro
3abe3neyeHHs;

AiarHocTyBaHHA pob0THN TEXHIYHNX 3ac0biB KOMMNIIEKCY;
MOHITOPUHIY Ta KOHTPOJIO CTaHy TEXHIYHNX 3aCO6iB KOMMIEKCY Ta BUKOHAHHSA HUM OKpEMUX (DYHKLL.

.13.3 PC cucremHoro agmiHictpatopa npu3HadeHa ans:

PC apgmiHicTpaTopa peecTpalii npuaHadeHa gns:

reHepaLii ocobncToro Ta BiKpUTOro KroudiB agMiHicTpaTopa peecTpali;

nepepadi 3anuTy Ha OpMyBaHHA cepTudpikata agMiHicTpaTopa peecTpalii Ha LeHTpanbHuUi cepsep;
OTpMMaHHs, 36epiraHHA Ta BUKOPUCTaHHA cepTudpikaty aamiHictpatopa peecTpalii;

BBE[IEHHS Ta BUKOPUCTAHHSA 0COBMCTOro Krtoya afgMiHicTpaTopa peecTpalii;

BBEEHHS peeCcTpaLifiHNX AaHMX KOPUCTYBaYiB 0 PEECTPY KOPUCTYBaYiB;

3MiHW peecTpaLinHUX aHUX KOPUCTYBaYiB y peecTpi;

BUAANEHHSA PEECTpaLiHUX AaHUX KOPUCTYBaYiB 3 PEECTPY;

NpUMaHHA 3anuTiB KOPUCTYBaYiB Ha OpPMyBaHHA cepTudikaTis, WO BKOYAE NepeBipKy BONOAIHHSA
KOpuCTyBa4yeM 0COBMCTOro KItoya, BiAnoBigHOro A0 BiAKPUTOrO Krltoya y 3anuTi;

iHiLjiloBaHHA dopMyBaHHA cepTudikaTiB KOPUCTYyBayiB LUMSAXOM BeAEHHA Ta repepadi 3anuTis
KopucTyBauiB Ha chbopMyBaHHA cepTudikaTiB 0O LieHTpanbHOro cepeepa, Lo BKIoyae nignuc 3anutis
KOpWCTYBa4iB agMiHICTPaTOpOM (3 BUKOPUCTAHHSAIM 0COBMCTOro Kitoya afMiHictpaTopa);

iHiLilOBaHHA CKacyBaHHsi, 61OKyBaHHSA Y/ MOHOBMEHHS cepTudikaTiB KOPUCTYBaYiB LUSISIXOM BEAEHHS
Ta nepefayi 3anuTiB Ha 3MiHy cTaTycy cepTudikaTiB A0 LleHTpanbHOro cepeepa, Lo BKIoYae nianuc
3anuTiB agMiHiCTpaTOpOM (3 BUKOPUCTAHHAM MOro ocobmucToro Knwo4a).

.13.4 PC agmiHicTpaTopa cepTudikauii npusHaveHa gns:

reHepaliii ocobucToro Ta Bigkputoro kntodis LICK;
BBEEHHS Ta BUKOpUCTaHHA ocobucToro kntoya LICK;

CTBOPEHHS1 pe3epBHUX Konin ocobuctoro kntova LICK, a Takox BiAHOBNEHHS 0COOUCTOro Krwuva 3
pe3epBHUX KoMil;

dopmyBaHHA Ta nepefadi 3anuTy Ha chopmyBaHHa cepTudikara LICK go LI30;

OTpuMaHH#A Ta 3anucy ceptudikaty LICK y peectp cepTudikaris;

ny6nikauii ceptudikaTty LICK Ha iHdbopmauinHomMy pecypci (Ha Be6-CTopiHLi cepBepa B3aEMOfii);
nybnikauii cnuckie BigknukaHux ceptudikatiB Ha iHdopmaLinHomy pecypci LICK (Ha Be6-cTopiHLi);
NpuUAMaHHA 3anuTiB  Ha OpMyBaHHS cepTUdikaTiB KOpWUCTyBadiB Ta MocagoBux ocib
(apmiHicTpaTopiB);
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— (opmyBaHHs cepTudikaTiB Ha OCHOBI 3anuTy LWJSIXOM, WO BKIOYae nignuc ceptudikaTtie (3
BUKOpUCTaHHAM ocobuctoro knova LICK);

— (popMyBaHHS CMMUCKIB BigKNMKaHMX cepTMdikaTiB KOPUCTYBAYIB LUMASXOM, LLIO BKINKOYAE MNigNuc Cnuckis
BigKnMKaHux cepTtudikarie (3 BUKOpUCTaHHAM ocobucTtoro kntoya LICK);

— PY4YHOro pe3epBHOro KOMitoBaHHA Ta apxiByBaHHA peecTpy cepTudikarTis;

— MOHITOPUHrY Ta KOHTPOJSI0 BUKOHAHHA aBTOMaTM30BaHUX (PYHKLLN, 30Kpema:

— ny6nikauji peectpy ceptudikaTtiB Ha iHdopmauinHomy pecypci LICK (y LDAP-kaTanosi Ta Ha Beb-
CTOPIiHL|) LLeHTpanbHWIA CEPBEPOM;
— nyb6nikauji cnuckiB BigknMKaHux cepTudikaTiB Ha iHdopmaLifiHOMY pecypci LeHTpanbHUM

cepBepoMm;

— ny6bnikauji ceptndikaty LUICK Ha iHbopmaujiiHoOMy pecypci LLeHTpanbHUM CEPBEPOM.

2.2 Onuc yHKLiOHYBaHHS KOMMIEKCY

2.2.1 MNopspgok B3aeMogii TexXHiYHUX 3acobiB

Mopspok B3aemogii TexHiYHMX 3acobiB Npy BUMKOHAHHI (DYHKLIOHaNbHWUX 3aBAaHb HaBEAEHO Ha CXeMi
dyHKuUioHanbHoi cTpykTypu (EAAL.468244.185.C2).

B3aemogpis TexHiyHux 3acobiB komnnekcy y JIOM 3gificHioeTbca yepe3 komyTtaTtopu JIOM Tta PC.
B3aemogpis i3 30BHiWHIMK ITC KopucTyBauviB 3A4INCHIOETLCA Yepe3 cepBep B3aemogii (pyHKuioHanbHo) Ta ME
nigknioveHun o obnagHaHHs onepatopa nepepadi gaHux (QisaMyHO) y 30BHILLHIX TENEKOMYHiKaLiMHMX Mepexax.

2.2.2 IHopMmaLifiHi NOBIAOMNEHHS, WO NEpeaaTbCa MiX TEXHIYHMMK 3acobamMn KOMMNNEKCy

IHdopmauito wopo Tuny Ta dopmaty iHPOopMaLUINHUX NOBIAOMIIEHDb, WO NepefalTbCa MiX TEXHIYHUMMU
3acobamu KoMnnekcy HaBeaeHo y Tabn. 2.1.

Tabnuusa 2.1 - IHpopmaLifiHi NOBIAOMNEHHS, L0 NepefarTbCcsa MixX TEXHIYHUMU 3acobamMu KOMMNEKCY.

3apjisaHi TexHivHi 3acobu

an/I3Ha‘-|eHHFI Ta XapakKTepPUCTUKN noBiAOMIEHbD, L0 nepenarTbCcd

PC aamiHicTpaTopa 6e3neku

LleHTpanbHi cepsepu, cepsepu
B3aeMo[ji, cepBep MOHITOPUHTY Ta
CUHXpPOHi3aLlii yacy

[pu3HayeHHs:

HanaropxeHHsa napameTpiB N3 Ta TexHiyHux 3acobis (cepsepis LICK).
HanarogxeHHsi napameTpie K33 M3 Ta TexHi4yHux 3acobis.

AHani3 xypHanis peecTpaluliji.

TexHonNorivHi NOBIAOMMNEHHS NPOo CTaH (PYHKLiOHYBaHHA Ta 3aXULLIEHOCTI.

MpoTokonu: RDP (3389), SQL Ha ocHosi TCP.

Mepenava gaHux 34INCHIOETLCA Yepes cepBep AOCTYNy agMiHICTpaTopiB.
OaHi mix cepepom gocTyny agmiHictpatopie Ta PC aamiHicTpaTopis
nepepanTbCs y 3aXuUWeHOMy BUrnAgi (3axnct gaHux Ha pisHi Ethernet
NPOTOKONy).

PC aamiHicTpaTopa 6e3neku

CepBepu B3aemogii

[pu3HayeHHs:

HanarogxeHHsi napameTpiB 3 Ta TexHiYHUX 3acobiB (cepBepiB
B3aemogji).

HanarogxeHHsi napameTpie K33 M3 Ta TexHi4yHux 3acobi..

AHanis xypHanis peecTpauii.

TexHonNorivHi NOBIAOMMNEHHS NPO CTaH (PYHKLiOHYBaHHA Ta 3aXULLIEHOCTI.

MpoTtokonu: SSH, HTTPS.

Mepenaya gaHux 34INCHIOETLCA Yepes3 cepBep JOCTYNy agMiHICTpPaTopiB.
OaHi mix cepepom gocTtyny agmiHictpatopie Ta PC aamiHicTpaTopis
nepenanTbCs y 3axXUWeHOMy BUrnAgi (3axnct gaHux Ha pisHi Ethernet
NpOTOKONy).

Cepsepu LICK

PC agmiHicTpatopa peectpauii

[pu3HayeHHs:

®dopmyBaHHA cepTudikaTie Ha cepepi LICK (cepBepi 06pobku 3anuTis).
3miHa cTaTycy cepTudikaTie Ha cepsepi LICK (cepeepi 06pobku
3anuTi.).

®opmatu: PKCS#10, 3anutn Ha 3miHy ctatycy (CCSR) iHkancynboBaHi
y 3anuTu Ha ynpasniHHa (CMP).

Mpotokonu: CMP Ha ocHoBi TCP.
Mepepava paHux 34INCHIOETLCA Yepe3 cepBep AOCTYMNy aAMiHICTpaTopiB.
IaHi Mix cepBepom gocTtyny agMmiHictpaTtopiB 1a PC agmiHicTpaTtopiB
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3afifHi TeXHiYHiI 3acobu

Mpr3HaYeHHs Ta XapaKTepUCTVKU NOBIJOMIIEHb, LLIO NepeaaTbest

nepeparTbCs y 3axmUWeHOMy BUrMaAi (3aXncT gaHnx Ha piBHi Ethernet
NpoTOKOnNYy).

LleHTpanbHi cepeepu

PC agmiHicTpaTopa peecTtpauii

Mpn3HayveHHs:
Po6oTta 3 B[l cepTtudpikatie Ta 06nikoBux 3anncie KOpUCTyBadis.

®opmatu: SQL.

MNpoTtokonun: SQL Ha ocHosi TCP.

Mepepaya paHux 3AINCHIVETLCA Yepel cepBep AOCTYNy afMiHiCTpaTopiB.
aHi Mmix cepBepom gocTtyny agMmiHictpaTtopis Ta PC agmiHicTpaTtopiB
nepeparTbCs y 3axuUWEeHOMy BUMAAi (3aXucT gaHux Ha piBHi Ethernet
NpoTOKONy).

PC cuctemHoro agmiHictpaTtopa

Cepsep LUCK (BA)

Mpn3HayveHHs:
HOoctyn po B. AgmiHictpyBaHHsa B[,

®opmatu: SQL.

MpoTokonu: SQL Ha ocHosi TCP.

Mepenava naHnx 34INCHIOETLCA Yepes3 cepBep AOCTYNy agMiHICTpaTopiB.
OaHi mix cepepom gocTtyny agmiHictpatopie Ta PC aamiHicTpaTopis
nepepalTbCs y 3axXuWweHoOMy BUrnagi (3axnct gaHux Ha pisHi Ethernet
NpoTOKONy).

PC cuctemHoro agmiHictpaTtopa

Cepsep B3aemogiji LICK

[puaHayeHHs:
Hoctyn po LDAP katanory. AgmiHictpyBaHHsa LDAP cepsepa.
My6nikauin cepTndikatis Ta CBC y LDAP-kaTanor.

MpoTokonu: LDAP.

[Nepepnaya gaHnx 34INCHIOETLCA Yepe3 cepBep AOCTYNy agMiHicTpaTopiB.
HaHi Mix cepBepom focTtyny agmiHictpaTtopis Ta PC agmiHicTpaTtopis
nepefalTbCcs y 3axuLeHoMy BUrnaai (3axncT gaHnx Ha pisHi Ethernet
NpoOTOKONy).

PC cuctemHoro agmiHictpaTtopa

Cepsep B3aemogii LICK

[Mpn3HaveHHsA:

My6nikauin cepTngikaTtie Ta CBC Ha web-CTOpiHKy cepBepa B3aEMogii
(HTTP-cepsepa).

3anuc iHdopmalLlii Ha web-cTopiHKy cepsepa B3aemogii (HTTP-
cepsepa). AomiHictpyBaHHsa HTTP cepgsepa.

Mpotokonu: HTTP Ha ocHoBsi TCP.

Mepenava oaHux 34INCHIOETLCA Yepes cepBep AOCTYNy agMiHICTpaTopiB.
HaHi Mix cepBepom focTtyny agmiHictpaTtopis Ta PC agmiHicTpaTtopis
nepepanTbCcs y 3axuLeHoMy BUrnaai (3axncT gaHnx Ha pisHi Ethernet
NpoTOKONy).

PC cuctemHoro agmiHictpartopa

LleHTpanbHi cepeepu

[Mpn3HaveHHsA:
®dopmyBaHHA NoBHMX Ta yacTkoBux CBC Ha cepsepi LUCK (cepsepi
06pobku 3anuTiB).

®opmaTu: 3anuTun Ha ynpasniHHa (CMP).

Mpotokonu: CMP Ha ocHoBi TCP.

Mepenaya gaHux 34INCHIOETLCA Yepes3 cepBep JOCTYNy afAMiHiICTpaTopiB.
OaHi mix cepepom gocTyny agmiHictpatopie Ta PC aamiHicTpaTopis
nepepalnTbCcs y 3axuLeHoOMy BUrnafi (3axncT gaHnx Ha pisHi Ethernet
NPoOTOKONy).

Cepsep B3aemogii LICK

LleHTpanbHi cepsepu

[puaHayeHHs:

Mepepnava 3anuTiB Ha CTBOPEHHS!, BNIOKYBaHHs1, CKacyBaHHs
cepTudikaTiB TOLWO, Bif BigaaneHnx agMiHicTpaTopis peecTtpadi,
KopucTyBauiB.

MNpoTtokonn: CMP Ha ocHoBi TCP.

Cepsep B3aemogiji LICK

LleHTpanbHi cepsepu

[NpuaHayeHHs:
[Nepepnaya 3annTiB Ha OTPUMaHHSA cTaTyCcy cepTudikaris.
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®opmaTtu: OCSP-3anuTu Ta BignoBiai.

MNpotokonn: OCSP Ha ocHoBi TCP.

Cepgep B3aemogiji LICK

LleHTpanbHi cepsepu

[pu3HayeHHs:
lMepenaya 3anuTiB Ha OTPMMaHHSA MO3HAYOK Yacy.

®opmatu: TSP-3anuTtn Ta Bignosiai.

[NpoTtokonn: TSP Ha ocHoBi TCP.

PC agmiHictpaTopa 6e3neku

KomyTtaTtop JTOM

Hanarog)xeHHsi napaMeTpiB TEXHIYHNX 3acobiB (KomyTaTop).
AHani3 XxypHanis peecTpalii.
TexHonorivyHi NoBiAOMIIEHHS NPO CTaH (PYHKLiOHYBaHHSA Ta 3aXULLEHOCTI.

PC agmiHictpaTopa 6e3neku

ME

HanaropxeHHsa napaMeTpiB TEXHIYHMX 3acO6iB (MiXXMepeXeBUIn eKpaH).
AHani3 xypHanis peecTpaLii.
TexHonorivyHi NOBiAOMIIEHHS NPO CTaH (PYHKLiOHYBaHHSA Ta 3aXULLEHOCTI.

[Nepepnaya gaHux 34INCHIOETLCA Yepe3 cepBep AOCTYNy agMiHicTpaTopiB.
OaHi mix cepsepom gocTtyny agmiHictpatopie Ta PC aamiHicTpaTopis
nepepalTbCcs y 3axXUWeHOMy BUrnagi (3axnct gaHux Ha pisHi Ethernet
NpoToKonNy).

PC aamiHicTpaTopa 6e3neku

Mepexesi kpuntomoayni

HanarogxeHHs napaMeTpiB TEXHI4YHMX 3acobiB (MepexeBi
KpunTomMoayni).

Pe3epBHe konitloBaHHA KNtoyiB. BigHOBNEHHs KnoYiB.

TexHONOriYHi NOBIAOMIEHHSA NPO CTaH (PYHKUIOHYBaHHSA Ta 3aXMLLEHOCTI.

Mepenava naHnx 34INCHIOETLCA Yepes3 cepBep AOCTYNy agMiHICTpaTopiB.
LaHi Mmix cepeepom gocTtyny agMmiHictpaTtopis Ta PC agmiHicTpaTtopis
nepepaTbCcs y 3axuLeHoMy BUrnaai (3axXncT gaHnx Ha pisHi Ethernet
NpoTOKONy).

CepBepu B3aemogii

TexHiuHi 3acobu kopuctysauis LICK

[Mpn3HaveHHsA:

3MmiHa cTaTycy (6nokyBaHHS) cepTudikaTiB (TpaH3aKLiiHi 3annTu Ta
Bignosiai anga nepepadi Ha cepsep LICK).

BusHaueHHs cTaTycy cepTudikaris (TpaH3akuiiHi 3annTu Ta Bignosiaj
Anda nepepavi Ha cepsep LICK).

®dopmyBaHHA MO3HAYOK Yacy (TpaH3aKUinHi 3anuTun Ta Bignosiai Ans
nepepadyi Ha cepsep LICK).

®opmatu: PKCS#10, 3anutn Ha 3miHy ctatycy (CCSR) iHkancynboBaHi
y 3anutu Ha ynpasniHHa (CMP), OCSP- i TSP-3anuTu Ta Bignosigi.

MpoTtokonn: CMP, OCSP Ta TSP Ha ocHoBi HTTP.

CepBepu B3aemogii

TexHiuHi 3acobu kopuctysauis LICK

[Mpn3HaveHHsA:
3MmiHa cTaTycy (6nokyBaHHS) cepTudikaTiB (TpaH3aKLiiHi 3annTu Ta
Bignoeiai anga nepepadi Ha cepsep LICK).

®opmaTu: 3anuTun Ha 3MmiHy ctaTycy (CCSR) iHkancynboBaHi y 3anuMTu Ha
ynpaeniHHa (CMP).

Mpotokonu: CMP y Burnaai BknageHb NowToBux nosigomneHs - SMTP
Ta POP3.

CepBepu B3aemogji

TexHiuHi 3acobu kopuctysauis LICK

[puaHayeHHs:
HOoctyn no LDAP-kaTanory cepsepa B3aemogii (LDAP-cepsepa).

MpoTtokonu: LDAP.

CepBepu B3aemogii

TexHiuHi 3acobu kopuctysauis LJCK

[Mpn3HaveHHs:
Hoctyn no web-cTopiHku cepBepa B3aemogii (HTTP -cepsepa).

Mpotokonu: HTTP.

LleHTpanbHi cepeepu LICK

MKM

Mepepaya paHux pna BUKOHAHHA onepaLin wudpyBaHHsS Ta nignucy y
MepexeBOMY KpUMTOMOAY/i.
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Mpotokonu: TCP.

LleHTpanbHi cepsepu LICK

MKM

Mepepaya paHux gna BUKOHaHHA onepaLin WudpyBaHHs Ta nignucy y
MepexXeBOMY KpUNToMOAyi.

Mpotokonu: TCP.

LleHTpanbHi cepeepu LICK

MKM

lMNepepnaya gaHux ona BUKOHaHHSA onepadin wudpyBaHHA Ta nignucy y
MepexXeBOMY KpUNToOMOAYi.

[MNpotokonu: TCP.

LleHTpanbHi cepeepu LICK

MKM

lMNepepnaya gaHnx ons BUKOHaHHSA onepauin wudpyBaHHa Ta nignucy y
MepexeBOMY KpUMTOMOAY/Ti.

[potokonu: TCP.

CepBep MOHITOpUHrY Ta
CUHXpOHi3aUii yacy

LleHTpanbHi cepeepu LICK, cepsepu
B3aeMogji

CuHxpoHi3alia vyacy Ha iHwux cepBepax Ta PC

MNpoTtokonu: NTP

CepBep MOHITOpUHry Ta
CUHXPOHi3aLii Yacy

LleHTpanbHi cepeepu LICK, cepeepu
B3aEMOJ|i, MepexHi Kpuntomopgyni

KoHTponb pyHKLiOHyBaHHS

MpoTtokonu: SNMP, ICMP
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3 B3AeMO[IA KOMIMIEKCY 3 IHWMMW CUCTEMAMU
Komnnekc nig yac dyHKLiOHyBaHHSA B3aEMofie 3 TeXHIYHMMM 3acobamu kopucTyBadie LICK 3 30BHiLLHiX
ITC.

B3aemopis 34iNCHI0ETbCA Yepe3 30BHILHI (MO BiAHOLWEHHIO A0 KOMMEKCY) TeneKOMYyHIKauinHi Mepexi.
Mpy LbOMY B3aEMOAIA 30iMCHIOETLCS Yepe3 KOMyTaTop Lo NporpamyeTbes.

®Di3nyHO B3aeMOAIiS 3AiNcHI0ETLCA Yepe3 ME Ta KoMyHikaujinHe obnagHaHHS.



